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ABSTRACT

Categories and Subject Descriptors

In this paper, the fundamental insecurities hampering a scalable, wide-spread deployment of biometric authentication
are examined, and a cryptosystem capable of using fingerprint data as its key is presented. For our application, we
focus on situations where a private key stored on a smartcard
is used for authentication in a networked environment, and
we assume an attacker can launch off-line attacks against a
stolen card.
Juels and Sudan’s fuzzy vault is used as a starting point for
building and analyzing a secure authentication scheme using
fingerprints and smartcards called a fingerprint vault. Fingerprint minutiae coordinates mi are encoded as elements in
a finite field F and the secret key is encoded in a polynomial
f (x) over F [x]. The polynomial is evaluated at the minutiae
locations, and the pairs (mi , f (mi )) are stored along with
random (ci , di ) chaff points such that di 6= f (ci ). Given a
matching fingerprint, a valid user can seperate out enough
true points from the chaff points to reconstruct f (x), and
hence the original secret key.
The parameters of the vault are selected such that the attacker’s vault unlocking complexity is maximized, subject to
zero unlocking complexity with a matching fingerprint and
a reasonable amount of error. For a feature location measurement variance of 9 pixels, the optimal vault is 269 times
more difficult to unlock for an attacker compared to a user
posessing a matching fingerprint, along with approximately
a 30% chance of unlocking failure.

E.3 [Data]: Data Encryption
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1.

INTRODUCTION

In our increasingly electronic environment, everything is
becoming a network, from the computer terminals we sit
at, to the supermarket checkout, and even the locks on our
doors. In these abstract networks, all forms of authorization
and access control require networks to have a secure method
of authenticating users.
Smartcards offer a new paradigm for authentication. Now,
users’ private keys are stored on smartcards. These users
can prove their identity by using the card to provide a correctly signed message to an authentication server. Relying
on the security of public-key authentication, the new task is
to protect the private key on the smartcard itself. We believe
that biometric authentication, in particular fingerprints, is
a practical method of providing this protection.
There are two main approaches for using biometric information. The first is fingerprint matching, where the smartcard stores a template of the user’s fingerprint and requires
the user to present a matching template before it will sign
messages on the user’s behalf. The second method is fingerprint mapping, where a fingerprint is used to obscure the
private key, without storing a template. The private key can
only be recovered and consequently used to sign an authentication message if a valid fingerprint is provided.
From a fundamental security standpoint, the key distinction between the two techniques is whether a physical attack
on the smartcard could yield any useful information. If the
private key and biometric template are both stored unencrypted on the smartcard, they would both be susceptible
to a physical attack. The goal here is to provide guaranteed
security, rather than the illusion of security.
This paper focuses on using a modified version of Juels
and Sudan’s fuzzy vault [10] termed the fingerprint vault to
encrypt the private key on the smartcard using fingerprint
information, and derives theoretic bounds on its security. By
analyzing the techniques used to perform the authentication
and the entropy of the biometric data used, the complexity
of various attacks can be quantified. In all cases, there is a
trade-off between reproducibility and security.
The overall goals of this work are as follows:
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the worst case scenario: a smartcard has been stolen, and
an attacker with complete physical access is attempting to
retrieve the private key.
Given physical access, there are two main classes of physical attacks against smartcards: noninvasive or side-channel
attacks, and invasive attacks.
Three of the most popular noninvasive attacks are power
analysis [13], timing analysis [12], and electromagnetic (EM)
analysis [1]. All of these attacks can be used to determine
sensitive information on a smartcard; however, noninvasive
attacks can generally be thwarted by clever algorithms, data
obfuscation, and shielding techniques.
Invasive attacks [14, 15] generally involve dissolving the
chip packaging and reverse engineering the processor itself.
Given complete physical access, it is impossible to prevent
an attacker from retrieving data stored in memory. The
only way to protect against such an attack is to encrypt the
contents of memory using a key not stored on the card itself.
Then, an attacker may retrieve the data from the card, but
it will be of no use.
Protecting the smartcard now requires efforts on two fronts.
First, the smartcard processor itself must be designed such
that it is immune to the various on-line side-channel attacks.
Secondly, without a matching fingerprint, an attacker should
not be able to obtain any sensitive information from the
card. In particular, users’ private keys must be stored in an
encrypted format. This second front is the focus of the work
presented here.

capture
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auth request
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Figure 1: Authentication Diagram

• define the fingerprint vault scheme and its associated
algorithms;
• present probabilistic and systematic bounds on some
of the vault parameters;
• define a class of unlocking techniques that can be used
for both attacks and by legitimate users; and
• find the optimal fuzzy vault parameter choice to maximize attackers’ complexity and minimize users’ complexity, while ensuring reasonable reproducibility
The remaining sections are organized as follows. Section
two discusses background information and motivates the research. Section three outlines prior similar research efforts.
Section four presents the fingerprint vault and analyzes its
applicability from a probabilistic sense. Section five analyzes the security of the fingerprint vault from a complexitytheoretic sense. Section six describes empirical results stemming from sample fingerprint data. Section seven concludes.
Proofs are provided in the appendix of the extended version
found on the authors’ website.

3.

PAST WORK

In the past few years, there have been several research
efforts aimed at addressing the intersections between cryptography and biometrics. Here we address biometric cryptosystems in general, delve more deeply in to the fuzzy vault,
and then briefly examine various polynomial reconstruction
techniques.

2. BACKGROUND AND MOTIVATION
An airport is a motivating example where a fingerprint
and smartcard solution is ideal. Passengers each have smartcards storing their personal information, including a private
key. In order to access the information on their smartcard
at airline terminals, they must provide the smartcard with
valid fingerprint data.
First, we present a simplified, generic protocol for use
with smartcard-based biometric authentication. It is similar to those found in many popular public-key authentication schemes, such as SESAME [24, 16] and SSH [26].
In general, a server should believe a user is who they say
they are if they can provide a signed message containing
their identity and a nonce or challenge (i.e. random number)
selected by the server. If the public key associated with the
specified identity correctly verifies the signature, only the
valid user could have sent it. If a certificate is not provided
by the user, the server will need a database of public keys.
From the client standpoint, signing ability is required to
authenticate. Figure 1 demonstrates how this can be done
with biometric data. First, a fingerprint image is captured
from a scanner. This data is sent to a terminal which translates it into some smaller numeric representation, or template. Both the message digest we wish to sign and the
biometric template are sent to the smartcard. Provided the
biometric data is valid, the smartcard will use its internally
stored private key to generate and return a signature for the
message digest.
Our analysis shall focus on the methods by which smartcards use biometric data to sign a message. This assumes

3.1

Biometric Cryptosystems

In 1998, Davida, et al. [6], were among the first to suggest
off-line biometric authentication. It moved biometric data
from a central server into a signed form on a portable storage
device, such as a smartcard. Their system was essentially
a PKI-like environment that did local fingerprint matching.
Its main flaw is that it required some local authentication
authority to have a key capable of decrypting the template
stored on the storage device. While they address the key
management issues, the basic premise is still that of local
fingerprint matching, and is therefore inherently insecure.
The next year there were three innovative, yet similar
methods that did not perform biometric matching. The
first is the fuzzy commitment scheme [11]. Here, a secret
(presumably a private key used for later authentication) is
encoded using a standard error correcting code such as Hamming or Reed-Solomon, and then XOR-ed it with a biometric template. To retrieve the secret, a slightly different biometric template can again be XOR-ed, and the result put
through an error correcting decoder. Some small number of
bit errors introduced in the key can be corrected through
the decoding process. The major flaw of this system is that
biometric data is often subject to reordering and erasures,
which cannot be handled using this simple scheme.
In [19], a technique was proposed using the phase information of a Fourier transform of the fingerprint image. The fin2
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gerprint information and a randomly chosen key are mixed
together to make it impossible to recover one without the
other. In order to tolerate errors, the system used a filter that minimizes the output variance corresponding to the
input images. To provide further redundancy, an encoding process stores each bit multiple times. The work does
not address how much these steps reduce the entropy of the
original image; thus, it is not clear that there exists a set
of parameters which will allow the system to reliably recognize legitimate users while providing a reasonable amount
of security.
A third paper [18] has a similar theoretical foundation
to this work, but aims toward a completely different application. Here, Monrose, et al., attempt to add entropy
to users’ passwords on a computer system by incorporating
data from the way in which they type their password. Since
the biometric being used here so so radically different from
fingerprints, their results are not applicable to this work.
Recently, Juels and Sudan [10] proposed the fuzzy vault,
a new architecture with applications similar to Juels and
Wattenberg’s fuzzy commitment scheme, but is more compatible with partial and reordered data. The fuzzy vault
is used here as a starting point for the biometric scheme
presented in this paper.

Polynomial Interpolation

In order to actually reconstruct the secret locked within
the fuzzy vault, the points in the unlocking set must be used
to interpolate a polynomial. The unlocking set will contain
both real points and chaff points.
The simplest mechanism for recovering the polynomial is a
brute-force search, where various k+1 element subsets of the
unlocking set are used to interpolate a degree k polynomial,
using Newtonian Interpolation [8].
A second method is to use a Reed-Solomon decoder [3],
as suggested by Juels and Sudan. While RS codes are traditionally used to correct errors in messages transmitted over
noisy channels, they are essentially a generalization of the
polynomial reconstruction problem. Using a (t, k) code, t
points can be fed into the decoder, and the degree k polynomial will be returned.
There are two main RS decoding algorithms: the BerlekampMassey algorithm [17], and the Guruswami-Sudan algorithm
[7]. Berlekamp-Massey requires k+t
real points in the un2
√
locking set while Guruswami-Sudan only requires kt. Unfortunately, this extra error correcting capability requires
significantly more computation. Interestingly enough, the
two algorithms provide nearly identical unlocking complexities for a wide range of vault parameters, so we shall focus
on the Berlekamp-Massey method.
Another field called noisy polynomial interpolation has
had some recent advances, notably by Arora and Khot [2]
and Bleichenbacher and Nguyen [5]. However, the results of
this work are not applicable to the fuzzy vault. In [2], they
examine the problem of finding all polynomials that interpolate through the points (xi , [yi − δ, yi + δ]). The noise in our
points has been removed by the existence of the fuzzy vault,
so this is not useful to us. In [5], they look at the problem of
interpolating the points (xi , yi,1 ), (xi , yi,2 ), ..., but since we
do not have chaff points overlapping with real points, their
new algorithm is also not applicable.

3.2 Fuzzy Vault
Here, we describe the original fuzzy vault, with some slight
notational differences. As with any cryptosystem, there is
some message m that needs to be encrypted, or in this case
locked. Some symmetric fuzzy key can be used to accomplish
this task, and then used again later to decrypt, or unlock the
original message. Here, our message m is first encoded as
the coefficients of some degree k polynomial in x over a finite
field Fq .
This polynomial f (x) is now the secret to protect. The
locking set L is a set of t values li ∈ Fq making up the fuzzy
encryption key, where t > k. The locked vault contains all
the pairs (li , f (li )) and some large number of chaff points
(αj , βj ), where f (αj ) 6= βj . After adding the chaff points,
the total number of items in the vault is r.
In order to crack this system, an attacker must be able to
separate the chaff points from the legitimate points in the
vault. The difficulty of this operation is a function of the
number of chaff points, among other things. A legitimate
user should be able to unlock the vault if they can narrow
the search space. In general, to successfully interpolate the
polynomial
T they have an unlocking set U of t elements such
that L U contains at least k + 1 elements
To summarize the vault parameters:

4.

FINGERPRINT VAULT

In this section, we describe our modified fingerprint vault,
and the algorithms used to lock and unlock data. Additionally, theoretic bounds on our ability to successfully unlock
the vault are determined.

4.1

Generalized Fuzzy Vault

First, the fuzzy vault specifies that the size of the locking
set, unlocking set, and RS codewords are all the same size.
Here, we loosen this restriction.
• t is the number of points in L
• τ is the number of points in U
• n is the RS codeword size

• f (x) is a degree k polynomial in Fq [x]
• t ≥ k points in L interpolate through f (x)
• r ≥ t is total number of points in the vault

In [10], the authors consider the case where L and U are
taken from discrete sets, however for biometric purposes
these values are not discrete (or are taken from a sufficiently
high-resolution discrete set). Hence, for all the elements in
U, we need to find the closest elements in vault, and then try
unlocking with those values. Consequently, a quantization
problem is introduced. How closely can we pack chaff points
and still maintain a reasonable probability of quantization
error?
The key being used to lock our fuzzy vault is pixel coordinate locations, (xi , yi ), of features on a fingerprint image.

This vault shall be referred to as V(Fq , r, t, k).
Spurious polynomials of degree k interpolated by t points
may show up in the randomly selected chaff points. In [10],
the authors present a lemma describing the security of their
scheme based on the number of these polynomials that exist
in a vault with general parameters.
Lemma 1. For every µ > 0, with probability 1−µ, a vault
of size t contains at least µ3 q k−t (r/t)t polynomials f 0 (x) of
degree less than k such that the vault contains exactly t points
of the form (x, f 0 (x)).
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Consequently, and ideal field for the vault is Fp2 , such that
p is prime.
Lemma 1 probabilistically gives us the number of spurious polynomials of a particular degree in our vault. The
presence of many such polynomials is the key to proof of
security in [10]. Unfortunately, for reasonable vault parameters (see Section 6), there exists a δ with k ≤ δ ≤ t such
that the expected number of spurious degree k polynomials
interpolated by more than δ points is less than one. The
consequence is that the brute-force search for a degree k
polynomial interpolating δ points will yield a unique result,
namely, the vault secret.
The precise value of δ such that the results of an unlocking
attempt can be verified will be required later:
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Figure 3: Plot of minutiae from 5 scans of the same
person, with reliable regions marked

However, an attacker will still have to search through the
space of possible polynomials. We will show in Section 5
that this complexity can still be formidable. First, however,
we will define our algorithms.

To estimate the distribution on the minutiae locations,
statistical data is needed. To accomplish this, features were
extracted from N sample fingerprint images of the same person, and then aligned. The data used here was associated
using the bounded nearest neighbor averaging technique described in the next section. The result is a set of expected
values (x̄i , ȳi ) for each detected minutiae, the number n ≤ N
of samples having a minutiae in that neighborhood, and the
2
2
variance and covariance of those n minutiae, (σx,i
, σy,i
, ρi ).
Figure 3 shows these regions where features reliably appear.
These values will be used later to compute a bound on
the possible density of chaff points for a given quantization
error probability.

4.2 Feature Extraction
Feature extraction has been the focus of much research
in past years, and this paper does not address it in detail.
For the tests performed in this paper, the VeriFinger toolkit
from Neurotechnologija Ltd. [25] was used to extract fingerprint features. The feature extraction process is visually
represented in Figure 2.
In 2(a), one can see an image scan of a fingerprint. This is
received directly from the fingerprint capture device. Various edge detection algorithms are then used to convert that
information into 2(b). This figure features a cleaned-up version of the original scan. From there, features can be readily
identified, as in 2(c). Each identified are in 2(c) represents a
fingerprint minutiae, which is a location where a fingerprint
ridge either splits or ends.
Here, we shall consider the feature extraction and alignment as a black box, yielding normalized (x, y) pixel coordinates of fingerprint minutiae. The outputs from the black
box for several scans of the same finger are generally close
to one another, unless the fingerprint image was severely
clipped. The intra-scan variance imposes limitations on our
system.

4.4

Locking Set

The locking set L is computed in a method similar to
the method for finding minutiae variances. A user’s finger is scanned and processed N times, resulting in N sets
of minutiae, b1 , ..., bN . These are correlated using the following algorithm with distance threshold T and multiplicity
threshold S:
1. let A be the set of average points with multiplicity
2. for each minutiae set bi
3.
for each minutiae mj ∈ bi
4.
find element in nk ∈ A such that |nk − mj | < T
5.
select closest nk that has not already been used
6.
if no matches, add mj to A with multiplicity one
7.
else add mj to average and increase multiplicity
8. A = {a ∈ A : multiplicity(a) > S}

4.3 Feature Noise
Each person’s fingerprint consists of a fixed set of minutiae
locations mi = (xi , yi ) ∈ M. However, due to systematic
errors in image capture, processing, and alignment, noise is
added to each point, such that our final points are

Features appearing in S or fewer scans are discarded as
noise. These points generally occur in the edge regions of
the image, where feature extraction is less reliable. This
locking set can then be used to create the fingerprint vault.

m0i = (xi + nxi , yi + nyi )
Additionally, the processing noise may discard features or
add additional features that are not present on the actual
fingerprint.
The next step in the analysis is to derive a model for the
noise introduced by the capture device and extraction algorithms. From this information, we can derive matching
error probabilities. To simplify analysis, an additive Gaussian noise model will be assumed.

4.5

Chaff Points

The number and location of chaff points is limited by the
variance in the fingerprint capturing and feature extraction
algorithm. Chaff points cannot be placed too close to real
points, or they will cause quantization problems. Given
some acceptable distance d is found, chaff points can be
4

Figure 2: Feature Extraction Process: (a) original image, (b) after edge detection, (c) including feature points
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placed anywhere as long as they are at least distance d from
any real points. Additionally, there is no reason to place
chaff points next to each other at any distance less than d,
because an attacker can immediately ignore them as unlikely
candidates, as they are so close together.

Random Packing
0.8

Sample Data
0.6

Lemma 2. Given elements of Fp2 have pairwise Euclidean
distance no less than d, the total number of elements r with
2
packing density ρ is less than 4ρp
.
d2 π

P_error
Optimal Packing

0.4

0.2

The optimal packing technique for circles is using a hexagπ
≈ 0.91
onal lattice, and has a packing density of ρ = 2√
3
[23]. Unfortunately, this density could never be achieved, as
we require the locations of chaff points to look random. If
they all existed on a lattice, any discontinuities in the lattice
pattern would be the real points.
Points can be randomly packed by repeatedly selecting
random field elements and putting a chaff point there if it
is at least distance d from all other points. This yields a
packing density of ρ ≈ 0.45, and is guaranteed to be random.
Another technique, random close packing [9], could yield
densities closer to ρ ≈ 0.75, but these techniques have not
been sufficiently studied in the two-dimensional case, and
their randomness has never been quantified.
For this results to be useful, a minimum distance d between points needs to be computed in terms of the vault parameters. Here, we make a simplifying assumptions which
will slightly loosen our bound, but yield simpler results: the
noise distribution is spherically Gaussian, or the two axes
are independent and identically distributed.
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Figure 4: Probability of error as a function of r,
using σ 2 = 9 and p = 251, with vault parameters
t = 40 and δ = 12, plotted with error probabilities
using random packing in sample data sets.

Figure 4 shows the error probability as a function of the
vault size for the optimal and randomized packing methods.
Also included is error probabilities from actual fingerprint
data using the random packing method. For each person,
five fingerprint scans were available. The first four were used
to create a vault, and the fifth was used to try and unlock
it. The plotted probabilities represent the fraction of data
sets that had enough true points in the unlocking set to
successfully unlock the fingerprint vault. The experimental
results are quite close to the theoretical, which is impressive
given our simplified noise model.
Note that this is the probability of being able to successfully decode, and does not deal with the complexity of actually performing that decoding.

Lemma 3. The probability of successfully decoding a single point at distance at least d from all others using the maximum likelihood rule is
µ 2¶
−d
(2)
Ps ≤ 1 − exp
8σ 2

4.6

Theorem 1. The probability of error for decoding points
at least δ out of t points in the fuzzy vault V(F2p , r, t, k) is
bounded below by
Ã!
¶i µ
µ
¶¶ t−i
µ
t
X
ρp2
t
ρp2
1
−
exp
−
Pe ≥
exp −
2rπσ 2
2rπσ 2
i
i=δ
(3)
for a given point variance σ 2 .

Unlocking Set

The unlocking set U starts off initially as some set U of
minutiae locations from a single scan of the user’s finger.
To select the elements of the unlocking set, for each point
in U the user finds the closest point in the vault. If the
fingerprint capture process did not introduce noise features,
we should have U ⊆ L. However, there is some probability
that a minutiae will by chance be closer to a chaff point than
a true point. Also, there is a chance that U will contain
5

Let’s examine the previous two examples in the context of
Reed-Solomon decoding. Figure 5 illustrates the complexity
of a full-scale attack, an attack where partial fingerprint information is known, and a legitimate unlocking of the vault.
We can see that depending on the relationship of r and t,
the optimal method for unlocking the vault can change. By
using a Reed-Solomon decoder, a valid user can now unlock
the vault in 1 or 2 tries, while an attacker can still do no
better than a brute-force attack.
If an attacker is able to eliminate many of the chaff points,
presumably through side knowledge of some of the fingerprint characteristics, finding the optimal attack now becomes more interesting. The minimum complexity is no
longer one of the bounding cases.
In this paper, we assume that we can choose chaff points
in such a way as to confuse the attacker and force him to
consider all points. For the most part we can disregard attacks where an attacker can eliminate certain chaff points
based on the probable minutiae configurations. Research
[20, 21, 22] indicates that the probability of two people
having the same fingerprint is approximately 1 × 10−80 .
Assuming fingerprints are equiprobable, this corresponds
to − log2 (1 × 10−80 ) ≈ 265 bits of entropy. Thus, for a
complexity-theoretic attack, the minutiae entropy is sufficiently large, thus trivializing attacks which take probable
minutiae configurations into account. This also indicates we
could never achieve more than 265-bit security, regardless of
vault parameters.

spurious minutiae which was not included in L.
This is where Reed-Solomon codes comes into play. For
any n points, we can determine the polynomial, or Reedof those points
Solomon codeword in this case, if at least δ+n
2
are correct. If n is reasonably close to r, then very few
attempts will be required to compute the polynomial.

5. UNLOCKING COMPLEXITY
Vault unlocking can be viewed in two contexts. The first
is the complexity of a valid user unlocking a vault with a
matching fingerprint image. One goal is to minimize this
complexity. The second context is the complexity of an attacker without fingerprint information trying to crack the
vault. We wish to maximize this complexity while the attacker wishes to minimize it.
There are two obvious techniques for unlocking the vault.
The first is the brute-force method, or bf (r, t, k), where r is
the total number of points, t is the number of real points,
and k is the degree of the polynomial. For an attacker, r and
t are the same as the ones in the vault parameter, however
for a valid user, r is the size of their unlocking set and t is
the number of non-chaff points in that set.
Theorem 2. The complexity of the bf (r, t, k) problem us¡ ¢¡ ¢−1
.
ing a suitable δ to ensure a unique result is Cbf = rδ δt

Example 1. Consider a vault over F2512 with r = 1000
total points and t = 40 real points over a degree k = 8 polynomial. Under Corollary 1, δ = 12. Using Theorem 2, the
complexity of an attacker breaking the vault is approximately
258 polynomial interpolations.

6.

Example 2. Consider the same vault, only a valid user
intersects their unlocking set with the vault to obtain r = 30
points, t = 22 of which are real points. With such a small
vault, obviously δ = k + 1 = 9. Using Theorem 2, the complexity of a valid user unlocking the vault is approximately
27 polynomial interpolations.
The second example illustrates that a brute-force decoding algorithm is less than ideal a valid user. Another method
of unlocking the vault is through the use of a Reed-Solomon
decoder. In the rs(r, t, n, δ) problem, r, t, and δ have the
same meanings as before, and n is the size of the ReedSolomon codewords involved.
Theorem 3. The complexity of the rs(r, t, n, δ) problem
over Fp2 is


Ã !
!Ã ! −1
Ã
min(n,t)
X
r 
t 
r−t
Crs =
(4)


n
i
n−i
n+δ
i=max(

2

EMPIRICAL RESULTS

Throughout the paper, the term “reasonable vault parameters” has been used repeatedly. Here, we use actual
fingerprint data to determine what “reasonable” is. Each of
the vault parameters, p, r, t, and k has limitations placed
on it by the behavior of actual fingerprint data.
The locking and unlocking algorithms were implemented
in MATLAB, and sample fingerprint data was used to test
the error probabilities. Four scans of the same individual
were used to create a vault, and a fifth used to try and unlock
it. The number of true points in the unlocking sets for these
real vaults was used to validate the statistical models.
The field, Fq , defines the underlying mechanics of our entire system. Throughout, we have been using Fp2 , for prime
p. In general, we wish to represent a feature pixel location.
For the examples presented so far, p = 251 was used. This
way, minutiae locations can be stored in 16-bit numbers, and
2512 − 1 = 63000 = 23 · 32 · 53 · 7, a very smooth number,
yielding many choices for the Reed-Solomon codeword size.
Increasing the fingerprint image resolution and consequently
the field size has little effect on the resulting security. As
the resolution increases, so does the minutiae variance, σ.
These two parameters cancel one another out, making the
underlying field selection based more on convenience than
security.
The number of real points, t, is the size of the locking set.
The algorithm described earlier takes several scans of the
same person and locates minutiae that appear in two or more
of the scans. This algorithm was implemented in MATLAB
and used to create various locking sets. For 5 scans of each
person and S = 1, we obtain locking sets which ranged from
25 to 60 points, with mean 38 and standard deviation 11.
The degree of the polynomial the vault protects is bounded
below by the amount of data we wish to encode in it. Each

,n−r+t)

such that n satisfies δ ≤ n ≤ min(r, 2t − δ) and n|(p2 − 1).

Corollary 2. The complexity of bf (r, t, δ) = rs(r, t, δ, δ),
or taking n = δ reduces Reed-Solomon unlocking into a
brute-force unlocking.
Corollary 3. For r >> t, bf (r, t, δ) ≤ rs(r, t, n, δ), for
all n ≥ δ, or unless an attacker can eliminate a significant
number of chaff points of a locked vault, he or she can do no
better than a brute-force attack.
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Figure 5: Log of complexity for Reed-Solomon decoding as a function of codeword size; (a) complexity of
full attack, rs(1000, 40, n, 12); (b) complexity of partial information attack, rs(120, 40, n, 12); (c) complexity of
legitimate unlocking, rs(30, 22, n, 12).

interpolating our polynomial in order to guarantee success.
Using r and δ, the difficulty of a brute-force attack can be
computed.
Figure 7(b) is essentially a reality check on our selection
of τ , the size of our unlocking set. For a given τ and k, real
fingerprint data was again used to compute the probability
of successfully unlocking the vault. It can be seen that given
τ = 20, approximately 20 to 30 percent error occurs. From a
user’s perspective, this means that every couple times they
access their smartcard, a second fingerprint scan will be required in order to successfully unlock the vault. This seems
reasonable given that we expect that the false positive rate
to be infinitesimally small. The corresponding curve in 7(a)
indicates that the maximum complexity is 269 for k = 14.
Consequently, over F2512 we have determined the optimal
vault to be:
• polynomial: k = 14, δ = 17
• chaff points: r = 313, d = 10.7
• attack complexity: 269
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Figure 6: Vault performance as a function of vault
size, with k = 14, τ = 20, and t = 38 over F2512

7.

CONCLUSION

In this paper, we have considered the practical implications of using fingerprint information to secure a smartcard.
Because fingerprints are often inconsistent, we must resort
of a fuzzy scheme for storing the secret key. We show that
with real-life parameters, it is impossible to ensure the security envisioned by Juels and Sudan. However, we define a
modified scheme called the fingerprint vault, provide associated algorithms and a mechanism for finding optimal vault
parameters. Parameters are provided which makes retrieving the secret 269 times more difficult for the attacker than
a legitimate user.
There are a couple ways by which security may be improved. An obvious way is to use multiple fingerprints to
store a longer private key which could be hashed down to
the appropriate length. Another way is to improve the detection and extraction algorithms so as to lower σ, allowing
us to pack in more chaff points.

coefficient is an element of F2512 , and can therefore hold
15.9 bits of information. As a result, a 128-bit key can be
encoded using 9 coefficients, or in a degree 8 polynomial.
Consequently, we shall consider k ≥ 8.
The total number of points r depends on the number of
chaff points added to the vault, and is a function of the
desired error probability. Figure 4 gave the probabilities for
a particular set of input values. Here, we shall examine this
trade-off in more detail.
First, examine how the vault performs as a function of its
size. Figure 6 shows both the complexity of a normal user,
and the complexity of an attacker for a vault with 38 real
points over a degree 14 polynomial. We can see that as the
total number of points increases, so do both complexities. In
order to keep user complexity to a minimum, we shall select
the largest value of r such that the user has zero complexity.
The other key parameter that can be varied to alter our
vault performance is k, the degree of our polynomial. Figure 7(a) shows the attack complexities as a function of k.
This complexity was computed by first finding the maximum
number of points r such that the user has zero complexity,
and from there computing δ, the minimum number of points

8.
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A1. PROOFS

V(F2p , r, t, k) is bounded below by
Ã!
µ
¶i µ
µ
¶¶ t−i
t
X
t
ρp2
ρp2
Pe ≥
exp −
1
−
exp
−
2rπσ 2
2rπσ 2
i
i=δ
(A7)
for a given point variance σ 2 .

Proof of Corollary 1: A value of δ satisfying the above
requirement is
&
'
log 13 p2k
δ≥
(A1)
2
log kpr

The result above is essentially a combination of the first
two lemmas. The vault is designed to allow some decoding errors, since there are t ≥ δ valid points available, any
combination of at least δ successful decodings is necessary.
Also note that we are ignoring the probability of an error
yielding another real point, rather than a chaff points. The
real points used in the vault can be chosen to minimize the
probability of this event.
The distance d is defined by the first lemma as

The requirement on the number of spurious polynomials
can be rewritten as
µ
¶
1 2(k−δ) ³ r ´δ
log
p
< 0.
(A2)
3
δ
After expanding and rearranging, we have
δ>

log 31 p2k
log

δp2
r

d2 ≤

(A3)

4ρp2
.
πt

(A8)

Substituting for d in the Ps , we can compute Pe as

Unable to isolate the δ, on the right hand side substitute k
for δ. In general, δ is larger than k, and the logarithm of the
two is relatively close. For reasonable vault parameters, this
only increases δ by approximately 0.3, and either does not
affect the result or adds a small probabilistic safety net. ¥

Pe ≥

t
X
¡ t¢
i

i=δ

(Ps )i (1 − Ps )t−i

(A9)

which expands to the given expression. ¥
Proof of Theorem 2: The complexity of the bf (r, t, k)
problem using a suitable δ to ensure a unique result is Cbf =
¡r¢¡ t ¢−1
.
δ δ

Proof of Lemma 2: Given elements of Fp2 have pairwise
Euclidean distance no less than d, the total number of ele2
ments r with packing density ρ is less than 4ρp
.
d2 π

The proof is a fairly straight-forward combinatorics argument. In the brute-force method, we must find¡ δ¢ points that
interpolate a degree k polynomial. There are rδ sets of any
¡ ¢
δ points. Of those sets, δt will yield successful results, as all
δ points will exist on the degree k polynomial. The quotient
of the two is the expected number of trials required to open
the vault. ¥

The problem reduces to packing circles within a rectangle. The square of possible locations has area p2 , and the
¡ ¢2
circles have area d2 π. As a result, the number of circles
is bounded above by
¶
µ
4ρp2
p2
=
r≤ρ
¥
(A4)
(d/2)2 π
πd2

Proof of Theorem 3: The complexity of the rs(r, t, n, δ)
problem over Fp2 is

Proof of Lemma 3: The probability of successfully decoding a single point at distance at least d from all others using
the maximum likelihood rule is
µ 2¶
−d
(A5)
Ps ≤ 1 − exp
8σ 2


Ã !
r 
Crs =

n

min(n,t)

X

,n−r+t)
i=max( n+δ
2

Ã

r−t
n−i


!Ã ! −1
t 

i

(A10)

such that n satisfies δ ≤ n ≤ min(r, 2t − δ) and n|(p2 − 1).

The success probability is bounded below by integrating
the Gaussian of distance d/2 from its mean, a frequently
made simplification in communication theory [4]. Here, we
use polar integration on the multivariate Gaussian distribution to compute the probability. Consequently, the computation is
Z 2π Z d/2
1 −r2 /2σ2
Ps ≤
e
r dr dθ
(A6)
2
2πσ
0
0

The argument here is similar to the proof for brute-force.
¡ ¢
We select and try codewords of size n. There are nr such
codeword selections. The number of such codewords that
succeed is a more difficult question to answer.
elements
In general, our Reed-Solomon code requires n+δ
2
to successfully produce the degree k polynomial interpolated
by at least δ points. As a result, n+δ
≥ t (or r if r is
2
relatively small). Since n ≥ δ, the overall condition on n is
derived: δ ≤ n ≤ min(r, 2t − δ).
How many sets of n points will succeed? Well, there must
be at least ν = n+δ
real points and no more than n − ν chaff
2
points.
we have i real points where ν ≤ i¡≤¢ n, there
¢
¡ r−tGiven
are n−i ways to choose the chaff points and ti ways to

which simplifies to the above expression. ¥
Proof of Theorem 1: The probability of error for decoding points at least δ out of t points in the fuzzy vault
9

select the real points. This results in the summation
!Ã !
Ã
min(n,t)
X
t
r−t
.
(A11)
i
n−i
i=max(ν,n−r+t)

The additional constraints on i guarantee that we never select more chaff points or real points than we actually have. ¥
Proof of Corollary 2: The complexity of bf (r, t, δ) =
rs(r, t, δ, δ), or taking n = δ reduces Reed-Solomon unlocking into a brute-force unlocking.
Since δ ≤ t ≤ r, the summation ranges can be determined: min(δ, r) = δ, max(δ, δ − r + t) = δ. Since the
summation
with i = δ, the combinations be¡ ¢¡only
¢ ¡operates
¢
t
t
come r−t
=
.
Thus,
the overall expression simplifies
δ
¡ ¢¡ ¢0−1 δ
to rδ δt
.¥

Proof of Corollary 3: For r >> t, bf (r, t, δ) ≤ rs(r, t, n, δ),
for all n ≥ δ, or unless an attacker can eliminate a significant number of chaff points of a locked vault, he or she can
do no better than a brute-force attack.

We wish to select an n, such that k ≤ n ≤ 2t − k that
minimizes Crs . To do this, well shall expand the equation for
Cr , and examine the terms that most significantly contribute
to the overall complexity.
First, for r >> t, the terms can be slightly simplified.
!Ã !−1
Ã !  min(n,t) Ã
t 
r−t
r  X
(A12)
Crs =
i
n−i
n
i=(n+δ)/2

Now, expanding the summation:
!
!−1
!Ã
Ã ! ÃÃ
t
r−t
r
+ ···
(n + δ)/2
(n − δ)/2
n

(A13)

However, notice that we really are only interested in the first
term of the summation. For r >> t, the first combination
is significantly larger than the second. Additionally, the
second term in the summation will be approximately r times
smaller. As a result, if we write out the dominant terms:
!−1
Ã !Ã
r−t
r
(A14)
(n − δ)/2
n
To minimize our complexity, we wish to minimize the numerator and maximize the denominator. However, these
are conflicting goals. Fortunately, the first term contributes
approximately r t times more to the
¡ ¢result than the second
term. Consequently, to minimize nr , select the smallest n
possible. ¥
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