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Abstract

Attackson senersthat provide anorymity generallyfall into two cateyories: attemptso
exposeanorymoususersand attemptsto silencethem. Much existing work concentratesn
withstandingthe former, but the threatof the latteris equallyreal. One particularly effective
attackagainstanorymoussenersis to abusethemandstir up enoughtroublethatthey must
shutdown.

This paperdescribeghe design,implementationand operationof nym.alias.neta sener
providing untraceablemailaliases We enumeratenary kindsof atusethesystemhasweath-
eredduring two yearsof operation,andexplain the measuresve enactedn responseFrom
ourexperiencesywedistill severalprinciplesby which onecanprotectanorymoussenersfrom
similar attacks.

1 Intr oduction

Anonymouson-line speechsenes mary purposesangingfrom fighting oppressre government
censorshigo giving university professordeedbackon teaching. Of course,the availability of
anorymousspeechalsoleadsto mary forms of aluse,including harassmentmnail bombingand
even bulk emailing. Seners providing anorymity are particularly vulnerableto flooding and
denial-of-servicattacks.Concerndor the privacy of legitimateusersmake it impracticalto keep
usagdogs. Evenwith logs, the very designof ananorymousservicegenerallymakesit difficult
to trackdown attaclers. Worseyet, attemptgo block problematicmessagewith manually-tuned
filters caneasilyevolve into censorship—peoplenhapgy with anorymoususerswill purposefully
aluseasenerif by doingsothey cangetlegitimatemessagesltered. Nonetheless;arefuldesign
canmake alarge differencein how well ananorymoussener resistsakuse.

This paperdescribeour experiencen designingimplementing,andoperatingnym.alias.net,
anemailpseudogm sener. Nym.alias.neallows anyoneto createanemailaliaswithoutrevealing
his identity. Suchan alias, called a nym (shortfor pseudogm), appearsas an ordinary email
addresgo therestof theworld.
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Anonymousservicegetusedfor moreandlesspopularreasonsProtectingunpopularspeech
is oneof the fundamentapurpose®f anorymity. However, certaintypesof usecaneitherforce
an anorymoussener to shutdown or elsedestrq its utility to otherpeople. We classify such
useasabuse Our experiencewith nym.alias.neshaows that controlling abuseis asimportantas
protectingthe identitiesof anorymoususers.Both considerationshouldplay a centralrole in the
designof ananorymoussener. Moreover, sincepeopleinventvery creatve forms of aluse,one
mustactuallydeploy ananorymoussener to measuraets viability.

This papertacklesthe questionof how to build anorymoussenersthatcansurvive in thereal
world. Ourideasapply equallyto systemsasedon moreadvancedtheoreticalwork (suchas [1,
3,6,10,12)]), but suchsystemswould likely not work with off-the-shelfsoftware. Consequently
they would draw fewer usersandfewer attacksof thekind we areconcernedvith studying.

1.1 History and usage

Nym.alias.nebeganoperationin Junel996. To facilitate useof the systemwe sooncontributed
supportfor it to the premail packagewhich providesencryptionfor popularUnix mail readers.
Sincethen,othershave built several DOS andWindows programsor managingilyms. Two other
sitescurrentlyrun our sener software.

The anorymity of our usersandthe lack of mail logging make it impossibleto know exactly
how heavily the systemis used. However, the numberof active accountshasremainedbetween
2,000and3,0000verthepastl8 months.Statistic§Srom thebackendof our senersuggesthatthe
nymsonthesystenreceve over 1,000emailmessageperday. Fromthesizeof areplaycachethe
systemkeepswe estimateahatuserssendover 500messageperdayfrom nym addressed=inally,
Usenetsearchenginesreveal mary news postingsfrom nym.alias.netaddressesovering a large
numbertopics.

We senta surnwey to usersof nym.alias.netaskingthemwhy they usethe service. The sur
vey encouragegbeopleto answerasfrankly aspossible,andto reply anorymously We receved
over 200replieslisting a wide rangeof uses.The reasonganbroadlybe categyorizedin orderof
decreasingneedfor privagy:

¢ In countrieswith oppressie governmentspeopleusenymsto make public political state-
ments to hidetheidentitiesof their correspondentgndto encryptthe contentgrivatemail
(particularlywhenexchangingmail with peoplewho don't useencryption).

¢ In moretolerantpolitical environmentsmary peopleusenymsfor purposeshatmightother
wiseleadto embarrassmenharassmenfr evenlossof theirjobs. Thesancludediscussing
alcoholismdepressionandbeinga sexual minority, aswell asmeetingpeoplethroughper
sonalads. A few peoplesaidthey hadusednymsto blow the whistle on illegal actities.
Othersexpressradical political views throughnyms, while still othersusethemto fight
harmful cults. Finally, a small minority of respondentadmittedto using nyms for more
legally mamginal purposesincluding discussingmarijuanacultivation, publishingprograms
to exploit securityholes,virus developmentandsoftwarepiracy.

¢ In companieshatmonitoremail,somepeoplereportusingnym addresset encryptall mail
they receve beforeit entersthe compary. Nyms alsokeepthe addressesf correspondents



out of systemlog files. Somepeoplesimilarly usenymsbecausehey distrusttheir Internet
serviceproviders.

e Somepeopleworry thatseeminglyinnocuoudJsenepostswill have unforeseerfiutureram-
ifications. Oneresponsealescribeda job interview at which the candidates Usenetposting
becameatopic of discussion.

e Somenym userssimply wanttheir statementso be judgedon their own merit. Thesepeo-
ple fear their reputationsvould biasreaderdor or againstany messagebearingtheir real
addresses.

e Finally, a surprisinglyhigh numberof peoplejust usenym.alias.neffor a free email ad-
dress—eitheto avoid junk emailby changingaddresseffequently or to keepa permanent
addressvhenswitching Internetserviceproviders. The fact that peopleusenyms without
needinghe privacy speakawvell for thereliability of the system.

Of course thoughwe asked usersto be frank, thosewho alusethe servicehadlittle incentve to
answerur suney.

1.2 Designgoals

We designednym.alias.newith threegoals: to build a real systemthat would seereal use(and
aluse)by peopleoutsideof computerscienceesearchto protectthe secreg of users’identitiesin
thefaceof compromisedeners,andto provide arobustemailservicepeoplecanrely on.

We achieved the first goal, attractingusers,by building on existing infrastructure. To use
nym.alias.net,one only needsa copy of PGP [15], the mostwidely usedencryptionprogram.
Moreover, nym.alias.neexploits a preeisting network of anorymousremailers—serersthatstrip
identifying informationfrom mail andforwardit, after optionally decrypting,encrypting,or de-
layingit. While aclean-slatgpseudogm sener designwould have permittedgreatersecurityatan
equallevel of deployment,it would alsohave enjoyed considerablyessacceptance.

To achieve the secondyoal, preventingcompromisedenersfrom disclosingusers’identities,
nym.alias.netuusesthe anorymousremailernetwork asa mix-net[4]: It forwardsmail receved
for a nym to its final destinationthrougha seriesof independentlyoperatedemailers. Only by
compromisingmultiple remailerscanone uncover the full pathtaken by sucha message.Thus,
eventhe administratorof the nym sener have no way to exposethe identity of someonamaking
properuseof thesystem.

The third goal, reliability, we achiere throughsolid software andredundang. The nym.ali-
as.netsoftwareitself is carefully written anddoesnot lose mail—a claim substantiatethy people
usingthe sener for permanenemail addressesOne of the authorsof this paperactuallyusesa
nym ashis primaryemailaddresgor all correspondencaboutthesener. Reliability doesbecome
moreof achallengevhenmessagesavel throughmary remailers.However, asdescribedaterin
Section3.3,nym.alias.netanlesserthis problemwith redundantmessages.



1.3 Therestof this paper

In therestof this paper we describethe nym.alias.nepseudogm sener andfew relatedservices
the machineprovides. We thendiscusssereral kinds of alusenym.alias.nethasweathered.In
eachcase we explain how the machinefaredandwhat changesif ary, we madein responsdo
thealuse.Finally, we classifythe abhuseof anorymousservicesnto threegeneralcateyories,and
suggesprinciplesby which onecandevelopsolutions.

2 Relatedwork

Ourwork onnym.alias.netvaslargely motivatedby the problemsof previousunpublishedanory-
mousmail systemsA goodsummaryof pastandpresensystemgincludingnym.alias.netfanbe
foundin [8].

Thefirst email pseudogm systemopento the public wasanon.penet.fiPenetkepta database
linking real andpseudogmousemail addresseslt replaceda users real email addresswith her
pseudogm in outgoingmail, and routedincoming mail receved for a pseudogm backto the
appropriateaddress.

Unfortunately penetdid not useencryption—allmessagewentover the network in cleartext
andwerevulnerableto eavesdropping Moreover, by design the operatorof the serviceknew the
identitiesof all users.Only onemachineneededo becompromisedo violatethe privacy of every
useronthesystem.Penetalsosererelyrestrictedthe sizeandnumberof messageary givenuser
could send,andimposeda delay of several dayson ary pseudogmouscommunication.These
propertiegrotectedhe systemfrom aluseat the costof usefulnessFinally, penetautomatically
provided double-blindcommunication.This could potentially causeusersto sendpseudogmous
emailunknawingly (particularlyto pseudogmousmailing list subscribers)andthusto revealtheir
identitiesthroughthe contect of amessag@otintendedo be pseudogmous.

Penetshutdown mostof its operationwhenthe operatorfacedthe risk of having to turn the
userdatabas®ver to authorities.It later shutdown completelywhenit becameoverloadedwith
unsolicitedcommerciamail.

Type-1anorymousremailers,also called cypherpunkremailers,were developedto address
mary shortcoming®of the penetsystem.Type-1remailershave public keys with which incoming
messagesanbe encrypted.A messageanbe sentthrougha chain of type-1remailers,having
beensuccessiely encryptedfor eachone. Eachremailerin a chainknows only the identity of
the previous remailerandthe next. Type-1remailersalonesene mostly for anorymous,rather
than pseudogmousmail. However, they do allow messageto be sentto unknavn destinations.
As describedater, nym.alias.neexploits this propertyto provide emailaddresset userswhose
identitiesit doesnot know.

Thealpha.c2.ay pseudogm sener provided untraceablgpseudogmsthroughtype-1remail-
ers,andwas part of the inspirationfor nym.alias.net.However, alphawas vulnerableto replay
attacks,did not usepublic keys to identify pseudogms, did not provide forward secreg of mes-
sagesecevedfor pseudogms,couldnottolerateanunreliabletype-1lremailemetwork, developed
seriousreliability problemsof its own underhigh load, andfinally was shutdown for usingtoo
muchCPUtime.



Type-2or mixmasteremailers[5] offer severalimprovementdn securityover type-1remail-
ers. Theseimprovementsn generalmake hop-by-hoptraffic analysisconsiderablyharder They
includefixedsizemessageseplaydetectionandbetterreorderingof messageatremailers.Type-
2 remailersdo not, however, allow repliesto unknovn destinationsandthus cannotbe usedto
provide pseudogms.

Experimentalversionsof the type-2remailerhave incorporatechashcash[2], a schemehat
dealswith servicealuse;it allows providersof unmeterednternetservicesto chage for usage
in burnt CPU time. Hashcashrequiresusersof a serviceto find partial hashcollisionsundera
cryptographichashfunction—anexpensve operationthat can be efficiently verified. Hashcash
hasthe potentialto limit certainkindsaluseto freeanorymousseners.

Babel[9], ananorymousremailerdevelopedat IBM Zurich Research.aboratoryincorporates
a numberof featuresto foil traffic analysis. Unlike nym.alias.netBabel provides a distributed
architecturewith no centralsener maintainingnyms; instead,eachemail messagéncludesspe-
cially encodednstructionsfor how to respondhroughthe remailernetwork. The disadantageof
this approachs thata personwho recevessuchemail mustto understandhow to useencryption
software.Nym.alias.nehasno suchrequirementAccountsatour sener behae lik e regularemail
accounts.Usersrespondingo emailfrom a nym accountcando so usinga standardmail reader
Our surwey showvs thatmary usersconsiderthis animportantfeature.

Recently somesystemdhave providedanorymity in areasotherthanemail,includinginterac-
tive network connectiong14] andweb browsing [13]. Anonymousweb browsing shouldallow
pseudogmousemail thoughweb-basedemail providers. We don't know how mary peopleare
usingit for thatpurposepr whatkind of alkuse,if ary, thesesystemdave sufferedfrom.

An interestingquestionis whetherusershave theright to anorymity. The questionis complex
andits answeiis lik ely to vary from countryto country In theUnitesStatesthereis nolaw making
servicessuchasnym.alias.netillegal. In fact, therehave beena numberof court caseghatlink
anorymousspeechdirectly to freedomof speechjn particularfor political anorymousspeech.
However, whetherthe U.S. constitutiondirectly protectsanorymouscommunications an open
legal question.This paperdoesnot addresghis question,we point the readerto Froomkin[7] on
thelegalissuesof anorymouson-linespeech.

3 Pseudonymserver

This sectiondescribeghe workings of the pseudogm sener. The nym.alias.nethelp file [11]
givesmorecompletedetailsof the systems operationjncluding down-to-the-bytedescriptionsof
messagdormats. For thosewantingeven moredetail, we have alwaysmadethe systems source
codefreely availablefor useandinspection.

Nym.alias.netusesa type-1remailernetwork similar to Chaums mix-nets[4]. A mix is a
computerthatforwardsbatchesof messagesjsingencryptionto conceakherelationshipbetween
incomingandoutgoingones.Mix escanbe cascadedothatmultiple mixesmustbe compromised
to exposethe path of a message While type-1remailersdo not offer the full securityof mixes,
they do permitthenym senerto sendmail to userswithout knowing their realemailaddresses.



3.1 Nymsew

Thepseudogm senerconsistprincipally of theprogramnymserywhichis invokedby thesystem
mail software(e.g.,sendmaibr gmail) whenererit mustdelivermail to anaddresstnym.alias.net.
Nymseryin turn,remailsmessageaddressetb nymsin suchawaythatthey will eventuallyreach
the ownersof thosenyms. A few resered addressesausespecialprocessingdf incoming mail.
For instanceto sendemail from a pseudogmousaddresspne sendst throughsend@nym.a-
lias.net . Requestdo createanddeletenymsgo to config@nym.alias.net . Of course,
ary mail sentto anunusedaddresat nym.alias.netill bounceasusual.

Nymservkeepsthreepiecesof informationon file for every nym: a public key, areply block,
andsomeconfigurationdata. The public key authenticatesnessagefrom the owner of the nym.
All mail sentfrom a nym addressnustbe signedby that nym’s privatekey, as mustrequestgo
deletea nym or modify its configurationsettings. By default, nymservalso encryptsary mail
sentto anym with thatnym’s public key. This ensuregheforwardsecreg of remailedmessages;
someonavho compromiseghe sener andlearnsthata nym forwardsmail to a news groupstill
cannotrecover the contentsof previously receved messages.

Thereply block containsinstructionsfor gettingmail from the nym sener to the owner of a
nym. Theseinstructionsaresuccessiely encryptedor a seriesof type-1remailersin suchaway
thateachremailercanonly seetheidentity of the next hop. Theinnermostencryptednstructions,
visible only to thelastremailer containthefinal destinatiorof mail sentto a nym.

While peoplegenerallychooseheir realemailaddresseasa final destinationthey canalter
natively usebroadcasimessagepoolssuchasthe Usenegroupalt.anorymous.messageSending
mail to a newsgroupthat propagate$o so mary machinesmakesit virtually impossibleto track
a userdown from a reply block alone(thoughmostnews senerskeeplogs thatwill permitone
confirmaguessabouttheidentity of a nym).

Thus, one neednever communicatedirectly with nym.alias.neto usea pseudogm. Digital
signatureprove theauthenticityof messaget thesener, allowing themto comefrom anywhere.
In particular requestgo createnyms and sendmail from themusually arrive througha chainof
anorymousremailers.Lik ewise, mail sentsentfrom the senerto a userleavesthrougha chainof
anorymousremailers.The nym sener administratordiave no easyway to find therealidentity of
someonaisingthe servicein this way.

3.2 Reply block details

Reply-blocksusetype-1remailersto concealthe destinatiorof mail messagesA type-1remailer
messageeginswith apreamblespecifyingtheemailaddres®f anext hop. This preamblecanalso
containa delaytime, a symmetricencryptionkey, andmail headerdik e SubjectandNewsgroups
to pasteinto theremailedmessageType-1lremailersstrip identifying headergrom arny mail they
receve. Then, dependingon the preamble,they can conventionally encrypteverything after a
marker line, pastemail headersand delay messagesFinally, they forward messagesnto their
next hops.Every type-1lremailerhasa public key. Thebeginningof atype-lremailermessager
theentiremessagenaybe encryptedvith theremailers public key. This allowsthenym senerto
constructvalid type-1messageBy prependingnencryptedeply blockto amail messageeceved
for anym. Symmetricencryptionbelon the reply block makesit difficult for eavesdropperso



correlateincomingandoutgoingmessageat aremailer PGPis usedfor boththe public-key and
symmetrickey encryption.

Figure 1a shows the processof creatinga reply block with two hops. The userencryptsher
real email addressusr@a.com , anda symmetrickey, “keyl,” with the public key of remailer
rem@b.edu. Shethen prependghe addressof that remailerand anotherkey, “key2,” to the
resultingcyphertext and encryptsthat with the public key of a secondremailer rem@isp.nl
Finally, sheprependsem@isp.nl andathird key, “key3," to theseconccyphertext. In all cases
shehasspecifiedarandomdelayof up to onehour.

Figure 1b shaws the encryptionsundegoneby a messageleliveredto a nym with this reply
block. Nymservalwaysstartsby addingsomeexplicit context to any messagé receves,including
the nameof the pseudogm receving the messagdnot necessarilyobvious from the message
itself), the date,a uniqueidentifier, anda disclaimer It thendigitally signsthe messagevith its
own privatekey andencryptsthe messageavith the nym'’s public key. It prependghe reply block
to theresultingcyphertext, andfeedsthe resultto atype-1remailerrunningon thelocal machine.
Thatremailerthensuperencryptsthe messagevith “key3,” randomlydelaysit for up to anhour,
andforwardsit to rem@isp.nl . rem@isp.nl in turn superencryptshe messagevith “key2;
delayst, andforwardsit torem@b.edu , whichlik ewisesuperencryptehemessagesing‘keyl”
andsendst onto theuser

Figure 1c shows the actualdatasentacrosghe network whena nym with this reply block re-
ceivesmail. Onecanimmediatelyseethatthe securityof the systemis far from optimal: Identical
reply block cyphertexts travel acrosshe network eachtime a particularnym recevesmail. Mes-
sage<rossingthe network have non-constansize. Nothing preventsmessageeplaysor reuseof
innerreply block cyphertets; an attacler cangraba reply block cyphertext off the network and
reuseit to sendeithera hugemessager a large numberof small messages—atilitating hop-by-
hoptraffic analysisin eithercase.This wasthe pricewe paidto attractrealusers.

Nonethelessthe secreg of nyms doesnt entirely dependon type-1remailers. One canstill
achieve strongprivacy throughbroadcasmessag@ools. Thus,nym.alias.netioespermitvirtually
untraceableyms,albeitinefficiently andincorveniently More importantly mostattacksonreply
blocks,thoughtheoreticallypossible arebeyond the meansof the nym sener operators Evenin
casesvherewe might actually have wantedto tracea nym—for instancewhena very distressed
soundingeen-agediscusseduicidein anenvsgroup—reealingthe personsidentitywasneveran
option. Thusthe weaknessesf type-1remailershave probablyhadlittle effect on our experience
of runningthesener.

3.3 Reliability, replay and redundancy

Nym.alias.net pseudogm sener doesnot lose mail'. The machinehasa good network con-
nectionand high uptime, andthe nymservsoftware hasproven robust. The samecannot,unfor
tunately be saidof all anorymousremailers. Remailerscomeandgo, oftenwith little warning.
A large numberof independentlyrun remailersgive usersmore optionsfor remailerchains,but

We mustmentiona single,painful, andglaring exceptionto this statementAn Internicbilling errorfor alias.net
led to the disappearancef the entire domainfor a period of several weeks. The authorshave no affiliation with
alias.nebeyondhaving useof thenym.alias.nehostname andconsequentlgould do nothingto hasterresolutionof
the problem.We nonethelessontinueto believe thatnym senersshouldin principle be highly reliable.
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not everyonewilling to run aremailercando soreliably. ISPssometimeshutdown customers’
remailerswhencontroversialusagesurfacesor traffic levelsgettoo high. “Disposableremailers”
runningon free email servicedik e juno.comperiodically exceedtheir mail quotas.Disksfail in
casesvhereoperatorsavoidedbackingup privatekeys. Machinescrashwhenremaileroperators
have goneonvacationandno oneelsehasaccesso themachine.In short,what’s goodfor security
may hurt reliability. Pseudoym senersshouldthereforetoleratean unreliableremailernetwork.

Two typesof mail risk gettinglost in the remailernetwork: messagefrom usersto the nym
sener, andthosefrom thenym senerto users.Redundang canaddresdothrisks. Nymservkeeps
areplaycacheto thwart certainattacks but this cacheadditionallyallows usersto sendduplicate
copiesof any messagdo the nym sener. Nymservalso permitspseudogmsto have multiple
reply blocks,which letsusersreceve several copiesof mail to their nymsthroughdistinctchains
of remailers.

Attackersmaytry to replayold configurationmessagesr causeduplicatecopiesof outgoing
mail. Nymservconsequentlhkeepsa replay cacheof all suchmessagesi.e. anything sentto
config@nym.alias.net or send@nym.alias.net ). Both typesof messagearry PGP
signatures.Nymservcacheghe MD5 hashof thesesignaturedo detectreplay It will process
the samemessagéwice only if the userhassignedit twice. Fortunately the replay cacheneed
not grow without bounds. PGP embedsa dateandtime in every signature. Nymservdiscards
incomingmessagewith signatureolderthana weekandthosedatedtoo far in the future. It can
thereforedeleteary MD5 hashesorrespondingo signaturesmorethana weekold. Note that
configuratiorrequest@ndandoutgoingmail, while bothsignedby the user have distinctmessage
formatsnymservcannotconfuse A “config” or “send”requestleliveredto thewrongaddressioes
not affectthereplaycache.

As mentionedaborve, nyms canhave multiple reply blocks. To increaseeliability, morethan
onereply block candeliver mail to the nym’s owner. Sincenymservaddsa uniqueidentifierto
eachmessaget remails, client software caneasily discardthe duplicatemessagegeneratedy
sucha scheme.Of course hot all reply blockshave to go to the nym’s owner. Somemay simply
discardmail afterpassingt throughachainof remailers.Such“f ake” reply blockscanincreasehe
averagenumberof remailersanattacler mustcompromisevithoutincurringthereliability penalty
of lengtheningherealreply block.

3.4 Miscellaneousfeatures

Usersmayabandomymswithout deletingthem,or evenlosenym privatekeys. In suchcaseghe
nymsmaynonethelessontinueto receve mail. Indeed they will likely do sogiventhepenasve-
nessof unsolicitedcommerciaimail. To detectabandoneéccountsthen,nymservkeepstrack of
thedateon whichit lastverifiedavalid PGPsignatureby eachnym’s privatekey. We consideran
accountidle if we seeno evidenceof the existenceof its privatekey for 90 days. Idle accounts
receve awarningmessagevery 10 daysfor 30 days,afterwhich the softwaredeleteghem.

Finally, nymservalsofunctionsasa finger daemon.Nym ownerscanoptionally publishtheir
nym PGPkeysin their fingerinformation.



3.5 Relatedserers

While nymserv provides the core functionality of nym.alias.net,several relatedseners on the
machinedesere mention. A type-1remailer remail functionsasthe backendto nymservand
the first hop in every reply chain. A mail-to-nevs gatavay, mail2nevs allows postingto news
groupsfrom nymsandanorymousremailers(thoughit hasplenty of non-anogmoususerstoo).
smtpd a custom-hiilt mail sener, handlesconnectiongrom remotemail clientsandhelpscontrol
aluse. Finally, nym.alias.netunsan ordinarytype-2remailer This remailerprocessesver 500
messagea day andcanbe usedasa final hop for mail sentto config@nym.alias.net and
send@nym.alias.net

4 Attacks and Abuse

Attackson anorymoussenersgenerallyfall into two cateyories: attemptsto exposeanorymous
usersand attemptsto silencethem. Most existing work on suchsystemsconcentrate®n with-
standingthe former—the moreimportantof the two to resist. In practice,however, the threatof
thelatteris equallyreal. Usersof ananorymousserviceoften expressunpopularopinions,which
incite efforts to silencethemor even shutdown the service. One of the mosteffective meansof
closingananorymousserviceis to akuseit. If, by alusingthe service,onecanstir up sufficient
trouble,peoplewill eventuallynolongertolerateits existence.

Thissectiondiscussemary formsof abusewe have anticipatecandencountereavhile running
nym.alias.netand gives solutionswe have implementedor ervisagedto counterthe aluse. In
designingsolutions,our goal wasto avoid blocking problematicmessagesvith manually-tuned
filters. Suchfilters would constitutecensorshipmake usliable for messagewe did notblock, and
evenprovideincentive for aluse.Otherremailers’experiencehasshavn thatpeopleunhappy with
anorymoususerswill purposefullyatuseasenerif by doingsothey canstoplegitimatemessages.

4.1 Harassment

Virtually every anorymousremailerperiodicallygetsusedto sendoffensive or harassingemailto
someoneavhodoesnotwantto receveit. Thesendenf suchmessagesanneverbetrackeddown,
but therecipientof themail canbeblockedfrom receving arny furtheranorymouscorrespondence.
Suchblockingis known asdestination-bloking.

Ratherthanmanuallyprocesgequestgo be blocked, we implementeda destination-blocking
schemdor our type-2remailerthatrequiresno interventionon our part. Whena userx@y.com
sendsmail to dstblk-request@nym.alias.net , the systemfirst sendsmail to a few ad-
dressedike owner-x@y.com totry to reachthelist administratoin casex@y.com is amailing
list. Eachmessagés sentfrom a uniqueaddressontainingrandomdata. If someoneepliesto
ary of themail messagex@y.com getsblocked. Otherwisejf all the messagebounceanother
messageés sentto x@y.com askingthe userto confirm the block request.This lets usersblock
their own addressedyut requiresthe consentof mailing list administratorgo block mailing lists
from receving anorymousmail.

Surprisingly despitebeing preparedio apply this blocking systemto nymsery it hasnever
provennecessaryin two yearsof operatinghepseudogm sener, we have notdestination-blockd
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asingleperson.Most content-basedomplaintswve receve aboutnym addressesoncernpostings
to publicforumssuchasUsenenewns groups.Peoplesometimesskusto terminatenym accounts.
However, messagefrom a troublesomenym useralwayscomefrom a particularemail address.
This makesthemeasyto ignorewith news readerkillfiles. We believe that cancelingaccountsof
obnoxioususerswould only make mattersworseby driving themto postin otherwayslesseasily
filterable.We thereforehave never closeda nym account.

4.2 Exponential mail loop

Nymscanhave multiple reply blocks. Sincethe nym sener doesnot know whereary of thereply
blocks point, two of a nym’s reply blocks could very well point backto the nym itself. Such
a configurationcausesan exponentialmail loop. To preventsuchloopsfrom overwhelmingthe
sener, nymservlimits theamountof mail anym canreceve eachday. It keepsarunningcountof
the total numberof messagehunksremailedfor eachnym in the current24-hourperiod. When
anym with C reply blocksrecevesa message3 byteslong, thatnym’s chunkcountincreaseby
C - [B/32K]. If anym’schunkcountever exceeds512, nymservdisableshe account:No more
mail canbe sentfrom the account,andany mail to the nym bounces.The userthenrecevesa
warningthattheaccounthasbeendisabled At thatpointtheusermustwait adayandsenda PGP
signedconfiguratiormessageo the pseudogm senerto reenabléghe account.

Nym.alias.neheversufferedfrom anexponentiaimail loop. We anticipatedheattackandbuilt
messagdimits into thefirst versionof the software. Unfortunately messagdimits do opennym
usersto a denialof serviceattack: An attacler candisablea nym by flooding it with messages.
Fortunately someonenaliciouslyfloodingthe systemwith messagesannoteasilyremainanory-
mous,so suchbehaior canbe dealtwith asa traditional denial of serviceattack. As described
in Section4.4, our mail sener also offers someprotectionagainstsuchmail bombing. Finally,
messagdimits canactuallyincreasesecurityin somecases Someoneavishingto confirmaguess
abouttheidentity of anym couldotherwiseattemptto fill uptherealpersons mail boxby flooding
thenym.

4.3 Bulk mailing

Earlyonin thehistoryof thenym sener, someonenailedsomesortof chainletterpyramidscheme
to tensof thousand®f users.While we receved a numberof angrycomplaintsto postmasterthe
effectsdid not seemparticularlybad. Enoughangrypeoplesentmail to the pseudogm itself that
thechunkcountexceededhedaily limit andnymservdisabledhe account.Thosecomplainingto
thesendemayhave beensatisfiedo seetheir complaintsbouncebackwith the messagéaccount
disabled. Thedisabledaccountprobablyappearedanorelik e the resultof a policy decisionthan
anincidentalconsequencef exponentialmail loop protection.

Someweekslater, anym userfilled up themail queue—theareaon disk wherethe senertem-
porarily storesmail—with a numberof 25 Megabyteoutgoingmail messageslhe messageson-
taineda singleline of text, repeatedverandover. Suchmessagesompresgxtremelywell when
encryptedwith PGR so anorymously mailing them as cyphertext to send@nym.alias.net
did not poseary problems.Because full mail spooldisruptsservicefor otheruserswe modified
nymservto preventa repeatof the incident: We began countingoutgoingmessagehunks,per
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recipient,againsthedaily limit. This changealsopreventsthekind of bulk emailingdonefor the
pyramidscam.

4.4 Mail-bomb

Everyoncein awhile, someonealecidego sendasmuchmail aspossibleto anaddressat nym.ali-
as.net.The perpetratoof sucha mail-bombcaneasilygeneratenessageat a fasterratethanthe
systemcanprocesshem. Seriousdelaysandoverloadingcanthereforeresult,notto mentionun-
desirableconsequencesom actuallyprocessingll the messages—oftean adwertisemengoing
to tensof thousand®f news groups.

To preventmail bombs we limit therateatwhichary givenpersoncansendmail to thesener.
Of course,we mustdo so without compromisingpeoples privacy. Usersof nym.alias.neimay
never have to sendmail directly to the machine but mary do so anyway—for instancewhenre-
guestinghelpfiles from autorespondersr usingour type-2remailerasthefirst hopin achain.We
thereforecannotkeepa databasdile with perusermessageounts,assucha file might acciden-
tally get copied,bacled up, or leaked, andat somelater point provide a list of potentialusersof
the system.We can, however, useshort-termsenderstatisticsto limit incoming mail ratesif we
keepthosestatisticsin memoryandout of thefile systen.

Theselimits are enforcedby the mail sener we built, smtpd. Smptdusesnon-blockingl/O
to handleall connectiongrom remotemail clientsin a singleUnix process.This structuremakes
sharingdatastructuresacrossclient connectiongrivial. It alsomakesthe overheadof accepting
network connectiongonsiderablysmallerthanfor traditionalsenersthat createone proceser
connectionSmptdimposegersenderandperhostquotason mail deliveries,periodicallydecay-
ing usagecountsto permita steadybut controlledinflow of messages/NVhenclientsexceedquotas,
the sener returnstemporaryerror codes.This ensureghatlarge but shortburstsof traffic do not
causeary lost mail—only delays.The sener alsolimits the numberof recipientspermessageo
5, asmail-bomberswill try to generatenary copiesof amessagéor eachonethey haveto transfer
over the network. The Internetmail protocol, SMTP, specifiesa minimum limit of 100recipients
per messagebut imposinga limit of 5 doesnt seemto causeproblemsso long as attemptsto
deliver moreonly resultin temporaryerrorcodes.

In practicethesesimplelimits on mail traffic have proven quite effective. Whenmail-bombs
comefrom differentsendeaddresseshey usuallycomefrom oneor a smallnumberof machines
running specialmail bombingsoftware. Whenmail-bombscomefrom a large numberof hosts,
they typically originate from a large serviceprovider like aol.com. Suchproviders apparently
malke it moredifficult to forge senderaddressesSometimesnail-bombsgetrelayedthroughother
peoplesmail seners.In suchcasestheperpetratocannotfeelbackpressurérom our mail quotas;
insteadtherelay machines mail queuesimplyfills up—perhapsotinappropriatgounishmentor
runninganopenmail relay.

2This informationmustresideotherplacesin memory aryway. Moreover, we consideran adwersaryunlikely to
seizeour machineandporeoverthe swap partitionfor informationjustrecentlyavailablethroughnetwork eavesdrop-

ping.
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4.5 Reversemail-bomb

Oneday, we startedreceving mary complaintsof the form, “I don’t wantto useyour system,
leave mealone; and“Why do you keepsendingmethis crap?! didn’'t requesit.” It turnsoutthat
someoneavas mountingreversemail-bombsagainstpeoplehe did not like—forging hundredsof
messagefom hisvictims’ emailaddresset help@nym.alias.net , anaddresghatreplies
to any mail with a copy of the nym.alias.nehelpfile.

Withoutlogs,we hadnoideawhowassendingheforgedhelprequestsMoreover, we certainly
did not want to keepthe kind of databasesecessaryo implementary kind of one copy per
emailaddresger day policy. We solvedthe problemsimply: We modifiednymservto quotethe
header®f any mail sentto theautorespondeandsendthembackwith theresponseThisinformed
victims of thereversemail-bombattackof wheretheforgerieswerecomingfrom, andlet themdeal
directly with the administratorof thosemachines.The reversemail-bombssubsidedsoonafter
this change.

4.6 Encrypted mail-bomb

We don't know if this attackhasoccurred asvictims would notknow to complainto us. Someone
could createa nym with a reply block pointing to a victim’s email addressand subscribethat
nym to somehigh-trafic mailing lists. The victim would subsequentlyeceve large numbersof
PGP-encryptethessagethroughtheremailernetwork.

We discouragethis aluseby requiring usersto confirm reply blocks. When a usersubmits
a new reply block as part of accountcreationor reconfigurationnymservsendsa confirmation
requesto the uservia the new reply block, embeddinga noncein the Reply-To addressThe new
reply block doesnot becomeactive until the userrepliesto the confirmationrequest.This scheme
is not fool-proof, asthe usermustonly confirm onereply block in a setof several. However, we
suspecthis confirmationprocesomplicatesencryptedmail-bombsenoughthatothermisusesof
the systembecomeeasier Victims canalwaysget destination-blockd at the last type-1remailer
in areply block, if necessary

Replyblock confirmationhasanaddedenefit. Usersoftensubmitreply blockswithouttesting
them,andsometimeshosereply blocksdon't work. If nymservrequiresreply block confirmation,
it cangarbage-colleahew accountswvith unconfirmedreply blocksafteronly a week,ratherthan
waiting 120 days. Userswho reconfigureworking accountswith broken reply blocks canalso
continueto receve mail with theold reply block.

4.7 Creating many accounts

Oneeveningwe noticeda large jump in the numberof nym accounts.A small script confirmed
thatabout80 recentaccountshadjust beencreatedwith the samePGPkey. We worried thatan
attacler mighttry to createa hugenumberof accountsmaybeevenrunningthefile systemout of
i-nodes(eachaccountequires3 files). At this point, we beganrequiringreply block confirmation,
which apparentlyslovedthe persondown enoughthatthe problemdid not continue.

We don't considerthis line of attackparticularlyworrisome,however. First of all, with avail-
ablesoftware,PGPkey generatiorrequiresSCPUtime andmanualattention.Thus,peoplecreating
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mary accountswill tendto usethe samePGPkey for all of them,makingthe accountseasilyde-
tectable.Moreover, if necessaryamorechallengingeply block confirmationprocessouldthwart
anautomatedattackwith multiple PGPkeys. For instanceto requiremanualintervention,confir
mationrequestsould containa GIF imageof the confirmationnonce(perhapsn an OCR-proof
font) ratherthanan ASCII representation.

4.8 Spam

Given the compleity of decryptingnym mail without good client software, mary nym users
beggedusto do somethingto reducethe amountof unsolicitedcommercialemail or spamthey
receved. Of coursewe couldnt filter mail basedon content,asthis would amountto censorship.
However, we tried severalapproachesith somesuccess.

First, we addeda peraccountconfigurationoption, nobcc(no blind carboncopies) thattells
nymservto rejectall messagedeliveredto anym but notaddressetb it. Many bulk emailerssend
spamthroughmail relays. They try to getasmary recipientsaspossibleout of eachcopy of the
messagehey musttransmit. Thus,the headerghey sendusuallydo not reflectall the recipients.
Peopleusingnobcchave expressednuchenthusiasnior the optionandreporteda 90% or better
reductionin spam.Unfortunately onecannotsubscribgo mailing lists from anym with nobccset,
asmailing list headerseflectthe addres®f thelist ratherthanthatof the subscribers.

Secondye tried throttling theflow of spam.We createda numberof “spam-trap”accountn
thenym sener, andthenbeganpostingnews articlesfrom someof them.Mail deliveredto aspam-
trap accountcausedhe mail sener to delayfuture messagefrom the samesendetby returning
temporaryerror codes. This schemehad the nice propertyof makingit virtually impossibleto
sendmail to every single nym on the system. The delayswould add up and eventually cause
messageto bounce.We now believe this approachwvasa mistake, however. Someonesentmail
to a spam-trapaccountthrougha remailer and suddenlymail from the remailerstartedgetting
delayed.Fortunatelywe caughtthis beforelosingary mail anddisabledthe mechanism.

Third, we modifiedour smtpdto refusemail it cannotbounce.The senerattemptgo verify the
senderaddresseforeprocessinghe senders mail. It doesso by performinga hostnamdookup
onthesenderddresslf it getsatemporaryerrorfrom theDomainNameSystem(DNS)), it returns
atemporaryerror code. If it getsa permanenDNS error, it returnsa permanenerror code. An
examinationthe spam-trapogs aroundthe time of the changeindicatesthis may have reduced
spamby 30-50% thoughwe did not calculateanexactnumber

4.9 Spam-baiting

Interestinglyenoughtheworstproblemswe ever encounteredesultedfrom spammail thatnever
even passedhroughnym.alias.netOnefantasticallyeffective way to receve spamis to postto a
newsgroupsuchasmisc.entrepreneurbjz.mim, or alt.sex.erotica.marktplace A singlearticlein
oneof thosenewsgroupscanbring the senderdozensof unsolicitedcommercialemail messages
in theweeksto come.

One day, someoneapparentlyresolhed to drive avay non-spammingcustomersof what he
or sheconsideredspam-friendlyinternetserviceproviders,andto do sowith spam. The person
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somehav obtainedlists of customersand startedpostingspam-bait—forged news articlesfrom
thosecustomersaddressem the newsgroupamostlikely to drav spam.

The attacler forgedthe articlesthroughour mail-to-nevs gatevay, which allowedanorymous
remailersto settheir own From headerd To addinsultto injury, this personcreatedFrom lines
with fake namesfor instance:

From: customer@isp.under.attack
(My’ISP"spams”I"should”swit ch)

Which sometimesesultedn personalizedpammessagewith lineslike:
Dear My ISP spams”I"should"switch :

Peoplebecamefurious, but did not initially understandvhat had precipitatedall this spam.
Bulk emailersdothebestthey canto conceatheir electronicdentities,sovictims couldnot easily
complainto the senderof the spam. Whensomeondinally did figure out what was going on,
peopleturnedon the remailerand mail-to-nevs gatevay operatorswith a vengeanceandbegan
bombardingus with complaints. Then,someonealevelopeda daemonthat automaticallyalerted
victims of spam-baito the situation,andincited themto actionagainstthe remailers. Curiously
enough thesealertswere sentanorymously throughthe remailernetwork. Someremailersshut
down becauseof too mary complaints. Eventually peoplestartedcalling the official technical
contactof our network to complain. Thenthey startedcalling him at home,in the middle of the
night. At thatpoint, we modifiedour mail-to-nevs gatevay sothatanorymousarticlescould not
carryarbitraryFromheaders.

The perpetratorof this spambaiting was not yet through, however. Having lost the ability
to pasteFrom headersthe personbegan postinglong lists of email addresse# the bodiesof
anorymousmail messagesTrhoughpeoplereactedangrily to this, too, thesemessageseemedo
drav muchlessspam.We couldnt verywell censompeoplepostinglists of emailaddressesowe
reactedby postingmoreinvalid addresses thosenewsgroupsthanthe spam-baitexvas posting
valid ones.Eventuallythe spam-baitsubsided.

Wasthisreally anattackagainstulk emailersor couldit possiblyhave beenintendedo close
down remailersANe cannotanswetthis question.Oneof themostvocalcritics of remailersduring
this periodhada history of diggingup andpublishingprivateinformationaboutpeoplehe did not
like. As aconsequencédefrequentlymetwith anorymouscriticismin publicforums. This person
demandeadvefilter all news articlescontaininghis emailaddress—allgedlyto reducetheamount
of spamhereceved. Of course suchafilter would alsohave hadtheeffect of blockinganorymous
followupsto his postings.CoincidenceEitherway, this story driveshomethe point thatahuseis
oneof themosteffective attackson ananorymousservice.

4.10 INN exploit

Oneday, someongoostedthe news article shavn in Figure2. This malformedcontrol message
exploitsabugin theUnix news senersoftwareINN to mail acopy of thesystem$ passverdfile to

3Anonymousremailersallow usersto pastearbitrary headersnto outgoingmail, but not to modify the standard
ones.Pastinga From heademasthe bizarreeffect of creatinga messagevith two From headers—somethinijegal
for news articles.Our mail-to-nevs gatevay simply removedall but thelastFromheadeiof news articles.
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From: root@ed.com
Newsgroups: alt.test

Control: newgroup
‘lusr/bin/sed:-n:""#+/,/"#-Ip "${A RTICLE}/ bin/ sh’
moderated
Date: 9 Aug 1997 03:00:01 -0700
Message-ID:  <mOwx8tn-0017nnC@www.state.or. us>
Apparently-From: root@ed.com
#+
/bin/cat letc/passwd | /bin/malil voodoo@nym.alias.net
H-

Figure2: This article collectedthe passverd files of news senersrunningINN.

voodoo@nym.alias.net . Thearticlewasneitherpostedhroughananorymousremailer nor
throughour mail-to-navs gatevay. (In fact,our mail-to-nevs gatevay disallovs nevgroupcontrol
messages.Jhefirst 512 news senersto receve the messag@robablymailedtheir passvord files
to thataddressvithoutincident,but thenthe exponentialmail loop defeateikickedin anddisabled
the account.Subsequenpassverd files thenbeganbouncingbackto news sener administrators,
someof whomwereshocledto learnof the existenceof aservicelike nym.alias.net.

While it’ sunfortunatehatthe pseudogm sener participatedn suchanattack,the perpetrator
didn’t neednym.alias.netto stealthe passverd files. He could insteadhave postedthe stolen
passveordsto a newsgroupor mailedthemto anunmoderatednailing list. At leastthe pseudogm
sener encryptedhe passvord files beforeforwardingthemon, so thatonly the ownerof voodoo
couldreadthem.

4.11 Child pornography

Our worst nightmarecametrue. Someoneallegedly postedchild pornographyfrom a nym. The
FBI contactedus. They sentus a subpoenaWe complied,anddisclosedthe reply block for the
nym. Of courseareply block doesnt necessarilygive onetheidentity of auser Whatwe turned
overto the FBI canonly have helpedthemif they usedit to issuemoresubpoenas.

The experiencewasnot asbadaswe hadfeared.The FBI did not seizeour equipment.They
did not threatenus or try to intimidate us. They did not ask us to startkeepinglogs, or try to
convinceusto shutdown. We fearedchild pornographynorethananything, but this happene@nd
nym.alias.nesurvived.

5 Discussion

The typesof alusefacedby anorymoussenersfall roughly into threecateyories: corventional
attackscontent-basedhuse,andoverloading.We discusseachtype of attackin turn andsuggest
generabprinciplesthatwe have developedto dealwith them.
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Cornventionalattacksapply equally to machineswithout anorymousservices. They include
SYN bombs, mail bombs,and ary attemptsto exploit vulnerabilitiesin the sener’s operating
system.Cornventionalattackscanbe dealtwith throughcornventionalmeansywith the slight com-
plicationthatanorymoussenersmaylack systemogs.

What cannot go into logs may go elsewhee. When missinglogs presenta problem,one
shouldtry to recordequialentinformationwhereit canberetrievedin caseof alusebut will not
hurt the privacy of users. We did preciselythis to solve the reversemail-bombproblemof Sec-
tion 4.5: We couldnt log the sourcehelprequestssowe insteadstartedreturningthe information
with the helpfile.

Avoid censorship.Content-basedhuseconsistsof anonymouslantagonizingpeopleto turn
themagainstthe serviceproviding the anorymity (whetherjustifiably or not). The first solution
thatcomesto mind for fighting content-basedhluseis often censorship.Unfortunately no prac-
tical way of censoringanorymoussenersexists. Manuallyinspectinganorymoustraffic requires
too mucheffort, andprobablycallsfor judgementdeyondthe competencef the administrators.
Automaticfilters cansimply be circumventedby alusersoncethey understandhe blocking cri-
teria. Moreover, filters risk blockingtraffic from legitimate users.Whenpeoplemake unpopular
statementshrougha sener, this incidentalblocking of legitimate userscan actually provide an
incentwve for akuse. Finally, in the United States censorshippensserviceprovidersup to legal
liability for contentthey do notblock.

Make it easyfor peopleto filter anonymousmessagesOf course,no onehastheright to
force himselfon unwilling listenerswhetheranorymouslyor not. Thus,a provider of anorymous
speechmusthelpunwilling recipientsavoid anorymousmessagesNith email,onecanaccomplish
this by clearly labelinganorymousmessagesind providing automatedlestinationblocking, as
describedn sectiord.1. In publicforumssuchasUsenetanorymousmessageshouldhave some
propertythatlets peopleeasilyignorethemautomaticallywith mechanismsuchaskillfiles.

Keepthe filtering seceet from the attacker. In eithercase,someonesngagingin content-
basedabuseshouldhave no way to know who ignoreswhat messagesOtherwisethe perpetrator
cantry to work aroundwhatever mechanismgeopleuseto ignorehim.

Interestinglyenoughthenym.alias.nepseudogm sener hasrecevedconsiderablyessaluse
thanour anorymoustype-2remailer In fact, aftertwo yearsof operationwe have still notneeded
to implementdestinatiorblockingin nymserv We canin partattribute lessabuseto greatercom-
plexity of usingthe service,but goodsoftwaredoesnow exist for creatingnyms. Pseudopmity
may alsojust be a lessappealingtool for harassmenthananorymity, particularly sinceonecan
filter onepseudogmoususerwithoutfiltering themall.

Anonymoussenersalsofacethe threatof beinganorymously overloadedfor instancewith
bulk emailor Usenetposting.Abuseinvolving large amountof traffic differsfrom content-based
alusein two ways: First, techniqguesuchasdestinationblocking andkillfiles canno longerad-
equatelyresole the problem; considerablymary resourcesmay still be wasted. Secondi,it is
difficult to remainanorymouswhile overloadinga sener. During a mail-bombattack,for exam-
ple, evenwithout mail logs,onecanlist opennetwork connectionandconcludethatthe site with
20 connectiongs theonecausingtrouble.

Recenthistory may sufficeto prevent overload. Senerscanpreventoverloadingoy applying
backpressuréo aggressieclients.Becausd&nowlegeof currentandveryreceniactvity sufficesto
detectnetwork overloading,anorymoussenersneednot sacrificeprivagy to apply backpressure.
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Smtpd,the mail sener describedn Section4.4, exemplifiesthis fact. Thoughwe keepno mail
logs, smtpdkeepsrecentusagestatisticsin memoryandusesthemto limit the rateat which any
givenclient cansendmail. We found single-processpon-blockingnetwork seners particularly
amenabldo this application,asthey arehighly efficient and permiteasysharingof dataaccross
connections.

Put the human in the loop. Wheredirectnetwork connectiongrenotinvolved,demandsan
beimposedon clientsto slow themdown. For example wewouldlik eit to remainhardfor akbusers
to createhugenumbersof pseudogms. Currently the nym creationprocesss slow enoughand
(thanksto PGP)requiresenoughhumaninterventionthat the difficulty hasremainedsuficient.
Shouldthe situationchange however, we could increasethe burdenof creatinga pseudogm by
chaging hashcash.Ultimately, however, the mosteffective curreny in which to chage for open
servicesis humaneffort. Whensimplertechniquedail, this may be accomplishedy requiring
peopleto typein confirmationtexts from imagesof OCR-prooffonts.

6 Conclusion

In practice,anorymoussenersfacemore seriousattemptsto silenceusersthanto exposethem.
Anonymoususerscanbe silencedthroughdenial of serviceattacks,which canbe moredifficult
to preventor stopin the presenceof anorymity. A particularlyvicious form of attackinvolves
alusinganorymoussenersuntil they mustshutdown. Nonethelessye have runapseudogmous
email servicefor two yearsandeasilysurvivedthe akuse.

We concludethat abuse must be factoredinto the designof any anorymoussener, but the
problemis notinsurmountableA varietyof techniquesanbe usedto slow down alusersor force
themto revealtheiridentities.
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