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Abstract

Mutual authentication and authenticated key exchange are fundamental techniques
for enabling secure communication over public, insecure networks. It is well-known how
to design secure protocols for achieving these goals when parties share high-entropy
cryptographic keys in advance of the authentication stage. Unfortunately, it is much
more common for users to share weak, low-entropy passwords which furthermore may be
chosen from a known space of possibilities (say, a dictionary of English words). In this
case, the problem becomes much more difficult as one must ensure that protocols are
immune to off-line dictionary attacks in which an adversary exhaustively enumerates
all possible passwords in an attempt to determine the correct one.

We propose a 3-round protocol for password-only authenticated key exchange, and
provide a rigorous proof of security for our protocol based on the decisional Diffie-
Hellman assumption. The protocol assumes only public parameters — i.e., a “common
reference string” — which can be “hard-coded” into an implementation of the protocol;
in particular, and in contrast to some previous work, our protocol does mot require
either party to generate and share a public key in addition to sharing a password.
The protocol is also remarkably efficient, requiring computation only (roughly) 4 times
greater than “classical” Diffie-Hellman key exchange which provides no authentication
at all. Ours is the first protocol for password-only authentication which is both practical
and provably-secure using standard cryptographic assumptions.

1 Introduction

Protocols for mutual authentication of two parties and generation of a cryptographically-
strong shared key between them (authenticated key exchange) are fundamental primitives
for achieving secure communication over public, insecure networks. Indeed, protocols for
mutual authentication are necessary because one needs to know “with whom one is commu-
nicating”, while key-exchange protocols are required because private-key encryption schemes
and message authentication codes rely on shared cryptographic keys which must be refreshed
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periodically. Higher-level protocols are frequently developed and analyzed assuming the ex-
istence of “secure channels” between all parties, yet this assumption cannot be realized
without a secure mechanism for implementing such channels using previously-shared infor-
mation.

The importance of secure key exchange was recognized as early as the seminal work of
Diffie and Hellman [19], which shows how two parties can share a cryptographically-strong
key that remains hidden from any passive eavesdropper. The Diffie-Hellman protocol,
however, does not provide any form of authentication (i.e., a guarantee that the intended
partners are sharing the key with each other), and in particular it does not protect against
an active adversary who may inject messages, impersonate one (or both) of the parties, or
otherwise control the communication in the network. Achieving any form of authentication
inherently requires some information to be shared between the communicating parties in ad-
vance of the authentication stage. Historically, authentication protocols were designed under
the assumption that the shared information takes the form of high-entropy cryptographic
keys: either a secret key which can be used for symmetric-key encryption or message au-
thentication, or public keys (exchanged by the parties, while the corresponding private keys
are kept secret) which can be used for public-key encryption or digital signatures. Extensive
attention has been given to the problem of designing two-party authentication and authen-
ticated key-exchange protocols under such assumptions, and a number of provably-secure
protocols relying on shared cryptographic keys are known (see, e.g., [8, 20, 4, 1, 46, 14, 15]).

It is important to recognize that protocols which assume cryptographically-strong pre-
shared information simply do not apply — or are trivially seen to be insecure — when the
parties share a “short”, low-entropy password instead. As one trivial example to indicate the
difficulties that arise, consider the simple (unidirectional) authentication protocol in which
one party sends a random nonce r and the other party replies with y = H(pw, r), where pw
represents the shared password and H is a cryptographic hash function. While this protocol
can be proven secure (if H is modeled as a random oracle) when pw has high entropy, it is
completely insecure when the entropy of pw is small. Indeed, in the latter case a passive
adversary who obtains a single transcript (r,y) can recover the password by mounting an
off-line dictionary attack, trying all values of pw’ until one satisfying y = H (pw’, r) is found.
Other naive attempts at “bootstrapping” a cryptographic key from a weak password can
also be shown to be insecure; as an example, using pw as a “seed” to generate a public
key VK for a secure signature scheme also enables an off-line dictionary attack if VK is
sent in the clear, or even if a signature is sent in the clear (as an adversary can enumerate
all potential public keys and then attempt to verify the signature with respect to each of
them). Note also that “scrambling” pw by, say, hashing it will also be of no help, as the
entropy of the output of the hash cannot be greater than the entropy of its input.

The above represents a serious problem in practice, as it is well-known that most users
choose passwords poorly [43, 38, 48, 51|, and that compromise of even a single user’s account
can lead to compromise of an entire network. Unfortunately, it has proven difficult to design
password-based protocols offering rigorous security guarantees (see [37, Chap. 12]), and
there is a long history of protocols for this domain being proposed and subsequently broken
(cf. the attacks shown in [6, 45, 41]). Theoretical progress toward developing provably-
secure solutions for the password-based setting has been slow, with the first formal models
and proofs of security appearing only recently (see below). The problem is difficult in part



because, as we have mentioned above, it requires “bootstrapping” from a weak shared secret
to a strong one; furthermore, due to the strong adversarial model considered (cf. Sections 2.1
and 2.2), it is not even a priori clear that a solution is possible.

Initial consideration of password-based authentication assumed a “hybrid” model in
which the client stores the server’s public key in addition to sharing a password with
the server. In this setting, Gong, Lomas, Needham, and Saltzer [39, 27] were the first
to present authentication protocols with heuristic resistance to off-line dictionary attacks.
Formal definitions and rigorous proofs of security in this setting were first given by Halevi
and Krawczyk [29]; see also [9)].

The above-described “hybrid” setting suffers from the disadvantage that the client must
store the server’s public key (and if the client will need to authenticate to multiple servers,
the client must store multiple public keys); in some sense, this obviates the reason for
considering password-based protocols in the first place: namely, that human users cannot
remember or securely store long, high-entropy keys. This drawback has motivated research
on password-only protocols in which the client needs to remember only a (short) password.
Bellovin and Merritt [6] were the first to consider this, more challenging, setting: they
show a number of attacks that can arise, and introduce a set of protocols for so-called
“encrypted key exchange” (EKE) that have formed the basis for much future work in this
area [7, 28, 49, 30, 31, 40, 50]. Each of the works just mentioned, however, provides only
heuristic and informal security arguments for the protocols they propose; in fact, attacks
against many of these protocols have been shown [45, 41], emphasizing the need for rigorous
proofs of security in a formal, well-defined model.

Formal models of security for the password-only setting were given independently by
Bellare, Pointcheval, and Rogaway [2] (building on [4, 5, 40]) and Boyko, MacKenzie, Patel,
and Swaminathan [41, 11, 10] (building on [1, 46]). Bellare et al. [2] also present a proof of
security for the two-flow protocol at the “core” of Diffie-Hellman-based EKE [6] in the ideal
cipher model,! while Boyko et al. [41, 11] introduce new RSA- and Diffie-Hellman-based
protocols, and prove their security in the random oracle model.?> Subsequently, Goldre-
ich and Lindell [25] introduced a different model of security for this setting and showed
the first protocol for password-only key exchange which is provably secure under standard
cryptographic assumptions (and no ideal ciphers/random oracles); their protocol does not
require any additional setup beyond the passwords shared by the parties. This work is
remarkable in that it shows that password-based authentication is possible under very weak
assumptions. On the other hand, their protocol does not lead to a practical solution as
it requires techniques from generic two-party secure computation (making their protocol
computationally inefficient) and concurrent zero-knowledge (making the round-complexity
of their protocol prohibitive). Thus, their protocol should best be viewed as a feasibility
result which does not settle the question of whether an efficient and practical solution is
possible. Note that efficiency is particularly important in this setting, which is motivated by
inherently practical considerations: i.e., human users’ inability to remember long keys. We

!The ideal cipher model assumes a public “oracle” which implements a random keyed, invertible permu-
tation; in practice, this oracle is instantiated with a block cipher. See further discussion in Section 1.1.

2The random oracle model [3] assumes a public “oracle” which implements a random function; in practice,
this oracle is instantiated with a cryptographic hash function. (Note that the ideal cipher model implies the
random oracle model, while the converse is not known.) See further discussion in Section 1.1.



also remark that the Goldreich-Lindell protocol, unlike the protocol presented here, does
not tolerate concurrent executions of the protocol by the same party.

1.1 Owur Contributions

As the above discussion indicates, previously-suggested protocols for password-only key ex-
change can be classified as either (1) having no rigorous proof of security; (2) having a
rigorous proof of security based on standard cryptographic assumptions, but impractical;
or (3) having a rigorous proof of security in an idealized model (such as the ideal cipher
or random oracle models). We have already discussed why proofs of security are crucial in
this setting, and why developing practical solutions to the problem of password-only key
exchange is of great importance. As for the third class of solutions, it is widely recognized
in the cryptographic community (see, e.g., [3, 12]) that proofs of security in the various ide-
alized models discussed earlier are useful as a “sanity check” insofar as they lend a measure
of confidence to protocols whose security would otherwise only be heuristic; however, they
do not provide an “iron-clad” guarantee of security in the real world. As an example [12],
encryption and signature schemes are known which can be proven secure in these idealized
models but for which any instantiation of the scheme in the real world (where, e.g., the
random oracle is instantiated by a cryptographic hash function) is insecure. Thus, proofs
of security in idealized models are at best unsatisfying, and at worst dangerous.

We present here the first protocol for password-only key exchange which is both prac-
tical and provably-secure under standard cryptographic assumptions (in particular, without
assuming any idealized model). Security is proven in the model of Bellare et al. [2] based
on the decisional Diffie-Hellman assumption [19], a well-studied cryptographic assumption
used in constructing and analyzing previous protocols for authenticated key-exchange (in
the password-based setting and otherwise). Our protocol is remarkably efficient even when
compared to the original key-exchange protocol of Diffie and Hellman — which, as we
have noted, provides no authentication at all: our protocol uses only three rounds of com-
munication, and requires computation only (roughly) four times greater than the original
Diffie-Hellman scheme.

Our protocol assumes public parameters available to all parties in the network. These
parameters are assumed to be generated in a trusted manner by, say, the same entity who
writes the software implementing the protocol. (Note that this entity is anyway being
trusted to implement the protocol correctly, and not to embed any malware or covert
channels into the implementation.) The assumption of public parameters is significantly
weaker — in both a theoretical and practical sense — than the “hybrid” model discussed
earlier in which clients are required to store a public key for each server with whom they
wish to communicate or, alternatively, to store the public key of a certificate authority
(CA) who certifies servers’ public keys. Advantages of using public parameters as opposed
to public keys include:

e The parameters required by our protocol can be generated in such a way that there
is no “trapdoor” information associated with them. This, in turn, implies that there
is no “master” secret key whose compromise would render the entire system insecure.

e Avoiding the use of public keys avoids the need to handle revocation, and also elimi-



nates the need to transmit certificates and verify certificate chains.

e Once the public parameters are established, any client and server who share a password
can use the protocol without having to first obtain a certificate from a CA.

As an additional contribution, we propose a formal definition of forward secrecy for
password-only key-exchange protocols which we believe simplifies and unifies previous def-
initional work in this area. Roughly speaking, forward secrecy guarantees that a protocol
remains secure even against an adversary who may obtain some clients’ passwords and who
may also change the passwords stored at various servers. It also guarantees protection
against malicious clients (who may choose “bad” passwords in an attempt to learn other
users’ passwords). As an indication of what can go wrong in this stronger adversarial model,
we show that a seemingly-innocuous change to our protocol allows for an explicit attack
by such an adversary. We then prove, however, that our protocol as specified does indeed
achieve forward secrecy.

1.2 Subsequent Progress

Due in large part to the practical significance and importance of password-based authentica-
tion, active research continues in this area. We only highlight those results most related to
what is shown here. Perhaps most interesting in this regard is the work of Gennaro and Lin-
dell [24], who make explicit the intuition underlying the core ideas of our construction and
also present and prove secure an abstraction (as well as a generalization) of the framework
we use; a nice consequence is that they obtain as corollaries of their work efficient protocols
based on alternative number-theoretic assumptions. Nguyen and Vadhan [44] show a sim-
pler version of the Goldreich-Lindell protocol which achieves a weaker level of security than
that considered in either [25] or here. Though their protocol is somewhat more efficient
than that of [25], it relies on generic two-party secure computation and is therefore still not
efficient enough to be used in practice. Jiang and Gong [32] show an efficient protocol for
password-based key exchange based on the decisional Diffie-Hellman assumption; the main
advantage of their protocol in comparison to the one presented here is that their protocol
achieves explicit mutual authentication in three rounds (whereas the protocol shown here
would require an additional, fourth round). In [13], a stronger definition of security for
password-based key exchange is proposed; a protocol satisfying that stronger definition,
building on the work here and in [24], is shown there as well. The above (in addition to [25]
and the present work) are — to the best of our knowledge — the only schemes currently
known with proofs of security under standard cryptographic assumptions.

More efficient variants of our protocol are suggested in [13, 34]. Threshold variants of
our protocol (in which the password is shared across multiple servers to defend against
server compromise) have also been suggested [21, 34].

2 Definitions and Preliminaries

We begin with an informal overview of the model of security used here, intended primarily
for those unfamiliar with this area. Section 2.2 contains a formal specification of the security
model, following [2]. In Section 2.3 we propose an extension to the basic security model



which enables a rigorous definition of forward secrecy [20] in the password-only setting.
Finally, Section 2.4 reviews a number of cryptographic components used by our protocol.

2.1 Informal Overview of the Adversarial Model

In our setting two parties within a larger network who share a weak (low-entropy) password
wish to authenticate each other and generate a cryptographically-strong session key to secure
their future communication. They wish to do so in the presence of a powerful adversary
who controls all communication in the network; this adversary may view, tamper with,
deliver out-of-order, or refuse to deliver messages sent by the honest parties. The adversary
may also initiate concurrent (arbitrarily-interleaved) executions of the protocol between the
honest parties; during these executions, the adversary may attempt to impersonate one (or
both) of the parties or may simply eavesdrop on honest executions of the protocol. The
adversary may also expose multiple previous session keys in a way we describe below. The
adversary succeeds (informally) if it can distinguish any session key generated by an honest
party from a randomly-chosen session key.?

The description above corresponds to the “basic” adversarial model formalized in Sec-
tion 2.2. We may additionally consider an adversary who can corrupt parties and thereby
either (1) obtain a client’s password, or (2) modify the client’s password stored on a server.
We consider this type of adversary when defining “forward secrecy” in Section 2.3.

A notion of security in the password-based setting must be defined carefully. Since,
by their nature, passwords are chosen from a small space of possibilities, an adversary can
always try each possible password one-by-one in an on-line impersonation attack; once the
correct password is found, the adversary can clearly succeed in impersonating either party.
With this in mind, we say a password-only protocol is secure (informally) if an exhaustive,
on-line guessing attack of this sort is the best an adversary can do (cf. Definition 1, below). In
particular, a secure protocol is resistant to off-line attacks in which an adversary passively
monitors executions of the protocol and attempts to determine the correct password by
examining the transcripts of these executions. A protocol satisfying our definition of security
is also resilient to other types of attacks: for example, the definition rules out “man-in-the-
middle” attacks in which an adversary shares a (separate) key with each party although the
parties believe they have shared a (single) key with each other.

From a practical point of view, on-line attacks are the hardest for an adversary to mount,
and they are also the easiest to detect. Furthermore, on-line attacks may be limited by,
for example, shutting down a user’s account after a certain number of failed authentication
attempts. It is therefore realistic to assume that the number of on-line attacks an adver-
sary is able to execute is severely limited, while other attacks (e.g., eavesdropping, off-line
password guessing) are not. In any case, as noted above, any password-based protocol can
ultimately be broken by an on-line attack and so the present definition is the best one can
hope for in the password-based setting.

3The adversary does not succeed by simply “disrupting” the protocol and preventing the parties from
agreeing on a shared key; in our model such an attack is impossible to prevent, as the adversary can simply
block all communication between the honest parties. Note also that we are primarily concerned with the
setting of implicit authentication; see Section 2.2.1 for a discussion of explicit authentication.



2.2 Definition of Security for Password-Based AKE

We essentially follow the definition of Bellare, Pointcheval, and Rogaway [2], which is based
on prior work by Bellare and Rogaway in the non-password setting [4, 5].

Participants, passwords, and initialization. We assume a fixed set* of protocol pai-
ticipants (also called principals or users) each of which is either a client C' € Client or a
server S € Server, where Client and Server are disjoint. Each C' € Client is assumed to have
a password pw., while each S € Server is assumed to have a vector PWg = (pr’C>CEC|ient
which contains the passwords of each of the clients. (The assumption that every client
shares a password with every server is made merely for convenience. One could just as well
assume that arbitrary pairs of users share passwords.)

Prior to any execution of the protocol we assume that an initialization phase occurs
during which public parameters (if any) are established and passwords pw. are chosen for
each client C'. Recall that pw, is assumed to be a low-entropy secret; therefore, we assume
that pwo (for each client C) is chosen independently and uniformly at random® from a
“dictionary” D of size N, where N is a fixed constant which is independent of the security
parameter. The correct passwords are then stored at each server so that pwg o = pwe for
all C' € Client and S € Server.

In general, it is possible for additional information to be generated during this initializa-
tion phase. For example, in the “hybrid” model [29, 9] public/secret key pairs are generated
for each server and the secret key is given as input to the appropriate server, while the pub-
lic key is provided to all participants (and is also given to the adversary). For the protocol
presented here, we require only the weaker requirement of a single set of public parameters
which are provided to each party and also to the adversary.

Execution of the protocol. In the real world, a protocol determines how principals
behave in response to input from their environment. In the formal model, these inputs are
provided by the adversary. Each principal is assumed to be able to execute the protocol
multiple times (possibly concurrently) with different partners; this is modeled by allowing
each principal to have an unlimited number of instances [5, 2] with which to execute the
protocol. We denote instance i of user U as II};. A given instance may be used only once.
The adversary is given oracle access to these different instances; furthermore, each instance
maintains (local) state which is updated during the course of the experiment. In particular,
each instance H@ has associated with it the following variables, initialized as NULL or FALSE
(as appropriate) during the initialization phase:

o sid;, pid%l, and sk%] are variables containing the session id, partner id, and session
key for an instance, respectively. Computation of the session key is, of course, the
ultimate goal of the protocol. The session id is simply a way to keep track of the

4This is for simplicity only, and one could augment the model to allow the adversary to dynamically add
new users (and choose their names) during the course of the experiment. By examining the proof, it is easy
to see that our protocol remains secure in such a scenario.

5The assumption of independent, uniform passwords from a constant-size dictionary is made for simplicity
only, and our proof of security extends easily to handle other cases such as dictionaries whose size depends
on the security parameter, non-uniform distributions on passwords, or different distributions for different
clients (of course, Definition 1 must be suitably modified in each case). See Section 2.2.1. An even more
general model for password selection is considered in [13].



different executions of a particular user U; without loss of generality, we simply let
this be the (ordered) concatenation of all messages sent and received by instance IT¢;.
The partner id denotes the identity of the user with whom II{; believes it is interacting.
(Note that pid; can never equal U.)

° acc@ and termzi] are boolean variables denoting whether a given instance has accepted
or terminated, respectively. Termination means that a given instance is done send-
ing and receiving messages; acceptance indicates successful termination, where the
semantics of “success” depend on the protocol. In our case, acceptance implies that
the instance believes it has established a session key with its intended partner; thus,
when an instance H@ accepts, sidl;, pid’ij, and sk@ are no longer null.

° state}'] records any state necessary for execution of the protocol by H%].

. usedzi] is a boolean variable denoting whether an instance has begun executing the
protocol; this is a formalism which will ensure that each instance is used only once.

As highlighted earlier, the adversary is assumed to have complete control over all com-
munication in the network and the adversary’s interaction with the principals (more specif-
ically, with the various instances) is modeled via access to oracles which we describe now.
The state of an instance may be updated during an oracle call, and the oracle’s output may
depend upon the state of the relevant instance. The oracle types are:

e Send(U, i, M) — This sends message M to instance II};. Assuming term{, = FALSE,
this instance runs according to the protocol specification, updating state as appro-
priate. The output of H}'] (i.e., the message sent by the instance) is given to the
adversary, who also receives the updated values of sidi;, pid}, acc@, and term@.

e Execute(C,i,S,j) — If 11, and Hg have not yet been used (where C' € Client and
S € Server), this oracle executes the protocol between these instances and outputs
the transcript of this execution. This oracle call represents passive eavesdropping of
a protocol execution. In addition to the transcript, the adversary receives the values
of sid, pid, acc, and term, for both instances, at each step of protocol execution.

e Reveal(U,i) — This outputs the current value of session key ski;. This oracle call
models possible leakage of session keys due to, for example, improper erasure of session
keys after use, compromise of a host computer, or cryptanalysis.

e Test(U,i) — This oracle does not model any real-world capability of the adversary,
but is instead used to define security. A random bit b is generated; if b = 1 the
adversary is given ski;, and if b = 0 the adversary is given a random session key. The
adversary is allowed only a single Test query, at any time during its execution.

Partnering. Let C' € Client and S € Server. We say that instances II%, and H{g are
partnered if: (1) sidy, = sid}, # NULL; and (2) pidi, = S and pid}, = C. The notion of
partnering will be fundamental in defining both correctness and security.



Correctness. To be viable, a key-exchange protocol must satisfy the following notion of
correctness: if IT{, and I} are partnered then accl = accl = TRUE and sk = ski, (i.e.,
they both accept and conclude with the same session key).

Advantage of the adversary. Informally, the adversary succeeds if it can guess the bit
b used by the Test oracle. Before formally defining the adversary’s success, we must first
define a notion of freshness. An instance H@ is fresh unless one of the following is true at the
conclusion of the experiment: (1) at some point, the adversary queried Reveal(U, i); or (2) at
some point, the adversary queried Reveal(U’, j), where H{J, and HiU are partnered. We will
allow the adversary to succeed only if its Test query is made to a fresh instance. Note that
this is necessary for any reasonable definition of security; otherwise, the adversary could
always succeed by, e.g., submitting a Test query for an instance for which it had already
submitted a Reveal query.

We say an adversary A succeeds if it makes a single query Test(U, i) to a fresh instance
IT¢;, with acct; = TRUE at the time of this query, and outputs a single bit & with ¥ = b
(recall that b is the bit chosen by the Test oracle). We denote this event by Succ. The
advantage of adversary A in attacking protocol P is then given by:

Adv.a p(k) % 2 Pr[Succ] — 1,

where the probability is taken over the random coins used by the adversary and the random
coins used during the course of the experiment (including the initialization phase).

It remains to define what we mean by a secure protocol. Note that a probabilistic
polynomial-time (PPT) adversary can always succeed by trying all passwords one-by-one in
an on-line impersonation attack; this is possible since the size of the password dictionary is
constant. Informally, a protocol is secure if this is the best an adversary can do. Formally,
an instance H%] represents an on-line attack if both the following are true at the time of
the Test query: (1) at some point, the adversary queried Send(U,i,x*); and (2) at some
point, the adversary queried Reveal(U,7) or Test(U, 7). In particular, instances with which
the adversary interacts via Execute queries are not counted as on-line attacks. The number
of on-line attacks represents a bound on the number of passwords the adversary could have
tested in an on-line fashion. This motivates the following definition:

Definition 1 Protocol P is a secure protocol for password-only authenticated key-exchange
if, for all dictionary sizes N and for all PPT adversaries A making at most Q(k) on-line
attacks, there exists a negligible function ¢(-) such that:

Advap(k) < Q(k)/N + (k).

¢

The above definition ensures that the adversary can (essentially) do no better than guess
a single password during each on-line attack. Calls to the Execute oracle, which are not
included in Q(k), are of no help to the adversary in breaking the security of the protocol;
this means that passive eavesdropping and off-line dictionary attacks are of no use.

We remark that some definitions of security (e.g., [2, 25, 44]) allow the adversary to
guess more than one password per on-line attempt. We believe the strengthening given



by the above definition (in which the adversary can guess only a single password per on-
line attempt) is important. The space of possible passwords is assumed small to begin
with, so any degradation in security should be avoided if possible. This is not to say that
protocols not meeting the above definition are fundamentally “insecure”; however, before
using such a protocol one must then be aware of the constant implicit in the proof of
security. Interestingly, for at least one protocol [50] an ezplicit attack is known which
allows an adversary to guess two passwords per on-line attack.

2.2.1 Extensions of the Definition

We briefly discuss two extensions of the previous definition.

More general password distributions. As noted in footnote 5, it is possible to consider
more general classes of password distributions. For example, instead of assuming that
passwords are chosen uniformly from a fixed dictionary D, we may instead take D to be
a probabilistic polynomial-time algorithm that, on input 1*, outputs a password pw. This
allows both for non-uniform distributions, as well as a dependence on the security parameter.

For a set S, let weight (1) (5) o Pr[D(1%) € S] and define

best-guessp(1x)(Q) def SﬁlsszQ{WeightD(lk) (S)}.

Then Definition 2.2 would be modified, in the obvious way, to require that
Adv 4 p(k) < best-guesspix)(Q(k)) + &(k).

It can be easily verified that the proof of security we give for our protocol extends to the
case where passwords are chosen as above. We remark that that requirement that passwords
are generated by a polynomial-time algorithm D seems necessary for our proof, but it is not
necessary for best-guessp(;x(+) to be efficiently computable.

Explicit mutual authentication. The definitions we have given are intended only for
protocols achieving implicit, rather than ezplicit, authentication. (Indeed, the protocol we
present here achieves only implicit authentication.) If an honest party S interacts with
some party U (who is either the intended partner C' or an adversarial impersonator) then,
very roughly speaking, S implicitly authenticates C if the session key sk that is generated
by S is known to U if and only if U = C. In contrast, S explicitly authenticates C if the
output (sk,acc) of S is such that sk is known to U and acc =1 if and only if U = C.

Turning this around, this means that in the case of protocols for explicit authentication
an adversary successfully attacks the protocol if it can either determine the session key held
by some instance, or if it can cause an instance to output acc = TRUE even though that
instance is not partnered with any other instance. A subtlety here is that partnering must
be redefined so that instances are considered partnered if their session id’s match except
possibly for the final message; otherwise it would be trivial for an adversary to succeed by
simply forwarding all messages of the protocol except the last between two honest parties.
(See [4, 2] for further discussion.) We also now say that an instance II}; represents an on-line
attack if the adversary ever queried Send(U,i,*) (i.e., without requiring the adversary to
also make a Reveal of Test query for this instance).

10



Using pseudorandom functions in a fairly standard manner, it is easy to add explicit
authentication to any protocol achieving implicit authentication [2].

2.3 Forward Secrecy

The security definition of the previous section does not offer protection against an adversary
who may compromise, say, a server and thereby either (1) obtain the password of a particular
client, or (2) modify the value of a particular client’s password stored by the server. Building
on the framework of [2], we provide a definition of forward secrecy which addresses these
concerns. (Note that forward secrecy [20] classically refers to ensuring security in case
long-term secret information — e.g., passwords — are exposed. Following [2], however,
we additionally allow the adversary to modify long-term secret information.) A number of
definitions of forward secrecy in the password-only setting have been proposed (for example,
four different notions of forward secrecy are mentioned in [2] alone); we believe our definition
here simplifies and unifies previous definitional work.

To define forward secrecy, we must modify the basic model of the previous section in two
orthogonal ways. First, we augment the adversarial model by introducing a new Corrupt
oracle to which the adversary will be given access (actually, we will introduce two types of
Corrupt oracles); this will allow us to model the adversarial actions listed above. Second,
we modify the definition of security to obtain a meaningful definition (for example, once an
adversary obtains a client’s password it can trivially impersonate that client regardless of
what protocol is used; this must be reflected somehow in the security definition). Actually,
we will only modify our definition of freshness; the rest of the definition will remain the
same. We now discuss each of these changes in turn.

The corruption model. We introduce two new oracles to model the two types of attacks
listed above. Oracle Corrupt; models the adversary’s ability to learn clients’ passwords:
formally, Corrupt, (C) returns pwe for C' € Client. Oracle Corrupt, models the adversary’s
ability to modify passwords stored on a server: formally, Corrupt, (S, C, pw) (for S € Server
and C € Client) sets pwg  := pw. We emphasize that the adversary can install different
passwords on different servers for the same client. In the definition of [2], an adversary
who installs a password pwg o also learns the “actual” password pwc; we make no such
assumption here (instead, the adversary must make an explicit Corrupt; query to obtain
this password). In the case of a poorly-administered server, it may be easy to modify clients’
passwords without learning their “actual” passwords. The oracle query Corrupt, (.S, C’, pw)
also models the case of a corrupt client C’ who selects his own password pw in an arbitrary
manner, and then stores it on server S.

“Freshness”. Introduction of the Corrupt oracles necessitates new definitions of partnering,
freshness, and on-line attacks. Let C' € Client and S € Server. We now say that instances

¢ and Il are partnered if: (1) sid., = sid, # NULL; (2) pid., = S and pidl, = C; and
(3) pwe = pwg at the time these instances were activated. (This last requirement is
now necessary since an adversary can cause pwg # pwg using a Corrupty query.) We

5Note that it does not matter here whether the adversary obtains the password by corrupting a server
and learning a client’s password stored thereon, or whether the adversary obtains the password directly from
the client using, e.g., social engineering.
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say that an instance HiU (with pid};, = U’) is fresh unless one of the following is true at
the conclusion of the experiment: (1) at some point, the adversary queried Reveal(U, i) or
Reveal(U’, j) where I, and II}, are partnered; (2) the adversary queried Corrupt, (U) before
a query Send(U, 1, *); or (3) the adversary queried Corrupt,(U’) or Corrupty(U, U’, %) before
a query Send(U, i, x). The second and third conditions reflect the fact that if an adversary
learns the password of some client C, then it can trivially impersonate any server to C, or
C to any server; the third condition also reflects the fact that once the adversary sets the
value of pwg o to some known value, it can then impersonate C' to S. Finally, we define
on-line attack as follows:

e An instance I, with C' € Client represents an on-line attack if (1) the adversary
queried Send(C), 7, ) before it queried Corrupt; (C); and (2) the adversary subsequently
queried Reveal(C, 1), Test(C, i), or Corrupt,(C).

e An instance 11§ with S € Server and pidy = C represents an on-line attack if (1) the
adversary queried Send(S,i,*) before it queried Corrupt;(C) or Corrupty(S,C); and
(2) the adversary subsequently queried Reveal(S, ), Test(S, i), or Corrupt;(C).

Although the above definition is slightly cumbersome, it exactly matches the intuitive notion
of what an on-line attack is: the number of on-line attacks exactly represents the maximum
number of “password guesses” the adversary can make, and we do not count as on-line
attacks scenarios in which the adversary already “knows” the password being used by an
instance (e.g., in case the adversary had already queried Corrupt,(C) before it makes a
query Send(C,1)).

Having defined partnering, freshness, and on-line attacks, the remainder of the security
definition is exactly as in the basic case. That is:

e An adversary A succeeds (denoted by Succ) if it makes a single query Test(U, i) to a
fresh instance IIj;, with acc;; = TRUE at the time of this query, and outputs a single
bit b’ with b’ = b.

e The advantage of adversary A in attacking protocol P is defined as

Adv.ap(k) & 2 Pr[Succ] — 1.

e Let P be a protocol for password-only authenticated key-exchange that is secure in
the basic sense of Definition 2.2. We say P achieves forward secrecy if for all dictionary
sizes N and all PPT adversaries A making at most Q(k) on-line attacks there exists a
negligible function £(+) such that:

Adv g p(k) < Q(k)/N + e(k).
We stress that although the above is syntactically equivalent to the basic definition given

earlier, the differences are that A now has access to the two Corrupt oracles, and the notions
of “freshness” and “on-line attacks” are modified appropriately.
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2.4 Cryptographic Building Blocks

We briefly review the decisional Diffie-Hellman assumption (which underlies the security of
our scheme), as well as some cryptographic building blocks used to construct our protocol.

The decisional Diffie-Hellman (DDH) assumption [19]. Let G be an efficient algo-
rithm which, on input 1*, outputs a description of a cyclic (multiplicative) group G of prime
order ¢ where furthermore |¢| = k. We associate G with a description of this group, and
assume for simplicity that ¢ is implicit in G. Additionally, we assume that group operations
(namely, multiplication, membership testing, and finding a generator) in groups output by
G(1%) can be done in (expected) polynomial-time in k. Exponentiation and selecting a ran-
dom group element can then also be done in polynomial time. We defer a concrete example

of a candidate algorithm G to the end of this section.

We define G % G \ {1}; since the order of G is prime, G is exactly the set of generators

of G. Given a generator g € G, a random group element can be selected by choosing x € Z,
uniformly at random and computing ¢*. If, instead, x is chosen uniformly at random from
Zq we obtain a random generator. Given a group G as above, we define the set of Diffie-
Hellman tuples as all tuples of the form (g, h, g%, h%) € G* where g and h are generators and
a € Zy. We define the set of random tuples as all tuples of the form (g, h, g°, h’) € G* where
g and h are generators, a,b € Zj, and furthermore a # b. Informally, the DDH problem
for a group G is to distinguish Diffie-Hellman tuples from random tuples, and the DDH
problem is “hard” in G if no poly-time algorithm can solve the DDH problem in this group
with probability much better than 1/2 (i.e., guessing at random). To be more formal, we
must in fact talk about the hardness of the DDH problem in groups output by G. This
leads to the following definition.

Definition 2 Given G as above, and for any algorithm D, define

Randp g(k) &

Pr |G — G(14):g.h — Gia — Zyib — Z;\ {a} : D(G,g,h, g, h*) = 1]

and
def

DHpg(k) = Pr {G —G(1%):9,h — G;a — Zy:D(G,g,h,g% h") = 1] .
We say the DDH problem is hard for G if |[DHp g(k) — Randp g(k)| is negligible for all pPT
algorithms D. The DDH assumption is that there exists a G for which the DDH problem
is hard. If G is a group output by some G for which the DDH problem is hard, we will
sometimes (informally) say the DDH problem is hard in G. &

A standard example of an algorithm G for which the DDH problem is believed to be
hard is the following: on input 1* choose primes p, ¢ such that p = 2¢ + 1 and lg| = k; let
G be the subgroup of quadratic residues in Z;. Note that G has order ¢, as desired. Of
course, other choices for G are also possible.

One-time signature schemes. We provide a self-contained definition (following [26]) of
the type of signature scheme required by our protocol.

Definition 3 A signature scheme ¥ is a triple of PPT algorithms (Gen, Sign, Vrfy) such that:
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e The key generation algorithm Gen takes as input a security parameter 1% and returns
verification key VK and signing key SK.

e The signing algorithm Sign takes as input a signing key SK and a message m, and
returns a signature Sig. We denote this by Sig < Signgk(m).

e The verification algorithm Vrfy is a deterministic algorithm that takes as input a verifi-
cation key VK, a message m, and a signature Sig and returns a single bit. We denote
this by b = Vrfyyk(m, Sig).

We require that for all k, all (VK,SK) output by Gen(1%), all m, and all Sig output by
Signgk (m), we have Vrfyy (m, Sig) = 1. O

The following definition describes the level of security which the signature scheme used in
our protocol must satisfy. The required level of security is relatively weak; thus, signature
schemes meeting this level of security are not only easy to construct, but can also be more
efficient than typical signature schemes used in practice (which usually satisfy the stronger
security notion introduced by [26]).

Definition 4 > = (Gen, Sign, Vrfy) is a secure one-time signature scheme if the following is
negligible for all PPT algorithms F:

Pr[(VK, SK) — Gen(1¥); (m, Sig) — F>&"sk()(1¥ VK) : Vrfyy (m, Sig) = 1],

where F makes only a single query to Signgk(+) and we require that Sig was not previously
output by Signgk(-) on input m. &

The above definition corresponds to what is sometimes termed a “strong” signature scheme,
in that it is also infeasible for the adversary to output a different (valid) signature corre-
sponding to the same message m that it submitted to its signing oracle.

A secure (strong) one-time signature scheme may be constructed based on any one-way
function, and hence may be based on the DDH assumption (which implies the discrete
logarithm assumption and thus a one-way function).

Collision-resistant hashing. Informally, a function H is collision-resistant if it is infeasi-
ble to find any x # 2’ for which H(x) = H(z'). Formally, let CRHF be an efficient algorithm
which, on input 1*, outputs a description of an efficient hash function H mapping {0,1}*
to {0,1}*. We say that CRHF is a collision-resistant hash family if the following is negligible
for all pPT algorithms A:

Pr[H « CRHF(1%); (z,2") «— A(1*, H) : & # o' A H(z) = H(a')].

For our application, we will actually require that the H output by CRHF map strings to
Zq for some given ¢ of length k. However, it is easy to modify any collision-resistant hash
family as described above to obtain one satisfying this requirement.

A collision-resistant hash family may be constructed based on the DDH assumption (in
fact, the weaker discrete logarithm assumption suffices) [17].

Cramer-Shoup encryption using labels. The Cramer-Shoup public-key encryption
scheme [16] was the first known example of a practical encryption scheme with a rigorous
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proof of security against chosen-ciphertext attacks under standard cryptographic assump-
tions. Our protocol relies on a modification of the Cramer-Shoup scheme, described here
for convenience. For completeness, we also provide a definition of security against chosen-
ciphertext attacks incorporating the notion of labels (see [47]). We rely on this definition
in the proof of security for our protocol.

Before continuing, we emphasize that our protocol does not use the (modified) Cramer-
Shoup scheme for encryption per se. Indeed, in our application no party publishes a public
key or holds any secret key associated with the scheme, and “decryption” is never performed
during execution of our protocol. Our proof of security, however, does rely on the fact that
decryption is possible. Gennaro and Lindell [24] have since shown that this feature is not
essential, and that non-malleable commitment [22] suffices.” We first define the semantics
of public-key encryption with labels.

Definition 5 A public-key encryption scheme (supporting labels) is a tuple of PPT algorithms
(KeyGen, £, D) such that:

e The key generation algorithm KeyGen takes as input a security parameter 1* and returns
a public key pk and a secret key sk.

e The encryption algorithm &£ takes as input a public key pk, a label LABEL, and a
message m. It returns a ciphertext C. We write this as C' « &,,(LABEL, m).

e The decryption algorithm D takes as input a secret key sk, a label LABEL, and a
ciphertext C. It returns a message m or a distinguished symbol 1. We write this as
m = D (LABEL, C).

We require that for all &, all pk, sk output by KeyGen(1¥), any LABEL, all m in the (implicit)
message space, and any C' output by &, (LABEL, m) we have Dy (LABEL,C') = m. &

Our definition of security against chosen-ciphertext attacks is equivalent to the standard
definition except for our inclusion of labels, which follows [47]. In the following, we define
a left-or-right encryption oracle &y 4(+, -, -) (where b € {0,1}) as follows:

Epk b (LABEL, mo, m1) o ok (LABEL, myp).

Definition 6 A public-key encryption scheme (KeyGen,&,D) is secure against adaptive
chosen-ciphertext attacks if the following is negligible for all PPT algorithms A:

2. Pr[(pk, sk) — KeyGen(1¥);b — {0,1} : ASprol)PorCo) (1k pley = p) — 1],

where A’s queries are restricted as follows: if A makes a query & ,(LABEL, mg, m1) then
mo, m1 must be in the (implicit) message space with |mg| = |m;|; furthermore, if A receives
ciphertext C' in response to this query, then A cannot later query Dy (LABEL, C). &

We now describe our modification of the Cramer-Shoup encryption scheme [16]. On
input 1%, the key generation algorithm KeyGen first runs G(1*) to generate a group G (as

"Security of the Cramer-Shoup scheme against adaptive chosen-ciphertext attacks implies that it is a
non-malleable commitment scheme in the common reference string model [18].
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described earlier in the context of the DDH assumption); it also selects random generators
g1,92 «— G. Next, it selects three pairs (z1,22), (z1,22), (y1,2) at random from the set
{(a,b) € Zy x Zy | 9295 # 1}, and sets h = ¢5'g3%, ¢ = ¢{' g5, and d = g{'g4*. Finally,
it runs CRHF(1%) to generate a hash function H, where CRHF is a collision-resistant hash
family as described above. The public key consists of G, g1, g2, h, ¢, d, H; the secret key is
21, 22,1, T2, Y1, Y2; and the message space is G.

To encrypt a message m € G using label LABEL, the sender chooses a random r € Z, and
computes u; = gj, uz = g5, and e = h"m. It then sets o = H(LABEL|uj|uz|e) and outputs
the ciphertext (uq|usle|(cd®)"). To decrypt a ciphertext (uj|ug|e|v) using label LABEL, the

receiver first verifies that all components of the ciphertext lie in G. If not, it outputs L;

o ?
otherwise, it then computes a = H(LABEL|u1|uz|e) and checks whether uf' T 45272 = o,
21,2

If not, the decryption algorithm outputs _L; otherwise, it outputs m = e/uj'u3®. It is not
hard to see that decryption (of honestly-generated ciphertexts) always succeeds.
The following theorem follows immediately from the results of [16] (see [33]):

Theorem 1 Assuming (1) the DDH problem is hard for G and (2) CRHF is a collision-
resistant hash family, the above scheme is secure against adaptive chosen-ciphertext attacks.

3 A Provably-Secure Protocol for Password-Only AKE

3.1 Description of the Protocol

A high-level depiction of the protocol is given in Figure 1, and a more detailed description
follows. A completely formal specification of the protocol appears in Section 3.2, where we
give a proof of security for the protocol in the “basic” adversarial model of Section 2.2. In
Section 3.3 we show that the protocol does not achieve forward secrecy if it is modified in
a seemingly-innocuous way (this is meant to motivate our definition of forward secrecy, as
well as to illustrate the importance of rigorous proofs of security). Then, we prove that the
protocol as formally defined does achieve forward secrecy.

The protocol as described here is different from what appears in previous versions of this
work [33, 35, 36], as we have introduced small modifications in order to simplify the proof of
security (the proofs of security given previously [33, 35, 36] are correct). These modifications
do not significantly affect the efficiency of the protocol, nor do they necessitate additional
assumptions: our proof still requires only the decisional Diffie-Hellman assumption. We
point out in particular one modification: we now assume that H is collision resistant,
whereas in [33, 35, 36] (and also in [24]) it was only assumed that H is universal one-way.
The protocol shown here uses H to hash different information than in [33, 35, 36|, and this
change seems to require collision resistance of H. We have introduced this change because
it substantially simplifies the proof of security without having any significant drawbacks:
collision-resistant hash functions can be constructed based on the decisional Diffie-Hellman
assumption that we already require, and in practice one would likely use a cryptographic
hash function such as SHA-1 which is assumed to be collision resistant anyway.

Initialization. For a given security parameter k, the public parameters will contain a group
G (written multiplicatively) having prime order ¢ with |¢| = k; we assume the hardness of
the DDH problem in G, and one suggestion for G is given in Section 2.4. Additionally, the
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Public: G; g1,92,h,c,d € G; H : {0,1}* — Z,

Client Server

(VK, SK) « Gen(1F)

T1 <—Zq
A:=gi'; B:= gy
C:=h"" - pwc

a = H(PIDs |VK|A|B|C)
D := (cd®)™ Client|VK | A| B|C | D

€T2,Y2,22,W2,T2 < Zq

o := H(PIDs |[VK|A|B|C)
R A G

F =g G:= g3’

I:=h" pwe

B := H(msg,|Server |E|F|G|I)
Server | E|F |G| I[J J:= (cd®)?

T1,Y1, 21, W1 < Lq
B':= H(msg,|Server |E|F|G|I)
K im g7 gl (od

Sig < Signsk (msg; |msgy|K) K | Sig
" if Vrfyyk (msgy |msg,| K, Sig)
C" = C/pwe
I' :=1/pwe skg := A"2BY2(C")*2 DW2 K2
sk := EMFRIGYL (1) Jwr else skg := NULL

Figure 1: A protocol for password-only authenticated key-exchange. The client name is
Client, the server name is Server, and we let PIDs := “Client|Server”. The first and second
messages of the protocol are called msg; and msg,, respectively.

parameters include random generators g1, go, h,¢,d € G and a hash function H : {0,1}* —
Zg4 chosen at random from a collision-resistant hash family.

As part of the initialization, a password pwc is chosen randomly for each client C', and
pwe is stored by each server (cf. Section 2.2). We assume that all passwords lie in G or can
be mapped in a one-to-one fashion to G; this is typically easy: for example, if passwords
are represented as integers less than ¢ then the password pw can be mapped to ¢ € G.
For ease of exposition, we will simply assume that passwords lie in the set {gi,..., g{V }
where N represents the size of the dictionary from which passwords are chosen. (We also
implicitly assume that N < ¢, which will certainly be true in practice.)

Protocol execution. When a client Client € Client with password pw. wants to connect
to a server Server € Server, the client computes a Cramer-Shoup “encryption” of pwc,
as described in Section 2.4, using a particular value for the label. In more detail, let
PIDs denote the string “Client|Server”. The client begins by running a key-generation
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algorithm for a one-time signature scheme, giving VK and SK. The client chooses random
r1 € Zg and computes A = gi', B = g5', and C = h"" - pw.. The client then computes
a = H(PIDs|VK|A|B|C) and sets D = (¢d®)". The client sends

msg; % (Client| VK| A| B|C| D)

to the server as the first message of the protocol. Note that this corresponds roughly to an
“encryption” of pw using the label PIDs|VK.

Upon receiving the message msg; (as above), the server computes a Cramer-Shoup
“encryption” of pwe (where pw¢ is the password corresponding to the client named in the
incoming message) using a particular value for the label. In more detail, the server first
chooses random xg,y2, 22, w2 € Z4, computes o/ = H(PIDs|VK|A|B|C), and sets E =
g2 g¥2h*2 (cd®' ). Additionally, a random 7y € Z, is chosen and the server computes F =
912, G = g3%, and I = h"? - pwe. The server then computes 3 = H(msg,|Server|E|F|G|I)
and sets J = (cd®)™. The server sends

msgs %ef (Server|E|F|G|I|J)

to the client as the second message of the protocol. Note that this process corresponds
roughly to an “encryption” of pw using the label msg;|Server|E.

Upon receiving the message msg,, the client chooses random z1,y1, 21, w1 € Zg, com-
putes 3 = H(msg,|Server|E|F|G|I), and sets K = g* g4 h*' (cd? ). The client then signs
msg;|msgy| K using the secret key SK that it generated in the first step of the protocol. The
value K and the resulting signature are sent as the final message of the protocol. At this
point, the client accepts and determines the session key by first computing I’ = I /pw. and
then setting sko = E™ F¥1GYL(I7)*1 J*1.

Upon receiving the message K|Sig, the server checks that Sig is a valid signature of
msg; |msgy| K under VK. If so, the server accepts and determines the session key by first
computing ¢’ = C/pws and then setting skg = A*2BY2(C")*2D"2K". Otherwise, the
server terminates without accepting and the session key remains NULL.

Although omitted in the above description, we assume that the client and server always
check that incoming messages are well-formed. In particular, when the server receives the
first message it verifies that Client € Client and that A, B, C, D € G (recall that membership
in G can be efficiently verified). When the client receives the second message, it verifies
that the server name included in the message is indeed the name of the server to whom the
client desired to connect, and that E, F,G,I,J € G. Finally, when the server receives the
last message it verifies that K € G in addition to verifying correctness of the signature. If
an ill-formed message is ever received, the receiving party terminates immediately without
accepting and the session key remains NULL. For further details, see the formal description
of the protocol in Figures 3—4, below.

Correctness. In an honest execution of the protocol, the client and the server calculate
identical session keys. To see this, first note that in an honest execution we have a = o/,
B = (', and the same password pw is used by both parties. We thus have

N G
(911)"2(g51)?> (R")? ((ed™)™ )"
A%2 BY2 (C/)ZZ Dwe2
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and
K™ = (g7 g3'h™ (cd?)™)™

(912)" (g52)" (h"2) ((cd”)"2)™
Frigy (I/)Zl Jwt

Therefore:
ske = E"(FPGYV (I J") = (A" BY2(C")*2 D"?) K™ = skg

and the session keys are equal.

Achieving explicit authentication. As described, the protocol does not achieve ex-
plicit mutual authentication (that is, a party does not know whether its intended partner
has successfully computed a matching session key). However, it is easy to add explicit
authentication to the protocol using standard techniques; see, e.g., [2].

Efficiency considerations. Some remarks about the computational efficiency of the above
scheme are in order. First, efficiency of the signature computation can be improved using an
on-line/off-line signature scheme [23], where the off-line computation is done while the client
is waiting for the server to respond. Also, the data being signed (namely, msg;|msgy|K)
could clearly be hashed using H before signature computation. By swapping the roles of the
client and server (so that the server sends the first message in Figure 1), the server can use
long-term public-/private-keys (for a signature scheme which is existentially unforgeable
under adaptive chosen-message attacks [26]) and thereby avoid having to run the key-
generation algorithm each time the protocol is executed. We stress that in this case we do
not require that the client store the server’s long-term public key; instead, the public key
is included in the first message from the server but the protocol will be secure even if an
active adversary replaces this key with one of his own choosing.

Algorithms for simultaneous multiple exponentiation [42, Chapter 14] can be used to
speed up the computation in the protocol. If this is done, the computation for each user is
(roughly) equivalent to 7-8 exponentiations in G; this may be compared to the 2 exponen-
tiations per user required in standard Diffie-Hellman key exchange [19], which provides no
authentication at all.

Further efficiency improvements (that introduce modifications to the protocol) are dis-
cussed in [34]; we refer the reader there for additional discussion.

3.2 Proof of Security

We first provide a formal specification of the protocol by specifying the initialization phase
and the oracles to which the adversary has access. During the initialization phase for
security parameter k (cf. Figure 2), algorithm Initialize first runs an algorithm G to generate
a group G of prime order ¢ with |g| = k. Next, generators g1, go, h,c,d € G are selected
at random, and a hash function H is chosen from a collision-resistant hash family CRHF.
Furthermore, the sets Client and Server are determined using some (arbitrary) algorithm
UserGen. Passwords for each client are chosen at random as discussed in the previous
section; the passwords for each client are then stored at each server.

A formal specification of the Execute, Reveal, and Test oracles appears in Figure 3. The
description of the Execute oracle matches the high-level protocol description of Figure 1,
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but additional details (for example, the updating of state information) are included. We
let status@ denote the vector of values <sidi ,pid’&,acc@,term@} associated with instance
I1;;. A formal specification of the Send oracle appears in Figure 4. Although the model
technically has only one type of Send oracle (see Section 2.2), the adversary’s queries to this
oracle can be viewed as queries to four different oracles Sendy, ..., Sends representing the
four different types of messages which may be sent as part of the protocol (this includes the
three message types shown in Figure 1 as well as an “initiate” message). The third argument
to each oracle is denoted by msg-in. In the proof that follows, we will also sometimes refer
to msg;, msg,, msgs, where these refer to messages having the correct format for rounds 1,
2, and 3, respectively. We will also use these to denote messages input to the Send;, Sends,
or Sends oracles, respectively, or output by the Sendg, Sendy, or Sendy oracles, respectively.

Theorem 2 Assuming (1) the DDH problem is hard for G; (2) (Gen,Sign, Vrfy) is a secure
one-time signature scheme; and (3) CRHF is a collision-resistant hash family, the protocol
of Figure 1 is a secure protocol for password-only authenticated key exchange.

Since one-time signature schemes as well as collision-resistant hash functions may be con-
structed based on the DDH assumption (cf. Section 2.4), we have the following corollary.

Corollary 1 Under the DDH assumption, there exists a secure protocol for password-only
authenticated key exchange.

Before giving the formal details, we describe the high-level structure of the proof of Theo-
rem 2. Let Py denote the “real-world” experiment where an adversary attacks the actual
protocol. We introduce a sequence of transformations to this experiment, and bound the
effect of each transformation on the adversary’s advantage. We then bound the adversary’s
advantage in the final experiment; this yields a bound on the adversary’s advantage when
attacking the original protocol.

In experiment P, (obtained by a sequence of modifications to Fp), all session keys
computed in response to an Execute query are chosen uniformly at random and the password
is not used at all; Send queries are treated exactly as in Fy. It is not too difficult to see that
the adversary’s advantage cannot change significantly in moving from Fy to P», since the
“core” of an honest execution of the protocol is based on the Diffie-Hellman key-exchange
protocol (and Execute queries correspond to passive eavesdropping on a protocol execution),
and the password is anyway “encrypted” using Cramer-Shoup encryption.

In experiment P3, we (informally) consider the adversary to have succeeded as soon as
it interacts with a client or server using the “correct” value of the password. (Thus, the
adversary may now succeed even without guessing the correct value of b.) This can only
increase the advantage of the adversary.

Experiment P (preceded by an intermediate experiment P, for technical reasons) is
really the crux of the proof. Roughly speaking, we now define the experiment so that when-
ever the adversary interacts with a server using an incorrect value of the password the server
chooses a session key uniformly at random. We then prove that this has no effect on the
adversary’s advantage, in an information-theoretic sense; expressed differently, this means
that the session key computed by a server in experiment P3 when the adversary interacts
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Initialize(1¥) —
G — g(1%)
91,92, h,e,d — G
H — CRHF(1%)
(Client, Server) « UserGen(1%)
for each C € Client
pwl, — {1,...,N}

’
pwo

PWe = g1
for each S € Server
PWs,c = pWc
return Client, Server, G, g1, g2, h,c,d, H

Figure 2: Specification of protocol initialization.

Execute(Client, i, Server, j) —

if (C’lient ¢ Client or Server ¢ Server or usediy;.,,; Or usedéeT.v€7.>
return L _

used¢yiens := TRUE; used? . := TRUE

PIDs := Client|Server; (VK,SK) < Gen(1%)

T1,22,Y1,Y2, 21,22, W1, W2,71,T2 < Zq

A:=gi'; B:=gy'; C:=h" - pwciient; o := H(PIDs|VK|A|B|C)

D := (cd™)™; msg, := (Client|VK|A|B|C|D)

status(yy,,, 1 = (NULL, Server, FALSE, FALSE)

Fi=g%; Gi=gy’; =h" pwserverCiient; E:= gi>gs h* (cd®)"
B := H(msg, |Server| E|F|G|I); J := (cd®)"

msg, := (Server| E|F|G|I|.J)

Statusg,,., .1 ‘= (NULL, Client, FALSE, FALSE)

K := gi'g5*h*(cd®)®r; Sig « Signsy (msg, |msg,|K)
msg; := (K|Sig)

SidCrient 1= Sidg e, 1= (MSgy|msg,|msgs)

Pidciient 1= Server; pidg,,.,., == Client

ACCyjony 1= TOIMEy, 1y 1= ACCG,,, . = termg, = TRUE

skegient = BTV FPYGY (I /pweiient ) T

Skfgem,er = A"2 BY2 (C/prCT’UeT,CliETLt)Z2 DYz K™

return msg,, msg,, msgs, _ ‘
statusélie,m17 statusJServer’l, statusiyy;.,.;, Statush,, ...

Reveal(U,i) —
return ski;

Test(U, i) —
b {0,1}; sk' — G '
if b = 0 return sk’ else return ski;

Figure 3: Specification of the Execute, Reveal, and Test oracles.
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Sendo(Client, i, Server) —
if (Client ¢ Client or Server ¢ Server or usediClient) return L
used’;.; := TRUE; PIDs:= Client|Server; (VK,SK) « Gen(1¥); r — Z,
A:=g7; B:=g%; C:=h" pwclient; «:= H(PIDs|VK|A|B|C)
D := (cd™)"; msg-out := (Client|VK|A|B|C|D)
statusaimt = (NULL, Server, FALSE, FALSE)
stately;.,; := (SK, r, msg-out)
return msg-out, statust,,.,

Send; (Server, j, ( Client|VK|A|B|C|D)) —
if (Server ¢ Server or used’, ) return L
Lrver *= TRUE; PIDs:= Client|Server
if A,B,C,D ¢ G or Client ¢ Client 4
statusy,, ., = (NULL,NULL, FALSE, TRUE); return status’,, ..
z,y, 2, w,r — Lq; o := H(PIDs|VK|A|B|C)
F = g{a G := 957 I:=h"- PWServer,Client ; E = g%gghz(Cda)w
B := H(msg-in |Server|E|F|G|I); J := (cd®)"; msg-out := (Server|E|F|G|I|.J)
statusy,,., ., := (NULL, Client, FALSE, FALSE)
State?sem;er = <msg—in,lx, Y, 2, W, T, msg—out, prerver,Client>
return msg-out, status’,,., ..

used”

Sends ( Client, i, (Server|E|F|G|I|J)) —
if (Client ¢ Client or —usediy; s OT term’,;.,;) return L
if Server # pidiy;n; or E,F,G,I,.J ¢ G
Status(y,,,; ‘= (NULL, NULL, FALSE, TRUE); return statusfy,,,
(SK, r, first-msg-out) := statel;,.,.;
z,Y,2,w — Lg; [ := H(first-msg-out|Server| E|F|G|I)
K := g¥gyh*(cd®)¥; Sig « Signs (first-msg-out|msg-in|K);
msg-out := (K |Sig)
sidiyions == (first-msg-out|msg-in|msg-out)
ac;iClient = termiC'lient ‘= TRUE
Slelient = ETFwa(Il/prlient)sz
return msg-out, statusg;.,.¢

Sends(Server, j, (K|Sig)) —
if (Servergé Server or —used’,_, or termgerver) return L
(first-msg-in, x, y, z, w, r, first-msg-out, pw) := stategemer
(Client|VK|A|B|C|D) := first-msg-in
if K ¢ G or Vrfyy(first-msg-in|first-msg-out| K, Sig) # 1 4
statusg,,,, = (NULL, NULL, FALSE, TRUE); return statusg,,.,.,
Sid%,, e := (first-msg-in [first-msg-out|msg-in)
ACChe e, = LMY, . = TRUE
Skgerver = Asz(C/pw)szKr
return status’,, ...

Figure 4: Specification of the Send oracle (msg-in denotes the third argument to the oracle).
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with a server using an incorrect value of the password is already uniformly distributed from
the point of view of the adversary,

In experiment Py, we now have the server compute the first message of the protocol (in
response to a Send query) independently of the actual password. Relying on the security
of the Cramer-Shoup encryption scheme, we show that this cannot significantly affect the
adversary’s advantage.

Experiments P; and Ps are analogous to experiments P5 and FPg, but focusing on client-
instances rather than server-instances.

In experiment Pg, we notice that the adversary’s view is independent of any actual
passwords except for the fact that the adversary succeeds (as per the modification introduced
in experiment P3) as soon as it interacts with a party using a “correct” password; this
event therefore occurs with probability at most Q(k)/N. Furthermore, if this event does
not happen then the bit b is information-theoretically hidden from the adversary (since all
session keys are chosen uniformly at random), and so the adversary succeeds with probability
exactly half. The overall probability that the adversary succeeds in experiment Ps is thus
at most

QUE)/N +1-(1— 9B,

The analysis of the above sequence of experiments shows that the adversary’s success prob-
ability in the original experiment is at most negligibly greater than this.
We now give the formal details.

Proof Throughout the proof, we will refer to the formal specification of the protocol as it
appears in Figures 2-4. We remark that it is always the case that pwserver,client = PWClient
for all Client € Client and Server € Server; furthermore, during execution of the Sends oracle
it is always the case that pw = pwciient. (This will not necessarily be true when considering
forward secrecy; see the following section.) Given an adversary A, we imagine a simulator
that runs the protocol for A. More precisely, the simulator begins by running algorithm
Initialize(1%) (which includes choosing passwords for clients) and giving the public output
of the algorithm to .A. When A queries an oracle, the simulator responds by executing the
appropriate algorithm as in Figures 3 and 4; the simulator also records all state information
defined during the course of the experiment. In particular, when the adversary queries the
Test oracle, the simulator chooses (and records) the random bit b. When the adversary
completes its execution and outputs a bit &', the simulator can tell whether the adversary
succeeds by checking whether (1) a single Test query was made, for some instance IT¢;; (2)
acc; was true at the time of the Test query; (3) instance II}; is fresh; and (4) b’ = b. Success
of the adversary is denoted by event Succ.

For any experiment P we define Adv 4 p(k) def 2-Pry p[Succ]—1, where Pr 4 p[-] denotes
the probability of an event when the simulator interacts with the adversary A in accordance
with experiment P. We refer to the real execution of the experiment, as described above,
as Py. We will introduce a sequence of transformations to the original experiment and
bound the effect of each transformation on the adversary’s advantage. We then bound
the adversary’s advantage in the final experiment; this immediately yields a bound on the
adversary’s advantage in the original experiment.

We begin with some terminology that will be used throughout the proof. A given msg;
is called oracle-generated if it was output by the simulator in response to some oracle query
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(whether a Sendy or Execute query). This message is said to be adversarially-generated
otherwise. These notions are defined analogously for a given msg,. A verification key
contained in an oracle-generated msg; is called an oracle-generated verification key.

Experiment Fj: In experiment P, the simulator interacts with the adversary as before
except that the adversary does mot succeed, and the experiment is aborted, if any of the
following occur:

1. At any point, an oracle-generated verification key is used more than once. In partic-
ular, the experiment is aborted if an oracle-generated msg; is ever repeated.

2. At any point during the experiment, an oracle-generated msg, is repeated.

3. At any point, the adversary forges a new, valid message/signature pair with respect
to any oracle-generated verification key.

4. At any point during the experiment, a collision occurs in the hash function H (regard-
less of whether this is due to a direct action of the adversary, or whether this occurs
during the course of the simulator’s response to an oracle query).

It is immediate that event 2 occurs with negligible probability. It is also straightforward
to show that events 1, 3, and 4 occur with negligible probability assuming the security of
(Gen, Sign, Vrfy) as a one-time signature scheme and the security of CRHF as a collision-
resistant hash family. For completeness, we briefly sketch the proof that events 1 and 3
occur with only negligible probability (based on security of (Gen, Sign, Vrfy)); the proof that
event 4 occurs with negligible probability (when CRHF is collision-resistant) is even easier.

Consider the following adversary F who is given verification key VK generated by Gen
and access to a signing oracle. Let p(k) be a polynomial upper bound on the number of
oracle queries made by A. This adversary F chooses a random value i < {1,...,p(k)} and
then simulates experiment Py for A in the natural way: the entire experiment is simulated
by F internally except for the following:

e The ith oracle query of A that involves running Gen (note this may be either an
Execute query or a Sendy query) is answered using verification key VK.

e If/when a signature is needed for the instance corresponding to the oracle query just
described, F obtains this signature from its oracle.

It is easy to see that this results in a perfect simulation of Py for A.

We claim that if either of events 1 or 3 occur then F can forge a signature with noticeable
probability. If event 1 occurs then with probability at least 2/p(k) it is the verification key
VK that is used more than once. In this case F has generated (on its own) a secret key
corresponding to VK and so can forge a signature on any message of its choice. If event 3
occurs then with probability at least 1/p(k) adversary A has forged a signature with respect
to VK, in which case F can output this as its own forgery. But if (Gen,Sign, Vrfy) is a
secure one-time signature scheme then F cannot output a forgery except with negligible
probability. This completes the proof that events 1 or 3 occur with negligible probability.

Putting everything together, we see that |Adv4 p, (k) — Adv 4 p; (k)‘ is negligible.
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Experiment P;: In experiment Pj, the simulator interacts with the adversary as in P
except that the adversary’s queries to the Execute oracle are handled differently: for each

Execute query the values C' and I are computed as C := h"™ -g{VH and I := h'" -g{VH; note
that g{v *1 is not a valid password. Furthermore, the session keys are computed as
SkiClient = Ské’eruer = A" B% (C/prlient)Zz D2 o Got (I/prlient)ZI JUL. (1)

The following bounds the effect this transformation can have on the adversary’s advantage.
Claim 1 Under the DDH assumption, |Adv 4 p; (k) — Adva,p, (k)| is negligible.

The proof of the claim relies on the semantic security of the (modified) Cramer-Shoup
encryption scheme (which is implied by its security against chosen-ciphertext attacks).®
We show that the simulator can use A as a subroutine to distinguish encryptions of the
correct client passwords from encryptions of g{v 1 The simulator is given a public key
pk = (G, g1, g2, h,c,d, H) for an instance of the Cramer-Shoup scheme and may repeatedly
query an encryption oracle Spk’l;(-, -,-) where b is a randomly-chosen bit (unknown to the
simulator). The advantage of the simulator in attacking the encryption scheme is the
absolute value of the difference between the probability the simulator outputs 1 when b=1
and the probability the simulator outputs 1 when b = 0.

The simulator begins by running the following modified initialization protocol:

Initialize’ (1%, G, g1, g2, h, ¢, d, H) —
(Client, Server) « UserGen(1%)
for each C' € Client

pw, — {1,...,N}

pwy
bwe = g; ©
for each S € Server
PWs ¢ ‘= pWe
return Client, Server, G, g1, g2, h,c,d, H

The simulator responds to Send, Reveal, and Test queries as in experiments P} and P;.
However, it responds to Execute queries as shown in Figure 5. In words: each time the
simulator responds to an Execute query it constructs the values A, B,C,D and F,G,I,J
using its encryption oracle by querying this oracle using the appropriate label, and the
correct password and g{V *as its two “messages”. When A terminates, the simulator
outputs 1 if and only if A succeeds.

It is quite easy to see that when b = 0 the actions of the Execute oracle are exactly
as in experiment P, while if b = 1 the actions of the Execute oracle are exactly as in
experiment Pj. (In comparing Figures 3 and 5, it will be helpful to recall that when
responding to an Execute query, pwciien: is always equal to pwserver,client and furthermore
skiyiens 15 always equal to skgem o) In particular, when b =0 then C' = A"™ - pweyiens and
I = h'" - pwegient (for r = log, A and r2 = log,, F unknown to the simulator), while if

b =1 then C = p™ -g{VH and I = h" 'g{VH. One can also verify that when b = 0 the

8Earlier versions of this work [33] show how to obtain a tighter concrete security reduction in this step
by relying directly on the DDH assumption. We have chosen to present a simpler proof here.
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Execute(Client, i, Server, j) —

if (Clz'ent ¢ Client or Server ¢ Server or used’,;,,; or usedgemw)
return L _

used’y;epy = TRUE; used’,_ = TRUE

PIDs := Client|Server; (VK,SK) < Gen(1%)

T1,T2,Y1,Y2, 21, 22, W1, W2 < Lq

LABELy := PIDs|VK; (A|B|C|D) — &, ;(LABELy, pweticnt, 97 *)

msg, := (Client|VK|A|B|C|D)

status(y;,,,,,, ‘= (NULL, Server, FALSE, FALSE)

«:= H(PIDs|VK|A|B|C); E := g7?gy*h*2(cd™)™?

LABELy := msg, |Server|E; (F|G|I|J) < & ;(LABELs, pwciient, gt
msg, := (Server|E|F|G|I|.J)

Statusi,,.,c,. ‘= (NULL, Client, FALSE, FALSE)

B = H(msg,|Server|E|F|G|I)
K := gy g3' h* (cd®)™; Sig — Signsy (msg,|msg,|K);
msg; := (K|Sig)

SidlC_’lient 1= Sidge per = (msg, [msgy|msgs)

PidCyicn: = Server; pids,,,., = Client

ACCLyjeny 1= LMy 0y = ACCE,, 1= terMy,, ., := TRUE
Sklclient = SkJSer'uer = A2 BY2 (Cv/pwclient)Z2 Dw2 Gy (I/pr’lient)zl Jw

return msg;, msg,, msgs,
i J i J
StatusClient,D StatusSw'ver,l’ StatusClient’ StatUSServer

Figure 5: The modified Execute oracle for the proof of Claim 1.

session keys are computed as in experiment P, while if b = 1 the session keys are computed
as in experiment Pj.
The simulator’s advantage in attacking the Cramer-Shoup scheme is therefore

Pr 4 pr[Succ] — Pry p [Succ]].

The claim follows since this is negligible under the DDH assumption. |

Experiment P,: In experiment P», the simulator interacts with the adversary as in P;
except that during queries Execute(Client, i, Server, j) the session key skyiens 1S chosen

uniformly at random from G; session key sk, .. is set equal to skien-

Claim 2 Advy p (k) = Advy p, (k).

We will show that the distribution on the view of the adversary is identical in experiments Py
and P». For any particular Execute query made by the adversary in experiment P;, we may
write C' = A" - pwegien: With ry # r1 (recall from Figure 3 that r def log,, A = log,, B).
Now, for any u, v € G and fixing the random choices for the remainder of experiment P, the
probability over choice of 2, Y2, 22, wa that E = y and skky,,,,, = v is exactly the probability

26



that

log, i = x2+y2-logy ga+ 22 -logy h+ ws - log,, (cd®) (2)
and

log,, v — logg, (F G (I [ pweiient)™ T =
Ty 71+ y2 - r1log,, g2 + 22 - T log, h+wy -7 logy, (cd®), (3)

where we use the fact that ¢; is a generator. Viewing Equations (2) and (3) as equations over
Zgq in the variables x2, 2, 22, w2, we see that they are linearly independent and not identically
zero since 1) # r1 (here, we use the fact that h is a generator and hence log,, h # 0). Thus,
the desired probability is 1/¢2. In other words, the value of skiClZ»ent is independent of the
value of E and hence independent of the remainder of experiment P;. Thus, the adversary’s
view in experiment P is distributed identically to the adversary’s view in experiment P».
The claim follows. U

In experiment P», the adversary’s probability of correctly guessing the bit b used by the
Test oracle is exactly 1/2 if the Test query is made to a fresh instance that was activated
using an Execute query. This is so because session keys for such instances in P, are chosen
at random from G, and hence there is no way to distinguish whether the Test oracle outputs
a random session key or the “actual” session key (which is just a random element, anyway).
Hence the remainder of the proof concentrates on instances that are invoked via Send queries
(which is the more difficult case to consider).

Experiment P5: In experiment P, the simulator first runs the following modified initial-
ization procedure and stores the values &, x1, x2, &1, &2 for future use.

Initialize(1%) —

G —G(1");91,90 < G
K — Ly
(X1, x2), (&1,&2) «— {(z,y) € Zg x Zg | g7g5 # 1}
hi=gf; ci=g'gy% di=gi' g5’
H « CRHF(1%)
(Client, Server) « UserGen(1¥)
for each C' € Client

pwl, — {1,...,N}

Pwe = glfw/c

for each S € Server

PWs,c ‘= PWc

return Client, Server, G, g1, g2, h,c,d, H

The simulator’s handling of Send oracle queries in P53 will also change, but before describ-
ing this we introduce some terminology. For a query Send;(Server, j, msg;) where msg; is
adversarially-generated, let msg; = (Client|VK|A|B|C|D) and o« = H(PIDs|VK|A|B|C). If
either AX1ta&1pxetels £ D or C/pweiient # A”, then msg; is said to be invalid. Other-
wise, msg; is said to be wvalid. Similarly, for a query Sends(Client, i, msgy) where msg, is
adversarially-generated, let msgy = (Server| E|F|G|I|J) and [ be as defined in Figure 4. If
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either FX1 PG Gx2+88 £ T or I/pweiient # F" then msg, is said to be invalid. Otherwise,
msgs, is said to be valid. Informally, valid messages are encryptions of the correct password
while invalid messages are not. Note that the simulator can efficiently determine whether
any given adversarially-generated message is valid because it knows &, x1, X2, &1, &2.

Given this terminology, we continue with our description of experiment P3. When the
adversary makes oracle query Sendy(Client, i, msgy), the simulator examines msg,. If msg,
is adversarially-generated and valid, the query is answered as in P, except that sk’éliem
is assigned” the special value V. In any other case (i.e., msg, is oracle-generated, or
adversarially-generated but invalid), the query is answered exactly as in experiment P.

When the adversary makes oracle query Sends(Server, j, msgs), the simulator examines
msg, = first-msg-in for instance Hfgem er.lo If msg; is adversarially-generated and valid, the
query is answered as in experiment P» except that ské erver 1S assigned the special value V.
In any other case (i.e., msg; is oracle-generated, or adversarially-generated but invalid), the
query is answered exactly as in experiment Ps.

Finally, the definition of the adversary’s success in Ps is changed. If the adversary ever
queries Reveal(U,i) or Test(U,i) where ski; = V, the simulator halts and the adversary
succeeds. Otherwise, the adversary’s success is determined as in experiment Ps.

Claim 3 Advy p,(k) < Advy p,(k).

The distribution of the public parameters is identical in experiments P, and P3. Further-
more, the distributions on the adversary’s view in experiments P» and Ps are identical up to
the point when the adversary queries Reveal(U, %) or Test(U, i) with sk}, = V; if such a query
is never made, the distributions on the view are identical. Since the adversary succeeds if
such a query ever occurs, the claim follows. O

Experiment P;: In experiment Py, we again modify the simulator’s response to a Sends
query. Upon receiving query Sends(Server, j, (K|Sig)), the simulator examines msg; =

first-msg-in for instance I, .. If msg; is oracle-generated and a value is to be assigned

(we

to sk’ the simulator finds the unique pair Client,7 such that ‘SidiClient = Sidgerver

Server?
J

o 7
Server " SkC’lient' In any

comment on the existence of a unique such pair below) and sets sk
other case, the query is answered as in experiment Ps. ‘

That there exists a unique pair Cli{ant, 1 with SidiC’lient = sid,,,., in the situation above
follows from the fact that, assuming skg erver 15 to be assigned a value — and so in particular
the simulation is not aborted — the following hold: (1) there is a unique pair Client, ¢ such
that instance II,,, . uses VK, where VK is the verification key contained in msg; (this is
a consequence of msg; being oracle-generated, and the fact that the simulator aborts if
an oracle-generated verification key is ever used twice); furthermore, (2) this pair satisfies
Sidy;ene = Sid%.,.., (this is a consequence of the fact that the simulator aborts if a signature
forgery occurs).

. . ]
Since sidyg,,.,..

J

Lorver = SKiyiens in P, the following is immediate:

= sid%y;,,,; implies sk

9Here and in the remainder of the proof, it is understood that when we say a certain variable is assigned
some value this is conditioned on that variable being assigned a value at all (and, e.g., the oracle query does
not return L for some other reason, nor is the experiment aborted).

107f the adversary had not previously made a Send; query for this instance, the simulator simply responds
with | as in previous experiments. We will not explicitly mention this in the rest of the proof.
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Claim 4 Adv g p, (k) = Adv p,(k).

Experiment P5: In experiment Ps;, we again modify the simulator’s response to a Sends
query. Upon receiving query Sends(Server, j, (K|Sig)), the simulator examines msg; =
first-msg-in for the same instance Hf@em oo If msgy is adversarially-generated and invalid,
the session key skg erver 15 assigned a value randomly chosen from G. In all other cases, the

query is answered as in experiment Pj.
Claim 5 Adv g p, (k) = Advg p, (k).

We prove the claim by showing that the distributions on the adversary’s view in the
two experiments are identical. For a given query Sends(Server, j, (K|Sig)) where msg; =
first-msg-in = (Client|VK|A|B|C|D) is adversarially-generated and invalid, let msg, =
first-msg-out = (Server|E|F|G|I|J) and o« = H(PIDs|VK|A|B|C). Since msg; is invalid,
either AX1Ha&i Bx2tat2 £ D or else C/pweiient 7 A" (or possibly both). For any u,v € G
and fixing the randomness used in the rest of experiment P, the probability over choice of
z,y, z,w that £ = u and sk’ = v is exactly the probability that

Server
logg n=x+y-log, g2+ 2-log, h+w-log, (cd™) (4)

and
log,, v —rlog, K =z -log, A+y-log, B+ z-logg, (C/pweiient) +w - log,, D, (5)

using the fact that g7 is a generator. Now consider two cases depending on the value
of log, A. If log, A = 0, then since msg; is invalid at least one of the values log, B,
log,, (C/pwaiient), or log, D is not equal to 0. One can then immediately verify that
Equations (4) and (5), viewed as equations over Z, in the variables z,y, z, w, are linearly
independent and not identically zero. If log, A # 0, it can be similarly verified that
Equations (4) and (5) are linearly independent and not identically zero. In either case,
then, the desired probability is 1/¢2. Thus, the value of sk’ is independent of the value

Server
of E and hence independent of the remainder of the experiment. O

Before describing the next experiment, let us first summarize where things stand in
experiment P5. In responding to a query Sends(.S, j, msgs) in that experiment, the simulator
does not need to use the value r (stored as part of the internal state for instance IIj) to
compute the value of the session key. In particular, if msg; was the initial message sent to
this instance the simulator proceeds as follows:

e If msg, is adversarially-generated and valid, skg is set equal to V as described in
experiment Pij.

e If msg; is oracle-generated, sk‘g is set equal to the session key for the partnered client
instance as described in experiment Pj.

o If msg; is adversarially-generated and invalid, sk],;7 is chosen at random as described
in experiment Ps.
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We will rely on the above when we prove the subsequent claim.

Experiment Fs: In experiment Pg, we modify the simulator’s response to Send; queries.
Now, I is computed as hrg{\f *1 where the dictionary of legal passwords is {1,..., N'}; note
that g{v *1is not a valid password since N < ¢.

Claim 6 Under the DDH assumption, |Adv4 p,(k) — Adva p, (k)| is negligible.

A proof of the claim relies on the security of the (modified) Cramer-Shoup encryption scheme
against adaptive chosen-ciphertext attacks; cf. Section 2.4. We show that the simulator can
use A as a subroutine in order to distinguish encryptions of the correct client password(s)
from encryptions of g{v *1. The simulator is given a public key pk = (G, g1, g, h, ¢, d, H) for
an instance of the Cramer-Shoup encryption scheme and may repeatedly query an encryp-
tion oracle £, ;(-,,-) where b is a randomly-chosen bit (unknown to the simulator). The
simulator may also repeatedly query a decryption oracle Dg(-, ) subject to the restriction
stated in Definition 6. By definition, the advantage of the simulator in attacking the en-
cryption scheme is the absolute value of the difference between the probability the simulator
outputs 1 when b=1 and the probability the simulator outputs 1 when b=0.
The simulator begins by running the following modified initialization protocol:

Initialize’ (1%, G, g1, g2, h, ¢, d, H) —

(Client, Server) « UserGen(1%)
for each C' € Client

pw, — {1,...,N}

pwe =gy ©

for each S € Server

PWg,c ‘= pWc

return Client, Server, G, g1, g2, h,c,d, H

The simulator responds to Sendg, Execute, Reveal, and Test oracle queries as in experi-
ments P5 and Ps. The simulator responds to Sendq, Sendy, and Sends queries as shown in
Figure 6. In words:

e In responding to a Send; query the simulator no longer computes the values F, G, I, J
on its own. Instead, it queries its encryption oracle using (1) the appropriate label, and
(2) the correct password and g{v 1 as its two “messages.” It then uses the ciphertext

(F|G|I|J) returned by this oracle to construct msg-out.

e In responding to a Sends query, the simulator first checks whether msg; = first-msg-in
is oracle- or adversarially-generated. If msg; is oracle-generated, the session key is
computed by finding the partnered client instance (as discussed above). If msg; is
adversarially-generated, the simulator determines whether msg; is valid or invalid
using its decryption oracle and then sets the session key appropriately.

e In responding to a Sends query, the simulator uses its decryption oracle (as needed)
to determine whether an adversarially-generated incoming message is valid or invalid.

Note that the simulator never need submit to its decryption oracle an “illegal” query (i.e., a
ciphertext that it previously received from its encryption oracle) since the simulator never
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Send; (Server, j, { Client|VK|A| B|C|D)) —
J

Server | TEIUTL L

if (Server ¢ Server or used

used’ . :=TRUE; PIDs:= Client|Server
if A,B,C,D ¢ G or Client ¢ Client '
statusk,,.,., ‘= (NULL, NULL, FALSE, TRUE); return status},,,.,
z,Y, 2, w — Ly; o= H(PIDs|VK|A|B|C)
E = g7 gyh*(cd™)" ; LABEL := msg—in\ServiﬁEl’
<F|G|I‘J> — gpkj(LABELvprerver,Clientvgl + )
msg-out := (Server |E|F|G|I|.J)
statusk,,,., := (NULL, Client, FALSE, FALSE)
StateJServer = <msg—in,lx, Y,z,w, msg-out, prerver,CZient>
j
return msg-out, statusg,,., ...

Sendy ( Client, i, (Server| E|F|G|I|.J)) —
if (Client ¢ Client or —usedgy;,,, or termi,,,..) return L
if Server # pidgyen: o8 E,F,G,1,J ¢ G
Statusgy,; = (NULL, NULL, FALSE, TRUE); return statusg,,,,
(SK, , first-msg-out) := state}; ...,
x,Y, 2, w — ZLg; [ := H(first-msg-out|Server| E|F|G|I)
K = g¥gyh*(cd®)¥; Sig « Signg (first-msg-out|msg-in| K);
msg-out := (K[Sig)
sidgient := (first-msg-out|msg-in|msg-out)
acChy;ony 1= termsy,,. . := TRUE
LABEL := first-msg-out|Server|E
if msg-in is adversarially-generated and Dy (LABEL, (F|G|I|J)) = pwciient
Slelient =V
else
Sszlient = ErFmGy(I/prlient)zjw
return msg-out, statusg,.,.;

Sends(Server, j, (K|Sig)) —

; J J
if (Server ¢ Server or —usedy,,.,.,. OF termsemer> return L

(first-msg-in, x, y, z, w, first-msg-out, pw) := stateéemr
(Client|VK|A|B|C|D) := first-msg-in
if K ¢ G or Vrfyyy(first-msg-in|first-msg-out| K, Sig) # 1 '
statusg,,.,, ‘= (NULL, NULL, FALSE, TRUE); return statusj,,.,.,
sidéemer := (first-msg-in|first-msg-out|msg-in)
J — J —
acc_Server . termServer ‘= TRUE
if first-msg-in is oracle-generated _
find the unique i such that sidgy;c,,; = sidg,,.,.,

Skéerver = SkZClient
else
LABEL := Client|Server|VK
pw' := Dy (LABEL, (A|B|C|D))
if puw’ = pw then Sk.]Server =V
if pu/ # pw then skiorper — G
return statusy,, ..

Figure 6: The modified Send oracles for the proof of Claim 6.
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needs to check whether oracle-generated messages are valid or invalid. Finally, the simulator
outputs 1 if and only if A succeeds.

Examination of Figure 6 shows that the Sends and Sends oracles behave exactly the
same as in both experiments Ps and FPs. On the other hand, when b = 0 the actions of
the Send; oracle are as in experiment Ps, while if b = 1 then the actions of the Send;
oracle are as in experiment Ps. The simulator’s advantage in attacking the Cramer-Shoup
encryption scheme is therefore exactly |Pr4 p,[Succ] — Pr 4 p,[Succ]|. The claim follows since
this advantage must be negligible under the DDH assumption, since the Cramer-Shoup
encryption scheme is secure given this assumption (cf. Section 2.4). O

Experiment P;: In experiment Py, queries to the Sends oracle are handled differently. In
response to a query Sends( Client, i, msgs), if msg, is either oracle-generated or adversarially-
generated but invalid, the session key skgy;.,: 1S assigned a value chosen randomly from G.

Claim 7 Advg p, (k) = Adva p, (k).

We prove the claim by showing that the distributions on the adversary’s view are identical
in the two experiments. Consider a particular query Sends(Client, i, msgy) in Ps. Regardless
of whether msg, is oracle-generated or adversarially-generated but invalid, it is the case that
either FX1HP&GX2t8& £ T or T /pwegiens # FF. A proof similar to that used in proving
Claim 5 then shows that skiy;,,,; in experiment Pg is uniformly distributed in G, independent
of the rest of the experiment. O

Experiment Pg: In experiment Py, we modify the simulator’s response to Sendg queries.
Now, C' is computed as C' := h’”g{v *1. note that g{v *1is not a valid password. (This

modification parallels the change made in going from experiment P5 to experiment Fg.)
Claim 8 Under the DDH assumption, |Adv 4 p,(k) — Adv 4 p, (k)| is negligible.

The proof exactly follows that of Claim 6. In particular, note that in responding to a query
Sendz(C, i, msgy) in experiment P7, the simulator never requires the value r (stored as part
of the internal state for instance H’C) to compute a session key: if msg, is oracle-generated,
the session key is assigned a randomly-chosen value; if msg, is adversarially-generated and
invalid (which can be verified using the decryption oracle), the session key is also assigned
a randomly-chosen value; finally, if msg, is adversarially-generated and valid (which can
again be verified using the decryption oracle), the session key is assigned V. Oracle queries
to Sends can also be answered by the simulator, using its decryption oracle as necessary.
Finally, there is never a need for the simulator to make an “illegal” query its decryption
oracle. The claim follows. U

The adversary’s view in experiment Py is independent of the passwords chosen by the
simulator until one of the following occur:

e The adversary queries Reveal(Client,i) or Test(Client, i), where the adversary had
previously queried Sends(Client, i, msgy) for adversarially-generated and valid msgs.

e The adversary queries Reveal(Server, j) or Test(Server,j), where the adversary had
previously queried Send;(Server, j, msg;) for adversarially-generated and valid msg;.
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The probability that either of these events occur is at most Q(k)/N, where Q(k) is the
number of on-line attacks made by A. If neither of the above events occur, then the
adversary succeeds only if it can guess the value of b used by the Test oracle. However, if
neither of the above events occur and the adversary queries Test(U, i) where II}; is fresh
and acc}'] = TRUE, then skiU is randomly-distributed in G independent of A’s view; the
probability of correctly guessing b in this case is therefore exactly 1/2.

The preceding discussion implies that

Pry py[Succ] < Q(R)/N + 3 - (1 - %)

and thus the adversary’s advantage in experiment Pg is at most Q(k)/N. The sequence of
claims proven above show that

Adv 4 p, (k) < Adv g p (k) +e(k)

for some negligible function £(-) and therefore the adversary’s advantage in Py (i.e., the
original protocol) is at most Q(k)/N plus some negligible quantity. This completes the
proof of the theorem. |

3.3 Proof of Forward Secrecy

We first demonstrate a potential attack on the protocol (in the stronger adversarial model
of Section 2.3) if it is modified in a seemingly-innocuous way. Then, we show a proof that
the protocol as formally defined does indeed achieve forward secrecy.

Consider the following change to the protocol as described in the previous section: when
responding to a Send; query, a server no longer stores pw s,c as part of its state information
(cf. Figure 4). Now, when a server responds to a Sends query it simply sets pw = pwg ¢
In other words, instead of using the password stored as part of its (temporary, volatile)
state information, the server simply uses the value of the client’s password as stored in its
long-term memory (e.g., the password file).

We now show that this simple change introduces a vulnerability in the attack model
described in Section 2.3. Fix a client Client. The attack begins by having the adversary
impersonate Client to a server S using an arbitrary password, say pw = ¢g1. That is, the
adversary generates VK, chooses a random 71, computes A = g7', B = g5', C = h,, - g1, and
D = (c¢d*)™ (for o computed in the appropriate way), and sends (Client|VK|A|B|C|D) to
server S. The server will respond with a message (S|E|F|G|I|J) (which is computed using
password PWs crient = PWeiient)- INext, the adversary changes the password stored at S for
Client (i.e., pws. ciien:) to the value g using oracle call Corrupty (S, Client, g1). Finally, the
adversary computes the final message of the protocol just as a legitimate client would by
choosing x1,y1, 21, w1, computing K = g7 ¢3' h* (cdﬁ )“1 (for § computed in the appropriate
way), and sending (K |Sig). Finally, the adversary obtains skg for this instance of the server
using a Reveal query.

We claim that the adversary can now determine pw¢y;... — the original password of the
client — and hence successfully impersonate Client to a different server S’ # S. To see this,
note that when S computes the session key after receiving the final message of the protocol
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it uses pwg ciiens = g1 (which is, we stress, different from the password the server used to
compute the second message of the protocol). Thus,

skg = A™2BY2(C/g)2 D2 K™ = g?ngglyzhn@ (cd®)r w2 T2
— Erl KTQ

(where xa, Y2, 29, W, 2 are values used by the server which are unknown to the adversary).
Since the adversary can compute E™ itself, the adversary can use skg to determine the
value K™ = skg/E™. Now, using exhaustive search through the password dictionary, the
adversary can identify pweyien: as that unique value for which:

Fleyl (I/prlient)Zl le — KTQ .

The protocol as formally specified in the previous section is not vulnerable to this attack
since it ensures that a server-instance uses the same password throughout its execution by
storing the client’s password as part of the state information for that instance. Interestingly,
this means that it is possible for two server-instances active at the same time to be using
different passwords for a given client (the password being used will be determined by the
value of pwg  at the time the initial Send; query for each instance was made).

We now provide a rigorous proof that the protocol as specified achieves forward secrecy.

Theorem 3 Under the same assumptions as in Theorem 2, the protocol of Figure 1 achieves
forward secrecy.

Proof A significant portion of the proof is similar to the proof of Theorem 2, and so we
will focus only on the differences here. As in the previous proof, we imagine a simulator that
runs the protocol for any adversary A (the simulator must now also simulate the Corrupt
oracles for A but this does not present any problems). When the adversary completes its
execution and outputs a bit ¢/, the simulator can tell whether the adversary succeeds by
checking whether (1) a single Test query was made on instance II{;; (2) acci, was TRUE at
the time of the Test query; (3) instance II}; is fresh (according to the definition of freshness
appropriate for this setting; see Section 2.3); and (4) b’ = b. Success of the adversary is

denoted by event fsSucc, and for any game P we let fsAdv 4 p(k) Ly Pr 4 p[fsSucc] — 1.
We refer to the real execution of the experiment as Fj.

Experiment Pj: We define experiment P} exactly as in the previous proof; following the

same reasoning as there, it is clear that ‘fsAdv AP, (k) — fsAdv 4 pr ()| is negligible.

Experiment Pj: In experiment Py, the simulator interacts with the adversary as in P
except that the adversary’s queries to the Execute oracle are handled differently. In response
to the adversary’s oracle query Execute(Client, i, Server, j), the simulator checks whether
PWClient = PWServer,Client- 1f s0, the values C,I are computed as C' := A" - g{v 1 and
I:=h". g{VH (as before, the key point is that g{VH is not a valid password), and the
session keys are computed as

1= A" BY(C/pwciient) ™ D" F** GV (I [pwetient) ™ T -

i el
SkClient T SkSe'mer
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On the other hand, if pwciient # PWServer,Client then the values C,I are computed as
C:=h". g{v tland I:=hm. g{v 2 and the session keys are computed as

KGtient = A" BY(C/pwetient)* D2 F*'GY (I [pwciient)™ T
Skfgerver = A™B¥% ((j/prerve7‘,C’lient)Z2 D2 e Go (I/preTUer,Client)Zl JU

N+1 2

(We implicitly assume here that N + 2 < ¢ and so neither g; nor g{v T2 are valid pass-
words.) Using essentially the same proof as in Claim 1, semantic security of the (modified)
Cramer-Shoup encryption scheme implies that |fsAdv 4 pr (k) — fsAdv4,p, (k)| is negligible.

Experiment P»: In experiment P, the simulator interacts with the adversary as in P;
except that during queries Execute(Client, i, Server, j) the simulator proceeds as follows: if
PWClient = PWServer,Client then skoyen, is chosen uniformly at random from G and skfg erver

J are chosen independently and

is set equal to skiy;.,- Otherwise, both skiy..,., and SKGerver

uniformly from G.
Claim 9 fsAdv 4 p, (k) = fsAdv 4 p, (k).

The claim follows since the distribution on the view of the adversary is identical in both
experiments. The case of pwciient = PWserver,client €xactly follows the proof of Claim 2.
So, consider an invocation of the Execute oracle when pweijent # PWserver,client (for brevity,
denote PWClient by pwc and PWServer,Client by pr,C)- We may write

C=h" 'giV—H = h" ‘PWe = B " PWs,c

for some 7}, r{, and
/ 1
I'=n" ‘Q{VJFZ =h"2 - pwe = h'"2 - pwsc

for some r4, 4. Note that none of r1,r],r! are equal, and similarly for ro, 5, ry. Further-
more, we have r{' — ) = —r, but ] —r1 #rh —ro.

Now, for any pi,po,v1,v2 € G and fixing the random choices for the remainder of
experiment Pp, the probability over choice of x1,y1, 21, w1, T2, Y2, 20, ws that E = p1, K =
p2, sk = V1, and sk’ = vy is exactly the probability that

Server
log,, 1 = T2+ y2-logy g2+ 22 - logy, h + ws - log,, (cd®) (6)
logg, 2 = x1+y1-logy, g2 + 21 -logy, h+wy - loggl(cdﬁ) (7)
log, v1 = x1-79+y1-r2log, g2+ 21 - rylog, h 4wy - rolog,, (cd®)
+x2 -1 +y2 - r1log, g2+ 22 = log,, h+ws - r1log,, (cd™) (8)
log,, 12 = 1-T2+y1-r2log, g2 + 21 -5 logy, b+ wy - ralog,, (cd”)
+x2 11 +y2 - T1log, go + 22 r log,, h+ w2 - r1log,, (cd®). (9)

It may be verified that Equations (6)—(9) are linearly independent and not identically zero,
and so the values F, K, skgy;ens, and sk, are independently and uniformly distributed,
independent of the rest of the experiment. The claim follows. U

Before continuing, we introduce some new terminology. First, we say that instance
i, is associated with U’ if either U = U’ or pid;; = U’. More interestingly, we call a
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query Sendo(C,*,%) or Senda(C,*,x) corrupted if the adversary had previously queried
Corrupt;(C). Similarly, we call a query Send;(S,4,*) (with pidy = C) corrupted if the
adversary had previously queried either Corrupt;(C) or Corrupty(S,C, x). We call a query
Sends(S, 7, *) corrupted exactly when the corresponding query Send; (5,1, %) (i.e., the Send;
query for the same instance) is corrupted. Note that for any corrupted query Send, (U, i, *)
the adversary “knows” the password being used by H%] at the time this query is made, and
furthermore the instance II}; is not fresh (as per the definition given in Section 2.3).

The experiments we now introduce exactly parallel those introduced in the previous
proof, with the main differences being that we only change the simulator’s actions in re-
sponse to non-corrupted Send queries.

Experiment P3: In experiment Pj, the simulator runs the modified initialization procedure
as in the proof of Theorem 2, with the values k, x1, x2,&1,&2 stored as before. In a way
analogous to (but slightly different from) the previous proof, we define a msg; or msg,
to be oracle-generated if it is output as a result of an Execute query or in response to a
non-corrupted Sendg or Send; query. Otherwise a message is called adversarially-generated.
We also define valid and invalid exactly as in the previous proof. We stress, however, that
to determine whether a message msg; submitted to the Send; oracle is valid/invalid, the
value of pwserver client at the time of the Send; query is used (even if this value is changed
at some later point in the experiment via a Corrupt, query).

We now continue with our description of experiment P3. When the adversary makes a
non-corrupted oracle query Sends(Client, i, msg,) and msg, is adversarially-generated and
valid, the query is answered as in experiment P, but the simulator stores V as the “session
key” for this instance. In any other case (i.e., msg, is oracle-generated, or adversarially-
generated but invalid), the query is exactly answered as in experiment P;.

When the adversary makes non-corrupted oracle query Sends(Server, j, msgs), the sim-
ulator examines msg; = first-msg-in for instance quem .- If msgy is adversarially-generated
and valid, the query is answered as in experiment P» but the simulator stores V as the “ses-
sion key” for this instance. In any other case (i.e., msg; is oracle-generated, or adversarially-
generated but invalid), the query is answered exactly as in experiment P;.

Finally, the definition of the adversary’s success is changed. If the adversary queries
Test(U,4) or Reveal(U, i) and ski; = V, the simulator halts and the adversary succeeds. The
adversary also succeeds if it queries Corrupt;(C) and there exists any instance associated
with C' which has session key V. Otherwise, the adversary succeeds as in experiment Ps.

Since there are more ways for the adversary to succeed in P3 and the experiment is
otherwise identical to P, from the adversary’s point of view, it follows immediately (as in
Claim 3) that fsAdv 4 p, (k) < fsAdv 4 p, (k).

Experiment P,: In experiment P, we again modify the simulator’s response to a non-
corrupted Sends query. Upon receiving non-corrupted query Sends(Server, j, (K|[Sig)), the
simulator examines msg; = first-msg-in for instance Hg erver- 1 Msgy is oracle-generated and
J

Server> the simulator finds the unique pair Client, 7 such that

a value is to be assigned to sk

sidoyions = Sid%,, e (that a unique such pair exists follows from a similar argument as in

the previous proof) and sets sk%_ . = skiy;en;-

The modification described above is only made for non-corrupted Sends queries, and so
in particular this means that the adversary did not query Corrupty(Server, Client, ) before
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. . j ;
(using a Send; query). It follows that instances Hsemer, I gient
use the same password. But in experiment P3, we always have Sklerver = SKGtiens Whenever
J

Server?

initializing instance Il .

sidg,,per = Sidgyien: and instances II IT¢ ;e use the same password. We therefore

have fsAdv 4 p, (k) = fsAdv 4 p, (k).

Experiment P;: In experiment P5, we again modify the simulator’s response to a non-
corrupted Sends query. Upon receiving non-corrupted query Sends(Server, j, (K|[Sig)), the
simulator examines msg; = first-msg-in for instance I}, .. If msg; is adversarially-
generated and invalid, the session key skgem .r 18 assigned a value randomly chosen from
G. In all other cases, the query is answered as in experiment P;. Exactly as in Claim 5, it
is the case that fsAdv 4 p,(k) = fsAdv4 p, (k) (note in particular that the proof of Claim 5

holds even if the adversary learns the client’s password at some later point).

Experiment FPg: In experiment Py, we modify the simulator’s response to non-corrupted
Send; queries. Now, [ is computed as [ := hrgf”rl; again, note that g{VH is not a valid
password. As in the proof of Claim 6, security of the (modified) Cramer-Shoup encryption

scheme implies that |fsAdv 4 p, (k) — fsAdv 4 p, (k)| is negligible under the DDH assumption.

Experiment P;: In experiment P;, we will modify the simulator’s response to non-
corrupted Sends queries. Now, in response to a non-corrupted query Sends(Client, i, msg,),
the session key skiy;.,, is assigned a value chosen randomly from G if either: (1) msg,
is adversarially-generated and invalid; or (2) msg, is oracle-generated (recall that a msg,
output in response to a corrupted Send; oracle query is not considered oracle-generated).
In any other case, the session key is assigned a value as in experiment P;. Exactly as in the
previous proof (cf. Claim 7), we have fsAdv 4 p, (k) = fsAdv 4 p, (k).

Experiment P;: In experiment Pg, we modify the simulators response to non-corrupted
Sendy queries. Now, C'is computed as C := h”g{vﬂ. As in the proof of Claim 8, security of
the (modified) Cramer-Shoup encryption scheme implies that |fsAdv 4 p, (k) — fsAdv 4 p, (k)|
is negligible.

In experiment Pg, the adversary can succeed in one of two ways: either it correctly
guesses the value of the bit used by the Test oracle, or it succeeds as specified in exper-
iment P3 (namely, if it queries Test(U,4) or Reveal(U,i) with ski, = V, or if it queries
Corrupt; (C) and there exists any instance associated with C' which has session key V). The
probability that it succeeds in the second manner is at most Q(k)/N, where Q(k) is the
number of on-line attacks made by A (cf. the definition of on-line attacks in Section 2.3).
Otherwise, if the adversary queries Test(U, i) for a fresh instance H’U such that acc@ = TRUE,
then sk@ is uniformly-distributed in G independent of the adversary’s view (since, in par-
ticular, H’('] is fresh only if the adversary’s Send queries for this instance are non-corrupted).
As in the previous proof, it follows that fsAdv . p, (k) < Q(k)/N and so

fsAdv.p, (k) < QUR)/N + (k)

for some negligible function &(-). This concludes the proof of the theorem. [ |
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