Experimentation Using the Goal/Question/ Metric Paradigm:
Studies on Preventing and Detecting Defects

When using the GQM for experimentation and andysis, we need to plan the data andys's techniques
gppropriate for the problem and dataat hand. The first three steps of the Goal/Question/Metric
paradigm defined, earlier express the purpose of the analysis, define the data that needs to be collected,
and provide a context in which to interpret the data. There are severd types of Satistical and anaytica
methods available, which ones we use depend upon the kind of experiment we are running. For this
purpose we add an extra step to the GQM given earlier, planning the investigative layout and andys's
methods:

Formulate goals

Develop and refine subgods & questions

Establish appropriate metrics

Plan investigation layout & analysis methods

Desgn & test data collection scheme

Perform investigation concurrently with data vaidation

7. Andyze data
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Two important factors that should be considered when experimenting in the software domain: the
individuas gpplying the technology and what they are gpplying it to. These two factorswill loosgly be
referred to as the subjects, a collection of possbly multi-person teams engaged in separate
development efforts, and the projects, a collection of separate problems or pieces of software to which
atechnology is gpplied. By examining the Sizes of these two factors, which we will cdl the scope of
evaluation, considered in an andysis, we obtain agenera classfication of andyses approaches.

ANALYSIS CLASSIFICATION: SCOPES OF EVALUATION

#Teams per | #Projects__
Project |
| One | More than
| | one
I
One | Single Project | Multi-Project
| (Case Study) | Variation
More than | Replicated | Blocked
one | Project |  Subject-Project
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Figure 4.1

Figure 4.1 presents the four part analys's categorization scheme, blocked subject-project, replicated
project, multi-project variation, and single project case sudy [Basili & Selby 84]. The approaches can
be characterized by the number of teams replicating each project and number of different projects
andyzed.We need to quantitatively understand and eva uate the benefits and drawbacks of each of the
approaches. Blocked subject-project studies examine the effect of possibly severa technologies as they
are gpplied by a set of subjects on a set of projects. If appropriately configured, thistype of study
enables comparison within the groups of technologies, subjects, and projects. Replicated project studies
ded with a set of subjects separately applying atechnology, or a set of technologies, to the same
project or problem. Analyses of this type alow for comparison within groups of subjects and
technologies. Multi-project variation studies examine the effect of one or aset of technologies as
applied by the same subject across severd projects. These anadyses support the comparison within
groups of projects and technologies. Single project analyses involve the examination of one subject
applying atechnology on asingle project. The andysis must partition the agpects within the particular
project, technology, or subject for comparison purposes.

The approaches vary in cost and the level of confidence one can have in the result of the study. Clearly,
an andyss of saverd replicated projects costs more money but will generate stronger confidencein the
concluson. Unfortunately, since a blocked subject-project experiment, and even areplicated project, is
S0 expendve to run, the projects studied tend to be small. This avoids the problem of scale-up, whichiis
amgor source of complexity in software development. The size of the projects may increase asthe
costs go down S0 it is possible to study very large single project experiments and even multi- project
variation experimentsif the right environment can be found. These latter two gpproaches tend to be
more effective to use on redl projects under development by a software organization. Although the
datistica confidence in the results are weak, these experiments can be combined with the blocked
subject-project and replicated project experiments to provide abasis for both statistical rigor and scale-
up ability.

Inwhat follows, at least one example of each of these gpproaches will be given within the area of
preventing and detecting defects.

METHODOLOGY EVALUATION USING BLOCKED SUBJECT-PROJECT ANALY SIS

Thistype of analyss dlows the examination of severd factors within the framework of one study. Each
of the technologies to be studied can be applied to a set of projects by several subjects and each
subject gpplies each of the technologies under study. It permits the experimenter to control for
differences in the subject population as well as study the effect of the particular projects. The sample
study discussed hereis atesting strategies comparison [Basili & Selby 85]. The goa was to compare
the effects of code reading, functiona and structurd testing with respect to 1) fault detection
effectiveness, 2) fault detection cost, and 3) classes of faults detected. A secondary god wasto
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compare the performance of software type and expertise level but only the first god will be discussed
here. Stated as GQM goals.

GQM Goals:

Andyze code reading, functional testing and structural testing for the purpose of
evaluation with respect to their effect on fault detection effectiveness, fault detection cost and
classes of faults detected from the viewpoint of the cor poration.

Andyze code reading, functional testing and structural testing for the purpose of
evaluation with respect to their relative performance with regard to softwar e type and expertise
level from the viewpoint of the cor poration.

The experimentswere run intwo different environments: NASA/ GSFC and the University of
Maryland. At NASA, we used professiona programmers from NASA and Computer Sciences
Corporation, at the University of Maryland, we used advanced undergraduate and graduate students
many of whom has some professional programming experience. The projects were atext formatter, a
plotter, an abstract data type, and a database program varying in length between 145 and 365 lines of
code. The programs each contained software faults (9, 6, 7, 12 respectively) that were either made
during the actual development of the program or were seeded based upon characterigtic faults found in
the loca environment. Code reading was done by stepwise abstraction. Functiona testing was done
using equivaence partitioning boundary vaue testing. Structural testing was done with the god of 100%
Statement coverage.

The experimental approach involved three replications of the experiment using 74 subjects on four
different projects (32 from NASA/CSC, 42 from UM). The experimenta design was a fractiond
factoria design, blocked according to experience level and the program tested. Each subject used each
technique and tested each program. Figure 4.2 gives alayout of the experimenta gpproach for the 32
subjects at NASA/CSC.

To assure that each of the techniques were used in their purest form and that the subjects did not mix
techniques, code readers were given only the specification and the source code, functional testers were
given the specification and the executable, and structurd testers were given the source code, the
executable and a coverage tool. The structura testers were asked to achieve the goa of 100%
statement coverage and when they were done were given the specification and asked to locate faults.

Questions generated, based upon the goasincluded:

What was the number of faults found by each technique and overal?

How well did each person perform in evauating the qudity of the product after usng each
technique?

What was the fault detection rate for each technique and overa|?

What classes of faults were detected by each technique?

What was the effect of experience level on fault detection?

What was the difference in performance with regard to software type?
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Each of these questions is answered briefly below. For amore complete analysis see [Basili& Selby
1987].

Question: What was the number of faults found by each technique and overd|? That is, which of the
vaidation techniques detects the greatest number of faultsin the programs?

The data collected for this question is the number of faults found in each project by each subject. The
results of the study were that 4 faults were found on the average. This was about half the actud faults
and the standard deviation was 1.9. At NASA/CSC, code reading was more effective than both
testing techniques but functiona testing was more effective than structura testing. Reading found 5.1
faults on the average, functiond testing found 4.5 faults on the average and structura testing found 3.3
faults on the average. At the University of Maryland, code reading did about the same as functiona
testing but both did better than functiond testing.

Question: How well did each person perform in evauating the qudity of the product after using each
technique?

After applying each technique, the subjects were asked to asses how well they did. The code readers
were most accurate in assessing their performance, i.e., they recognized that they found
Functional Factorial Design
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Blocking according to experience level and program tested
Each subject uses each technique and tests each program

only about half the defects. The functiond testers were the least accurate and overestimated how well
they had done. After al the subjects had applied dl the techniques, they were asked which

technique they thought was mogt effective. Over 90% thought that functiond testing had been most
effective. Thar intuition was wrong.

Quedtion: What was the fault detection rate for each technique and overdl? That is, which of the
techniques had the highest fault detection rate (number of faults detected per hour)?

The data collected to answer this question was the number of faults found and the time spent by the
subject in detecting faults. The average fault detection rate was 1.82 faults/hour average (SD = 1.80).
At NASA/CSC, code reading was more cost effective than functional and structurd testing, but there
was no significant difference between functiond and structura testing. Code reading found 3.3 faults per
hour on the average while each of the testing techniques found 1.8 faults on the average. At the
University of Maryland, we found no gatigticaly sgnificant differencesin the

techniques.

Functiona testing took more CPU and connect time than did structurd testing (code reading took
none) but therewas no datidica difference in the number of runs.

What classes of faults were detected by each technique?
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Both code reading and functiond testing did better than structurd testing with regard to faults of
omission and initidization faults. Code reading did better than both testing techniques on interface faults,
and better than structural testing on computation faults. Functiond testing did better than the other
gpproaches on control flow faults. There was no difference detected in data and cosmetic faults.

Quedtion: What was the effect of experience level on fault detection?

With respect to fault detection effectiveness, advanced subjects performed better than intermediate
subjects and junior subjects but it was not possible to differentiate between intermediate and junior
subjects. With respect to fault detection time, intermediate subjects did better than junior subjects.

Question: What was the difference in performance with regard to software type?

The percent of faultsfound in both the datatype and plotter programs was about the same and a
greater percent was found in these programs than in the text formatter or the database program.

The experimenta design for this study permits a greet amount of datisticd andyss and provides the
experimenter with afair amount of latitude in studying the different aspects of the project. The
drawbacks to the study are that the projects studied are small module size projects and the results do
not necessarily scale up to the acceptance test phase of very large projects. The interpretation is more
accurate for the unit test phase. The study does not provide sufficient ingght into how the techniques
might work on larger projects. This drawback is of necessity because the cost of replication istoo

expensive.
METHODOLOGY EVALUATION USING REPLICATED PROJECT ANALYSIS

The replicated project andyssinvolves severd replications of the same project by different subjects.
Each of the technologiesto be studied is applied to the project by severa subjects but each subject
applies only one of the technologies. It permits the experimenter to establish control groups. The
sample study discusses here is an gpplication of the Cleanroom Approach to software development as
proposed by Harlan Mills. The Cleanroom approach focuses on defect prevention, rather than defect
gppearance and subsequent removal, during the software development life cycle.

Cleanroom uses a structured development process with an emphasis on human discipline via program
verification, rather than computer aided program unit test debugging. The structured devel opment
activities include the use of forma methods, state machines as the specification notation for modules,
functions as the specification notation for programs, and provides a strategy for verifying the consstency
of specifications with design or code.

Top down design and development (with the use of stubs) are used to create a number of relatively
smdl increments (or builds). This alows developers to concentrate on smdl parts of the system at any
point intime. The increments are designed and coded together, with developers proceeding to the next
build when the present build is submitted to the testers. Development progresses through stepwise
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refinement, while each successive step is verified by stepwise abstraction to ensure correctness.
Review/inspection activities that occur a various milestones. Reading during these activitiesisaso
supported by the use of forma methods.

In Cleanroom, there is a complete separation of development and certification (test) activities and
personnel. The purpose of testing isfor quality assessment, rather than for debugging or finding defects.
Test cases are datigticaly generated on the system level, according to the operationa profile of the
target sysem. Thisalows the rdiability of the system to be assessed according to its Mean Time To
Falure MTTF).

Top down development alows system testing to begin once the first increment is submitted, as each
increment is fully executable when integrated with previous increments. The rate of growth of system
relidbility, aswel asthefind reiability & the end of atest suite, helps determine when sufficient testing
has been completed.

The god of this particular replicated andysis was to eva uate the effects of the Cleanroom approach on
the process, product and subjects. More formaly, the study stated as GQM goals was to:

GQM God:

Andyze the Cleanr oom processin order to evaluate it with respect to the effects on the process,
product, and developer swith respect to differences from a non-Cleanr oom pr ocess from the
point of view of the cor por ation.

With respect to the environment, the study was performed at the university of Maryland, using upper
divison undergraduates and graduate students, severd of whom had industrid software development
experience. The problem was to develop and e ectronic message system of about 1500 LOC.

The experimental design was areplicated project using 15 three-person teams, 10 of which used
Cleanroom. The teams that did not use Cleanroom used the same basic methods but were alowed to
test their own program as well as having it tested independently. In both cases, the teams were alowed
anywhere from three to five test submissons. Data was collected on the subjects backgrounds and their
attitudes about using the gpproaches, al on-line activities performed, and the test results from the
independent tedts.

Specific questions posed for this study included:
What was the effect of Cleanroom on the application of the reading technology?
What was the effect of Cleanroom on computer resources?
What was the effect of Cleanroom on schedule?
What was the effect of Cleanroom on various static properties of the product?
What was the effect of Cleanroom on the rdigbility of the resulting product?
What was the effect of Cleanroom on the devel oper As attitude?
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With regard to the effects on the development press, the Cleanroom devel opers felt they more
effectively applied off-line review techniques, while others focused on functiona testing. The Cleanroom
developers spent less time on-line and used fewer computer resources. The Cleanroom developers dso
tended to make al their scheduled ddliveries, while the non-Cleanroom devel opers tended to be late,
induding with the find ddlivery.

With regard to the effect on the delivered product, we can separate the results into static and
operationa properties of the product. The products from the Cleanroom devel opers had less dense
complexity, a higher percentage of assgnment statements, more globa data, and more comments.
Operationdly, the products from the cleanroom devel opers more completely met the requirements and
had a higher percentage of test cases succeed.

With regard to the attitude of the developers, the cleanroom devel opers said they missed program
execution and modified their development style to satisfy the inability to tes, i.e., they read more
effectively. All but two said they would use it again.

The benefit of the studly is that the results were soundly supported statistically because of the number of
replications, and the projects were of amore reasonable size than the modules sudied in the testing
experiment. The drawback to this study again isthat the projects were still smdler than most projects
one might encounter in a practical environment and so it isnot dear if the resultswould il hold if the
project Sizes were increased by an order of magnitude.

METHODOLOGY EVALUATION USING MULTI-PROJECT VARIATION ANALY SIS

Multi-project variation andyss involves the measurement of severa projects where controlled factors
such as methodology can be varied across smilar projects. Thisis not a controlled experiment asthe
previous two approaches were, but alows the experimenter to study the effect of various methods and
tools to the extent that the organization alows them to vary on different projects.

The example study here isto characterize the errors by error origin for aseries of projects that involve
ground support software for satellites. More specificaly the GQM goa was.

GQM God:
Andyze aset of projects in order to characterize theerrorsby error origin from the point of view
of qudity assurance.

The study was conducted in the Software Engineering Laboratory, at joint project between NASA
Goddard Space Hight Center, the University of Maryland, and Computer Sciences Corporation. The
gpplication domain is ground support software for unmanned spacecraft control. Projects range from
50K to 120K source lines of Fortran code and the life cycle goes from design through acceptance te<t,
i.e. the developers are given a set of functional specifications from which to develop the system and the
test data. Defect data was collected from the time code was basdlined in the code library through
acceptance test.
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The experimenta design was a multi-project variation, i.e., the projects used programmers and
managers from the same population.

Questions associated with the god are defined below:
Process conformance:

What isthe life cycle modd?

Thelife cyde modd is basicaly aweaterfal modd. However snce mogt satdllites have smilar
functions, afair amount of code isreused from prior projects. Thusthe project library is often seeded
with code from asmilar project which is andlyzed for its reuse potentid.

How wel isit being applied?
The methods are quite standard and the process modd iswell understood by the developers.

Domain conformance

How well do the developers understand the gpplication?
Mogt of the developers were trained as mathematicians and had a reasonable familiarity with the
goplication domain.

How well do the developers understand the requirements?

The requirements documents are not well developed, in that they are not dways explicit. There
are alot agtatements of the form: this function is defined smilarly to the function for satdlite X, except
that ...

Quadlity perspective:

What isthe digtribution of errors by error origin (i.e., according to the misunderstanding that caused
them)?

Seefigures 4.3, 4.4, 4.5. The phases for misunderstanding are labeled as requirements,
functiond specification, the design or coding of multiple components, the design or coding of asingle
component, programming language, environment, other. Note that design and code were combined
because the nature of the devel opment process where code reuse and design are intermixed.

You will notice that there are patternsin the hisgograms of al three projects. The mgority of the errors
or misunderstanding occur during the design or coding of a single component. Thisis because the
overd| design for satdllites is reasonably well understood, by the time the system reaches code in the
library, requirements errors have dready been diminated, and most of the lower level components are
coded by new hires.
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The benefit to this gpproach isthat it does not require specid experimentd projects but dlows for the
evauaion of methodology in the norma development environment. The improvement agorithm
discussed earlier can be applied to the environment in order to improve both the productivity and the
quality of the software.

However, there are drawbacks to the gpproach. Firgt, it requires that there are enough projects to
recognize a pattern, i.e. there must be enough of a sampling to generate a Satistica result. Second,
since the experiment is not controlled, there is dways the possibility of making mistakesin the
interpretation, i.e. other factors that have not been controlled for may be causng the patterns we see.
Third, if the Quality Improvement Paradigm is being used, we are changing our approach based upon
our understanding of the kinds of errors we are making and changing our patterns over time.

METHODOLOGY EVALUATION USING SINGLE PROJECT/CASE STUDY ANALYSIS

Unfortunatdy, thisis where most methodology evauation begins. Thereisaproject and the
management has decided to make use of some new method or set of methods and wants to know
whether or not the method generates any improvement in the productivity or qudity. A great ded
depends upon the individua factors involved in the project and the methods applied.

This sample study had agod of trying to better understand the effects of design inspections on the kinds
of faults detected. Specificaly the GQM god was.

GOM god:

Anayze the inspection process in order to characterize it with respect to the error data and error
correction effort from the point of view of the manager.

The environment is that of a mgjor mainframe manufacturer. The product isthe next release of alibrary
tool which involved the development or modification of 40K source lines of code, with atotal sze of the
find product of 100K SLOC. The system was developed in aPL/1 like language.

The experimentd design isasngle project case sudy. The specific question we will limit oursglvestoin
thiscaseis

What was the isolation and fix effort and total error correction effort for errors of omisson and
commisson?

FAULT CORRECTION EFFORT
(ISOLATION EFFORT PLUSFIX EFFORT)
IN HOURSBY FAULT CLASS
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Average Effort | Commission Omission All

Isolation Effort | 7.2 4.2 6.3

Fix Effort | 3.7 3.9 3.7
I

Total Correction |
Effort | 10.9 8.1 10.0

Figure 4.6
Based upon the dataiin figure 4.6, isolaing afault took dmost twice as much effort as did fixing it.
Correction (isolaing and fixing) afault of commission required more effort than correcting a fault of
omisson. Isolating afault of commisson required twice as much effort asafault of omisson. It should
be noted that if we counted the effort for fixing amissing error as development effort, then the
differences are even more dramétic. Thus, it isless costly to leave out adesign or code segment than to
include an incorrect one.
It should be noted that Since thisis a case study, we are looking at the data from one project in one
environment and it is hard to generdize the conclusions. Thisis a drawback of acase sudy, it is hard
to have agreat ded of confidencei the conclusonswe draw.

Combining the results of the four studies covered here, we might argue that we have learned something
about preventing and detecting faults. Summarizing these results as lessons learned, we have:

Reading by stepwise abdtraction is more effective and chegper in uncovering defects than testing.
Readers have a better perception of the quality of the product than testers.

Developers rely on testing to find faults and when they know testing will occur will do aless competent
job of reading.

There are fault patterns associated with specific software development environments.
Faults of omisson are less expengve than faults of commisson.

These are important pieces of information to know. Arethey true in the environment you are working
in? Clearly it is something you should know.
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