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Metal error checkers

Checking for memory problems
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Memory allocation

Improper blocking
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Linux synchronization checker

Errors found by Metal



4

Interrupt checking

Issues/ideas

• Mini-language for writing checkers
• evaluate state machines along each edge
• Interprocedural analysis
• False positives
• Ranking of results
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Mini-language for writing checkers

• pattern matching against AST
– before macro expansion?

• Selected variables/patterns can have associated
state

• state transitions based on pattern matching
• Can also evaluate arbitrary C code

evaluate state machines along
each edge

• enumerate all paths from entry to exit
• Perform DFS of CFG
• Don’t recurse if finite state matches previous state

at node
– also matching information used for impossible paths,

…?
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Interprocedural analysis

• earlier papers did little or no interprocedural analysis
– recent addition

• doesn’t seem to handle function pointers or polymorphic
method invocation

• Examine all functions and build call graph
• Functions with no callers are roots

– check all roots
• Refine/restore information across procedure boundaries

– Don’t track global information?
• Cache and reuse results

False positives

• impossible paths
• killing expressions

– what happens totracked state of a[i] when i is modified
• synonyms
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Ranking of results

• generic ranking
• statistical ranking of uncertain hypotheses


