
cmsc 417 programming assignment #4

November 15, 2006

Goal: Understanding the network by watching how TCP adapts.

1 Overview
This project is separate from the prior assignments, does not use the multicast code, and does not require that you
write in C. You will turn in two artifacts: code that performs the analysis described in this handout—producing the
graphs required, and a four-page written description of what you find. Expectations for, and formatting of, the write
up are discussed below.

You will analyze a web transaction using a trace of network packets captured by a packet sniffer. You will observe
the sniffed packets to look for TCP retransmissions, congestion control behavior, flow control behavior, and estimate
round trip time.

Since running a packet sniffer requires Administrator or root privileges, I will run the packet sniffer on a server in
the department. It will trace only the transactions accessing the web server currently running there. The sniffer will
generate files (one per day) with the headers from each of these packets. You will then download some of these files
and apply the analysis code you write to the file.

I can’t promise that the machine will always be operational; email if it isn’t.
Additional background on packet sniffing can be found in the Sniffer FAQ [3] and the tcpdump home page [1].

You may also find the pcap(3) and tcpdump(8) man pages helpful. There are interfaces to “pcap”-formatted capture
files for ruby, perl, python, java, and of course, C. These interfaces will allow you to extract one packet at a time for
processing.

There are tools that help with the analysis of pcap files. The most basic is “tcpdump -nr filename | less”, which
will print some of the packet information as text. You could parse this text output if you don’t want to use the pcap
interfaces—I discourage this because you’ll certainly learn less. The more advanced is “ethereal” or “wireshark”,
which is the GUI I’ve used to decode packets in class. You might be able to “browse” the trace easily from this tool,
and its analysis features are quite good, but they don’t match precisely what I want you to do.

2 Phase One
The first phase of the project consists of generating data to analyze later. The goal is to download from the web server
from as many different places as possible in order to generate diverse network traces. Your task in Phase One is to
find some reasonably interesting web client and follow the link from the course web page to download a picture of a
Western Scrub-jay. This will generate a trace of network packets sent between scriptroute and that machine.

The url to download is http://scriptroute.cs.umd.edu:8417/Jay.jpg.
All you have to do is download the picture completely, once, and then make note of the following client attributes:

• Client’s IP address and/or host name. If you get only the host name, you may run “host [hostname]” on some
unix machine to find the IP address.
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• Client’s Operating System. This will affect the default advertised window size.

• Location. On campus or off? Maryland? Did you get your friend in Japan or France to download the file?

• Expected performance. Is this your 3 megabit cable modem? a 144 kilobit DSL? your 33.6 modem connected
to the modem pool? FiOS?

• The date and time. One trace file will be generated per day. To find the packet capture trace you just generated,
you’ll have to remember the date.

You can get the first two attributes even on machines you know nothing about by visiting a script like http://
www.uaf.edu/cgi-bin/printenv.pl. Copy down REMOTE HOST, REMOTE ADDR and HTTP USER AGENT.

Please try to have Phase One complete before Friday the 24th. It should only take a few minutes to download the
file and collect this information. You can do this while you’re bored at your parents’ house over thanksgiving.

3 Phase Two
Phase two is the initial analysis of these traces. You will analyze both the trace you generated and one other trace,
chosen as randomly as you can. The intent is that you can calibrate your analysis skills on the trace you already know
something about, then apply these skills to a trace you don’t know anything about. If all goes well, the trace you
generated and the trace you chose will be noticeably different.

Download and compile template-four.tar.gz. This procedure builds ./sequencer. Download one or
two of the traces. They have the form [date].tcpd, eg. Nov18.tcpd.

Run:

wget http://www.cs.umd.edu/class/fall06/cmsc417/four-template.tar.gz
tar xvfz four-template.tar.gz
cd 417-pa4-0.3
wget http://scriptroute.cs.umd.edu/417/traces/Nov18.tcpd
wget http://scriptroute.cs.umd.edu/417/traces/Nov19.tcpd
./configure
make
./sequencer -r Nov18.tcpd -f "ip host 10.1.2.3" -o Nov18-123

Substitute the date and IP address as appropriate. The filter (-f) passes only packets that are to or from 10.1.2.3
to the sequencer program. This means that even if several different connections are in the same trace, you’ll look at
only the connections to a particular IP address, and ideally there is only one such connection. The double quotes are
important; they pass the three word phrase as a single argument to the program. The output basename option (-o)
specifies the prefix to use for each of the output files. After execution, Nov18-123.seq and Nov18-123.ack will be
created in the current directory.

To find a list of destinations in a trace,

tcpdump -nr Nov18.tcpd | awk ’{print $3}’ | sort -u | less

scriptroute

Figure 1: Phase One: Download the Western Scrub-jay from an interesting web client.
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It may be necessary to substitute 2 for 3 in the previous line, if you use a system other than the instructional linux
machines. The version of tcpdump installed there is somewhat unconventional and adds an extra column of infor-
mation.

To resolve between different connections to the same destination, filter by port instead of IP address:

./sequencer -r Nov18.tcpd -f "tcp port 1633" -o Nov18-123

Please try to complete your choice of traces to analyze and generate the initial sequence number plots by Wednes-
day, November 29. This phase requires no coding, unless you attempt to port sequencer to windows or some other
machine.

4 Phase Three
Augment the sequencer code to measure the things that need to be measured to fill in the write up. You should have
some idea which attributes are important from an initial inspection of the sequence number plot.

The code is designed to output time value pairs, space separated. The Makefile includes some rules to generate
encapsulated postscript (EPS) graphs using jgraph [4]. Though you are welcome to, I do not expect you to learn this
program to generate your graphs for the write up. You are welcome to transfer these output files to a windows machine
and use whatever graphing program is convenient for you.

To generate the sequence number plot using jgraph and view it using gv, run:

make Nov18-123.sp.eps
gv !$

“!$” is a shorthand for the last argument to the previous command that works under csh-based shells.
Note to Excel users: Please disable the gray background so that the graph is legible, and make sure the graph (not

the legend and axis labels) occupies most of the space.
None of these programming tasks is supposed to be challenging - the most difficult is the round trip time estima-

tion, which requires that you keep track of the time each packet was sent. I have included a basic hash table in the
distribution for this purpose, and already insert entries into the hash table mapping each packet’s sequence number to
the time that packet was sent.

5 Write up
I expect a short write up, preferably formatted using two-column, single spaced, 10 point times roman. I expect at
least three pages; if it takes more paper to display legible graphs and explain them, so be it. Do not attach your code
as an appendix, though you may append additional, possibly zoomed-in graphs. Do not prepend a cover page, as I
consider it a waste of paper.1

The write up should answer the following questions for each of the traces, providing all information available
about the known trace:

1yes, I am neurotic.

./sequencer

scriptroute
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Figure 2: Phase Two: Download the network traces and run sequencer to generate a sequence number plot.
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Figure 3: Phase Three: Enhance the sequencer program to generate graphs you will insert into a report.

• What was the overall performance of the connection: how long did it take to download, how many bytes were
transferred, and what is the resulting throughput? You should be able to infer these numbers from the sequence
number plot.

• Was the connection’s performance limited by the receiver’s window? Graph the remaining space in the window
left unfilled by the sender.

• Was the connection’s performance limited by the congestion control policy? Graph the size of the window (the
amount of unacknowledged data in the network at a time).

• If there is unfilled space in the receiver’s buffer, perhaps the sender’s window is the limit. What is the size of the
sender’s buffer?

• Did packets experience delay due to queuing? Graph the round trip time as a function of time. It is not necessary
to implement Karn’s algorithm to ignore samples during retransmission events. Compare the round trip delay
graph to the window graph above.

• Can you tell what the sender’s initial cwnd is? You have to look at the raw tcpdump output here: it can be more
accurate than looking at graphs output by ./sequencer.

• Did the connection experience losses? Did these losses slow down the connection or were there enough packets
in the queue to absorb the losses? Were there any timeouts? You should be able to answer these questions by
interpreting the sequence number plot, looking for periods of slow start, idle periods, etc.

• If there were any losses, did they occur when the window was large or did the size of the window have little
effect? I don’t expect a statistical analysis, particularly since I don’t expect you to see very many losses: a
visual, qualitative guess is sufficient.

• Did the rate of transmission vary over time? Apply the TCP Vegas actual transmission rate calculation to
generate a graph of transmission rate. It may be appropriate to compare to the expected rate from the related
formula (The expected rate is just a different presentation of another graph in this section).

Use your judgement in how much text you need to explain the graphs and answer the questions listed above. Make
sure you answer all (appropriate) questions, but please do not list them in your write up.

6 Grading
Grading for this assignment will be based on:

• did you generate and label the graphs correctly? Graphs include

– Sequence number plot

– Unused receiver buffer space plot

– Congestion or actual window plot
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– Round trip time plot

– Actual transmission rate plot

• did you calculate or estimate the numbers correctly? Including:

– overall performance: time, bytes, throughput

– losses, detection, correlation with window size

– sender buffer size if appropriate

• did you explain graphs and numbers and their implications clearly?

• presentation, formatting, spelling, and grammar.

• anything extra - comparisons between your two traces, additional graphs, identification and explanation of
anomalies in previous graphs, etc.

7 Deadlines
The project is due Wednesday, December 6. I expect the report to be turned in, in hard copy, at the end of class.

If you find that you desperately need the extra evening, I will accept electronic submission of PostScript (attach
a Word document only if you think your PostScript didn’t work) documents until midnight by email. I will be very
unhappy if it takes me time to print out your document or find that it loads some evil Word virus.

Try to at least have a plan for how to simply measure each performance attribute before Monday the 4th. That will
give you some time to ask for clarification.

8 Windows and The Visual Studio
You may be able to do the entire project under windows, although you’ll likely need winpcap [2]. If dealing with pcap
in this way is a headache, you may instead process the pcap dumps into text output using tcpdump (eg. tcpdump
-nr Nov18.tcpd ip host 10.1.2.3 > file), then parse the text file using whatever tools you find useful.

I have not tried to make this project work under windows, so there are no guarantees it will work. In particular, the
getopt functions may represent a minor headache.

If I were a windows addict and wanted to do most of the programming under windows, I would use the unix
sequencer program to generate an intermediate representation of the network trace, consisting of a list of (time, se-
quence number, data or ack, data length or advertised window size) tuples. I would then transfer this digested form to
a windows machine, and write a windows program to fscanf() each line and process it. There may even be appropriate
tools to go directly to a graph widget.

9 Notes
Hidden web proxies may affect the downloads.
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