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Figure 11: Number of messages in network per second
(log-scale), while varying the number of sensors.

ments, which is better than the performance of the algorithms
on the synthetic datasets. This is due to the smooth nature
of the data set, except for the measurements observed from
October 28th to November 1st, where a major failure was
detected in the systems and they reported deviating values.
The results for the environmental 2-d dataset were compara-
ble to those obtained with the synthetic 2-d dataset.

10.3 Memory and Communication Costs

In order to verify the efficiency of our technique, we ran
experiments to measure the maximum amount of memory re-
quired by the D3 algorithm per node. There are two compo-
nents of our algorithm that affect the memory consumption:
sample maintenance and variance estimation. The memory
requirement of the former is upper-bounded by O(d|R|), and
of the latter by O(%log|W).

We ran experiments using the real datasets, and assuming
a 16-bit architecture, i.e., 2 bytes per number. We varied
the size of the sliding window |W| (10000-20000), as well as
the sample fraction f (0.25-5). The experiments showed
that in all cases the actual values of the maximum memory
consumption of the variance estimation procedure is around
55%-65% less than the theoretic upper bound.

We also ran experiments in order to quantify the number of
messages that are generated, by scaling up the number of the
nodes in our testbed. We compare our algorithms, D3 and
MGDD against the centralized approach. For our approach
we take into account the number of messages generated due to
the incremental sample propagation. We do not account for
the messages sent when a local outlier is identified, since these
are infrequent. We assume that each sensor generates one
reading every 1 second. The size of the window |W| was set
to 10240, the sample size |R| was set to 1024, and the sample
fraction f was equal to 0.25. Figure 11 shows the number
of messages generated per second (in log scale), while scaling
up the number of nodes. As expected, the D3 approach gives
better savings compared to both MGDD and centralized.
We observe that the D3 algorithm requires approximately
two orders of magnitude fewer messages, and hence the best
method with respect to optimizing communication cost.

11. RELATED WORK

Madden and Franklin [31] present a framework for the effi-
cient execution of queries in a sensor network. The problem
of evaluating aggregate operators in a sensor network is ad-
dressed by Madden et al. [32]. Yao and Gehrke [45] investi-
gate the problem of query processing in sensor networks. In
a complementary study, Bonfils and Bonnet [9], describe an
algorithm for mapping a tree of query operators on the sensor

network.

A recent study [16] proposes a sensor data acquisition tech-
nique, based on models that approximate the data with prob-
abilistic confidences. This general technique results in re-
duced communication costs, without sacrificing much of the
accuracy [15]. However, any special characteristics of the
data distribution, such as periodic drifts, have to be explic-
itly encoded in the space of models considered. In our work,
we describe a more general technique, which can efficiently
overcome this limitation. Moreover, we observe all the data
values, and can therefore reason about outliers, whereas the
above technique aims at minimizing the cost of making some
observations that will ensure the user-defined probabilistic
confidence thresholds are met.

A framework for modeling sensor network data is also pro-
posed by Guestrin et al. [20]. The goal in this approach is for
the nodes in the network to collaborate in order to fit a global
function to each of their local measurements. This is a para-
metric approximation technique, and as such, requires the
user to make an assumption about the number of estimators
required to fit the data. This model has more parameters to
fit than the approach that we propose, where we only have to
estimate a single parameter, thus reducing the requirements
of in-network computation. Cormode and Garofalakis [13]
describe a technique for approximate query tracking based
on sketches. Their technique can efficiently operate in a dis-
tributed, online setting. Even though it can be generalized,
it is mainly geared toward discrete domains and the unre-
stricted window model. In order to work for sliding windows,
it would require to store all the values of the window, which
is something we avoid doing in the framework we propose.

Greenwald and Khanna [19] study the problem of com-
puting order statistics in a sensor network. Another recent
study [41] addresses the problem of approximating the data
distribution for computing order statistics, as well as range
queries. There has also been work on predicting and caching
the values generated by the sensors [35, 26], which can re-
sult in significant communication savings. Nevertheless, it is
not obvious how to use this approach in our setting, since
distance-based outliers require the computation of the num-
ber of neighboring values. It may be the case that values
within the change detection threshold defined by the above
approaches are outliers, and values outside this threshold are
not. In addition, our model is designed to efficiently compute
the distribution of a region, and therefore, identify outliers
by combining the data from multiple sensors.

A similar approach for outlier detection in streaming data
is described by Yamanishi et al. [44]. In contrast to our work,
their method does not operate on sliding windows, but rather
on the entire history of the data values, using an exponential
forgetting factor for discounting the effect of the older values.
Furthermore, the above approach is not geared towards a
distributed environment, such as a sensor network.

There is extensive literature in the statistics community re-
garding outlier detection [6], as well as in the database com-
munity [3, 28, 38, 10]. However, none of these approaches
is directly applicable to a sensor environment, either because
they assume knowledge of the input data distribution, or be-
cause they are not tailored to operate online. There has been
work on the special case of identifying outliers in streaming
time-series data [37, 34]. Nevertheless, the significance of the
temporal ordering is a major difference from the semantics of
the problem we are considering in this study.



Recent work [22] gives an online technique to compute the
JS divergence. This approach can be applied for some of the
applications we consider, such as identifying faulty sensors
but does not impact our algorithms for finding outliers.

12. CONCLUSIONS

In this paper, we study the problem of outlier detection in
sensor networks. Outlier detection is very important in this
context, since it enables the analyst to focus on the interest-
ing events in the network. We propose a framework based on
the approximation of the distribution of the sensor measure-
ments. The techniques we describe operate efficiently in an
online fashion. Moreover, they distribute the computation
effort among the nodes in the network, thus better exploiting
the available resources and cutting back on the communica-
tion and processing costs. We evaluated our approaches with
a set of experiments with real and synthetic datasets. The ex-
perimental evaluation shows that our algorithm can achieve
very high precision and recall rates for identifying outliers,
and demonstrate the effectiveness of the proposed approach.
As future work, we plan to evaluate our techniques in a real
sensor network.
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