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The Application Layer
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Domain Name System (DNS)
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Topics 

ÅComputer science concepts underlying DNS
ïIndirection: names in place of addresses

ïHierarchy: in names, addresses, and servers

ïCaching: of mappings from names to/from addresses

ÅInner-workings of DNS
ïDNS resolvers and servers

ïIterative and recursive queries

ïTTL-based caching

ÅWeb and DNS
ïInfluence of DNS queries on Web performance

ïServer selection and load balancing
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Host Names vs. IP addresses

ÅHost names
ïMnemonic name appreciated by humans

ïVariable length, alpha-numeric characters

ïProvide little (if any) information about location

ïExamples: www.cnn.com and ftp.eurocom.fr

ÅIP addresses
ïNumerical address appreciated by routers

ïFixed length, binary number

ïHierarchical, related to host location

ïExamples: 64.236.16.20 and 193.30.227.161
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Separating Naming and Addressing

ÅNames are easier to remember
ïwww.cnn.com vs. 64.236.16.20

ÅAddresses can change underneath
ïMove www.cnn.com to 64.236.16.20
ïE.g., renumbering when changing providers

ÅName could map to multiple IP addresses
ïwww.cnn.com to multiple replicas of the Web site

ÅMap to different addresses in different places
ïAddress of a nearby copy of the Web site
ïE.g., to reduce latency, or return different content

ÅMultiple names for the same address
ïE.g., aliases like ee.mit.edu and cs.mit.edu
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The DNS Name Space

A portion of the Internet domain name space.
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Translating Names to Addresses
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Strawman Solution: Local File

ÅOriginal name to address mapping
ïFlat namespace

ï/etc/hosts 

ïSRI kept main copy

ïDownloaded regularly

ÅCount of hosts was increasing: moving from a 
machine per domain to machine per user
ïMany more downloads

ïMany more updates
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Strawman Solution #2: Central Server

ÅCentral server
ïOne place where all mappings are stored

ïAll queries go to the central server

ÅMany practical problems
ïSingle point of failure

ïHigh traffic volume

ïDistant centralized database

ïSingle point of update

ïDoes not scale

Need a distributed, hierarchical collection of servers
December 09 10CMSC417 Set 9



Domain Name System (DNS)

ÅProperties of DNS
ïHierarchical name space divided into zones
ïDistributed over a collection of DNS servers

ÅHierarchy of DNS servers
ïRoot servers
ïTop-level domain (TLD) servers
ïAuthoritative DNS servers

ÅPerforming the translations
ïLocal DNS servers
ïResolver software
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Domain Hierarchy
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Hierarchy of Name Servers
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DNS Root Servers
Å13 root servers (see http://www.root -servers.org/)

ÅLabeled A through M

B USC-ISI Marina del Rey, CA

L ICANN Los Angeles, CA

E NASA Mt View, CA

F  Internet Software C. Palo

Alto, CA (and 17 other 

locations)

I Autonomica, Stockholm 

(plus 3 other locations)

K RIPE London (also Amsterdam, Frankfurt)

m WIDE Tokyo

A Verisign, Dulles, VA

C Cogent, Herndon, VA (also Los Angeles)

D U Maryland College Park, MD

G US DoD Vienna, VA

H ARL Aberdeen, MD

J Verisign, ( 11 locations)
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TLD and Authoritative DNS Servers

ÅTop-level domain (TLD) servers

ïGeneric domains (e.g., com, org, edu)

ïCountry domains (e.g., uk, fr, ca, jp)

ïTypically managed professionally
ÅbŜǘǿƻǊƪ {ƻƭǳǘƛƻƴǎ Ƴŀƛƴǘŀƛƴǎ ǎŜǊǾŜǊǎ ŦƻǊ άŎƻƳέ

Å9ŘǳŎŀǳǎŜ Ƴŀƛƴǘŀƛƴǎ ǎŜǊǾŜǊǎ ŦƻǊ άŜŘǳέ

ÅAuthoritative DNS servers

ïProvide public records for hosts at an organization

ïCƻǊ ǘƘŜ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ǎŜǊǾŜǊǎ όŜΦƎΦΣ ²Ŝō ŀƴŘ Ƴŀƛƭύ

ïCan be maintained locally or by a service provider
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Distributed Hierarchical Database

com edu org ac uk zw arpa

unnamed root

bar

west east

foo my

ac

cam

usr

in-
addr

12

34

56

generic domains country domains

my.east.bar.edu usr.cam.ac.uk
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Name Servers

Part of the DNS name space showing the division into 
zones.
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Using DNS

Å[ƻŎŀƭ 5b{ ǎŜǊǾŜǊ όάŘŜŦŀǳƭǘ ƴŀƳŜ ǎŜǊǾŜǊέύ
ïUsually near the end hosts who use it

ïLocal hosts configured with local server (e.g., 
/etc/resolv.conf) or learn the server via DHCP

ÅClient application
ïExtract server name (e.g., from the URL)

ïDo gethostbyname()to trigger resolver code

ÅServer application
ïExtract client IP address from socket

ïOptional gethostbyaddr()to translate into name

December 09 18CMSC417 Set 9



requesting host
cis.poly.edu gaia.cs.umass.edu

root DNS server

local DNS server
dns.poly.edu

1

2
3

4

5

6

authoritative DNS server
dns.cs.umass.edu

7
8

TLD DNS server

Example

Host at cis.poly.edu wants 
IP address for 
gaia.cs.umass.edu
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Recursive vs. Iterative Queries
ÅRecursive query

ïAsk server to get 
answer for you

ïE.g., request 1 
and response 8

ÅIterative query

ïAsk server who 
to ask next

ïE.g., all other 
request-response 
pairs

requesting host
cis.poly.edu

root DNS server

local DNS server
dns.poly.edu

1

2
3

4

5

6

authoritative DNS server
dns.cs.umass.edu

7
8

TLD DNS server
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Name Resolution
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Name Servers (2)

How a resolver looks up a remote name in eight steps.
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DNS Caching

ÅPerforming all these queries take time
ïAnd all this before the actual communication takes place

ïE.g., 1-second latency before starting Web download

ÅCaching can substantially reduce overhead
ïThe top-level servers very rarely change

ïPopular sites (e.g., www.cnn.com) visited often

ïLocal DNS server often has the information cached

ÅHow DNS caching works
ïDNS servers cache responses to queries

ïwŜǎǇƻƴǎŜǎ ƛƴŎƭǳŘŜ ŀ άǘƛƳŜ ǘƻ ƭƛǾŜέ ό¢¢[ύ ŦƛŜƭŘ

ïServer deletes the cached entry after TTL expires
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Negative Caching

ÅwŜƳŜƳōŜǊ ǘƘƛƴƎǎ ǘƘŀǘ ŘƻƴΩǘ ǿƻǊƪ

ïMisspellings like www.cnn.command www.cnnn.com

ïThese can take a long time to fail the first time

ïDƻƻŘ ǘƻ ǊŜƳŜƳōŜǊ ǘƘŀǘ ǘƘŜȅ ŘƻƴΩǘ ǿƻǊƪ

ïΧ ǎƻ ǘƘŜ ŦŀƛƭǳǊŜ ǘŀƪŜǎ ƭŜǎǎ ǘƛƳŜ ǘƘŜ ƴŜȄǘ ǘƛƳŜ ŀǊƻǳƴŘ
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DNS Resource Records

DNS:distributed db storing resource records (RR)

ÅType=NS
ïname is domain (e.g. foo.com)

ïvalue is hostname of 
authoritative name server for 
this domain

RR format: (name, value, type, ttl)

ÅType=A
ïname is hostname

ïvalue is IP address

ÅType=CNAME
ïname is alias name for some 

ñcanonicalò (the real) name

www.ibm.com is really

servereast.backup2.ibm.com

ïvalue is canonical name

ÅType=MX
ïvalue is name of mailserver 

associated with name
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Resource Records

The principal DNS resource records types.
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Resource Records (2)

A portion of a possible DNS database for cs.vu.nl.
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DNS Protocol

DNS protocol :queryand replymessages, both with same message format

Message header

ÅIdentification: 16 bit # for 

query, reply to query uses 

same #

ÅFlags:

ïQuery or reply

ïRecursion desired 

ïRecursion available

ïReply is authoritative

December 09 28CMSC417 Set 9



Reliability

ÅDNS servers are replicated

ïName service available if at least onereplica is up

ïQueries can be load balanced between replicas

ÅUDP used for queries

ïNeed reliability: must implement this on top of UDP

ÅTry alternate servers on timeout

ïExponential backoff when retrying same server

ÅSame identifier for all queries

ï5ƻƴΩǘ ŎŀǊŜ ǿƘƛŎƘ ǎŜǊǾŜǊ ǊŜǎǇƻƴŘǎ
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Inserting Resource Records into DNS

Å9ȄŀƳǇƭŜΥ Ƨǳǎǘ ŎǊŜŀǘŜŘ ǎǘŀǊǘǳǇ άCƻƻ.ŀǊέ

ÅRegister foobar.com at Network Solutions

ïProvide registrar with names and IP addresses of your 
authoritative name server (primary and secondary)

ïRegistrar inserts two RRs into the com TLD server:
Å(foobar.com, dns1.foobar.com, NS)

Å(dns1.foobar.com, 212.212.212.1, A)

ÅPut in authoritative server dns1.foobar.com

ïType A record for www.foobar.com

ïType MX record for foobar.com
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DNS and the Web
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DNS Query in Web Download 

ÅUser types or clicks on a URL
ïE.g., http://www.cnn.com/2006/leadstory.html

ÅBrowser extracts the site name
ïE.g., www.cnn.com

ÅBrowser calls gethostbyname() to learn IP address
ïTriggers resolver code to query the local DNS server

ÅEventually, the resolver gets a reply
ïResolver returns the IP address to the browser

ÅThen, the browser contacts the Web server
ïCreates and connects socket, and sends HTTP request
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Multiple DNS Queries

ÅOften a Web page has embedded objects

ïE.g., HTML file with embedded images

ÅEach embedded object has its own URL

ïΧ ŀƴŘ ǇƻǘŜƴǘƛŀƭƭȅ ƭƛǾŜǎ ƻƴ ŀ ŘƛŦŦŜǊŜƴǘ ²Ŝō ǎŜǊǾŜǊ

ïE.g., http://www.myimages.com/image1.jpg

ÅBrowser downloads embedded objects

ïUsually done automatically, unless configured otherwise

ïRequires learning the address for www.myimages.com
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When are DNS Queries Unnecessary?

ÅBrowser is configured to use a proxy
ïE.g., browser sends all HTTP requests through a proxy

ïThen, the proxy takes care of issuing the DNS request

ÅRequested Web resource is locally cached
ïE.g., cache has http://www.cnn.com/2006/leadstory.html

ïNo need to fetch the resource, so no need to query

ÅBrowser recently queried for this host name
ïE.g., user recently visited http://www.cnn.com/

ïSo, the browser already called gethostbyname()

ïΧ ŀƴŘ Ƴŀȅ ōŜ ƭƻŎŀƭƭȅ ŎŀŎƘƛƴƎ ǘƘŜ ǊŜǎǳƭǘƛƴƎ Lt ŀŘŘǊŜǎǎ
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Web Server Replicas
ÅPopular Web sites can be easily overloaded

ïWeb site often runs on multiple server machines

Internet
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Directing Web Clients to Replicas

ÅSimple approach: different names

ïwww1.cnn.com, www2.cnn.com, www3.cnn.com

ïBut, this requires users to select specific replicas

ÅMore elegant approach: different IP addresses

ïSingle name (e.g., www.cnn.com), multiple addresses

ï9ΦƎΦΣ спΦносΦмсΦнлΣ спΦносΦмсΦрнΣ спΦносΦмсΦупΣ Χ

ÅAuthoritative DNS server returns many addresses

ïAnd the local DNS server selects one address

ïAuthoritative server may vary the order of addresses
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Clever Load Balancing Schemes

Å{ŜƭŜŎǘƛƴƎ ǘƘŜ άōŜǎǘέ Lt ŀŘŘǊŜǎǎ ǘƻ ǊŜǘǳǊƴ
ïBased on server performance

ïBased on geographic proximity

ïBased on network load

ïΧ

ÅExample policies
ïRound-robin scheduling to balance server load

ïU.S. queries get one address, Europe another

ïTracking the current load on each of the replicas
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Challenge: What About DNS Caching?

ÅProblem: DNS caching
ïWhat if performance properties change?
ï²Ŝō ŎƭƛŜƴǘǎ ǎǘƛƭƭ ƭŜŀǊƴƛƴƎ ƻƭŘ άōŜǎǘέ ²Ŝō ǎŜǊǾŜǊ
ïΧ ǳƴǘƛƭ ǘƘŜ ŎŀŎƘŜŘ ƛƴŦƻǊƳŀǘƛƻƴ ŜȄǇƛǊŜǎ

ÅSolution: Small Time-to-Live values
ïSetting artificially small TTL values
ïΧ ǎƻ ǊŜǇƭƛŎŀǎ ǇƛŎƪŜŘ ōŀǎŜŘ ƻƴ ŦǊŜǎƘ ƛƴŦƻǊƳŀǘƛƻƴ

ÅDisadvantages: abuse of DNS?
ïMany more DNS request/response messages
ïLonger latency in initiating the Web requests
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Conclusions

ÅDomain Name System

ïDistributed, hierarchical database

ïDistributed collection of servers

ïCaching to improve performance

December 09 39CMSC417 Set 9



Electronic Mail
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The User Agent

Envelopes and messages.  (a)Paper mail.  (b) Electronic mail.
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Architecture and Services

Basic functions

ωComposition

ωTransfer

ωReporting

ωDisplaying

ωDisposition
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E-Mail Message
ÅE-mail messages have two parts

ïA header, in 7-bit U.S. ASCII text

ïA body, also represented in 7-bit U.S. ASCII text

ÅHeader

ï[ƛƴŜǎ ǿƛǘƘ άǘȅǇŜΥ ǾŀƭǳŜέ

ïά¢ƻΥ agrawala@cs.umd.eduέ

ïά{ǳōƧŜŎǘΥ Dƻ TerpsΗέ

ÅBody

ïThe text message

ïNo particular structure 
or meaning

header

body

blank
line
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E-Mail Message Format (RFC 822)

ÅE-mail messages have two parts
ïA header, in 7-bit U.S. ASCII text

ïA body, also represented in 7-bit U.S. ASCII text

ÅHeader
ïSeries of lines ending in carriage return and line feed

ï9ŀŎƘ ƭƛƴŜ Ŏƻƴǘŀƛƴǎ ŀ ǘȅǇŜ ŀƴŘ ǾŀƭǳŜΣ ǎŜǇŀǊŀǘŜŘ ōȅ άΥέ

ï9ΦƎΦΣ ά¢ƻΥ ƧǊŜȄϪǇǊƛƴŎŜǘƻƴΦŜŘǳέ ŀƴŘ ά{ǳōƧŜŎǘΥ Dƻ ¢ƛƎŜǊǎέ

ïAdditional blank line before the body begins

ÅBody
ïSeries of text lines with no additional structure/meaning

ïConventions arose over time (e.g., e-mail signatures)
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Message Formats ςRFC 822

RFC 822 header fields related to message transport.
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Message Formats ςRFC 822 (2)

Some fields used in the RFC 822 message header.
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Limitation: Sending Non-Text Data

ÅE-mail body is 7-bit U.S. ASCII
ïWhat about non-English text?
ïWhat about binary files (e.g., images and executables)?

ÅSolution: convert non-ASCII data to ASCII
ïBase64 encoding: map each group of three bytes into four printable 

U.S.-ASCII characters
ïUuencode (Unix-to-Unix Encoding) was widely used

ïLimitation: filename is the only cue to the data type

begin 644 cat.txt 

#0V%T 

`

end
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Limitation: Sending Multiple Items

ÅUsers often want to send multiple pieces of data
ïMultiple images, powerpoint files, or e-mail messages

ïYet, e-mail body is a single, uninterpreted data chunk

ÅExample: e-mail digests
ïEncapsulating several e-mail messages into one aggregate 

messages (i.e., a digest)

ïCommonly used on high-volume mailing lists

ÅConventions arose for how to delimit the parts
ïE.g., well-known separator strings between the parts

ïYet, having a standard way to handle this is better
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Multipurpose Internet Mail Extensions

ÅAdditional headers to describe the message body
ïMIME-Version: the version of MIME being used

ïContent-Type: the type of data contained in the message

ïContent-Transfer-Encoding: how the data are encoded

ÅDefinitions for a set of content types and subtypes
ïE.g., image with subtypes gif and jpeg

ïE.g., text with subtypes plain, html, and richtext

ïE.g., application with subtypes postscript and msword

ïE.g., multipart for messages with multiple data types

ÅA way to encode the data in ASCII format
ïBase64 encoding, as in uuencode/uudecode
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Example: E-Mail Message Using MIME

From: jrex@cs.princeton.edu 

To: feamster@cc.gatech.edu 

Subject: picture of Thomas Sweet 

MIME- Version: 1.0 

Content - Transfer - Encoding: base64 

Content - Type: image/jpeg 

base64 encoded data ..... 

......................... 

......base64 encoded data

type and subtype

method used

to encode data

MIME version

encoded data
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MIME ςMultipurpose Internet Mail 
Extensions

Problems with international languages:

ωLanguages with accents 
(French, German).

ωLanguages in non-Latin alphabets 
(Hebrew, Russian).

ωLanguages without alphabets 
(Chinese, Japanese).

ωMessages not containing text at all 
(audio or images).
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MIME (2)

RFC 822 headers added by MIME.
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MIME (3)

The MIME types and subtypes defined in RFC 2045.
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MIME (4)

A multipart message containing enriched and audio alternatives.
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Distribution of Content Types

ÅContent types in my own e-mail archive
ï{ŜŀǊŎƘŜŘ ƻƴ ά/ƻƴǘŜƴǘ-¢ȅǇŜέΣ ƴƻǘ ŎŀǎŜ ǎŜƴǎƛǘƛǾŜ
ïExtracted the value field, and counted unique types
ïAt UNIX command line: grep - i Content - Type * | 

cut - d" " - f2 | sort | uniq - c | sort ïnr

ÅOut of 44343 matches
ï25531: text/plain
ï7470: multipart to send attachments
ï4230: text/html
ï759: application/pdf
ï680: application/msword
ï479: application/octet-stream
ï292: image (mostly jpeg, and some gif, tiff, and bmp)
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E-Mail Addresses

ÅComponents of an e-mail address
ïLocal mailbox (e.g., jrex or bob.flower)

ïDomain name (e.g., cs.princeton.edu)

ÅDomain name is not necessarily the mail server
ïMail server may have longer/cryptic name
ÅE.g., cs.princeton.edu vs. mail.cs.princeton.edu

ïMultiple servers may exist to tolerate failures
ÅE.g., cnn.com vs. atlmail3.turner.com and nycmail2.turner.com

ÅIdentifying the mail server for a domain
ïDNS query asking for MX records (Mail eXchange)
ÅE.g., nslookup ςq=mx cs.princeton.edu

ïThen, a regular DNS query to learn the IP address
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Mail Servers and User Agents

ÅMail servers
ïAlways on and always accessible
ïTransferring e-mail to and from other servers

ÅUser agents
ïSometimes on and sometimes accessible
ïIntuitive interface for the user

user
agent

mail server

user
agent

mail server
user
agent

user
agent
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SMTP Store-and-Forward Protocol

ÅMessages sent through a series of servers

ïA server stores incoming messages in a queue

ïΧ ǘƻ ŀǿŀƛǘ ŀǘǘŜƳǇǘǎ ǘƻ ǘǊŀƴǎƳƛǘ ǘƘŜƳ ǘƻ ǘƘŜ ƴŜȄǘ ƘƻǇ

ÅIf the next hop is not reachable

ïThe server stores the message and tries again later

ÅEach hop adds its identity to the message

ï.ȅ ŀŘŘƛƴƎ ŀ άwŜŎŜƛǾŜŘέ ƘŜŀŘŜǊ ǿƛǘƘ ƛǘǎ ƛŘŜƴǘƛǘȅ

ïHelpful for diagnosing problems with e-mail

user
agent

mail server

user
agent

mail server
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Example With Received Header
Return-Path: <casado@cs.stanford.edu>

Received: from ribavirin.CS.Princeton.EDU (ribavirin.CS.Princeton.EDU [128.112.136.44])

by newark.CS.Princeton.EDU (8.12.11/8.12.11) with SMTP id k04M5R7Y023164       

for <jrex@newark.CS.Princeton.EDU>; Wed, 4 Jan 2006 17:05:37 -0500 (EST)

Received: from bluebox.CS.Princeton.EDU ([128.112.136.38])

by ribavirin.CS.Princeton.EDU (SMSSMTP 4.1.0.19) with SMTP id M2006010417053607946

for <jrex@newark.CS.Princeton.EDU>; Wed, 04 Jan 2006 17:05:36 -0500

Received: from smtp-roam.Stanford.EDU (smtp-roam.Stanford.EDU [171.64.10.152])

by bluebox.CS.Princeton.EDU (8.12.11/8.12.11) with ESMTP id k04M5XNQ005204

for <jrex@cs.princeton.edu>; Wed, 4 Jan 2006 17:05:35 -0500 (EST)

Received: from [192.168.1.101] (adsl-69-107-78-147.dsl.pltn13.pacbell.net [69.107.78.147])

(authenticated bits=0)

by smtp-roam.Stanford.EDU (8.12.11/8.12.11) with ESMTP id k04M5W92018875    

(version=TLSv1/SSLv3 cipher=DHE-RSA-AES256-SHA bits=256 verify=NOT);

Wed, 4 Jan 2006 14:05:32 -0800

Message-ID: <43BC46AF.3030306@cs.stanford.edu>

Date: Wed, 04 Jan 2006 14:05:35 -0800

From: Martin Casado <casado@cs.stanford.edu>

User-Agent: Mozilla Thunderbird 1.0 (Windows/20041206)

MIME-Version: 1.0

To: jrex@CS.Princeton.EDU

CC: Martin Casado <casado@cs.stanford.edu>

Subject: Using VNS in Class

Content-Type: text/plain; charset=ISO-8859-1; format=flowed

Content-Transfer-Encoding: 7bitDecember 09 59CMSC417 Set 9



Multiple Server Hops

ÅTypically at least two mail servers
ïSending and receiving sides

ÅMay be more
ïSeparate servers for key functions
ÅSpam filtering
ÅVirus scanning

ïServers that redirect the message
ÅFrom jrex@princeton.edu to jrex@cs.princeton.edu
ÅMessages to princeton.edu go through extra hops

ïElectronic mailing lists
Åaŀƛƭ ŘŜƭƛǾŜǊŜŘ ǘƻ ǘƘŜ ƳŀƛƭƛƴƎ ƭƛǎǘΩǎ ǎŜǊǾŜǊ
ÅΧ ŀƴŘ ǘƘŜƴ ǘƘŜ ƭƛǎǘ ƛǎ ŜȄǇŀƴŘŜŘ ǘƻ ŜŀŎƘ ǊŜŎƛǇƛŜƴǘ
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Electronic Mailing Lists

ÅCommunity of users reachable by one address
ïAllows groups of people to receive the messages

ÅExploders
ïExplode a single e-mail message into multiple messages
ïOne copy of the message per recipient 

ÅHandling bounced messages
ïMail may bounce for several reasons
ïE.g., recipient mailbox does not exist; resource limits

ÅE-mail digests
ïSending a group of mailing-list messages at once
ïMessages delimited by boundary strings
ïΧ ƻǊ ǘǊŀƴǎƳƛǘǘŜŘ ǳǎƛƴƎ ƳǳƭǘƛǇƭŜκŘƛƎŜǎǘ ŦƻǊƳŀǘ
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Simple Mail Transfer Protocol

ÅClient-server protocol

ïClient is the sending mail server

ïServer is the receiving mail server

ÅReliable data transfer

ïBuilt on top of TCP (on port 25)

ÅPush protocol

ïSending server pushes the file to the receiving server

ïΧ ǊŀǘƘŜǊ ǘƘŀƴ ǿŀƛǘƛƴƎ ŦƻǊ ǘƘŜ ǊŜŎŜƛǾŜǊ ǘƻ ǊŜǉǳŜǎǘ ƛǘ

user
agent

mail server

user
agent

mail server

SMTP SMTP
access
protocol
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Simple Mail Transfer Protocol (Cont.)

ÅCommand/response interaction
ïCommands: ASCII text

ïResponse: three-digit status code and phrase

ÅSynchronous
ïSender awaits response from a command

ïΧ ōŜŦƻǊŜ ƛǎǎǳƛƴƎ ǘƘŜ ƴŜȄǘ ŎƻƳƳŀƴŘ

ïThough pipelining of commands was added later

ÅThree phases of transfer
ïHandshaking (greeting)

ïTransfer of messages

ïClosure
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Scenario: Alice Sends Message to Bob
1) Alice uses UA to compose 
ƳŜǎǎŀƎŜ άǘƻέ 
bob@someschool.edu

нύ !ƭƛŎŜΩǎ ¦! ǎŜƴŘǎ ƳŜǎǎŀƎŜ ǘƻ 
her mail server; message 
placed in message queue

3) Client side of SMTP opens 
¢/t ŎƻƴƴŜŎǘƛƻƴ ǿƛǘƘ .ƻōΩǎ 
mail server

пύ {a¢t ŎƭƛŜƴǘ ǎŜƴŘǎ !ƭƛŎŜΩǎ 
message over the TCP 
connection

рύ .ƻōΩǎ Ƴŀƛƭ ǎŜǊǾŜǊ ǇƭŀŎŜǎ 
ǘƘŜ ƳŜǎǎŀƎŜ ƛƴ .ƻōΩǎ 
mailbox

6) Bob invokes his user agent 
to read message

user
agent

mail
server

mail
server user

agent

1

2 3 4 5
6
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Sample SMTP interaction

S: 220 hamburger.edu

C: HELO crepes.fr 

S: 250  Hello crepes.fr, pleased to meet you 

C: MAIL FROM: <alice@crepes.fr> 

S: 250 alice@crepes.fr... Sender ok

C: RCPT TO: <bob@hamburger.edu> 

S: 250 bob@hamburger.edu ... Recipient ok

C: DATA 

S: 354 Enter mail, end with "." on a line by itself

C: Do you like ketchup? 

C: How about pickles? 

C: . 

S: 250 Message accepted for delivery

C: QUIT 

S: 221 hamburger.edu closing connection
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Try SMTP For Yourself

ÅRunning SMTP
ïwǳƴ άǘŜƭƴŜǘ ǎŜǊǾŜǊƴŀƳŜ нрέ ŀǘ ¦bL· ǇǊƻƳǇǘ

ïSee 220 reply from server

ïEnter HELO, MAIL FROM, RCPT TO, DATA commands 

ÅThinking about spoofing?
ïVery easy

ïWǳǎǘ ŦƻǊƎŜ ǘƘŜ ŀǊƎǳƳŜƴǘ ƻŦ ǘƘŜ άCwhaέ ŎƻƳƳŀƴŘ

ïΧ ƭŜŀŘƛƴƎ ǘƻ ŀƭƭ ǎƻǊǘǎ ƻŦ ǇǊƻōƭŜƳǎ ǿƛǘƘ ǎǇŀƳ

ÅSpammers can be even more clever
ïE.g., using open SMTP servers to send e-mail

ï9ΦƎΦΣ ŦƻǊƎƛƴƎ ǘƘŜ άwŜŎŜƛǾŜŘέ ƘŜŀŘŜǊ
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Retrieving E-Mail From the Server

ÅServer stores incoming e-mail by mailbox

ï.ŀǎŜŘ ƻƴ ǘƘŜ άCǊƻƳέ ŦƛŜƭŘ ƛƴ ǘƘŜ ƳŜǎǎŀƎŜ

ÅUsers need to retrieve e-mail

ïAsynchronous from when the message was sent

ïWith a way to view the message and reply

ïWith a way to organize and store the messages 

ÅLƴ ǘƘŜ ƻƭŘŜƴ ŘŀȅǎΧ

ïUser logged on to the machine where mail was delivered

ïUsers received e-mail on their main work machine

December 09 67CMSC417 Set 9



Influence of PCs on E-Mail Retrieval

ÅSeparate machine for personal use
ïUsers did not want to log in to remote machines

ÅResource limitations
ïMost PCs did not have enough resources to act as a full-

fledged e-mail server

ÅIntermittent connectivity
ïPCs only sporadically connected to the network

ïΧ ŘǳŜ ǘƻ Řƛŀƭ-up connections, and shutting down of PC

ïToo unwieldy to have sending server keep trying

ÅLed to the creation of Post Office Protocol (POP)
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Post Office Protocol (POP)

ÅPOP goals
ïSupport users with intermittent network connectivity

ïAllow them to retrieve e-mail messages when connected

ïΧ ŀƴŘ ǾƛŜǿκƳŀƴƛǇǳƭŀǘŜ ƳŜǎǎŀƎŜǎ ǿƘŜƴ ŘƛǎŎƻƴƴŜŎǘŜŘ

ÅTypical user-agent interaction with a POP server
ïConnect to the server

ïRetrieve all e-mail messages

ï{ǘƻǊŜ ƳŜǎǎŀƎŜǎ ƻƴ ǘƘŜ ǳǎŜǊΩǎ t/ǎ ŀǎ ƴŜǿ ƳŜǎǎŀƎŜǎ

ïDelete the messages from the server

ïDisconnect from the server

ÅUser agent still uses SMTP to send messages
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POP3 Protocol

Authorization phase
Å Client commands: 

ïuser: declare username

ïpass: password

Å Server responses

ï+OK

ï - ERR

Transaction phase, client:

Å list: list message numbers
Å retr: retrieve message by 

number
Å dele: delete
Å quit

C: list 

S: 1 498 

S: 2 912 

S: . 

C: retr 1 

S: <message 1 contents>

S: . 

C: dele 1 

C: retr 2 

S: <message 1 contents>

S: . 

C: dele 2 

C: quit 

S: +OK POP3 server signing off

S: +OK POP3 server ready 

C: user bob 

S: +OK 

C: pass hungry 

S: +OK user successfully logged on
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POP3

Using POP3 to fetch 

three messages.
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Limitations of POP

ÅDoes not handle multiple mailboxes easily
ï5ŜǎƛƎƴŜŘ ǘƻ Ǉǳǘ ǳǎŜǊΩǎ ƛƴŎƻƳƛƴƎ Ŝ-mail in one folder

ÅNot designed to keep messages on the server
ïInstead, designed to download messages to the client

ÅPoor handling of multiple-client access to mailbox
ïIncreasingly important as users have home PC, work PC, 
ƭŀǇǘƻǇΣ ŎȅōŜǊ ŎŀŦŞ ŎƻƳǇǳǘŜǊΣ ŦǊƛŜƴŘΩǎ ƳŀŎƘƛƴŜΣ ŜǘŎΦ

ÅHigh network bandwidth overhead
ïTransfers all of the e-mail messages, often well before they 

are read (and they might not be read at all!)

December 09 72CMSC417 Set 9



Interactive Mail Access Protocol (IMAP)

ÅSupports connected and disconnected operation
ïUsers can download message contents on demand

ÅMultiple clients can connect to mailbox at once
ïDetects changes made to the mailbox by other clients
ïServer keeps state about message (e.g., read, replied to)

ÅAccess to MIME parts of messages & partial fetch
ïClients can retrieve individual parts separately
ïE.g., text of a message without downloading attachments

ÅMultiple mailboxes on the server
ïClient can create, rename, and delete mailboxes
ïClient can move messages from one folder to another

ÅServer-side searches
ïSearch on server before downloading messages
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IMAP

A comparison of POP3 and IMAP.
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