CSMC 417

Computer Networks
Prof. Ashok K Agrawala

© 2009 Ashok Agrawala
Set9

CMSC417 Set 9



The Application Layer
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Topics

A Computer science concepts underlying DNS
I Indirection: names in place of addresses
I Hierarchy: in names, addresses, and servers
I Caching: of mappings from names to/from addresses

A Innerworkings of DNS ETJ//

I DNS resolvers and servers =/
I Iterative and recursive queries 4 z? .\
I TTkbased caching /

A Web and DNS @
I Influence of DNS queries on Web performance
I Server selection and load balancing




Host Names vs. IP addresses

A Host names
I Mnemonic name appreciated by humans
I Variable length, alphraumeric characters
I Provide little (if any) information about location
I Examples: www.cnn.com and ftp.eurocom.fr

A IP addresses

I Numerical address appreciated by routers
I Fixed length, binary number

I Hierarchical, related to host location

I Examples: 64.236.16.20 and 193.30.227.161




Separating Naming and Addressin

A Names are easier to remember
I www.cnn.com vs. 64.236.16.20
A Addresses can change underneath
I Move www.cnn.com to 64.236.16.20
I E.g., renumbering when changing providers
A Name could map to multiple IP addresses
I www.cnn.com to multiple replicas of the Web site
A Map to different addresses in different places
I Address of a nearby copy of the Web site
I E.g., to reduce latency, or return different content
A Multiple names for the same address
I E.g., aliases like ee.mit.edu and cs.mit.edu



The DNS Name Space

A portion of the Internet domain name space.
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Translating Names to Addresses

2 User 1
cs.princeton.edu user @ cs.princeton.edu
] . e e
Name Mail
Server - v program
192.12.69.5 192.12.69.5 4
3 .
TCP
192.12.69.5 5
'- >
IP
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Strawman Solution: Local File

A Original name to address mapping
I Flat namespace
| /etc/hosts
I SRI kept main copy
I Downloaded regularly
A Count of hosts was increasing: moving from a
machine per domain tonachine per user
I Many more downloads
I Many more updates



Strawman Solution #2: Central Server

A Central server
I One place where all mappings are stored
I All queries go to the central server

A Many practical problems
I Single point of failure
I High traffic volume
I Distant centralized database
I Single point of update
I Does not scale

Need a distributed, hierarchical collection of servers



Domain Name System (DNS)

A Properties of DNS
I Hierarchical name space divided into zones
I Distributed over a collection of DNS servers
A Hierarchy of DNS servers
I Root servers
I Toplevel domain (TLD) servers
I Authoritative DNS servers
A Performing the translations
I Local DNS servers
I Resolver software



Domain Hierarchy
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DNS Root Servers

A 13 root servers (sebttp://www.root -servers.org)
A Labeled A through M

A Verisign, Dulles, VA
C Cogent, Herndon, VA (also Los Angeles)
D U Maryland College Park, MD

G US DoD Vienna, VA K RIPE London (also Amsterdam, Frankfurt)
H ARL Aberdeen, MD _
J Verisign, ( 11 locations) | Autonomica, Stockholm

E NASA Mt View, CA (plus 3 other locations)

F Internet Software C. Palo
Alto, CA (and 17 other =

locations) \

m WIDE Tokyo

B USC-ISI Marina del Rey, CA
L ICANN Los Angeles, CA
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TLD and Authoritative DNS Server

A Toplevel domain (TLD) servers
I Generic domains (e.g., com, org, edu)
I Country domains (e.d., uk, fr, ca, jp)

I Typically managed professionally
AbSU¢2N)] {2fdziAz2ya YFAYyOalFAya &:¢
A9 RdzOl dz&S Yl AYydl Aya &aSNBSNB T2
A Authoritative DNS servers
I Provide public records for hosts at an organization
i C2NJ GKS 2NHIFIYATFOGA2y Qa &SN
I Can be maintained locally or by a service provider



Distributed Hierarchical Database

unnamed root

CICR CC - (9@

%erc domains country domains

my.east.bar.edu usr.cam.ac.uk

December 09 CMSC417 Set 9 12.34.5610/24



Name Servers

’< Generic =| ‘4— Countries — {0

Cnt> Comd> Cedwd Cgovd (mi>  Corgd Cnetd Cip> Cus> Cnld ...
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Using DNS

A[ 20Ff 5b{ &aSNIISNI 60aRST
I Usually near the end hosts who use it

I Local hosts configured with local server (e.q.,
[etc/resolv.conf) or learn the server via DHCP

A Client application

I Extract server name (e.g., from the URL)

I Dogethostbyname(do trigger resolver code
A Server application

| Extract client IP address from socket
I Optionalgethostbyaddr(jo translate into name



Example

root DNS server

Host at cis.poly.edu wants .
IP address for

gala.cs.umass.edu

TLD DNS server

4 >
]

local DNS server
dns.poly.edu

authoritative DNS server
dns.cs.umass.edu

h

———

=

requesting host

cis.poly.edu gaia.cs.umass.edu
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Recursive vs. lterative Queries

A Recursive query ro0t DNS server
i Ask server to get u
answer for you .
I E.g., request 1 / TLD DNS server
and response 8 local DNS server n - . *'n
A lterative query  dnspolvedu 5
I Ask server who
to ask next N6
i E.g., all other 118 §
requestresponse
P airs authoritative DNS server

: dns.cs.umass.edu
requesting host

cis.poly.edu




Name Resolution

1: penguins.cs.princeton.edu
@ 10: 128.112.155.166

December 09
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Name Servers (2)

VU CS Edu Yale Yale CS
Originator ; name server 5 name server 5 name server 1 name server
. 5 —_— — &
flits.cs.vu.nl cs.vu.nl edu-server.net yale.edu cs.yale.edu
<———— — prm—
8 7 6 5

How a resolver looks up a remote name In eight steps.

December 09 CMSC417 Set 9 22



DNS Caching

A Performing all these queries take time
I And all this before the actual communication takes place
I E.g., Isecond latency before starting Web download

A Caching can substantially reduce overhead
I The toplevel servers very rarely change
I Popular sites (e.g., www.cnn.com) visited often
I Local DNS server often has the information cached

A How DNS caching works
I DNS servers cache responses to gueries
iwSalLk2yasSa AyOfdzZRS | aGAYS 02
I Server deletes the cached entry after TTL expires



Negative Caching

Vd
L)

AwWSYSYOSNI OKAYyIa GKIFIG R2\
I Misspellings likevww.cnn.command www.cnnn.com
I These can take a long time to fail the first time
i D22R 02 NBYSYOSN) 0KIO GKSE@
i X a2 0KS FlFAfdz2NBE Gl 1Sa tSa



http://www.cnn.comm/
http://www.cnnn.com/

DNS Resource Records

DNSdistributed db storing resource recordsR)

RR format: (name, value, type, ttl)

AType=A AType=CNAME
I name Is hostname i name is alias name for some
i value is IP address Acanonical o (the 1
www.ibm.com is really
A Type=NS servereast.backup2.ibm.com

i nameis domain (e.g. foo.com) ! valuels canonical name

I value Is hosthame of
authoritative name server for AType:MX

this domain T value is name of mailserver
associated with name

December 09 CMSC417 Set 9 25



Resource Records

The principal DNS resource records types.

Type Meaning Value
SOA Start of Authority Parameters for this zone
A IP address of a host | 32-Bit integer
MX Mail exchange Priority, domain willing to accept e-mail
NS Name Server Name of a server for this domain
CNAME | Canonical name Domain name
PTR Pointer Alias for an IP address
HINFO Host description CPU and OS in ASCII
TXT Text Uninterpreted ASCII text
December 09 CMSC417 Set 9
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Resource Records (2)

: Authoritative data for cs.vu.nl

cs.vu.nl.
cs.vu.nl.
cs.vu.nl.
cs.vu.nl.
cs.vu.nl.

flits.cs.vu.nl.
flits.cs.vu.nl.
flits.cs.vu.nl.
flits.cs.vu.nl.
flits.cs.vu.nl.
flits.cs.vu.nl.
www.cs.vu.nl.
ftp.cs.vu.nl.

rowboat

little-sister

laserjet

86400
86400
86400
86400
86400

86400
86400
86400
86400
86400
86400
86400
86400

IN
IN
IN
IN
IN

IN
IN
IN
IN
IN
IN
IN
IN

IN
IN
IN
IN

IN
IN

IN
IN

SOA star boss (952771,7200,7200,2419200,86400)

TXT "Divisie Wiskunde en Informatica."
TXT "Vrije Universiteit Amsterdam."
MX 1 zephyr.cs.vu.nl.

MX 2 top.cs.vu.nl.

HINFO  Sun Unix

A 130.37.16.112

A 192.31.231.165

MX 1 flits.cs.vu.nl.

MX 2 zephyr.cs.vu.nl.

MX 3 top.cs.vu.nl.

CNAME star.cs.vu.nl
CNAME zephyr.cs.vu.nl

A 130.37.56.201
MX 1 rowboat
MX 2 zephyr

HINFO  Sun Unix

A 130.37.62.23
HINFO Mac MacOS

A 192.31.231.216
HINFO  "HP Laserjet llISi" Proprietary

A portion of a possible DNS databasedswu.nl.

December 09
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DNS Protocol

DNS protocol queryandreply messages, both with sanmeessage format

identification flags T
Message header
number of questions number of answer RRs 12 bytes

A Identification: 16 bit # for

query, rep|y to query uses number of authority RRs | number of additional RRs I

same #
A Flags:

- Query or reply

" Recursion available

[

I Recursion desired

[

I Reply is authoritative

December 09 CMSC417 Set 9 28



Reliability

A DNS servers are replicated
I Name service availableat least onaeplica is up
I Queries can be load balanced between replicas

A UDP used for queries
I Need reliabilitymust implement this on top of UDP

A Try alternate servers on timeout
I Exponential backoff when retrying same server

A Same identifier for all queries
i52y Q0 OFNB 6KAOK &aSNIISNJ NB



Inserting Resource Records into DNS

AQEIFYLX SY 2dzad ONBI 4GSR &l
A Register foobar.com at Network Solutions

I Provide registrar with names and IP addresses of your
authoritative name server (primary and secondary)

I Registrar inserts two RRs into the com TLD server:

A (foobar.com, dns1.foobar.com, NS)
A (dnsl.foobar.com, 212.212.212.1, A)

A Put in authoritative server dnsl.foobar.col
I Type A record for www.foobar.com
I Type MX record for foobar.com




DNS and the Web



DNS Query in Web Download

A User types or clicks on a URL
I E.g., http://lwww.cnn.com/2006/leadstory.html

A Browser extracts the site name
I E.g., www.cnn.com

A Browser calls gethostbyname() to learn IP address
I Triggers resolver code to query the local DNS server

A Eventually, the resolver gets a reply
I Resolver returns the IP address to the browser

A Then, the browser contacts the Web server
I Creates and connects socket, and sends HTTP request



Multiple DNS Queries

A Often a Web page has embedded objects
I E.g., HTML file with embedded images

A Each embedded object has its own URL
i X YR LRGSYGALtfte ftAgSa 2y
I E.g., http://www.myimages.com/imagel.jpg

A Browser downloads embedded objects

I Usually done automatically, unless configured otherwise
I Requires learning the address for www.myimages.com



When are DNS Queries Unnecessary?

A Browser is configured to use a proxy
I E.g., browser sends all HTTP requests through a proxy
I Then, the proxy takes care of issuing the DNS request
A Requested Web resource is locally cached

I E.g., cache has http://www.cnn.com/2006/leadstory.html
I No need to fetch the resource, so no need to query

A Browser recently queried for this host name
I E.g., user recently visited http://www.cnn.com/

I So, the browser already callggthostbyname()
iX FYR YIé& 0SS t20lftteé OF OKA



Web Server Replicas

A Popular Web sites can be easily overloaded
I Web site often runs on multiple server machines

December CMSC417 Set 9 35



Directing Web Clients to Replicas

A Simple approach: different names

I wwwl.cnn.com, wwwZ2.cnn.com, www3.cnn.com

I But, this requires users to select specific replicas
A More elegant approach: different IP addresses

I Single name (e.g., www.cnn.com), multiple addresses

I 9P P2 cnPHOCDOPMCPHN2Z cndPHOC
A Authoritative DNS server returns many addresses

I And the local DNS server selects one address
I Authoritative server may vary the order of addresses



Clever Load Balancing Schemes

A{ St SOUAY3T (UKS aoSaué¢ L
I Based on server performance
I Based on geographic proximity
| Based on network load
I X

A Example policies

I Roundrobin scheduling to balance server load
I U.S. queries get one address, Europe another
I Tracking the current load on each of the replicas



Challenge: What About DNS Caching?

A Problem: DNS caching
I What if performance properties change?
i2S0o Of ASyda adaAatt €S
A

< -
+H Z

o

i X dzydAf GKS OF OKSR
A Solution: Small Tim®-Live values

I Setting artificially small TTL values

iX a2 NBLIX AOFa LIAO]ISR o0l &
A Disadvantages: abuse of DNS?

I Many more DNS request/response messages

I Longer latency in initiating the Web requests



Conclusions

A Domain Name System
I Distributed, hierarchical database
I Distributed collection of servers
I Caching to improveerformance



Electronic Mall



Envelopes and messages.) Paper mail.(b) E

December 09

The User Agent

Mr. Daniel Dumkopf
18 Willow Lane
White Plains, NY 10604

United Gizmo
180 Main St
Boston, MA 02120

Sept. 1, 2002
Subject: Invoice 1081

Dear Mr. Dumkopf,

Our computer records
show that you still have
not paid the above invoice
of $0.00. Please send us a
check for $0.00 promptly.

Yours truly
United Gizmo

Name: Mr. Daniel Dumkopf
Street: 18 Willow Lane
City: White Plains

State: NY

Zip code: 10604

Priority: Urgent

Encryption: None

From: United Gizmo
Address: 180 Main St.
Location: Boston, MA 02120
Date: Sept. 1, 2002

Subject: Invoice 1081

Body ———»|<—Header —>}<— Envelope —»

Dear Mr. Dumkopf,

Our computer records
show that you still have
not paid the above invoice
of $0.00. Please send us a
check for $0.00 promptly.

Yours truly
United Gizmo

(@)

(b)

CMSC417 Set 9
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Architecture and Services

Basic functions
w Composition

w Transfer

w Reporting

w Displaying

w Disposition




E-Malil Message

A Email messages have two parts
I A header, in it U.S. ASCII text
I A body, also represented inbit U.S. ASCII text

A Header——

ifTAySa 6AGK z'éé
i & ¢ aghawala@cs.umd.edu : pank
i & { dzo 2 Sepp#E D
A Body——
I The text message

I No particular structure
or meaning

body
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E-Malil Message Format (RFC 822

A Email messages have two parts
I A header, in -bit U.S. ASCII text
I A body, also represented irbit U.S. ASCII text

A Header
I Series of lines ending in carriage return and line feed
i 9 OK fAYS O2yilAya | GeLIS |yl

i 9PIPY a¢2Y SNBEXLINAYOS(i2y PSR
I Additional blank line before the body begins
A Body

I Series of text lines with no additional structure/meaning
I Conventions arose over time (e.g-tr&il signatures)



Message Formats RFC 822

RFC 822 header fields related to message transport.
Header Meaning
To: E-mail address(es) of primary recipient(s)
Cc: E-mail address(es) of secondary recipient(s)
Bcc: E-mail address(es) for blind carbon copies
From: Person or people who created the message
Sender: E-mail address of the actual sender
Received: Line added by each transfer agent along the route
Return-Path: | Can be used to identify a path back to the sender

December 09 CMSC417 Set 9 45



Message Formats RFC 822 (2)

Some fields used in the RFC 822 message header.

Header Meaning
Date: The date and time the message was sent
Reply-To: E-mail address to which replies should be sent
Message-Id: | Unique number for referencing this message later
In-Reply-To: | Message-Id of the message to which this is a reply
References: | Other relevant Message-Ids
Keywords: User-chosen keywords
Subject: Short summary of the message for the one-line display

December 09
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Limitation: Sending Noiext Data

A Email body is it U.S. ASCII

I What about norEnglish text?
I What about binary files (e.g., images and executables)?

A Solution: convert notASCII data to ASCII

I Base64 encoding: map each group of three bytes into four printable
U.S-ASCII characters

I Uuencode (Unkto-Unix Encoding) was widely used

begin 644 cat.txt
#OVo%T

end

I Limitation: filename is the only cue to the data type



Limitation: Sending Multiple Items

A Users often want to send multiple pieces of data
I Multiple images, powerpoint files, ormail messages
I Yet, emall body is a single, uninterpreted data chunk
A Example: enail digests

I Encapsulating severatmail messages into one aggregate
messages (i.e., a digest)

I Commonly used on higiolume mailing lists
A Conventions arose for how to delimit the parts

I E.g., welknown separator strings between the parts
I Yet, having a standard way to handle this is better



Multipurpose Internet Mail Extensions

A Additional headers to describe the message body
I MIME-Version: the version of MIME being used
I ContentType: the type of data contained in the message
I ContentTransferEncoding: how the data are encoded

A Definitions for a set of content types and subtypes
I E.g., image with subtypes gif and jpeg
I E.g., text with subtypes plain, html, and richtext
I E.qg., application with subtypes postscript and msword
I E.g., multipart for messages with multiple data types
A A way to encode the data in ASCII format
I Base64 encoding, as in uuencode/uudecode



Example: BMail Message Using MIME

MIME version

method used \

to encode data

/base64 encoded data

From: jrex@cs.princeton.edu

To: feamster@cc.gatech.edu

Subject: picture of Thomas Sweet
M IME Version: 1.0

Content - Transfer - Encoding: base64
Content - Type: image/jpeg

type and subtype

encoded data

December 09
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MIME Multipurpose Internet Mall
Extensions

Problems with international languages:

wLanguages with accents
(French, German).

wLanguages in nebhatin alphabets
(Hebrew, Russian).

wLanguages without alphabets
(Chinese, Japanese).

wMessages not containing text at all
(audio or images).



MIME (2)

RFC 822 headers added by MIME.

Header Meaning
MIME-Version: Identifies the MIME version
Content-Description: Human-readable string telling what is in the message
Content-Id: Unique identifier

Content-Transfer-Encoding:

How the body is wrapped for transmission

Content-Type:

Type and format of the content

December 09
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The MIME types and subtypes defined in R

December 09

MIME (3)

Type Subtype Description
Text Plain Unformatted text
ex

Enriched Text including simple formatting commands
Gif Still picture in GIF format

Image o :
Jpeg Still picture in JPEG format

Audio Basic Audible sound

Video Mpeg Movie in MPEG format

o Octet-stream An uninterpreted byte sequence

Application : ) , )
Postscript A printable document in PostScript
Rfc822 A MIME RFC 822 message

Message Partial Message has been split for transmission
External-body | Message itself must be fetched over the net
Mixed Independent parts in the specified order

_ Alternative Same message in different formats

Multipart : :
Parallel Parts must be viewed simultaneously
Digest Each part is a complete RFC 822 message

CMSC417 Set 9
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From: elinor@abcd.com
To: carolyn@xyz.com
I\/I I I\/I E (4) MIME-Version: 1.0
Message-ld: <0704760941.AA00747 @abcd.com>

Content-Type: multipart/alternative; boundary=qwertyuiopasdfghjklzxcvbnm
Subject: Earth orbits sun integral number of times

This is the preamble. The user agent ignores it. Have a nice day.

--qwertyuiopasdfghjklzxcvbnm
Content-Type: text/enriched

Happy birthday to you
Happy birthday to you
Happy birthday dear <bold> Carolyn </bold>
Happy birthday to you

--qwertyuiopasdfghjklzxcvbnm

Content-Type: message/external-body;
access-type="anon-ftp";
site="bicycle.abcd.com";
directory="pub";
name="birthday.snd"

content-type: audio/basic
content-transfer-encoding: base64
--qwertyuiopasdfghjklzxcvbnm--

A multipart message containing enriched and audio alternatives.
December 09 CMSC417 Set 9 54



Distribution of Content Types

A Content types in my own-mail archive
i { SIFNODKSR ZELIBEZYY3yiad Ol asS asy
I Extracted the value field, and counted unique types

I At UNIX command ingrep -1 Content - Type * |
cut -d"" -f2]sort|unig - C | sort i nr

A Out of 44343 matches
I 25531: text/plain
i 7470: multipart to send attachments
I 4230: text/html
I 759: application/pdf
I 680: application/msword
I 479: application/octetstream
I 292: image (mostly jpeg, and some gif, tiff, and bmp)



E-Malil Addresses

A Components of an-eail address
I Local mailbox (e.g., jrex or bob.flower)
I Domain name (e.g., cs.princeton.edu)

A Domain name is not necessarily the mail server
I Mail server may have longer/cryptic name
A E.g., cs.princeton.edu vs. mail.cs.princeton.edu
I Multiple servers may exist to tolerate failures
A E.g., cnn.com vs. atlmail3.turner.com and nycmail2.turner.com
A Identifying the mail server for a domain
I DNS query asking for MX records (Mail eXchange)
A E.g., nslookugg=mx cs.princeton.edu
I Then, a regular DNS query to learn the IP address



Mail Servers and User Agents

Ay

I
bt

: Htn j_-...
AT

.
K]

user
agent

user
agent

[o]|

Ooooo|

mail server

A Mail servers
I Always on and always accessible
I Transferring emalil to and from other servers
A User agents

I Sometimes on and sometimes accessible
I Intuitive interface for the user

mail server




SMTP Storand-Forward Protocol

user >||||||||| ’I|||||||| >user
agent O LI IO agent
mail server mail server

A Messages sent through a series of servers
I A server stores incoming messages in a queue
i X 02 FglAG FOGOSYLWGa G2 OGN
A If the next hop is not reachable
I The server stores the message and tries again later
A Each hop adds its identity to the message
i. & IRRAY3I I adwSOSAOSRE¢ KSI
I Helpful for diagnosing problems withreail



Example With Recelved Header

Return-Path: <casado@cs.stanford.edu>

Received: from ribavirin.CS.Princeton.EDU (ribavirin.CS.Princeton.EDU [128.112.136.44])
by newark.CS.Princeton.EDU (8.12.11/8.12.11) with SMTP id k04M5R7Y023164
for <jrex@newark.CS.Princeton.EDU>; Wed, 4 Jan 2006 17:05:37 -0500 (EST)

Received: from bluebox.CS.Princeton.EDU ([128.112.136.38])
by ribavirin.CS.Princeton.EDU (SMSSMTP 4.1.0.19) with SMTP id M2006010417053607946
for <jrex@newark.CS.Princeton.EDU>; Wed, 04 Jan 2006 17:05:36 -0500

Received: from smtp-roam.Stanford.EDU (smtp-roam.Stanford.EDU [171.64.10.152])
by bluebox.CS.Princeton.EDU (8.12.11/8.12.11) with ESMTP id k0O4AM5XNQ005204
for <jrex@cs.princeton.edu>; Wed, 4 Jan 2006 17:05:35 -0500 (EST)

Received: from [192.168.1.101] (adsl-69-107-78-147.dsl.pltn13.pacbell.net [69.107.78.147])
(authenticated bits=0)
by smtp-roam.Stanford.EDU (8.12.11/8.12.11) with ESMTP id k04M5W92018875
(version=TLSv1/SSLv3 cipher=DHE-RSA-AES256-SHA bits=256 verify=NOT);
Wed, 4 Jan 2006 14:05:32 -0800

Message-ID: <43BC46AF.3030306@cs.stanford.edu>

Date: Wed, 04 Jan 2006 14:05:35 -0800

From: Martin Casado <casado@cs.stanford.edu>

User-Agent: Mozilla Thunderbird 1.0 (Windows/20041206)

MIME-Version: 1.0

To: jrex@CS.Princeton.EDU

CC: Martin Casado <casado@cs.stanford.edu>

Subject: Using VNS in Class

Content-Type: text/plain; charset=1S0O-8859-1; format=flowed

ceentent-dJransfer-Encoding: 7bit CMSC417 Set 9 59



Multiple Server Hops

A Typically at least two mail servers
I Sending and receiving sides
A May be more

| Separate servers for key functions
A Spam filtering
A Virus scanning

I Servers that redirect the message
A From jrex@princeton.edu to jrex@cs.princeton.edu
A Messages to princeton.edu go through extra hops

I Electronic mailing lists
Aal Af RSfAOBSNBR
K f

6KS Y
AX YR 0KSYy {(KS 0 A&

2 A A
A a SELJ



Electronic Malling Lists

A Community of users reachable by one address
I Allows groups of people to receive the messages
A Exploders
I Explode a single-mail message into multiple messages
I One copy of the message per recipient
A Handling bounced messages
I Mail may bounce for several reasons
I E.g., recipient mailbox does not exist; resource limits
A Email digests
I Sending a group of mailiAggt messages at once

I Messages delimited by boundary strings
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Simple Mall Transfer Protocol

aCCess
user SMTP >||||||||| SMTP ’I|||||||| pI’OtOCO|> user
agent L0000 OO0 agent
mail server mail server

A Clientserver protocol

I Client is the sending mail server

I Server Is the receiving mail server
A Reliable data transfer

I Built on top of TCP (on port 25)

A Push protocol

I Sending server pushes the file to the receiving server
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Simple Mall Transfer Protocol (Cont.)

A Command/response interaction
I Commands: ASCII text
I Response: thregligit status code and phrase

A Synchronous
I Sender awaits response from a command
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I Though pipelining of commands was added later
A Three phases of transfer
I Handshaking (greeting)
I Transfer of messages
I Closure



Scenario: Alice Sends Message to Bob
1) Alice uses UA to compose no {a¢t Of ASYy

YSaal3sS agzé message over the TCP
bob@someschool.edu connection
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3) Client side of SMTP opens 6) Bob invokes his user agent
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Sample SMTP Iinteraction

220 hamburger.edu

: HELO crepes.fr

250 Hello crepes.fr, pleased to meet you
: MAIL FROM: <alice@crepes.fr>

250 alice@crepes.fr... Sender ok

: RCPT TO: <bob@hamburger.edu>

250 bob@hamburger.edu ... Recipient ok
: DATA

354 Enter mail, end with "." on a line by itself
: Do you like ketchup?

: How about pickles?

250 Message accepted for delivery
: QUIT
221 hamburger.edu closing connection
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Try SMTP For Yourself

A Running SMTP
i wdzy GUStySidO aSNIISNYIYS upé |
I See 220 reply from server
I Enter HELO, MAIL FROM, RCPT TO, DATA commands
A Thinking about spoofing?
I Very easy
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A Spammers can be even more clever
I E.qg., using open SMTP servers to senthd
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Retrieving EMail From the Server

A Server stores incomingmail by mailbox
i.FaSR 2y UKS GCNRY:¢ FASER
A Users need to retrieve-mail
I Asynchronous from when the message was sent
I With a way to view the message and reply
I With a way to organize and store the messages
ALY O0KS 2fRSY RI&ax
I User logged on to the machine where mail was delivered
I Users received-eail on their main work machine



Influence of PCs onMalil Retrieval

A Separate machine for personal use
I Users did not want to log in to remote machines

A Resource limitations

I Most PCs did not have enough resources to act as-a full
fledged email server

A Intermittent connectivity

I PCs only sporadically connected to the network
i X RdzS -up €onnRckidng, and shutting down of PC
I Too unwieldy to have sending server keep trying

A Led to the creation of Post Office Protocol (POP)



Post Office Protocol (POP)

A POP goals

I Support users with intermittent network connectivity

I Allow them to retrieve email messages when connected
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A Typical useagent interaction with a POP server

I Connect to the server

I Retrieve all anail messages
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I Delete the messages from the server

I Disconnect from the server

A User agent still uses SMTP to send messages



POP3 Protocol

Authorization phase —

A Client commands:
I user: declare username
I pass: password
A Server responses
I +OK
I -ERR

Transaction phaselient. _—

list: list message numbers

retr. retrieve message by
number

dele: delete
quit
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S: +OK POPS3 server ready

C: user bob

S: +OK

C: pass hungry

S: +OK user successfully logged on

- list
1498
2 912

retr 1
: <message 1 contents>

dele 1
s retr 2
: <message 1 contents>

dele 2
: quit
Lt & +OK  POP3 server signing off
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POP3

S: +OK POP3 server ready

Using POP3 to fetch C: USER carolyn

S: +OK

C: PASS vegetables
three messages' S: +OK login successful

C: LIST

S: 12505

S: 214302

S:38122

S
C: RETR 1

S: (sends message 1)
C: DELE 1
C:RETR 2

S: (sends message 2)
C: DELE 2
C: RETR 3

S: (sends message 3)
C: DELE 3
C: QUIT

S: +OK POP3 server disconnecting
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Limitations of POP

A Does not handle multiple mailboxes easily

i 5SAAIYSR (2 Lldznaldzdreklder Ay O
A Not designed to keep messages on the server

I Instead, designhed to download messages to the client

A Poor handling of multiplkelient access to mailbox

I Increasingly important as users have home PC, work PC,
f FLXW2L)E Oéo6SNI OF FS O2YLlziS

A High network bandwidth overhead

I Transfers all of the-enail messages, often well before they
are read (and they might not be read at all!)



Interactive Mail Access Protocol (IMAP)

A Supports connected and disconnected operation
I Users can download message contents on demand

A Multiple clients can connect to mailbox at once

I Detects changes made to the mailbox by other clients

I Server keeps state about message (e.g., read, replied to)
A Access to MIME parts of messages & partial fetch

I Clients can retrieve individual parts separately

I E.g., text of a message without downloading attachments
A Multiple mailboxes on the server

I Client can create, rename, and delete mailboxes

I Client can move messages from one folder to another
A Serverside searches

I Search on server before downloading messages



IMAP

A comparison of POP3 and IMAP.



