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This paper addresses the architectural issues that arise in the design of a universally accessible wide-area network-computing
system that is capable of making automatic cost/performance tradeoff decisions at run-time. The core system is designed around
a three-level hierarchically distributed architecture, a choice driven by the dynamic, incremental, and distributed nature of the
information associated with run-time cost/performance tradeoff decisions. Support for independent replication of each component
in the hierarchy contributes to the overall scalability and reliability of the architecture. Meta-information is managed in a scalable
manner by employing self-encoded resource identifiers that allow 0(1) access to all managed information. Security and access
control across administrative domains are provided by partitioning the infrastructure into independently-managed cells, and by
giving administrators the ability to customize user-views directly at the location at which the request is processed. Demand-
driven resource management is achieved by predicting the run-specific resource usage characteristics of tools via machine learning
techniques. The concepts described in this paper are embodied in the Purdue University Network-Computing Hubs (PUNCH),
a demand-based network-computing system that allows users to access and run unmodified tools via standard world-wide web
browsers. Tools do not have to be written in any particular language, and access to source or object code is not required. The
PUNCH infrastructure can be distributed in a manner that allows tools to be (user-transparently) executed wherever they reside.
Currently, PUNCH contains over thirty tools developed by eight universities and four vendors, and serves more than five hundred

users.
thousand simulations.

1. Introduction

There is increasing evidence to support the view that, in
the future, computing will be network-based and service-
oriented. This view implicitly assumes the existence of an
underlying infrastructure capable of supporting network-
accessible, demand-based computing. A demand-based com-
puting system can be characterized by its universal acces-
sibility and its ability to make automatic cost/performance
tradeoff decisions at run-time. Universal accessibility can be
provided by leveraging a widely-used networked infrastruc-
ture such as the world-wide web [31]. Cost/performance
tradeoff decisions require that the computing system be
able to decide how (which implementation - e.g., sequen-
tial versus parallel) and where (which platform) to exe-
cute a tool. This paper describes the architectural is-
sues involved in the design of a demand-based network-
computing system, and frames the discussion within the
context of a widely used system (the Purdue University
Network-Computing Hubs, or PUNCH) that allows users
to access and run unmodified software tools via standard
PUNCH can be accessed at
“http://wuw.ecn.purdue.edu/labs/punch/”. Courtesy
accounts are available.

On-going research on network-computing can be divided
into two categories. The focus of work in the first cate-
gory is to provide application programmers with the tools
required to (easily) develop applications that are capable
of accessing and using globally distributed resources, with

world-wide web browsers.

During the past three years, PUNCH users have logged more than one million hits and have performed over seventy

an emphasis on the ability to scale each application to a
global level. Examples of such work include ATLAS [5],
Globe [21,43], Globus/GUSTO [15,16], IceT [44], Legion
[17-19], ParaWeb [8], and Symera (originally named Sym-
bio) [24]. Work in the second category is geared towards
providing end users with the means to transparently ac-
cess and use globally distributed (software and hardware)
resources. Examples of such work include CCS [36], MMM
[20], MOL [37], NetSolve [10], Ninf [40,41], PUNCH [28,29],
RCS [2,3], Rivendell [14,25], Schooner [22,23], VNC [39],
and WinFrame [11]. Although the systems in the two cat-
egories currently address different issues and are (largely)
developed independently, they complement each other in
the sense that, together, they will enable true wide-area
distributed computing (the “computational grids” of [16]).

The work described in this paper belongs to the second
category. It was motivated by the fact that many of the
systems and technologies that currently allow computing
on the web target a single or a relatively small set of tools
and/or work within controlled environments in which many
of the i1ssues that arise in production environments can be
ignored.

Solutions that target individual tools tend to be non-
reusable in spite of the fact that they involve a significant
amount of duplicated effort.! For example, a large num-
ber of systems (e.g., the Exploratorium [1], JSPICE [42],

I Reusability, in this context, implies an ability to reuse the computing
system with other applications without making any modifications to
the system itself.



and others) are based on scripts that need to be modified
in order to add any new application to the system. Other
designs are more flexible. The MOL prototype, for exam-
ple, employs static web interfaces that can be adapted for
individual tools. The NetSolve, Ninf, and RCS systems are
based on structured designs that target numerical software
libraries. However, static interfaces are not adequate for all
tools, and structured approaches cannot be easily applied
to general-purpose applications. Another problem is that
the majority of these designs assume the availability of the
source and/or object code for the applications — which effec-
tively precludes the installation of most commercial tools.

Solutions that address individual issues are generally
reusable, but the tasks of adapting them for a production
environment and integrating them into a complete com-
puting infrastructure are non-trivial. For example, VNC
and WinFrame provide very flexible mechanisms for ex-
porting graphical displays to remote consoles in a platform-
independent manner — but, by themselves, the technologies
do not help address other issues (e.g., access control and
management) that arise in a wide-area distributed comput-
ing environment.

The goal of the PUNCH project is to design and deploy
a production wide-area computing framework in which the
computing infrastructure is not tied to the characteristics
of individual applications. Functionally, this is equivalent
to designing a multi-user operating system for networked re-
sources that provides user-transparent file, process, and re-
source management functions, handles security and access
control across multiple administrative domains, and man-
ages state information (session management). The need for
such a system and the associated benefits in the context of
the world wide web have also been recognized in [33,38].

A network-computing system can be characterized in
terms of: 1) its interface to the external world, 2) its in-
ternal architecture, 3) the class of software resources that
it can support, and 4) the capabilities of its resource man-
agement framework. This paper elaborates on the issues
involved in the design of the internal architecture of a uni-
versally accessible, demand-based network-computing sys-
tem. The paper is organized as follows. Section 2 outlines
the issues that drive the architecture selection process. Sec-
tion 3 describes the manner in which the basic ideas dis-
cussed in Section 2 are embodied in the PUNCH infrastruc-
ture, along with an empirical evaluation of specific aspects
of the infrastructure. Finally, Section 4 presents concluding
remarks, and Section 5 outlines the ongoing work associated
with the PUNCH project.

2. Design Issues

The issues that drive the design of a demand-based
network-computing system are shown in Figure 1. The fo-
cus of this paper is on the first four sets of issues shown in
the figure.
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Figure 2. Core system architecture.
2.1. Information Management

The tool-specific cost/performance tradeoff decisions re-
quired for demand-based computing are primarily based on
two factors: 1) the portability of the given tool (e.g., the
platforms on which it is supported), and 2) its run-specific
resource-usage characteristics in terms of CPU time, net-
work data-transfer time, memory usage, and disk-space re-
quirements. The decisions are also affected by site-specific
policies and configurations; this is especially true for sys-
tems that span multiple administrative domains.

The architectural design of a demand-based computing
system 1s implicitly tied to the nature of the information
associated with the factors described above. The informa-
tion is incremental in the sense that it has to be constructed
from pieces available at different points in time. For exam-
ple, while portability information is usually available a pri-
ori, resource usage is generally tied to the input supplied to
the tool at run-time. Also, the information is often defined
by independent sources at (potentially) different locations.
For example, the run-specific information is obtained from
users, whereas the site-specific information is specified by
administrators. The tool-specific information i1s implicitly
specified by the developers of the tool, and is generally in-
dependent of the location at which the tool is used.

The dynamic, incremental, and distributed nature of the



N. Kapadia, J. A. B. Fortes / Network-Computing System Design 155

information associated with cost/performance tradeoff de-
cisions makes it extremely difficult to collect and maintain
the information at a centralized location in a scalable man-
ner. Thus, it becomes necessary to distribute components of
the network-computing system in a manner that allows the
information to be used n situ. This can be accomplished by
using a vertically distributed architecture. Vertical distribu-
tion involves a hierarchy of processing nodes with differing
functionalities — all transactions enter and leave the system
at the lowest level and pass through all levels [35]. Tt is nec-
essary to keep the number of levels in such a system down
to a minimum because the overhead of processing any given
request increases with the number of levels.

Network-computing systems provide a wide range of ser-
vices ranging from data management and directory infor-
mation to tool invocation. Because of the diverse demands
imposed by the transactions associated with these services,
reliability and performance are improved by employing a
particular form of vertical distribution in which each level
possesses a degree of self-sufficiency — all transactions still
enter and leave the system at the lowest level, but all re-
quests do not have to pass through all levels of the archi-
tecture [35]. The hierarchically distributed architecture de-
rived from these constraints is shown in Figure 2.

2.2. System Architecture

The core system architecture is designed around a three-
level, message-passing hierarchy consisting of client, man-
agement, and execution units (see Figure 2). In the context
of this architecture, a network-computing system is defined
as a network-accessible collection of one or more instances
of these components. Instances of a given component are
not required to provide identical services (e.g., two man-
agement units may support different sets of tools). Also,
for overall scalability, the basic three-level hierarchy is ex-
tended by allowing management units to forward requests
to other management units (all requests for tool execution
are eventually forwarded to execution units).

Client units serve as a conduit for user-specified com-
mands, preferences, and directives, and facilitate the trans-
fer of tool-related input and output. In general, this com-
ponent will be integrated into the local computing environ-
ment (in a UNIX shell, say) or in a front-end desktop in-
frastructure (as in PUNCH, for example; see Section 3), al-
lowing users to transparently access the network-computing
system. Consequently, it is essential to design the client unit
in a manner that allows it to be reused in a wide variety
of environments (ideally, it should be architecture-neutral).
This can be best achieved by adopting a thin-client ap-
proach; the client unit should forward user-requests to a
management unit after minimal syntax and error checking.

Management units primarily act as demand-driven schedul-

ing engines for associated software and hardware resources
(see Figure 3). They also enforce resource-specific access
control policies (e.g.,
Functionally, a management unit must analyze (i.e.,

licensing and ownership concerns).
pre-
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Figure 4. Management unit functionality.

dict) the requirements of a given request and then match
the requirements with appropriate resource(s) from those
available to the user initiating the request. The resource
requirements for a given request can be predicted in a user-
transparent manner by qualifying tool-specific resource us-
age characteristics with run-specific tool input supplied by
the user (the approach used in PUNCH is described in Sec-
tion 3.6). Once the requirements are known, an applicable
set of implementations (e.g., sequential and parallel) and
platforms (e.g., SPARC-5 and HP-9000/C110) can be de-
termined. At this point, the specific implementation (i.e.,
executable) and the execution unit to be used for the run can
be explicitly evaluated on the basis of applicable scheduling
policies, and the request can be forwarded to the selected
execution unit. The steps involved in this process are shown
in Figure 4.



Management units primarily deal with information asso-
ciated with tool-specific resource usage characteristics and
institution-specific access control policies. This information
is best maintained at a few strategic sites within a given
organization. Management units can then be co-located at
such sites, subject to scalability and reliability constraints.
Given this distribution of (a relatively few) management
units at key locations, it is desirable to incorporate the bulk
of the resource management functionality of the network-
computing system into this level of the hierarchy; the re-
sulting system will be easier to maintain and upgrade.

Execution units present management units with a con-
sistent, parameterized interface to hardware resources. The
resources may consist of individual machines or locally man-
aged sub-systems (e.g., a network of workstations managed
by Condor [34]). When managing an individual machine,
the execution unit simply initiates runs and handles data-
transfer on behalf of authorized management units. When
serving as an interface to locally managed sub-systems, the
execution unit: 1) translates instructions? from authorized
management units to a format that is suitable for the local
resource-management system, and 2) facilitates the negoti-
ation of quality-of-service parameters. Execution units also
keep management units apprised of any unforeseen situa-
tions that may affect the execution of a request (the man-
agement unit could then re-allocate the run or initiate a
task-specific error management procedure).

2.8. Scalability and Reliability

The scalability of a network-computing system can be de-
fined in terms of its ability to continue to perform well with
an increasing number of: 1) users, 2) software resources
(tools), 3) hardware resources, and 4) administrative do-
mains. This section discusses the scalability and reliability
of the architecture with respect to each of these factors.

Scalability with respect to users can be achieved as fol-
lows. The top (client unit) level of the hierarchy is implicitly
scalable when client units are integrated into the local com-
puting infrastructure (e.g., in a UNIX shell) because each
unit behaves as an independent entity. When the client unit
is integrated into a front-end desktop infrastructure that
serves as an access point to the network-computing system
(as with PUNCH), scalability can be achieved by supporting
multiple front-ends. Single-point failures are eliminated by
providing multiple access points via front-ends that present
users with a consistent (i.e., identical) logical view of re-
sources via shared or mirrored information.

At lower levels of the hierarchy, scalability with respect to
users presents a logistical problem because the management
and execution units will generally be distributed across dif-
ferent geographical regions and administrative domains. It
is impractical to expect all users to have physical accounts
on all the resources available to the network-computing sys-

2 These include specific protocols for tool invocation (e.g., standard
sequential, PVM-based execution, etc.) and the like.
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tem. This problem can be addressed by: 1) partitioning the
system so that the individual components of the network-
computing system are treated as “users” with respect to
each other, and 2) viewing an “account” on the network-
computing system as a logical entity (a capability) rather
than a physical one. With logical accounts, the allocation
and partitioning of physical resources (e.g., disk space) is
done dynamically (on-demand). This allows the network-
computing system to manage all of its users within a single
physical account [31].3 The approach has the added advan-
tage of allowing accounts to be clustered, while maintain-
ing the separation of individual user data. For example, a
PUNCH front-end only requires one logical account on any
given management unit — even though the front-end itself
maintains a separate logical account for each PUNCH user
who has access to that front-end. Similarly, even though
management units mantain separate logical accounts for
each authorized front-end, each management unit only re-
quires one logical account on any given execution unit. In
practice, this ability to cluster logical accounts is extremely
important because it gives administrators the freedom to
add or delete local “users” without having to propagate the
changes through the entire system.

Scalability with respect to software resources can be
achieved by distributing them among an appropriate num-
ber of management units; support for replicated manage-
ment units provides a degree of fault tolerance. Also, ef-
fective use of efficient data and information management
strategies allows the number of tools per management unit
to be maximized (see Section 3.3 for details).

Finally, scalability with respect to hardware resources
and administrative domains can be achieved by allowing
management units to forward requests to other management
units (see Figure 5). Then, as the execution units increase,
they can be distributed among multiple management units,
and the management units can themselves be organized in
a tree-structured hierarchy. (A request for tool execution
originates at a client unit and goes through a sequence
of management units until it is forwarded to an execution
unit.) The hierarchy of management units also provides a
mechanism that allows the network-computing system to

3 Shadow accounts (generic physical accounts that are rotated among
users on demand) are required for some tools, depending on their
characteristics.
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be partitioned into independent cells (or sub-systems), as
discussed in the next section.

2.4. Security and Access Control

Any infrastructure that spans multiple administrative
domains must allow each domain to independently control
its security and access control policies. Inter-domain secu-
rity issues can be managed by partitioning the infrastruc-
ture into independent cells, each of which consists of at least
one management unit and one execution unit (see Figure 5).
Each cell is seen as a user by other cells. Execution units
do not accept requests from management units in remote
cells. Thus, a request from a remote cell must pass through
a local management unit. A management unit that accepts
a request originating from a different cell authenticates the
immediate sender, and, optionally, the source of the request
(the real user); this information can be propagated along
with the request as a capability list, if so desired.

In a global environment, it is crucial to retain the ability
to control the wisibility of resources in addition to limiting
access. This is true both from an administrative viewpoint
and from a scalability perspective. In terms of administra-
tion, this ability is necessary because the networked envi-
ronment spans multiple administrative domains, and orga-
nizations will generally not want internal resources to be
visible to the outside world. In terms of scalability, the
ability to customize the response according to the source of
the request is beneficial because it relieves the overall sys-
tem of the burden of managing sub-sets of resources that
are unusable for a given class of users — this can result in
a more efficient global “directory-of-services” function, for
example. The ability to control the visibility of resources
must be supported by customizing user-views directly at the
associated management units — visibility cannot be limited
in a secure manner by using filtering mechanisms on the
client side.

2.5. Interface Issues

By definition, a network-computing system should be
universally accessible. With the described architecture, this
can be achieved by integrating the client unit component
into the local computing environment (e.g., in a UNTX shell)
or by providing a universally accessible front-end to the
network-computing system. Given the current state of the
art, universal access can be most easily achieved by allowing
users to access the computing system via standard world-
wide web browsers.

Designing a computing system interface that works
within the framework of the existing web infrastructure and
at the same time is flexible enough to accommodate the
needs of diverse users and arbitrary tools presents some
unique challenges (e.g., [6,13]). Tssues that must be ad-
dressed include: 1) state management (WWW protocols are
stateless), 2) support for existing tools without requiring ac-
cess to source and/or object code, 3) support for interactive
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Figure 6. The PUNCH infrastructure.

text-based and graphical tool interfaces, and 4) input and
output data (file) management. The computing system in-
terface must also be transparent at the user level. This
requires that the network-computing infrastructure appear
as a single entity (i.e, provide a “single-system image”) in
terms of commands issued and results displayed — which,
in turn, implies support for (at least) location, replication,
migration, and concurrency transparency. Finally, the in-
terface must be usable [7] in the sense that it should have
an intuitive “look and feel” and should provide adequate
functionality. A detailed discussion of the solutions to these
problems is beyond the scope of this paper; however, an
overview of the approach used in PUNCH is presented in
Section 3.5, and details are available in [31].

2.6. Performance Issues

The desirable performance advantages of a demand-
based computing infrastructure over a conventional com-
puting system are: 1) reduced job execution times, and
2) improved resource-utilization. Smaller execution times
are a direct consequence of easy access to faster networked
resources. Improved resource-utilization is a result of the
demand-based infrastructure’s ability to customize its re-
source allocation policy to the anticipated resource-usage
characteristics of a run. On the other hand, a network-
computing system necessarily introduces additional over-
head because of its distributed nature. The objective is
to minimize this overhead by carefully designing the sys-
tem architecture, and by using efficient protocols and data
structures.

3. The PUNCH Infrastructure

The PUNCH infrastructure design closely follows the
ideas presented in Section 2. PUNCH is made up of two
parts: the front-end (network desktop) and SCTON (see Fig-
ure 6). The front-end serves two primary functions: 1) it
provides users with operating system services that can be
accessed and used via standard world-wide web browsers,
and 2) it user-transparently interfaces to one or more dis-
tributed computing systems that are capable of scheduling



and executing software applications across wide-area net-
works on demand. The client unit is an integral part of the
front-end infrastructure. SCION serves as PUNCH’s user-
transparent middleware. It consists of a collection of hierar-
chically distributed servers (management units and execu-
tion units) that cooperate to provide the following services:
1) user-transparent management of the run-time environ-
ment, 2) independent control over resource access and vis-
ibility policies at each management unit node, and 3) cost
and performance driven scheduling of available resources.
As implied earlier, hardware resources managed by SCION
can include different types of platforms, and software re-
sources can consist of arbitrary tools.* Resources can be
located at any network-accessible site, and can be dynami-
cally added or removed from the infrastructure.

3.1. PUNCH: A User’s View

PUNCH is perceived by users as a computing system that
provides universal, web-based access to tools. Functionally,
it allows users to: 1) upload and manipulate input files, 2)
run programs, and 3) view and download output — all via
standard WWW browsers. For a detailed description of a
user’s view of PUNCH, see [29].

PUNCH can be logically divided into discipline-specific
“hubs”. Currently, PUNCH consists of four hubs that
contain tools from semiconductor technology, VLSI design,
computer architecture, and parallel processing. These hubs
contain over thirty tools from eight universities and four
vendors, and serve more than five hundred users mostly
from Purdue, the US, and Europe.

Running a typical simulation on PUNCH is a three-step
process. The first step involves the creation of the input
file(s) required for the relevant simulation. In the second
step, users define the input parameters (e.g., command-line
arguments, etc.) for the program and start the simulation.
Finally, after the simulation is complete, users can see, post-
process, and download the results via the web-based front-
end. PUNCH runs programs in a “background” mode by
default. This means that the user’s browser window is freed
up as soon as the run has been successfully initiated.

3.2. System Architecture

The PUNCH architecture consists of network desktop in-
terfaces, management units, and execution units (see Fig-
ure 7). The network desktop interfaces serve as access points
into the network-computing system — they parse, interpret,
and act on user-requests. This is the only level of the hierar-
chy that is visible to end-users. PUNCH’s hierarchically dis-
tributed architecture is specifically designed to address the
diverse demands imposed by the different types of requests
processed by the system. Common types of transactions
with relatively low demands are typically processed at the
front-end. This allows the system to minimize the response

4 Tools with graphical user interfaces are supported with the help of
display management technologies such as VNC [39].
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time for such transactions. Management units handle trans-
actions that occur less frequently or have more complex re-
quirements. In these situations, the higher latency caused
by traversing multiple levels is either deemed acceptable or
is effectively masked by the relatively long time required to
process the (complex) transaction.

Figure 8 exemplifies the manner in which the PUNCH
infrastructure could be distributed according to the needs
of a given environment. Consider an organization ‘O’ that
has a primary site ‘M1’ and satellite sites ‘R1’ - ‘Rn’. The
front-end (network desktop) will generally be established at
each site because this helps minimize the network latency
visible to PUNCH users and also allows each site to set its
own account administration policies.

When a user is away from his/her site, he/she still has
complete access to resources via a browser. In terms of
security and access control, management units function as
controlled gateways to the resources within a given admin-
istrative domain. Consequently, each organization will have
at least one management unit. Finally, execution units pro-
vide management units with a parameterized interface to
hardware resources or external resource management sys-
tems (e.g., Condor [34]). Thus, the network-computing sys-
tem will have one execution unit for each managed resource.

The hierarchically distributed architecture facilitates
centralized management of software and hardware re-
sources, allowing the associated costs to be amortized across
the entire organization. Moreover, it enables a business
model in which infrequently-used resources are obtained
from third-party sources — on a pay-per-use basis, for ex-
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Figure 8. An example setup of PUNCH.

ample — in a user-transparent manner (see ‘S1’ in Figure
8).
PUNCH wusers have private and persistent data parti-
tions on the front-end, much as UNIX users have private
accounts. Users can create and edit files within their par-
tition via PUNCH’s web-based interface. Once a file is in
a user’s partition, it can be referenced by name via an ap-
propriate field (e.g., a menu consisting of a list of files) in a
HTML form interface.

3.8. Scalability and Reliability

Each component of the architecture can be independently
replicated, based on the expected system load and the de-
sired degree of redundancy. This contributes to the overall
scalability and reliability of the network-computing system.
At the component level, scalability issues are addressed by
dynamically encoding meta-information into resource iden-
tifiers, as discussed below. The resulting self-encoded re-
source identifiers allow constant-time access to all meta-
information managed by PUNCH. The results described in
this section were obtained on a 300MHz Sun Ultra-4. In
order to minimize network-related variations in the mea-
sured times, database files accessed during the experiments
were stored on a local disk. PUNCH is implemented in Perl
[45], and consequently runs in an interpreted environment.
Thus, it is likely that the absolute values of the times re-

ported here are higher than those that could be obtained
from a compiled version (implemented in ‘C’, for example).

In the course of processing any given transaction,
PUNCH nodes access one or more databases in order to re-
trieve information associated with users and resources. Ex-
amples of such information include authentication and ac-
cess control information for users, user-interface templates,
learned resource usage characteristics, and portability infor-
mation for tools, and availability and status information for
hardware resources. It is extremely important to be able
to access this information in a quick, efficient, and scal-
able manner. Information stored in database systems is re-
trieved by way of a query mechanism that typically involves
a search. For large databases, the high latency associated
with this search often translates to poor performance.

The PUNCH database system utilizes dynamic access
codes to allow 0(1) access to the stored information. An ac-
cess code represents the exact byte offset of a given record
in a given database, and is dynamically encoded into all
resource identifiers. For any query that includes an access
code, the database system bypasses its normal search mech-
anism and performs a seek operation to a byte offset that is
one less than the numeric value of the access code. It then
reads the word at that position. If the supplied access code
is correct, this word will be a record separator. Assuming
that a record separator is found, the system reads the next
word. PUNCH databases are organized so that the first
word in every record consists of a string that uniquely iden-
tifies the record within that database. Typically, this string
i1s the numeric value of the access code for that record; in
a few cases, the name of the resource is used for the string
when it (the name) is guaranteed to be unique (e.g., as with
user logins). As a result of this organization, if the word
read by the system matches the supplied access code (or the
resource name when appropriate), the record being read is
guaranteed to be the one that was requested. If the supplied
access code 1s determined to be incorrect, the requested in-
formation is retrieved via a normal database search, and an
access code 1s generated for use in subsequent queries.

Once obtained, access codes are cached at the source of
the request, allowing them to be reused. The actual mech-
anism by which caching is achieved depends on the type of
interface. For example, with the world-wide web interface,
the access codes are cached implicitly by making them a
part of the URL. On the other hand, when the communica-
tion is between PUNCH nodes, the access codes are cached
explicitly on the client side.

Access codes can change over time — although this hap-
pens relatively infrequently in practice. (The change is gen-
erally a result of a resource being added to or removed from
the database.) In order to minimize the search penalty when
access codes are not available or are incorrect, resources are
hashed across multiple databases on the basis of the ini-
tial characters of their identifiers and encrypted or encoded
passwords. A schematic of the lookup mechanism used by
the PUNCH database system is shown in Figure 9.
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The utility of the access codes is demonstrated by the fol-
lowing example. Authenticating a request from a PUNCH
user involves looking up the appropriate password-file entry
and verifying the password supplied with the request. A
highly efficient authentication process is crucial to the scal-
ability and performance of the overall system because the
stateless nature of the PUNCH and HTTP communication
protocols makes it necessary to individually authenticate
each transaction. When access codes are not available or are
incorrect, the authentication procedure involves a search.
The latency associated with the search is minimized by dis-
tributing the user-account entries across multiple password
files. The distribution is accomplished by way of a very
simple hash function that selects a file on the basis of the
ASCII values of the initial characters of the user’s login and
the encoded or encrypted password. Figure 10 illustrates
the effects of the hash function on the average time required
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Figure 12. Effects of using access codes on authentication time.

to authenticate a request. The results are based on a real
dataset consisting of 994 PUNCH user accounts. The plots
in Figure 11 show that the (simple) hash function described
above achieves an acceptably even distribution of accounts
across available buckets for a real dataset.

Figure 12 shows the average time required to authenti-
cate a request when correct access codes are available. The
results represent the same dataset (994 PUNCH user ac-
counts) used to generate the plot in Figure 10; compare the
range of Y-axis values in the two plots. The utility of access
codes can be illustrated more effectively by way of a syn-
thetic dataset. Consider the information associated with
tools (e.g., templates employed for user-interface genera-
tion, learned resource usage characteristics, portability in-
formation, etc.). In order to process any tool-related trans-
action, the run-time system must first locate the database
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Table 1

Observed access code proliferation.

Type of Use Access Code
Present Absent

Member Authentication 1,086,732 45,896

Internal References 946,652 81

for the tool. The scalability characteristics of the lookup
time, when the access code is not known or incorrect, are
shown in the left hand plot in Figure 13; the right hand plot
shows the (constant) lookup time when a correct access code
is supplied to the database system. Both plots were gener-
ated for a synthetic dataset using a database system with a
linear search.

A typical request will contain several access codes — one
for each database record that is accessed in the course of pro-
cessing the corresponding transaction. For database records
that consist of multiple sub-records, access codes are de-
fined as a hierarchy of byte offsets. The byte offsets for
sub-records are computed with respect to the parent record.

Table 1 shows the observed proliferation of access codes
in the PUNCH environment. About 96% of the transactions
initiated by member users contained access codes that could
be used for authentication purposes. Access codes associ-
ated with tool-related information were present in virtually
all transactions that involved such references, as indicated
by the second row of the table.

3.4. Security and Access Control

PUNCH draws on the basic premise of virtual memory
management to control access to its resources. Requests are
assumed to contain virtual addresses (identifiers) that can
be dynamically translated to physical ones. This model is
used within the framework of the world-wide web by treat-
ing URLs as locations in a dynamic, virtual, and actiwe

(side-effect based) address space. The client initiating a
given transaction is equated to a distinct user-level process
in a multi-user system, and the request is treated as an at-
tempt to access a memory location with a lexicographical
address within the private address space of the associated
process.

Using this perspective, analogous to virtual memory
management, each request can be verified for validity in
terms of: 1) being within the address space bounds for the
associated process (user), and 2) the type of access (read or
write). All accesses to PUNCH undergo this validation pro-
cess, allowing the system to control access to its resources
on a per-user and a per-resource basis. Once the validity of
a request has been verified, it is mapped to a physical re-
source. This mapping process is implicitly dependent upon
the source (user-id) of the request. Thus, different users
attempting to access the same (virtual) resource identifier
(URL, in this case) could potentially trigger completely dif-
ferent actions.

PUNCH leverages this fact to dynamically generate a log-
ical (virtual) view of available tools and resources for each
class of users. For example, users who have member access
to a given tool on PUNCH can view the corresponding on-
line documentation by following an appropriate set of web
links. Other users who follow these links are shown a differ-
ent set of documents (typically a message stating that the
user documentation for the tool is only available to autho-
rized users). Tt is also possible to configure PUNCH so that
such links are not generated at all for users who do not have
member privileges for the corresponding tool.

3.5. Interface Issues

PUNCH supports tools with graphical or text-based in-
terfaces. The tools do not have to be written in any par-
ticular language, and access to source or object code is not
required. The PUNCH infrastructure can be distributed in
a manner that allows tools to be (user-transparently) ex-
ecuted wherever they reside (currently, tools are executed
at the following universities: Purdue, Illinois at Urbana-
Champaign, Maryland, and Texas at Austin). Tools with
graphical user interfaces are supported by leveraging dis-
play management technologies such as Broadway [9] and
VNC [39]. (WinFrame [11] from Citrix could be leveraged
in a similar manner.) Tools with text-based interfaces are
supported by way of a programmable state machine that
dynamically generates a customized HTML user interface
for each program. The input to this state machine con-
sists of: 1) a list of available states, and 2) a description
of the transitions between these states (flow-control). Each
state i1s specified in terms of an HTML template, which is
essentially a standard HTML document with support for
variables and objects. The flow-control information is speci-
fied via a high-level script language. The state machine can
react to any run-specific information (e.g., values embedded
within user-supplied strings, data within files, etc.), allowing
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it to support programs that accept input in an interactive
manner.® Details are available in [31,32].

3.6. Performance Issues

Current computing systems typically execute a command
by invoking a specific executable file that resides on a locally
mounted filesystem. This mechanism implicitly assumes a
one-to-one correspondence between user commands and lo-
cal executable files. However, in practice, an executable file
is merely one of (possibly) many different implementations
of a given software application, where each implementation
might be optimized for different subsets of input parame-
ters (e.g., a parallel implementation may be best for large
datasets) and system configurations, and might be compiled
to run under particular operating systems on specific plat-
forms. Also, most currently available computing systems
attempt to execute tools on the machine on which the com-
mand was issued — without any regard to cost and perfor-
mance criteria. PUNCH allows demand-driven management
of existing software and hardware resources by delaying the
binding of a user’s command to a specific implementation
and machine until run-time, at which point the requirements
of the given run can be analyzed.

For a computing system to be able to adapt to the needs
of individual runs, it must have the ability to estimate the
resource requirements of any given run before a schedul-
ing decision is made. The resource usage characteristics of
many tools depend on the run-time input to the tool. Also,
in general, tools exhibit complex behavior that make analyt-
ical expressions describing the relationship between the run-
time input and the corresponding resource usage character-
istics nearly impossible. Consequently, PUNCH utilizes a
learning approach to characterize this relationship (for each
tool). Locally weighted polynomial regression (e.g., [4,12])
is used to predict the resource usage characteristics for each
run; a detailed description of the machine learning system is
available in [26,27].% Finally, the prediction is used in con-
junction with portability information to match the user’s
request to the underlying network-accessible tools and re-
sources. (The portability information consists of a list of
the available implementations - e.g., sequential versus par-
allel - for a given tool, and the architectures on which they
are supported.)

4. Conclusions

PUNCH is the result of a concerted effort to harness
the existing networking and computing infrastructures and
the rapidly-advancing world-wide web technologies with

5 Currently, only programs that have a static input tree (i.e., cases in
which the queries generated by the program are only dependent on
the user responses to preceding queries) are supported.

6 The current implementation predicts the CPU time and the net-
work data-transfer time; memory and disk-space requirements will
be predicted once the on-going development of a monitoring system
is complete.
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the goal of building a functional demand-based network-
computing infrastructure. Over the years, we have found
the system to be an extremely useful resource for students
and collaborators, and a highly flexible testbed for network-
computing research. The ideas and solutions presented in
this paper are based on (and validated by) our experiences
in scaling PUNCH from a research project to a “live” sys-
tem that is regularly used by several hundred students each
semester.

The PUNCH infrastructure has been successfully imple-
mented and applied to education, research, and technology-
transfer. The earliest implementation of PUNCH was op-
erational in April 1995. Since Fall 1996, PUNCH has been
used to provide access to tools in several undergraduate and
graduate courses, including a distance-education course at
Purdue, a course each at the University of Berkeley and
the University of Illinois at Chicago, and another at Tech-
nion in Israel. In addition, PUNCH was successfully lever-
aged to deliver a four-university technology-transfer short
course (May 1997) for the Semiconductor Research Corpo-
ration (SRC). PUNCH serves as the underlying distributed
computing infrastructure for two collaborative efforts in-
volving five universities: the integration of design tools
into new undergraduate and graduate curricula, and the
Distributed Center for Advanced Electronics Simulations
(DEsCARTES). PUNCH is also the enabling infrastructure
for a statewide Purdue University network-computing sys-
tem currently being deployed.

Currently, PUNCH contains over thirty tools from eight
universities and four vendors, and serves more than five hun-
dred users from Purdue, across the US, and in Europe. Dur-
ing the past three years, PUNCH users have logged more
than one million hits and have performed over seventy thou-
sand simulations. Results from user-surveys indicate that
the system performs well under the highly peaked usage
patterns (very high usage in the hours before homeworks
and projects are due) characteristic of an academic environ-
ment. (The current system configuration uses a dedicated
HP-9000/C110 for the front-end, and distributes most runs
among approximately ten shared compute-servers located
at Purdue and other universities.)

5. Ongoing Work

Our current interests are directed at several issues central
to network-computing research, including those of demand-
based scheduling, resource monitoring, metacomputing and
resource-aggregation, fault-management, and user-interface
design. Work on scheduling is aimed at exploring the impact
of a demand-driven environment (Section 3.6) on existing
scheduling policies. Resource monitoring research is geared
towards the design of a scalable system that can monitor
and predict the availability and reliability characteristics of
a large number of resources - the goal is to allow a demand-
driven scheduler to request resources with specific charac-
teristics (e.g., an Ultra-SPARC with 250MB memory that
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is likely to be free for the next 30 minutes). Metacomputing
work is geared towards allowing users to logically “chain”
distributed tools. Work on fault-management involves the
ability to detect abnormal conditions and automatically
take corrective actions. Finally, work on user-interface de-
sign is aimed at making network-computing transparent to
end-users and tool installers.
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