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Announcements

• Submit system will be available next week.
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Definitions

• Spam–unsolicited e-mail or junk mail

–Affects network bandwidth problem

• Spyware–software that gathers information without a user’s consent

–Typically bundled with other software 

• Adware–Form of spywarewhere collected information is used to 

determine advertisements to display.  

• Cookie–Information stored in a text file which keeps track of user’s 

activities on a specific Web site

–Information identifies users

–Could help generate customized Web pages  

–Generated by a web server and provided to web client

–Web client could send a cookie when connecting to the server

–They are not programs or plugins
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Definitions

• DoS–Denial-of-service attack –Attackon a computer system or compute 

network by overloading the system resources (computational or 

networking)

• Smurfing–Form a of DoS

• Registry –Database that stores configuration information Windows 

systems

• Web Syndication–Portion of a web site is made available to users or 

other web sites (sometimes refer to as RSS)

• Web feed–Document with information items. 

• RSS(Rich SisteSummary, RDF Site Summary, Really Simple 

Syndication) –File format for web syndication

• Podcasting–Similar to RSS but rather than reading you listen to the 

content
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Definitions

• Virus–Malicious program that attaches itself to a program or file

–File most of the time is executable

–Damage to hardware or software

–Infection of the computer occurs when the virus is run or the file open

–Viruses depend on humans for propagation

• Worm–Malicious program and defined as a subtype of a virus.

–Difference with typical virus –It can replicate and propagate by itself

• Trojan Horse–Malicious program that appears to be useful software

–Do not reproduce by attaching to files 

–Do not self-replicate

–Known for creating backdoor to your system.

• Phishing

–Sending e-mail pretending to be a legitimate business in order to adquire

private information
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Certificates

• The following certificates and public key material is 

based on material from www.webopedia.com

•

Certificate

–Attachment to electronic message used 

for security purposes (From www.webopedia.com)

–Common use –verify identity of a user sending a message

•

Certificate Authority (CA)

–third-party 

organization that issues certificates.  Its role is to 

guarantee someonesidentity.
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Public-Key Encryption

• public-key encryption –cryptographic system that uses two 

keys:

–Public key –known to everyone

–Private (secret) key known only to message recipient

• Keys are related in such a way that only the public key can be 

used to encrypt messages and only the corresponding secret 

key can be used to decrypt them

• Example of public-key system

–PGP (Pretty Good Privacy)
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Security Setting for Web Browsers

• The browsing experience can be enhanced by enabling some browser

functionality.  However this additional functionality can compromise your 

computer security.

• Rule of thumb –Disable unnecessary functionality and set your security 

levels to the highest level possible.  

• Enable functionality only when you can trust the site you visit

• Zones

–Your browser may allow you to group web sites in different security zones

–For each zone you can define the necessary functionality level

• Be careful with sites that use scripts (e.g., JavaScript scripts)

• Active X controls and plugins–may be used in a security attack.

• Cookies –It is recommended you disable them and enable them if you trust

the site you visit

• Block pop-ups –Some could compromise your system’s security 
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Some Network Terminology

• LAN–Local Area Network -Computers that are relatively close to 

each other.  Close mean in a room, building, campus.

• Segment–Part of a network separated by network device.

• Node–Anything connected to the network (e.g. a computer, a 

printer, etc.)

• Backbone–main data carrier in a network.  You can canhave a 

backbone

• Mbps–Mega bits per second

• Switch –Device that connects network segments

• Router-Specialized computer  that makes possible the flow of 

packets 


	___________________________________

___________________________________

___________________________________

___________________________________

___________________________________

___________________________________

___________________________________


_1200412891.ppt


Definitions

		Virus – Malicious program that attaches itself to a program or file

		File most of the time is executable

		Damage to hardware or software

		Infection of the computer occurs when the virus is run or the file open

		Viruses depend on humans for propagation

		Worm – Malicious program and defined as a subtype of a virus.

		Difference with typical virus – It can replicate and propagate by itself

		Trojan Horse – Malicious program that appears to be useful software

		Do not reproduce by attaching to files 

		Do not self-replicate

		Known for creating backdoor to your system.

		Phishing

		Sending e-mail pretending to be a legitimate business in order to adquire private information





		Humans help propagate a virus by passing applications around.

		Worms can generate several copies of itself and use send copies to several computers.  For example, it could send a copy to everyone in your e-mail list
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Definitions

		Spam – unsolicited e-mail or junk mail

		Affects network bandwidth problem

		Spyware – software that gathers information without a user’s consent

		Typically bundled with other software 

		Adware – Form of spyware where collected information is used to determine advertisements to display.  

		Cookie – Information stored in a text file which keeps track of user’s activities on a specific Web site

		Information identifies users

		Could help generate customized Web pages  

		Generated by a web server and provided to web client

		Web client could send a cookie when connecting to the server

		They are not programs or plugins





		Adware – It could be a legitimate form a revenue for companies offering freeware

		Spyware – can monitor keystrokes, scan files, install other programs etc.

		Cookies – When you enter a web site using cookies, you may provide some information in a form (e.g., your name, address, interest).  This information is then sent to the client, who stores it in a file for future visits to the web site.

		The name Cookie derives from the Unix operating system.  In Unix there are some objects (called magic cookies) that attach to a user program and change according to areas entered by the user or the program.

		You will find cookie files In Windows XP in the folder



C:\Documents and Settings\nelson\Cookies

		You can disable the storing of cookies.
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Announcements

		Submit system will be available next week.
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Definitions

		DoS – Denial-of-service attack – Attack on a computer system or compute network by overloading the system resources (computational or networking)

		Smurfing – Form a of DoS

		Registry – Database that stores configuration information Windows systems

		Web Syndication – Portion of a web site is made available to users or other web sites (sometimes refer to as RSS)

		Web feed – Document with information items. 

		RSS (Rich Siste Summary, RDF Site Summary, Really Simple Syndication) – File format for web syndication

		Podcasting – Similar to RSS but rather than reading you listen to the content
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Public-Key Encryption

		public-key encryption – cryptographic system that uses two keys:

		Public key – known to everyone

		Private (secret) key known only to message recipient

		Keys are related in such a way that only the public key can be used to encrypt messages and only the corresponding secret key can be used to decrypt them

		Example of public-key system

		PGP (Pretty Good Privacy)
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Certificates

		The following certificates and public key material is based on material from www.webopedia.com

		Certificate – Attachment to electronic message used for security purposes (From www.webopedia.com)

		Common use – verify identity of a user sending a message

		Certificate Authority (CA) – third-party organization that issues certificates.  Its role is to guarantee someones identity.



		
















_1200412888.ppt


Security Setting for Web Browsers

		The browsing experience can be enhanced by enabling some browser functionality.  However this additional functionality can compromise your computer security.

		Rule of thumb – Disable unnecessary functionality and set your security levels to the highest level possible.  

		Enable functionality only when you can trust the site you visit

		Zones

		Your browser may allow you to group web sites in different security zones

		For each zone you can define the necessary functionality level

		Be careful with sites that use scripts (e.g., JavaScript scripts)

		Active X controls and plugins – may be used in a security attack.

		Cookies – It is recommended you disable them and enable them if you trust the site you visit

		Block pop-ups – Some could compromise your system’s security 
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Some Network Terminology

		LAN – Local Area Network - Computers that are relatively close to each other.  Close mean in a room, building, campus.

		Segment – Part of a network separated by network device.

		Node – Anything connected to the network (e.g. a computer, a printer, etc.)

		Backbone – main data carrier in a network.  You can can have a backbone

		Mbps – Mega bits per second

		Switch – Device that connects network segments

		Router - Specialized computer  that makes possible the flow of packets 





		Draw a line representing a backbone and indicates how it can be transferring data at a high rate (e.g., 100 Mbps).  Small segments can transfer data at 10 Mbps)

		A switch is also known as an intelligent hub.  The following diagram illustrates how these concepts relate to each other:     





        Computer3					  Computer2

	       \						  /

                  \                                              /

   	      Switch	-------	  Router ----- Switch  ----- Computer1

				     |

				     |

				     |

				 Internet



3. Communication channels can be via copper wire, fiber optics, satellites, etc.

4. Originally there was a single “backbone” with off-shoots with a variety of connection speeds.

5. Bandwidth – data carrying capacity of a communication channel










