Content Distrb ution

.and
File Swarming

Rob Sherwood

CMSC 417

Content DistrbutionandFile Swarming — p.1/7



-

Scaleis a Big Problem

Consider the Slashdot Effect:
# Post http://www.bobs-site.org to Slashdot



Scaleis a Big Problem

-

Consider the Slashdot Effect:
# Post http://www.bobs-site.org to Slashdot
# Say “Hey Everyone, Looks at Bob's site”

o |

Content DistrbutionandFile Swarming — p.2/7



Scaleis a Big Problem

-

Consider the Slashdot Effect:

# Post http://www.bobs-site.org to Slashdot
# Say “Hey Everyone, Looks at Bob's site”
# 1+ Million people all go to Bob's site

|

Content DistrbutionandFile Swarming — p.2/7



Scaleis a Big Problem

fConsider the Slashdot Effect:
# Post http://www.bobs-site.org to Slashdot
# Say “Hey Everyone, Looks at Bob's site”

# 1+ Million people all go to Bob's site
s Atonce...

|

Content DistrbutionandFile Swarming — p.2/7



Scaleis a Big Problem
fConsider the Slashdot Effect:
# Post http://www.bobs-site.org to Slashdot
# Say “Hey Everyone, Looks at Bob's site”

# 1+ Million people all go to Bob's site
s Atonce...

® Bob's site crashes under load

# Effectively a Distributed Denial of Service attack
» More about this when Nell talks about Security

o |

Content DistrbutionandFile Swarming — p.2/7



Scaleis a Big Problem
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# Post http://www.bobs-site.org to Slashdot
# Say “Hey Everyone, Looks at Bob's site”

# 1+ Million people all go to Bob's site
s Atonce...

® Bob's site crashes under load

# Effectively a Distributed Denial of Service attack
» More about this when Nell talks about Security

What can we do for Bob?
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“content” == les
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“content” == les
e.g., html, pictures, music, movies, streaming stock
guotes

Three basic strategies
Provision for peak usage
www.microsoft.com
Precache content

Distributedly replicate content
Push copies of content out to other places
Ef ciently redirect queries elsewhere
Content Distribution Networks companies:

www.akamail.com
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“content” == les
e.g., html, pictures, music, movies, streaming stock
guotes

Three basic strategies

Provision for peak usage
www.microsoft.com

Precache content

Distributedly replicate content
Push copies of content out to other places
Ef ciently redirect queries elsewhere
Content Distribution Networks companies:
www.akamai.com

Assumes time, money, or a crystal ball J
Load can always exceed provisioning
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Bob didn't know his popularity a priori

Might not have capital for infrastructure

Answer: Dynamic Content distribution

Anyone who downloads Bob's content can act as a

mirror for a

Automatical
More reo

No need to

short time

y scales with the number of requests
uests == More servers

oredict content popularity
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Dynamic Content Distrib ution Issues

o N

Ef ciency
latency for small les , throughput for large
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Dynamic Content Distrib ution Issues

-

B

Ef ciency
latency for small les , throughput for large

Enforcement
detecting and preventing freeloading

Data integrity
Intermediary servers can (maliciously) alter content

Freshness
getting the latest copies
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File Swarming

-

File Swarming == “Dynamic Bulk Content Distribution”
e.g., downloading a Linux ISO or Windows Update

Data freshness typically unimportant
Bulk data transfers constitute majority of Internet traf c

Freeloading a major concern
RIAA/MPAA
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File Swarming CaseStudies
fBitTorrent T

http://www.bittorent.com
Fast: signi cant improvement over http/ftp
“Tit-for-tat” for enforcement
Requires special servers (seed nodes)
Slurpie
http://slurpie.sourceforge.net
Faster(?)
No enforcement; only serve while downloading
Works with http/ftp
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