
CCured 

CMSC 838F – 11 Feb 2008 
Michael Lam 



Lord of the Pointers 
“One Pointer to dereference them all and 

in a buffer overflow segfault them.” 

Some slides from 
“CCured: Taming C Pointers” 

by Wes Wiemer (2002) 



Problem 
  Pointers ‐‐ ultimate power! 

  Speed of direct memory access 
  Terrible price: array overflows 

• Errors and instability 
• Memory corruption 
• Security holes 

  But we’d really like to use all our legacy C code! 
  Can we tame the pointer problems and “cure”  

the legacy code? 



Proposed Solution 

 CCured 
 Type system for array pointers 
 Static type inference 
 Run‐time checks 
 Ensure no unsafe pointer use 
 Minimal user effort 
 Make C “feel” safe! 



CCured Overview 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CCured Overview 

 Added bookkeeping for pointers 
 Base and size of allocated memory (“home”) 
 Range of pointer types 

• Safe (immutable)      faster 
• Sequence (iterator) 
• Dynamic (polymorphic)    more capable 

 Infer the fastest safe representation for 
each pointer by examining constraints 



Safe Pointers 

SAFE pointer to type τ 

τ 

ptr 

On use: 
   ‐ null check 

Capabilities: 
   ‐ dereference 



Sequence Pointers 

SEQ pointer to type τ 

τ  τ
 τ


base  ptr 

On use: 
   ‐ null check 
   ‐ bounds check 

Capabilities: 
   ‐ dereference 
   ‐ pointer arithmetic 

end 



Dynamic Pointers 

DYN  DYN  int 

home  ptr 

DYN pointer 

len 
tags 

On use: 
   ‐ null check 
   ‐ bounds check 
   ‐ tag check/update 

Capabilities: 
   ‐ dereference 
   ‐ pointer arithmetic 
   ‐ arbitrary typecasts 

1  1 0 



Simple Language 



Type System 

 Three judgments: 
 Expression types:    Γ    e : τ 
 Command types:    Γ    c 
 Convertibility:    τ ≤ τ’ 

 NOT transitive: 
 DYNAMIC ≤ int ≤ DYNAMIC not identity 

⊥
 

⊥
 



Type Rules 

Figure 5 



Operational Semantics 

Figure 6 



Operational Semantics 

Figure 6 



Progress and Preservation 



Type Inference 
  Pointer type:  τ ref q 

 Where q ∈ {SAFE, SEQ, DYNQ} 

  Inference process 
  Introduce qualifier variable for each occurrence of a 

pointer type constructor 
  Scan the program and collect constraints 

• Constraint judgments:  Γ     e : τ → C 

  Solve the system of constraints 
  Apply substitutions to the original program 

⊥
 



Constraint Generation Rules 

Figure 7 



Constraint Solver 
  Constraint types 

  INDYN:    q = DYNQ 
  EQ:    q = q’ 
  CONV:    q ≤ q’ 
  POINTSTO:  q = DYNQ ⇒ q’ = DYNQ 
  ARITH:    q ≠ SAFE 

  Algorithm: 
  Start with INDYN information 
  Propagate DYNQ via EQ, CONV, & POINTSTO 
  Everything involved in ARITH to SEQ 
  Everything else is SAFE 



Special Handling 

 Specially‐handled functions 
 Function polymorphism 
 Argument constraints 
 Variable argument functions 
 Examples: 

• malloc/free 
• memcpy 
• string functions 
• printf 



Points of Interest 

 Function pointers are (usually) easy! 
 DYNAMIC pointers are contagious 
 Boehm‐Demers‐Weiser garbage collector 



Source Changes 

 sizeof(type) doesn’t work  
 Use sizeof(expression) instead 

 Deallocation of stack pointers 
 Annotation to enforce heap allocation 

 Interoperability with third‐party libraries 
 Wrapper functions (ex. __ptrof ) 
 120 functions from standard C library 



Results 

Figure 8 



Issues 

 Analysis is conservative 
 Some safe operations are not allowed 
 Examples: 

• Cast from SAFE to int to SAFE 
• Tagged union types (ie. OOP polymorphism) 

 Performance hit 
 30‐150% slowdown 

 Requires source code 



TOPLAS Changes 
  DYNAMIC → WILD 
  Physical subtyping for upcasts 
 New RTTI pointer type for downcasts 
 New FSEQ pointer type for forward iterators 
  Faster (only 3‐85% slowdown) 
 More extensive testing 

 More benchmarks and applications 
  Linux kernel modules 
  Apache modules 



TOPLAS Rules 





TOPLAS Results 



TOPLAS Results 





Case Studies 

LOC  Hours  LOC changed 

OpenSSL/SSH  235 K  70  1700 

sendmail  105 K  20  200 

bind  330 K  5  88 

Apache  228 K  2 months (*)  550 

monkeyd  5 K  3  30 

(*) CCured beginner 



Conclusions 
  Complementary approach 

  Static analysis 
  Dynamic analysis 

  CCured 
  Simple type system 
 Works on “real” C 
  Performance is “good” 

  “Surprising” result: most pointer use in C is safe! 



Future Work 

 Resolve outstanding issues 
 Automatic garbage collection 
 Improve error reporting 
 Extend to C++ 



Thank you! 

 Questions? 


