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Verification (all you need to know)

A fatal exception BE has occurred at B828:CBBA11E36 in UXD UMHM(B1) +
BHH1BE36. The current application will be terminated.

= Press any key to terminate the current application.
% Press CTRL+ALT+DEL again to restart your computer. You will
lose any unsaved information in all applications.

Press any key to continue _
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Verification (cont.)

@ Describe desired program property
and show it holds.

» Proof by exhaustive enumeration
not plausible.
» Derive desired property via
derivation rules / axioms.
* First order logic derivation
rules,
* Hoare Logic derivation rules,
and
* Domain specific axioms:
list reachability, integer
(in)equalities, etc.
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Vx . X~ X
Vx,y,z . X~r YAy~ 2z = X~z
Vx . x#1 = x-~» (x— next)
Vx,y . x~y = x=yV(x— next)
L oy
Vx . 1Ll ~x = x=1
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Annotation

InsertionSort(Array A,int n) ?
i=1;
while (i < n)
Vy:(i<y<n)

3 = (Al) = ALY A
Vydx: (0 <y <i)

= (AWl = AKX A0 < x < i)

N =

@ Require programmer annotations

4 ji=i—1; val = A[]; » Desired program
5 while (j > 0 A A[j] > val) property,
val = Al A -1 <) <i A » Loop invariants,
6 %X('foy;y"i 7 AbT=AbE A » Preconditions
(A=A A0 S x < iAx#j+1) @ A lot of work,
; ;4[/_—5 1_] 1: Alls @ Invariants / preconditions might
9 Al + 1] = val; not be obvious
10 i=i+1;

11 Assert(Vydx : (0 < y < n)= (Z[y] =Ax] A0 < x < n))

?Example from [SGO09]
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System Overview (Saurabh’s VS® [SGF09)])

e Goal:
» Given the program postcondition (user-specified via Assert),
» Compute the weakest precondition needed for the program to satisfy
the postcondition.
@ But the Program needs the user's help! Give the program templates
and predicates

o Templates: A Skeleton sketch of the format of the loop invariants
and program preconditions.

o Predicates: A set of relations/properties that specify the
search-space of constraints.
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List Axioms from [SGF09]

We use x ~~ y if informally, node x leads to node y or y is reachable from
X.

Formally, ~~ is a relation with the properties given below:

Vx . X~ X Reflexivity
VX,¥,Z2 . X~ YAy~>zZ = X~ Z Transitivity
Vx . x# 1 = x~(x— next) Step: Head
Vx,y . x~y = x=yV(x—next)~y Step: Tail
Vx . L~x = x=1 End

(Here, L = NULL)
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A Few System Details

@ Consider the Initial Precondition and the Invariants unknowns

@ Use the Hoare Logic Rules to generate implications that involve these
unknowns

o With these implications, we can set certain predicates to true or
false

@ Use the List Axioms to help obtain predicate forms from the
constraints

@ Then use an SMT Solver to find a solution (satisfiable assignment for
each of the predicates).
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Applying to listinit.c

¥y=x

INV
@ Predicates: (x ~> k), (x ~ y), (y % k)
@ Template: Vk : k — data==0.

@ From Hoare Logic Rules:

y—>data = 0 INV A (y == NULL) =
I (VK- ((x ~ k) A (k 1=
¥ = y—=next NULL)) = (k — data == ))

@ From the above constraint, the predicate
x ~» k must be true in INV.

Assert:
Vk: ((z~ k) A (k'= NULL)) © The Axioms allow us to work with the k
= (k — data == 0) ' I= NULL in the postcondition.

Figure: Initializing a List - the
CFG of 1istinit.c
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Goals

e v Develop sufficient understanding of VS3.

o (Potentially) extend axioms of [SGF09] to sufficiently infer
preconditions/invariants for verification of various benchmarks in
[BROG].

> List-Reverse, Sorted-Insert, Bubble-Sort, Remove-Elements (filter)

@ (Hopefully) determine a set of axioms for trees and use tool for

various tree-based algorithms.

» Binary search tree operations
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Questions?
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