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Introduction

¥ Many recent successes in static analysis tool
defect detection / prevention

I Lots of progress in the research community

I Coverity, Fortify, GrammaTech, and others sell stati
analysis tools

I Microsoft has had great success with static analysi

¥ Major research focus: Building tools that are.
1 OPrecise enoughO
I And still scale to large programs

Motivation

¥ Static analysis tools are not perfect
I Users mustriagebug reports

- Decide whether true or false positives, and how important

I Users mustremediatérue bugs

¥ Conclusion: successful static analysis requires
cooperation between the user and the tool

¥ How do we build more user-centered static analys
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Path Projection

¥ A new interface to help users visualize code p:
! E.g., call stacks, control Row paths, data Row paths
! These are common in static analysis error reports

¥ Core principles
! Remain true to original source code
! Fit as much on one screen at a time as possible




Contributions

¥ Prototype implementation in WebKit

¥ Controlled user study
I Task: Triaging Locksmith error reports
I Compared to Ostandard viewerO (similar to IDES)

¥ Experimental results
I Improved performance (completion time)
I Same accuracy
I Qualitatively better

Programming Against Races

¥ Locationsr
¥ Locksl
¥ Correlation: r @ |
I Locationr accessed while lodkheld

¥ Consistent correlation
I Any shared location only correlated with one lock

- Then that lock guards that location

I Implies race freedom

Locksmith: Race Detection for C

void foo(pthread_mutex_t *I, int *p) {

pthread _mutex_lock(); 1 2

——

pthread_mutex_unlock(l); x
) NERT,
.rﬁhread_mutex_t L1,L2; \ \ /
Int X, y; p @ |

foo1(&L1, &x);
fooo(&L2, &Y);

Sample Locksmith Error Report

Warning: Possible data race of

g conn_open (knot.c:<global>:61)
KShared variable

l <in knot.c>
/ main():601 -> dereference

Three /| locks:- —No Iocks.held_at deref
possibly- | 5 i knotes Thread creation sr[g

racmg main():558 -> pthread_create()
thread_main_autospawn():458
derefs accept_loop():395  -> dereference
(paths)
\ locks: -
3. <in knot.c>
main():577 -> pthread_create()

thread_main():476
accept_loop():395  -> dereference

locks: -




Triaging a Locksmith Report

¥ Three things to check:
1.Both accesses refer to same location
- LocksmithOs alias analysis may be imprecise
2.Locksmith has not missed a held lock
- Could happen at join points in cfg
3. Potentially-racing accesses can occur, simultanepu

- Both stack traces given must Benultaneously realizable

¥ This work: Focus on task 3
! Leave 1 and 2 as future work

Path Visualizer

Corore ] it e Splittable ble vigyes
g 589 start = current usecs(); Find Cancel )

| Path Report
Warning:
at:
» con » conn_active, cach 1. >
main( 60
linked error report e
9. 2. <in >
g d te()
9.
g_cache_hi
g_cache_mi. 0 1o
3.
c  %.0f open/sec  %.0f suc| pthr te()
of n/sec  $.0f suc th main():476
sent * 8 * 1000000) / ((double)(now accept_loop():395 -> dereference
nn_open * 1000000) / (double)(now-start
ceed * 1000000) / (double)(now-s t locks

suc
nn_fail * 1000000) / (double)(now-start
Locksmith Checklist

Locs  CENER IR CCEI 2

e)cache_hits)/(double)(cache_hits+cache

lease verify that the locks reported at the end of each path in the path report, if

S TriaQiNg CE CKIIGIE e ety sasies imne souee cose i e fcion - or e
i val);

leep(g_time t Path 1:

} Path2:

¥ -

Path 3:

pthread_exi £(0)

0;
close(s)
fexit(0)

TIIITEETILIETIITIEIESEITIEI IS I LTI AL I LI LTI LA A
// Set the emacs indentation offset
// Local Variables: #***

Standard Interface Demo

Challenges with Standard Interface

¥ Requires lots of scrolling through code
I Hyperlinks help a little
I Still hard to keep track of theontexalong the path

¥ Need to compare multiple paths together
! Are both simultaneously realiz&bole

¥ Need to visually switch between error report
and program source code

I Adds cognitive burden
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oop(-1,

weads; i+4)

ST mEror report

395 conn_opent+;
as S e
7 (pthread_crea

) {
te(cthread, fattr, Gthread procesf client
pthread_create”);

fate(sthread, NULL, sthread main, (void ) targs) < O

jzead crante”) s

426 I1perror("

g_conn_open; g_conn_open = 0; 43 )
()
555 1

560 perror(’pthread create”);
IS | || - )

s66 for (1= 0; i < nthreads; i++)
577 (pthread create(sthread, NULL, &thread main, (void *) targs
579 perror("pihread create) ;

Path 1013 Path2of3 !w
= —
£ 483 mainci: 5 “vargy

48, ¢ “ o X “pthresd_create!
a5 ) x oin
sss .
sthread, NULL, Gthread main autospawn, (voidt) s) < (| | X *pthread_matex_unlock
) i void +
450 thread main_astospaw:
ass ¢

9_cor

1. <in knot.c>

Possible data race of
pen (xnot.ci<global>i61)

main()1601 > deroforence

lockss -

Side-by-side pat
Checklist

Multiple
simultaneou
and) searches
ate(sthread, NULL, &thread main autospawn, (void+)

targv)

wn(void %arg)

id, int s)

ﬂ##,

awn_on_demand ) {

pthread create(athread, &attr, &thread process client
f/perror("“pthread create");

"pthread create"

'it.lu'oud ioiu‘

*pthread_mutex_unlo«

x XXX

Path Report

Warning: Possible dat:
g_conn_open (Xnot.
at:
1. <in knot.c>
main():1601

locks: =

2. <in knot.c>
main():1558
thread_main_au
accept loop():

Tmmba -

#| 482 int

R 483 main(int arge, char +*wargv)
Function call a8e {
554 1L (g_spawn_on_demand)
555 {
ptospawn, (void+*) s) < { d create(sthread, NULL
ot.c - thre ut
453 void *
454 thread main_ autospawn(void %arg)
455 {
458 accept loop(-1, s8);
371 wvoid
. . 372 accept_loop(int id, int s)
in, (void +) targs) < 0! 373 {
. 376 while (1
Code folding 377 { :
_ A 395 conn_opent+;
(n_on consecutive L b o orien on demand ) {
line numbers) 425 . (pthread _create(&thr
426 //perror("pthread ¢
432 }
433 } else {
442 }
po=0; 443 )
461 )
559 {
560 perror(“pthread create"):;
IIIIIIIIIIIIIIIII. 561 }

Path Projection Demo




Informational Visualization Strategies

¥ Increase userOs memory and processing resources, ant
search for information

! Make important lines of code visible on screen
I Place related lines of code close together

¥ Use visual representation to enhance pattern matching
I Put function depPnition in colored boxes
! Format/color code to reveal program structure

¥ Encode information in a manipulable medium
I Allow users to search/highlight
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User Study: Overview

¥ Standard Viewer (SV) vs. Path Projection (PP)
¥ Task: Triage a Locksmith error report

I Decide whether it is a false positive or not
¥ Measurements

I Completion time for the task

I Qualitative feedback from users
I Observations of user behavior
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Locksmith Task Details

¥ All trials from Locksmith benchmarks
I E.g.,web server, ftp client, etc.
I Roughly 1,500 lines each
I Unfamiliar to participants

¥ One warning per trial
I No need to manage warnings
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Locksmith Task Details (contOd)

¥ No potential aliasing issues
I All shared variables and locks are global
I (Just a property of these particular warnings)

¥ Semantics-preserving simplibcations:
I Made local static variables global
I Changedvait(ysignal() to join()
I Deleted#fo or other conditional macros
I Converted someyoto/switch ~ Statements tar

20




Within-subjects Design

¥ Two possible schedules for a participant

I Same problems in same order

Session 1 Session 2
Group 1| PP (1.1,1.2,1.4SV (2.1,2.2,2.3
¥ Pros: Group 2| SV (1.1,1.2,1.d PP (2.1,2.2,2.1

I Participants can directly compare both interfaces
I Fewer problems due to individual variances

¥ Cons:

I Order effect: may prefer brst interface
I Learning effect: may become better at task over ti
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Experimental Procedure

¥ Pre-questionnaire (background/demographic)
¥ Each session
I Tutorials on data races, Locksmith, the interface
! One practice trial
I Three measured trials
- First, complete task; measure time
- Then, repeat same task and explain aloud

- Helps users learn faster, and gives us some insights

- We do nottell users whether their reasoning is correct
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Triaging Procedure

¥ We observed a major issue in our pilot study

I Many participants could not develop an effective
procedure for triaging reports

- Even with pre-experiment tutorials
¥ Problem: they donOt know how Locksmith wo
! Would double-check facts guaranteed true
- E.g.,if Locksmith says a lock is acquired, it dePnitely is

I Would miss checking facts that may be imprecise

¥ Wasted a lot of time, led to a high variance
among users, unclear were using tool right
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Checklist

¥ Developed a Locksmith-speciblecklisbf tasks
that must be completed to perform triaging

I Encodes a key human component of using the tool
¥ Two concerns of such a checklist:
I What form do error reports take?
- Locksmith reports include program paths that may race
- Checklist: Enumerates pairs of paths to check for races
I What are the sources of imprecision?
- Unrealizable paths (for this study)

- Checklist: Are both paths simultaneously realizable?
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locks: -

3. <in knot.c>
main():577 -> pthread create()
Warm_upt'r.rea.c‘ main():476
accept loop():395 -> dereference
task A

10cxs: - Pairs of racing paths (and self-racing paths

) targs
&mm Checklist

Locs  CUNNR GUEND CUEND (R R - Checkiist Demo
(&N
- Please verify that the locks reported at the end of each path in the g ort, if
any, arc co.j'cctly acquired in the source code (list the function:li rnone):
sl ‘ Submit completes
Path2: : checklist (and
Path 3 : ‘ ends trial)
Checklist Improvement Participants and Equipment
¥ Participants improved completion times by 41 ¥ 8 student participants

using the checklist
I Comparing pilot study to bPnal study

I But only anecdotal, because there were other chan
in the interface etc

I 3 undergraduates, 5 graduates

I Prior experience in C, multithreading (not necc. C)

I Self-rated experience: 3to 4

- Scale of 1: no experience to 5: very experienced

I 2 participants had experience in Locksmith and Er:
¥ Apparatus

I 24" 1920-by-1200 LCD

! Mac OS X 10.5.2

- All shortcuts disabled except for cut/copy/paste/pPnd/Pnd-next
28

¥ Interesting direction for future study
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Mean Time for All Participants Accuracy and Detailed Times
Completion times and accuracy for each trial
L Both improvements Session 1 Session 2
Completion time (sec L - i
8 p ( ) stat|st|cally S|gn|Dcant 'Lnal 11 1.2 S\/1.3 mean 2.1 2.2 2.3  mean
] : ser
¥ :gﬁﬂﬁg:&ﬁ;‘:‘er 1 8:36¥ 14:14  9:44  10:51 7:07 4:48¥ 4:02¥ 5:19
™ . 2 5:07 3:10 5:50 4:42 4116 2:29%; 2:10 2:58
N PP improvement large 5 746 234 538% 520 513 3:43% 118% 325
s SV improvement small-med 7 540 623 735  6:33 305 3:53% 2:32  3:10
[52] 6:51 3:43
User PP S,
0 627% 609 832% 703 942 5:16¥/3:11¥ 6:03
o 3 6:38 7:18  8:35 7:30 11:18,, 6:21,, 3:39 7:06
< 4 821 211 443, 505 526% 427 246% 413
6 7:11 2:52 4:50§¥ 4:57 4:33 4:06¥ 1:58¥ 3:32
6:09 5:14
o #Tabs 3 2 6 6 3 3
9' 7] * one incorrectly answered tab in the checklist
¥ Similar # of mistakes: 10 PP (10.9%),9 SV (9.8%)
o -
Session 1 Session 2
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Mouse Hover Time in Error Report Overall Impression (Qualitative)
IS
= 8 Standard Viewer 2
o Path Projection c g _
o o o [Te] !
]
(%9}
o _| < A
35
< 1
3 2 © b
0 :
g - ~ = !
> )]
g 25
28 = Standard Viewer
(N a) o Path Projection
e - Quick Confident Easy to Prefer
Session 1 Session 2 to learn of answer verify race  Path Projection
¥ 20s on average for PP, compared to 1:34 for ¢ ¥ Boxplot
I Little need to use hyperlinks under PP ! Centerline = median Box extent = quartiles
! Whiskers = min/max Dots = outliers
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Overall Impression (Qualitative)

3o
20
§5w .
" D
< -
o -
o~ _l_ —_ 1
> O
52
c o
2 2 = ] ® Standard Viewer
n A o Path Projection
Quick Confident Easy to Prefer
to learn of answer verify race  Path Projection

! No statistically signibcant differences in answers
- Small sample? Limited exposure?

! All but one preferred PP

PP Feature Ratings (Qualitative)

Very
Useful

JP7 P07

- |

Neutral
3
|

Not
Useful
1
|

Error Checklist Function Code  Multi- Query reveals
report inlining  folding query folded code

¥ All statistically signibcant vs. neutral response
¥ Generally favorable towards PP features

PP Feature Ratings (Qualitative)

Very
Useful
5
|

S N

. |

Neutral
3
|

Not
Useful
1
|

Error Checklist Function Code  Multi- Query reveals
report inlining  folding query folded code

¥ Surprisingly, liked code folding/function inlining

I Code folding was Othe best featureO or Omy favorite featul
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PP Feature Ratings (Qualitative)

Very
Useful
5
|

S N

. |

Neutral
3
|

Not
Useful
1
|

Error Checklist Function Code  Multi- Query reveals
report inlining  folding query folded code

¥ Checklist: Osaved me from having to memorize rule
¥ Two participants did not favor multi-query
! But forgot multi-query had 4 default items




Threats to Validity

¥ Results may not generalize
I Small population, students, not data race experts
I Small set of programs
I Learning effect still present
¥ Changes to programs to make task easier
I Task in experiments is very focused

I Understanding error reports generally requires wids
range of activities

¥ SV interface is not production quality
I Deliberate choice, to avoid giving any advantages
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Summary

¥ Introduced Path Projection, a new interface
I Side-by-side display of paths
I Function call inlining
I Code folding
I In general, tries to follow InfoViz principles
¥ Experimental results suggest PP
I Improves completion times
I Is liked by users

¥ Lots more to do on this topic!
http://www.cs.umd.edu/projects/PL/PP




