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Storing passwords in Linux

seed:$6$5MfvmFOaDU$CVt7…:14400:0:99999:7::

Stored in /etc/shadow

algorithm
   - 1: MD5-based
   - 2: Blowfish
   - 5: SHA-256
   - 6: SHA-512

last changed (days since 1/1/1970 : 
min #days until must change : 
max #days until must change :

#days before expire to warn :
(#days to wait from expire to disable) :

(#days this has been expired)

username salt hash



Passwords and Computer Security

• In 2012, 76% of network intrusions exploited 
weak or stolen credentials (username/password) 
• Source: Verizon data breach investigations report 

• First step after any successful intrusion: install 
sniffer or keylogger to steal more passwords 

• Second step: run cracking tools on password files 
• Cracking needed because passwords are not (or at 

least should not be) stored in the clear



Gary McKinnon
• 2001 and 2002: hacked into 97 US military and 

NASA computers searching for evidence of free 
energy suppression and UFO coverups 
• “… shut down the entire US Army’s Military District of 

Washington network of over 2000 computers for 24 hrs” 
• “…  rendered [US Naval Weapons Station Earle]’s 

entire network of over 300 computers inoperable at a 
critical time immediately following 11 September 2001” 

• Method: Perl script randomly looking for blank and 
default passwords to administrator accounts



Old password surveys
• Klein (1990) and Spafford (1992) 

• 2.7% guessed in 15 minutes, 21% in a week 
• Much more computing power is available now 

• Univ. of Michigan: 5% of passwords were “goblue” 

• Zviran and Haga (1999) 
• Password usage at DoD facility in California 
• 80% of passwords were 4-7 characters in length; 

80% used alphabetic characters only; 80% of the 
users had never changed their password



RockYou Hack (2009)
• Social gaming company 

• Database with 32 million user passwords from 
partner social networks 

• Passwords stored in the clear 

• December 2009: entire database hacked using a 
SQL injection attack and posted on the Internet



Passwords in RockYou database



2010 - Gawker  
Stored passwords encrypted
188,279 decrypted & released



2010 - Gawker  
Stored passwords encrypted
188,279 decrypted & released
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Gawker Passwords (2010)


