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Application layer
• Familiar faces: 

• HTTP (web) 
• SMTP (mail) 
• Skype 
• Bittorrent 
• Gaming ….. 

• All of these choose explicitly from the layer beneath 
them (UDP vs TCP) 
• TCP when you must have reliable, in-order delivery 

- Web, mail, BitTorrent 
• UDP when you prefer timeliness over reliability 

- Gaming, Skype



In what layer should security go?
• Fundamental principle: the end-to-end principle 

(applies to reliability in general) 

• If there is a function that can be implemented correctly 
and completely only at the end hosts, then put it there, 
not in the network. 
• Exception: the network can be used as a performance 

enhancement 

• How can TCP know what it means to secure your 
application? 
• Does it just need encryption? Key sharing? Obfuscated 

timing? ….?
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Example: SMTP (RFC 821)

These are all just packets  
and you can construct  
whatever packets you want



In what layer should security go?
• Need to understand what properties you get from 

each layer 

• If you require a property that cannot be guaranteed 
by the underlying layers, then you have to add it to 
the “end” 

• Email: how would you fix this? 
• You want authentic communication 
• Can you build it out of an unauthenticated channel?



Protecting your network
• How do you harden a set of systems against an 

external attack? 

• Challenge: attack surface 
• The more network services your machines run, the 

greater the risk 

• One approach: turn off unnecessary network services 
• But you have to know all the services 
• And sometimes trusted remote users still require access 

• Challenge: scaling to 100s or 1000s of systems



Scalable solution to management complexity

• Reduce risk by blocking from within the network 
any outsiders from having unwanted access 

• Interpose a firewall as a reference monitor on 
traffic
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Scalable solution to management 
complexity

• Reduce risk by blocking from within the network any 
outsiders from having unwanted access 

• Interpose a firewall as a reference monitor on traffic 

• Firewalls can typically cover thousands of hosts 
• Need to find a chokepoint in your network 
• Where do chokepoints normally exist?

What do we know about reference monitors?
You must ensure complete mediation



Security policies
• Network security policy: 

• what hosts are allowed to talk to what other hosts, 
• and who is allowed to access what service? 

• Distinguish between inbound and outbound 
connections 
• Outbound: internal users accessing external services 
• Inbound: external users attempting to connect to 

services on internal machines 

• Why distinguish inbound/outbound? 
• Because it fits with a common threat model



Security policies
• Firewalls permit a conceptually simple access 

control policy 
• Permit inside users to connect to any service 
• Restrict external users: 

• External users: 
• Permit connections to services that are meant to be 

externally visible 
• Deny connections services that are not meant to be 

externally visible



Expressing firewall policies
• Typically represented by a prioritized list of match/action pairs. 

• Perform the action corresponding to the highest-priority rule that 
matches 

• Example actions 
• Allow the traffic to flow 
• Drop the traffic 
• Also possibly rate-limit the traffic 

• Matching rules 
• Traditional firewall: operates over header data (src-IP, src-port, dst-IP, 

dst-port, protocol, TCP flags) 
• Application-layer firewall: also include application-layer data 

(perform “deep packet inspection” that looks at the payloads, not just 
the headers



Great firewall of China
• Uses many of the same techniques in firewalls 

• What is the difference? 

• Also uses “application-layer” firewalls 
• Inspects payloads 

- E.g., requested domain names in DNS queries 
• And can inject application-layer responses to censor 

- E.g., can reply to wikipedia.org DNS query with a lemon IP

http://wikipedia.org
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Getting around the Great Firewall of China

• If the src or dst is in the country, then all traffic must 
go through the firewall 
• Common approach: confidentiality 

- Countermeasure: block Tor traffic (or other encrypted traffic) to 
all but a specific set of hosts (for businesses who use VPNs) 

• New approach: protocol obfuscation 
- Make a protocol the country disallows (e.g., Tor) look like 

another that the country is ok with (e.g., Skype) 
• New approach: decoy routing 

- Make it look like you are talking to destination D but a router on 
the path redirects you to your true destination D’.



Getting around the Great Firewall of China

• If the src or dst is in the country, then all traffic must 
go through the firewall 
• Common approach: confidentiality 

- Countermeasure: block Tor traffic (or other encrypted traffic) to 
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Avoiding censorship from a “routing-capable adversary” 
is one of the most challenging open problems



Getting around the Great Firewall of China

• Even if neither source nor destination are in China, they 
can still be censored if their traffic goes through China 
• This censorship-in-transit is sometimes called “collateral 

damage” 
• Similar things elsewhere: “boomerang routing” leads, e.g., 

two hosts in Brazil to have their traffic routed through the 
US. 

• There is general concern as to what intermediate countries 
are doing with our traffic 

• New approach: “Alibi routing” 
• “I want to communicate with destination D but I want proof 

that my packets avoided these these regions of the 
world…”
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Underground
Economies



Underground economies
• Economics drives both the attacks and the 

defenses 

• What is for sale?  Who sells it?  How? 
• Defenders: Antivirus vendors, firewall vendors, etc. 
• What about the attackers? 

• The idea is that we may be able to stem attacks if 
we can understand 
• the incentives 
• the choke points (might there be one bank we could 

shut down to cease spam?)





• Who buys: Attackers, spies (and the 
companies who wrote the software) 
want to know about them 

• Through whom: anonymous 
middlemen (e.g. Grusq) who match 
vulnerability finders up with buyers. 
Take commission (15% typical). 

• Payment: Made in installments 
(cease payment when zero-day over)
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“Shopping for zero-days” Forbes 2012
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Spam
• Unsolicited, annoying email (or posts on blogs, 

social networks, etc.) that seeks to 
• Sell products 
• Get users to install malicious software 

• Typical defenses 
• Look for key words in the messages 
• Block certain senders (SpamHaus blacklist of IP addrs) 

• But what is the economics behind it all? 
• How do they send out so much email? 
• Are they selling real things? How?



Sending spam
• Tons of email to send, and easy to block a single IP 

address from sending 

• Need lots of IP addresses 
• But since SMTP (email) uses TCP, we need to actually 

be able to operate those IP addresses 

• Buy lots of computers? (expensive)



Sending spam
• Tons of email to send, and easy to block a single IP 

address from sending 

• Need lots of IP addresses 
• But since SMTP (email) uses TCP, we need to actually 

be able to operate those IP addresses 

• Buy lots of computers? (expensive)

Compromise lots of computers!



Botnet
• Collection of compromised machines 

(bots) under unified control of an attacker 
(botmaster) 

• Method of compromise decoupled from 
method of control 
• Launch a worm/virus, etc.: remember, 

payload is orthogonal! 

• Upon infection, a new bot “phones home” 
to rendezvous with botnet “command-
and-control” (C&C) 

• Botmaster uses C&C to push out 
commands and updates
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Botnet
• Collection of compromised machines 

(bots) under unified control of an attacker 
(botmaster) 

• Method of compromise decoupled from 
method of control 
• Launch a worm/virus, etc.: remember, 

payload is orthogonal! 

• Upon infection, a new bot “phones home” 
to rendezvous with botnet “command-
and-control” (C&C) 

• Botmaster uses C&C to push out 
commands and updates

C&C

Topology can be star (like this), 
hierarchical, peer-to-peer…



Supporting clicks
• Ideally a user will click on an embedded URL 

• Result is more complex than just going to a web server 
• Defensive measures: URL and domain blacklisting & takedown 

notices by ISPs 

• Confuse defenses (esp. blacklisting) with moving targets: 
• Redirection sites (legit-looking URL, like a URL shortener, or just 

manage DNS yourself and create throwaway domains that redirect 
to a more permanent domain) 

• Bulk domains: purchased from a reseller or as part of an affiliate 
program (more later) 

• But web servers are static, so how do we keep them from being 
shut down due to blacklisting and takedown notices?
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Bulletproof hosting sites
• Services / specific hosts are often blocked by 

appealing to their ISPs (“please block this user..”) 

• Bulletproof hosting services will refuse to block you 
(for a price) 

• Many have been taken down 
• Often linked to criminal organizations 

• Storm botnet: Controller likely run by Russian 
Business Network 
• Used Atrivo as their bulletproof hosting service



Why multiple levels of indirection
• Many workers send email 

• User clicks: gets sent to a proxy bot, who redirects to a 
web server 

• Why proxies? 
• To subvert defenses that block IP addresses 
• Keep the IP address for a given host (buydrugs.ru) moving 

• “Fast flux” network 
• Short-lived TTLs in DNS responses (hostname to IP 

address mapping changes quickly) 
• Web proxies to a set of fixed web servers

http://buydrugs.ru


Quick botnet aside…



Monetizing botnets
• General malware monetization approaches apply: 

• Keyloggers (steal financial, email, social network, etc. 
accounts) 

• Ransomware 
• Transaction generators 

- Watch user’s surfing 
- Wait to log into banking site and inject extra money, then alter 

web server replies to mask change in user balance 
- Or wait until the user clicks and inject your own, too.



Monetizing botnets
• Additionally, botnets give you massive scale 

• DDoS 
• Click fraud 
• Scam infrastructure 

- Hosting web pages (e.g., for phishing) 
- Redirection to evade blacklisting/takedown notices 

• Spam



Monetizing botnets
• Additionally, botnets give you massive scale 

• DDoS 
• Click fraud 
• Scam infrastructure 

- Hosting web pages (e.g., for phishing) 
- Redirection to evade blacklisting/takedown notices 

• Spam

None of these cause serious pain for the infected user!
Users have little incentive to prevent these



Advertising your botnet
How do you advertise the capabilities of your amazing botnet?
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Advertising your botnet

Some DNS root servers advertise query volume 
“see how much attack traffic we can fend off!”

How do you advertise the capabilities of your amazing botnet?

“Look for the surge  
4 days from now”
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Internet 

• Why not worms?



The importance of botnets
• Botnets represent the “great modern threat” of the 

Internet 

• Why not worms?
- Greater control over botnets  
- Less emergent 
- Quieter 
- Flexible



Taking down botnets



Taking down botnets
• Approach #1: prevent the initial bot infection 

• Infection is decoupled from bot’s participation in the 
botnet, so this is equivalent to preventing malware 
infections in general - hard 

• Approach #2: Take down the C&C master server 

• Botmaster counter-measures?
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Taking down botnets
• Approach #1: prevent the initial bot infection 

• Infection is decoupled from bot’s participation in the 
botnet, so this is equivalent to preventing malware 
infections in general - hard 

• Approach #2: Take down the C&C master server 

• Botmaster counter-measures?
- Move the C&C around: each day (e.g.) bots  
   generate a large list of possible domain names.  
- Try a random subset looking for C&C server. 
- Server signs its replies

Counter-counter measure?



…back to spam



Affiliate programs

• You can join an affiliate program! 
• You send out emails and get a commission (30–50%) 

• Affiliate program provides: 
• Storefront templates, shopping cart management 
• Analytics support 
• Advertising materials 
• Central web service interface for affiliates to track 

conversions and to register for payouts 
• Domains bought in bulk 
• …

Markets drive efficiency and specialization:  
some specialize in botnets, others in spam



Realization: Getting paid

Customer Issuing 
bank

Acquiring 
bank

Payment 
processor Merchant

Card association network  
(e.g., Visa, MasterCard)

Facilitates payment



Realization: Shipping goods
• Business-to-business websites will make 

connections across many different goods 
• Alibaba, EC-Plaza, ECTrade, … 

• Commonly offer “drop shipping” 
• The spambot operator does not need to purchase 

any warehouse/storage
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1. Spam delivered
2. User clicks
3. Domain registered by reg.ru
4. Nameserver hosted in China
5. Renders storefront

6. Analytics updated at affiliate
7. User makes payment; 
    acquiring bank in Azerbaijan

8. Supplier in Chennai, India  
    delivers 10 days later



Analyzing  
spam “click 
trajectories”

Measurement study  
out of UCSD



Who/what gets sold
• Three most common products sold: 

• Pharmaceuticals (vast majority) 
• Replica luxury goods 
• Counterfeit software 

• Run by relatively few affiliate programs



Few affiliate programs constitute the majority



What gets sold



Acquiring banks



So how much are spambots making?

• To understand, we would have to know: 
• Order volume (how much is sold as a result of an 

affiliate program over time?) 
• Purchasing behavior (what are people buying?) 

• Turns out you can infer these



Predicting order volume
• Most affiliate programs provide a confirmation page 

with an order number 

• This order number usually just increments
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Inferring what people buy
• EvaPharmacy (a top 5 spam-advertised pharmacy 

affiliate program): 
• 2/3 of outsourced image hosting was to compromised 

3rd party servers 

• They contacted the owners of these servers and 
asked for logs 

• Correlated image logs with purchases





Affiliate profit

Over 100k orders/month  
in this dataset alone

Some have guessed that  
“spammers make little  

money at all”
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actually buying 
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So who’s 
actually buying 

this junk?

Stop buying 
this junk!



What are 
you buying?



“Why do you rob banks?”
“Because that’s where the money is”

• Many of the centralized components of these networks get 
pursued and shut down 

• Markets lead to efficiencies and specializations 
• Lowers barrier to entry: only need a single skill 
• Some underground market activities are legal 

• Competition spurs innovation 
• Accelerates the arms race 
• Defenders must assume a more pessimistic threat model 

• Facilitates non-$ Internet attacks 
• Provides actors (political, nation-state) with cheap attack 

components

Why does the emergence of the underground economy matter?



Why studying it matters

• Like any complex system, these markets can 
themselves be infiltrated 
• Some research on infiltrating affiliate programs & 

botnets, taking over C&C 

• Can identify choke points 
• Many hosting services have been shut down 
• Draws attention to shady banks 
• Draws attention to shady doctors 

- Early spambot had one doctor writing 1500+ prescriptions per 
day

And why continuing to study it matters


