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A very basic web architecture
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DB is a separate entity,
logically (and often physically)




SQL security



Databases

Provide data storage & data manipulation
Database designer lays out the data into tables
Programmers query the database

Database Management Systems (DBMSes) provide

« semantics for how to organize data
- transactions for manipulating data sanely
- a language for creating & querying data

and APIls to interoperate with other languages

* management via users & permissions



Databases: basics
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Database transactions

Transactions are the unit of work on a database

“Give me everyone in the User table who is
listed as taking CMSC414 in the Classes table” 2 r€ads

1 transaction
“Deduct $100 from Alice: Add $100 to Bob” 2 writes

» Typically want ACID transactions

- Atomicity: Transactions complete entirely or not at all

- Consistency: The database is always in a valid state
(but not necessarily correct)

Isolation: Results from a transaction aren’t visible
until it Is complete

Durability: Once a transaction is committed, it
remains, despite, e.qg., power failures
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Server-side code
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Usemame: | Password: Log me on automatically each visit Log in I

“Login code” (php)

Sresult = mysql query(“select * from Users
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Suppose you successfully log in as $user
if this query returns any rows whatsoever



Server-side code

Website

Usemame: I Password: Log me on automatically each visit Log in I

“Login code” (php)

Sresult = mysql query(“select * from Users
where (name=‘'Suser’ and password=‘S$Spass’);"”);

Suppose you successfully log in as $user
if this query returns any rows whatsoever

How could you exploit this?



SQL injection

Usemame: Password: I Log me on automatically each visit Log in I

Sresult = mysql query(“select * from Users
where (name=‘'Suser’ and password=‘S$Spass’);"”);



SQL injection

Usemame: | Password: Log me on automatically each visit Log in I

I'n
Ny
Ny
Ny,

[y Va
N
.....
. ny
. g
. "y
. ny
** "a,
* oy,

frank’ OR 1=1); --

Sresult = mysql query(“select * from Users
where (name=‘'Suser’ and password=‘S$Spass’);"”);



SQL injection

Usemame: | Password: Log me on automatically each visit Log in I

I'n
Ny
Ny
Ny,

[y Va
N
.....
. ny
. g
. "y
. ny
** "a,
* oy,

frank’ OR 1=1); --

Sresult = mysql query(“select * from Users
where (name=‘'Suser’ and password=‘S$Spass’);"”);

Sresult = mysql query(“select * from Users where
(name=‘'frank’ OR 1=1); -- '’ and password='x");");



SQL injection
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frank’ OR 1=1); DROP TABLE Users; --

Sresult = mysql query(“select * from Users
where (name=‘'Suser’ and password=‘S$Spass’);"”);

Can chain together statements with semicolon:
STATEMENT 1 ; STATEMENT 2



SQL injection

--IIIIIIIIIIlllIlIIlIlllIllllllIlllllllllllllllllllllllllllll...

frank’ OR 1=1); DROP TABLE Users; --

Sresult = mysql query(“select * from Users
where (name=‘'Suser’ and password=‘S$Spass’);"”);

Sresult = mysql query(“select * from Users
where(name=’'frank’ OR 1=1);
DROP TABLE Users; --
‘ and password=‘whocares’);");

Can chain together statements with semicolon:
STATEMENT 1 ; STATEMENT 2
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SQL injection

XSS

CSRF

Buffer “errors”

TIME AND STATE
source cooe [l
SECURITY FEATURES |1
sa invecTion [}
RESOURCE MANAGEMENT ERRORS |
race conoiTions [

PERMISSIONS, PRIVILEGES, AND ACCESS CONTROL .

PaTH TRAVERSAL [}
PATH EQUIVALENCE |
otver [}
0S COMMAND INJECTIONS
NUMERIC ERRORS I
LOCATION |
un FoLowing [}

INSUFFICIENT VERIFICATION OF DATA AUTHENTICITY

INSUFFICIENT INFORMATION [l
INPUT VALIDATION
necTion I
INFORMATION MANAGEMENT ERRORS
INFORMATION LEAK / DIsCLOSURE [}
INDICATOR OF POOR CODE QUALITY
IMPROPER ACCESS CONTROL [l
FORMAT STRING VULNERABILITY |1
pata HANDLING [}
CRYPTOGRAPHIC ISSUES |
cross-sITe SCRIPTING (XSS) [l
CROSS-SITE REQUEST FORGERY (CSRF) |
cREDENTIALS MANAGEMENT [JJi]
CONFIGURATION |
commanD INJECTION [}
CODE INJECTION
cooe
BUFFER ERRORS |
authenTicaTion 1ssues [




TIME AND STATE
SQL injection source cooe [l
SECURITY FEATURES |1
sa invecTion [}
RESOURCE MANAGEMENT ERRORS |
race conoiTions [
PERMISSIONS, PRIVILEGES, AND ACCESS CONTROL |
PaTH TRAVERSAL [}
PATH EQUIVALENCE |
otver [}

0S COMMAND INJECTIONS
NUMERIC ERRORS I

LOCATION |

un FoLowing [}

INSUFFICIENT VERIFICATION OF DATA AUTHENTICITY
INSUFFICIENT INFORMATION [l

INPUT VALIDATION
necTion I

INFORMATION MANAGEMENT ERRORS
INFORMATION LEAK / DIsCLOSURE [}

INDICATOR OF POOR CODE QUALITY
IMPROPER ACCESS CONTROL [l
FORMAT STRING VULNERABILITY |1
pata HANDLING [}
CRYPTOGRAPHIC ISSUES |
CSRE cross-sITe SCRIPTING (XSS) [l
CROSS-SITE REQUEST FORGERY (CSRF) |
cREDENTIALS MANAGEMENT [JJi]
CONFIGURATION |
commanD INJECTION [}

CODE INJECTION
2007 2008 2009 2010 201 20°2 2013 2014 2015 2016 2017 CODE .
BUFFER ERRORS |
autHenTicaTioN IssUes [}




HI, THIS 1S

YOUR SON'S SCHOOL.

WE'RE HAVING SOME
(OMPUTER TROUBLE.

\%m

OH, DEAR - DID HE
BREAK SOMETHING?

IN AWAY /

S

!

DID YOU REALLY
NAME YOUR SON
Robert'); DROP
TABLE Students;-~ 7

~OH.YES UTTE
RBOBBY TABLES,
WE CALL HIM.

WELL, WE'VE LOST THIS

YEAR'S STUDENT RECORDS.
I HOPE YOURE HAPPY.

{

AND I H(PE
=~ YOUVE LEARNED
¢ TOSANMZE YOUR
DATARASE INPUTS,







SQL injection countermeasures

e Blacklisting: Delete the characters you don't want

e Downside: “Peter O’'Connor”
* You want these characters sometimes!
- How do you know if/when the characters are bad?



SQL injection countermeasures
1. Whitelisting

* Check that the user-provided input is in some set of
values known to be safe

* Integer within the right range

* (Given an invalid input, better to reject than to fix
- "Fixes” may introduce vulnerabilities
*  Principle of fail-safe defaults

 Downside:
- Um.. Names come from a well-known dictionary?



SQL injection countermeasures

2. Escape characters

 Escape characters that could alter control

 Hard by hand, but there are many libs & methods
« magic_quotes_gpc = On
- mysql_real_escape_string()

 Downside: Sometimes you want these in your SQL!



The underlying Issue

iSresult = mysqgl query(“select * from Users _
: where (name=‘'$Suser’ and password=‘$pass’);"”) ;i

* This one string combines the code and the data

e Similar to buffer overflows:

When the boundary between code and data blurs,
we open ourselves up to vulnerabilities



The underlying Issue

select / from / where

Users

$user password | $pass
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SQL injection countermeasures

3. Prepared statements & bind variables
Key idea: Decouple the code and the data

iSresult = mysqgl query(“select * from Users _
: where (name=‘'Suser’ and password=‘Spass’);"”);:



SQL injection countermeasures

3. Prepared statements & bind variables
Key idea: Decouple the code and the data

Sdb = new mysql(“localhost”, *“user”, *“pass”, “DB");
Sstatement = Sdb->prepare(“select * from Users

where (name=? and password=?);");

$statement->bind param(“ss”, Suser, $pass);
S$statement->execute();
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Key idea: Decouple the code and the data

Sdb = new mysql(“localhost”, *“user”, *“pass”, “DB");
Sstatement = Sdb->prepare(“select * from Users

where (name=? and password=?);"); Bind variables

$statement->bind param(“ss”, Suser, $pass);
sstatement->execute(); Bind variables are typed



SQL injection countermeasures

3. Prepared statements & bind variables
Key idea: Decouple the code and the data

$db = new mysqgl(“localhost”, *"user”, “pass”, “DB");

Sstatement = Sdb->prepare(“select * from Users
where (name=? and password=?);"); Bind variables

Decoupling lets us compile now, before binding the data

$statement->bind param(“ss”, Suser, $pass);
sstatement->execute(); Bind variables are typed



The underlying Issue

iSstatement = S$db->prepare(“”select * from Users
: where(name=? and password=?);");

select / from / where

Users

$user password | $pass




Ihe underlying Issue

§$Statement = $db_>prepare(uselect * from Users
' where (name=? and password=?);");

select / from / where

Users

password



Ihe underlying Issue

§$Statement = $db_>prepare(uselect * from Users
' where (name=? and password=?);");

Prepare is only applied
to the leaves, so the
structure of the tree
Users is fixed

select / from / where

password



Mitigating the impact

e Limit privileges
« Can limit commands and/or tables a user can access

- Allow SELECT queries on Orders_Table but not on
Creditcards_Table

- Follow the principle of least privilege
Incomplete fix, but helptul

* Encrypt sensitive data stored in the database
- May not need to encrypt Orders_Table
- But certainly encrypt Creditcards_Table.cc_numbers




FOLLOWUP READING

Steve Friedl's Unixwiz.net Tech Tips
SQL Injection Attacks by Example

the company's employees and custormers. This wes part of a larger
sacunty review, 2nd thougn we'd not actuzlly used SQL injacton to .|

penebrate a network before, we were pretly familiar with the general » ~ 'h N
cancepts. ‘We ware completely surcessful In this engagement, and wanted [l ™ ! -

Lo recount the steps taken as an illustration.

A customer as<ed that we check out his intranet site, which was used by | /}—"&W‘/-‘L?' (:’;m

Table of Contents "SQL Injection” is subset of the an

. unuverited/unsanitized user Input vulne=ahllity (“hutfer averficws™ are a
> ¥im Target [ntranet different subset), and the idea is to convince the application to run SQL
+ Schema fiedd rapping code Lhal was not intended, IF the application is creating SQL sbrings
» Fcing the tabin name nalvely on the fiy and then running them, If's stralghtfarward ta create
. FiNGing sOMe users some real surpriscs.,
» Brute-force password guessirg We'll nobe thal Lthis was g semewhal winding road with more than ene
» “he databas= sn't resdcaly wmng tum, and athars with mare experence vdll certzinly have different
v Adding 2 Acnw member -- and better -- approaches. But the fact that we were successful doas
o Mail me & passwerd SUSQEsT That we were not entirely misguided.
. Other approachas There have heen ather papers on SQL Injection, incuding Some that are
» Wiigotions much more detailed, but th's one shows the rationalc of discovery as
T T e much as Lhe process of exploitation.

| The Target Intranct

This ¢pocered W be an entirely custorm applicalion, and we hed no prior knewledge of the ecpplicaticn ner
access ta the saurce cnde: this was a2 "hlind"” attack. A hit of poking showed that this server ran Micasoft's
ILS 6 along with ASP.NET, and Lhis suggested Lhet the database weas Maosoll's SQL server: we belicve thet
thesa tecnniques can apply to nearly any wen application hacked hy any S50L server.

The login page had a2 traditlonal usemame-and-passward form, but alsa an emal -me-my-password Ink; the
latzer proved to be the cownfall of the whole system.

When enlerng an email address, Lhe syslem presumably locked in Lhe user dalabase lar Lthal email address,
and maied something to that address. Since my email adcress is not found, it wasn't going to sand me
anyihing,

Sc Lhe firsl Lestin any SQL-ish form is W enter a single quole @5 parl of the data: e inlention = Lo see |
they carstruct an SQL string lizera’ly withaut sanitizing. When suamitting the form with 2 quote 'n the email
address, we get a 500 error (server failure), 2nc this suggests that the "broken” inpul is adsal'y being
parsad literally. B'ingo.

We speculate that the underiying SQL code lacks something like this:

SELECT (ieidirst
FROM tabrie
WHERE fieid = '[SEMATIL] :

Here, EEMAIL s the address subm'ttea on the form by the usar, and the ‘arger query provides tha
gquotation marks that set it off as a literal string. We don't know the specdific names of the fields or table
involved, but we do know Lher naturs, and we'll make seme good guesses laler,

L — e EEEEE———_




