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Number stations: Spies use small FM
transmitters to broadcast encoded messages;
the set of potential receivers is everyone
within broadcast range
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SENDER-ANONYMITY: RECEIVER-ANONYMITY:

An attacker overhearing communication An attacker overhearing communication
cannot determine the true sender from a cannot determine the true receiver from a
larger set of potential senders. larger set of potential receivers.
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SENDER-RECEIVER-ANONYMITY:
An attacker overhearing communication cannot determine
the communicating pair from a larger set of potential pairs.

(The attacker might learn the sender or the receiver, but not both)



QUANTIFYING ANONYMITY
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ANONYMITY SET:

To quantify “how anonymous” a system / protocol is,
we think of how large the anonymity set is: the set of other
potential users / computers that could have performed the action

Intuition: Example:
The more other people it might have In a densely populated area, the
been, the less likely they can pin it to anonymity set of a number station can

any individual user be tens of millions



ANONYMITY IS NOT PRIVACY (NOT EXACTLY)

Both of these are fungible terms, but generally speaking...

PRIVACY: ANONYMITY:
Maintaining confidentiality about an entity’s Maintaining confidentiality about with
personally-identifying information (PII) whom (or whether) an entity communicates

The connection is complicated:
With whom you communicate is a form of Pl

Sharing PIl can de-anonymize your communication

This lecture: we will focus on anonymous communication
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Everyone knows
THEIR b|eft and bright

The message m

(Whether or not they sent it)

No one learns
The remaining bit

No one learns

Any information about who
sent the message

If bag = 0 If bag = 1
If A sent m, he would have sent 0&0 =0 If A sent m, he would have sent T®@1®0 =0
If B sent m, he would have sent 1®@0®0 = 1 If B sent m, he would have sent 1®0 = 1
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DINING CRYPTOGRAPHERS IN PRACTICE

INSTEAD OF SENDING BITS
Send streams of packets; flip multiple coints

HOW CAN MORE THAN ONE PERSON NEEDS TO SEND A MESSAGE?
Take turns? But what happens when two try to send at once?

DIFFICULT BUT NOT IMPOSSIBLE TO SCALE UP
In practice we use something else...
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Introduction

Thres crystographers gx¢ sitting down to dinnce at their favorite three-star res-
taurant, Thewr wailer informs them that arrangements have been made with the
maitre d'hotel for the hillta be paid anonymously. One of the erypragraphers might
Le paying for the dinger, or it 2uight have been NSA (U.S. Naticaal Secutity Agency).
The three cryptographers respect cach other’s right to make an anonymous pay-
ment, but they wonder if NSA 15 paving. | hey resolve their uncertamty farly by
carry'ng aut tha following pratecol:

Each cryptographer flips an unbiased coin behind his menu, between him and
the cryptographer on his right. so that only the two of them can sec the outcome.
Each eryptographer then states alond whether the twa coins he can see—the one
he flipped &nd the one his kefi-hznd neighbor fipped-—fell on the same side or on
different sides If one of the eryptogrephers i the payer, he states the opposite of
what be sees, An odd number of Jdilerences utiered at (be table mdacaies that «
cryptographer i3 paying: an oven number indicates that NSA is paying (assuming
that the dinner was paxd for only once], Yet if a crvptographet s paying, ngither of
tke other two Jearns anything from the unterances cbout which cryptographer it is

‘Tosee why the protocal is uacondiuonally secure ifcar med out fathivlly, consider
the dilemmz of & cryptographer who is not the payer and wishes to find out which
cryptographeris (ITNSA nays, there is no ananvmity prohlem ) There ate twa cases
In case (1) the two coins Le sees are the same, one of the other cryplographess said
“differen:,” and the other ¢ne <aid “same." 17 the hidden omeome was the same a<
the two outcomes he sees, the coyptographer who said “different” is the payer, if the
cueeme was dilferens, the one who said “same™ i the payer. But since the hidden
coin is fair, both posabilitics are cqually likely. In case (2) the cons he sees are
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Universicy of Calitornia, Berbeley
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ttons. Applivents retain thee exclusive ababily o (orm
digical signateres. coniospoading (o Chalr  peoudion) ms.
Electivas in which uny intervsled purly cun verily chut
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This woek was panikaliy 5s r;-m dhe Nagoed Science Pova-
daiice wazer Gram MCS 1820753 wod by bz Air Foroy Offca of
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of mesage cament for thousands of years [3]. Recently,
same new solitinns 1o the “key diainbarion prohlem™
(the prablem of peoviding cach communicsst with &
secret key) have beea sopgested |2, 4), wader the name o
public key erypeogmpny. Ancther cryprogrushic prob-
Tem, “whe teaffic aralvss prablem™ (the problem of kecp-
ing confidential whe converset with whem, and when
1bey convere), wiil become increasingly imporant with
tar growih of clecurcnie meil Tals pager presnn &
salution 1o rhe R aga'ys i3 prodlem har s based on
rolic key crypragraphy. Basan has solved the traffic
analysis problem for =etworks [1], kot requires each
parcsipar: oo trust o commen outheriry. [n comemse,
sysiems Pased ca the wilution advarced here cas ke
conpeoamsed ooly by subverdon o conspieacy of tll of
a st1 of suthorites. 1czallhy, each panicipamt is an au-
ority.

The following rea seerbans inmraduce the mataion
and assuzaptons. Then the basic comeepts are imroduced
for sce special cases involving a series of oee or more
authqritizs. The flma) section covers geperal purpose mil
newwarks,
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Lamaeane hecames nower of 2 pohlic key crypiosyass
(like that of Rives:, Shamir, snd Adlemar [S]) by creating,
o pulr of keys & and K7 from o suwhle randomly
pencamed axed. The public key K s made keoywn o ihe
cther users or anyene olse who cares @0 know i the
prvase key £ ' us cever dinulged. The endovplion of X
with key K will be dzzmed A(X), and i jwst the lmage
of X under cthe mapping ‘mpemented by the erypo-
graphic agonthe nsing key A The increastd urility of
these plgaritams oner momversieral 3l goeth=i resalis
because the 1wo keys e invenses of ¢ach ccher, in the
sense (har

KUK(E) - KK 1A= A

A messsge X 1« seaded with 3 pubiic key & sadhat anly
the halder ofthe privaie key X ' cun disoaver ins coment.
If X is simply encrymaed with £ then aeyone conld verify
A pincss 171 ¥ o X by checking wheker K(Y) = K(Y)
This threa can be eimios iod by atinc¥ing w birge siring
of madom bhs Rt X before encrvptiag. The sealing of
X with K i3 then Ecnencd K(R, X). A usce ~iprr same
material X by pacpending a 1arge eomeant O (a1l zeros,
for eaamgle) and then encoypang with Us prvale key,
Ssaoted XY C, X = ¥ Asyome can verify that ¥ kis
een signed by lhc nolder of K77 and determin: the

agnsd matter X, by forming A Yy= O X and cheeking
e
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The appeoach (eken hers is hased an wo imponant
1 peions:

“ Corrmpmns ehinmn Felwaary 191
o Vuarseld
e ACM Newrnles ¥
L ———— T



