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Context

¥ The security behavior of long running programs 
changes frequently.

¥  Principals can enter and leave the system

¥  A principal's privilege level can change

¥ But, most security-typed languages assume 
that these kinds of changes never occur.



Contributions

¥RX: a new security-typed language

¥ Maintains the conÞdentiality and integrity of data 
even in the presence of an evolving security policy.

¥ Includes a novel treatment of labels as roles derived 
from a role-based policy language.

¥ Models information ßows through the state of the 
policy by a formal treatment of metapolicy.

¥ Gives the programmer control over the effect of 
policy updates by using a transactional model of 
memory.
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Arbitrary Policy Change is Dangerous

¥The timing of an update can cause undesirable 
information ßows.

¥The context in which an update occurs can 
can allow an adversary to control which data 
she is allowed to observe.

¥Policy updates can cause the policy to 
become a channel of secret information.



Timing of an Update is Critical

¥ Only members of clinicX 
can view patientRec

¥ Updating policy at L2 
allows Doc to view 
patientRec even when not a 
member of clinicX

¥ Update at L4 invalidates the 
check in L1, but the ßow 
has already occurred

¥ Update at L6 might seem to 
be ok, but can also be 
problematic

L1: if  (Doc actsFor clinicX)) {
L2:
L3:   show(Doc, patientRec)
L4:
L5: }
L6:

resign(Doc, clinicX) (policy change)



Transitive Flows

¥ Update at L4 deletes an 
actsFor edge between A and 
B and simultaneously adds 
one between C and A.

¥ L4 invalidates the check at 
L1, but it isnÕt within the 
scope of L1 --- should such 
an update be ok?

¥ The result is that the 
contents of Brec are copied 
to Crec, and  C actsFor B is 
not stated by ! or !Õ.

L0: initial ! :  A actsFor B, C 

L1: if (A actsFor B) {
L2:    Arec := Brec
L3: }

L4: change !Õ :  B, C actsFor A

L5: if (C actsFor A) {
L6:    Crec := Arec
L7: }



Policy Integrity

¥ Principals state their 
security preferences 
through the policy.

¥ Suppose conditionX is 
controlled by the attacker; 
then the update in L2 can 
be triggered by the 
attacker.

¥ Who is affected by the 
update in L2? Policy 
ownership is important.

L0: initial ! :  A actsFor B, C 
L1: if (conditionX) 
L2: change !Õ :  A, B actsFor C



Policy as an Information Channel

¥ Policy updates can depend 
on secret data.

¥ If attacker discovers that 
DrBob is PatÕs doctor, then 
he can conclude that Pat 
has HIV.

L1: if (patHasHIV) {
L2: change !Õ: DrBob actsFor Pat
L3: }



Design Goals

¥ One size does not Þt all with respect to the 
timing of policy updates. Must provide some way 
of controlling when policy updates take effect. 

¥ Principals state their security requirements 
through policy. Changes to policy must be 
authorized by the appropriate principals.

¥ The state of a changing policy can become a 
channel of information. Must prevent leaks 
through this channel too. 



RX:  A Secure Language with Policy Updates

¥ Types contain a security label constructed from RT roles.

¥ A query construct that examines the runtime policy to establish 
relations between roles.

¥ An update construct that allows the policy to be changed from 
within the program itself.

¥ A transactional semantics that allows the programmer to 
control how policy updates take effect.

¥ A formal treatment of information ßows through the state of the 
policy.



RX uses a role-based policy language



Why not the DLM?
¥ Policy in the DLM consists of 

1. A lattice specifying the actsFor relation between principals

2. Data tagged by labels specifying how the data is permitted to 
be used. 

¥ A label is owned by a principal and is literally a set of 
principals. 

¥ Unclear ownership of the actsFor lattice makes it difÞcult to 
constrain who can change the lattice

¥ Labels as literal sets means that policy change requires a 
relabeling of data

¥ The actsFor hierarchy is too coarse-grained.  A principal 
delegates all his privileges to another or none.



RT0:  A Role-based Policy Language

For the remainderof this section,we Þrst presentthe
RT0 policy languagethatformsthecoreof our labelmodel.
Thenwe presentthesyntaxandtyping rulesof the RXcore,
thecoreof our full languageRX, which usesRT0 rolesfor
securitylabels.

2.3 RT0: A Role-basedPolicy Language
RT0 is the simplestmemberof the RT framework of

role-basedpolicy languages[12]; it is summarizedin Fig-
ure 1. A role ! in RT0 hasthe form P.r , whereprinci-
pal P is the roleÕs owner and r is the roleÕs name. We
often write A, B , etc. as sampleprincipalsP. We use
the function owner(! ) to extract the owner of ! (so that
owner(P.r ) = P).

Policy statements s have two forms1 P.r !
{ P1, . . . , Pn } andP1.r 1 ! P2.r 2. TheÞrstform indicates
simplemembership,thatprincipalsPi aremembersof role
P.r . Thesecondform is asimpleroledelegationstatement,
which indicatesthatall membersof therole P2.r 2 arealso
membersof P1.r 1. We usethe function roledef(s) to de-
notetherole ! deÞnedby thepolicy statements: for exam-
ple, roledef(A.r ! { B } ) is A.r .

Thesemanticsof a role ! is a setof principalsandis de-
terminedaccordingto apolicy ! by thefunction[[á]]! . Intu-
itively, [[! ]]! includesall elementsof X where! ! X " ! ,
alongwith all elementsof [[! ! ]]! where! ! ! ! " ! . It is
deÞnedformally below.

[[! ]]! = S! (! , ! )
S! 0 (! , ! ) = !
S! 0 (! , { ! " X } # ! ) = X # S! 0 (! , ! )
S! 0 (! , { ! " ! ! } # ! ) = [[! ! ]]! 0 \{ ! " ! ! } # S! 0 (! , ! )
S! 0 (! , { s} # ! ) = S! 0 (! , ! ) if roledef (s) $= !

An exampleof an RT0 policy ! is given in Figure 1,
which modelsthe privacy of a patientÕs healthcaredocu-
ments. The example deÞnesrolesownedby threeprinci-
pals: Pat , a patient; Clinic , a specializedmedical treat-
mentcenterwherePat is currentlya patient;andDrPhil ,
a doctor not afÞliated with the clinic. The policy state-
mentsdeÞneseveral roles that capturethe afÞliationsjust
mentioned.Pat .doctorsis deÞnedvia two statements.The
ÞrstsaysthatDrSue (a family doctor)is PatÕs doctor. The
secondstatementis a delegation to Clinic .staff, indicating
that PatÕs doctorsalso includethe practitionersthat work
at the clinic, which accordingto the policy in Figure 1,
is currently just the two principalsDrA lice and DrBob.
Pat .insurersincludesall insurancecompanieswith which
Pat hasapolicyÑthis is thesinglecompany BCBS deÞned
throughsimplemembership.Clinic .insuranceCosis theset

1RT0 also includesintersectionand linking inclusion. Thesestate-
mentsaresupportedby our label model,but we elide themherefor sim-
plicity.

princi pal P
princi pal sets X ::= { P1, . . . , Pn }
role ! ::= P.r
policy stmt s ::= ! " X | ! 1 " ! 2

policy ! ::= { s1, . . . , sn }

Pat .doctors " { DrSue}
Pat .doctors " Clinic .staff
Pat .insurers " { BCBS}
Pat .healthRecords " Pat .doctors
Clinic .staff " { DrA lice,DrB ob}
Clinic .insuranceCos " { BCBS, Aetna}
DrPhil .self " { DrPhil }

Figure 1. Syntax of RT0 and a sample polic y.

of insurancecompaniesacceptedby theclinic. Finally, the
lastdeÞnitionownedby DrPhil includesonly himself.

The semantics of the role Pat .doctors and of
Pat .insurers accordingto this samplepolicy are:

[[Pat .doctors]]! = { DrA lice, DrB ob, DrSue}
[[Pat .insurers]]! = { BCBS}

2.4 The RXcore Programming Language
RXcore is a simpleimperative languagewith securityla-

bels. Its syntax is shown at the top of Figure2. Labels"
in RXcore areeitheratomic labelsL or the join of two la-
belsaccordingto the lattice ordering. An atomic label is
merelya role ! . Labelsareorderedaccordingto the judg-
ment! # "1 $ "2, where! is anRT0 policy asdescribed
above. For atomiclabels,this orderingis accordingto the
semanticsof rolesassets:

! # ! 1 $ ! 2 %& [[! 2]]! ' [[! 1]]!

Note that the label orderingrelation ($ ) is the reverse
of thesubsetrelation(' ) over role membership.That is, a
rolethathasalargersetof membersis alowersecuritylevel
thana role with fewer members,sincestrictly moreprinci-
palscanreaddatalabeledby it. Extendingthis orderingto
compoundlabelsis straightforwardby interpretingthejoin
operatorassetintersection.

RXcore containsa single basetype (bool) subscripted
with a securitylevel (We addanotherbasetype whenex-
tendingRXcore to RX.). Therearetwo typing judgmentsfor
RXcore, shown at the bottomof Figure2. Expressiontyp-
ings " # E : # statethat in context " the expressionE
hastype #. Statementtypings" # S statethat statement
S is well formedwith respectto the context " . The con-
text " hasthreeelements:theenvironment#, theprogram
counterlabel pc andthepolicy context Q. Here# is a map
from variablesto types,andpc is simply a label " that is
usedto boundthe effect of writing to memory, to prevent
indirectinformationßows[19]. WediscussQ below. In the
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An exampleof an RT0 policy ! is given in Figure 1,
which modelsthe privacy of a patientÕs healthcaredocu-
ments. The example deÞnesrolesownedby threeprinci-
pals: Pat , a patient; Clinic , a specializedmedical treat-
mentcenterwherePat is currentlya patient;andDrPhil ,
a doctor not afÞliated with the clinic. The policy state-
mentsdeÞneseveral roles that capturethe afÞliationsjust
mentioned.Pat .doctorsis deÞnedvia two statements.The
ÞrstsaysthatDrSue (a family doctor)is PatÕs doctor. The
secondstatementis a delegation to Clinic .staff, indicating
that PatÕs doctorsalso includethe practitionersthat work
at the clinic, which accordingto the policy in Figure 1,
is currently just the two principalsDrA lice and DrBob.
Pat .insurersincludesall insurancecompanieswith which
Pat hasapolicyÑthis is thesinglecompany BCBS deÞned
throughsimplemembership.Clinic .insuranceCosis theset

1RT0 also includesintersectionand linking inclusion. Thesestate-
mentsaresupportedby our label model,but we elide themherefor sim-
plicity.

princi pal P
princi pal sets X ::= { P1, . . . , Pn }
role ! ::= P.r
policy stmt s ::= ! " X | ! 1 " ! 2

policy ! ::= { s1, . . . , sn }

Pat .doctors " { DrSue}
Pat .doctors " Clinic .staff
Pat .insurers " { BCBS}
Pat .healthRecords " Pat .doctors
Clinic .staff " { DrA lice,DrB ob}
Clinic .insuranceCos " { BCBS, Aetna}
DrPhil .self " { DrPhil }

Figure 1. Syntax of RT0 and a sample polic y.

of insurancecompaniesacceptedby theclinic. Finally, the
lastdeÞnitionownedby DrPhil includesonly himself.

The semantics of the role Pat .doctors and of
Pat .insurers accordingto this samplepolicy are:

[[Pat .doctors]]! = { DrA lice, DrB ob, DrSue}
[[Pat .insurers]]! = { BCBS}

2.4 The RXcore Programming Language
RXcore is a simpleimperative languagewith securityla-

bels. Its syntax is shown at the top of Figure2. Labels"
in RXcore areeitheratomic labelsL or the join of two la-
belsaccordingto the lattice ordering. An atomic label is
merelya role ! . Labelsareorderedaccordingto the judg-
ment! # "1 $ "2, where! is anRT0 policy asdescribed
above. For atomiclabels,this orderingis accordingto the
semanticsof rolesassets:

! # ! 1 $ ! 2 %& [[! 2]]! ' [[! 1]]!

Note that the label orderingrelation ($ ) is the reverse
of thesubsetrelation(' ) over role membership.That is, a
rolethathasalargersetof membersis alowersecuritylevel
thana role with fewer members,sincestrictly moreprinci-
palscanreaddatalabeledby it. Extendingthis orderingto
compoundlabelsis straightforwardby interpretingthejoin
operatorassetintersection.

RXcore containsa single basetype (bool) subscripted
with a securitylevel (We addanotherbasetype whenex-
tendingRXcore to RX.). Therearetwo typing judgmentsfor
RXcore, shown at the bottomof Figure2. Expressiontyp-
ings " # E : # statethat in context " the expressionE
hastype #. Statementtypings" # S statethat statement
S is well formedwith respectto the context " . The con-
text " hasthreeelements:theenvironment#, theprogram
counterlabel pc andthepolicy context Q. Here# is a map
from variablesto types,andpc is simply a label " that is
usedto boundthe effect of writing to memory, to prevent
indirectinformationßows[19]. WediscussQ below. In the
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above. For atomiclabels,this orderingis accordingto the
semanticsof rolesassets:

! # ! 1 $ ! 2 %& [[! 2]]! ' [[! 1]]!
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thana role with fewer members,sincestrictly moreprinci-
palscanreaddatalabeledby it. Extendingthis orderingto
compoundlabelsis straightforwardby interpretingthejoin
operatorassetintersection.

RXcore containsa single basetype (bool) subscripted
with a securitylevel (We addanotherbasetype whenex-
tendingRXcore to RX.). Therearetwo typing judgmentsfor
RXcore, shown at the bottomof Figure2. Expressiontyp-
ings " # E : # statethat in context " the expressionE
hastype #. Statementtypings" # S statethat statement
S is well formedwith respectto the context " . The con-
text " hasthreeelements:theenvironment#, theprogram
counterlabel pc andthepolicy context Q. Here# is a map
from variablesto types,andpc is simply a label " that is
usedto boundthe effect of writing to memory, to prevent
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A sample policy



BeneÞts of a Role-based Policy

¥ Owned Roles: The role A.r is owned by principal A

¥Only A can add or remove statements deÞning A.r

¥Membership is distinct from delegation

¥A.r       B states that A considers B to be in the A.r role

¥A.r       B.r states that A considers all members of B.r to also be 
in A.r. B can introduce new members into A.r by altering B.r

¥Ownership and Delegation together deÞne who can change which 
parts of a policy



Roles as Labels
atomic labels L ::= ! | C! (! ) | I ! (! )
compound labels " ::= (L C , L I ) | " ! "
types t ::= . . . | pol
queries q ::= L 1 " L 2

policy context Q ::= { q1, . . . , qn }
update # ::= add | del
updates ! ::= #s | #s, !
expressions E ::= . . . | !
statements S ::= . . . | if (q) S1 S2

| update E | trans Q S

Figure 3. RX syntax, based on RXcore.

icy assumptionsstatedin Q causeall memoryeffectsof the
S toberolledback.ThisensuresthatmodiÞcationstomem-
ory by S areconsistentwith respectto asinglepolicy.

We Þrst introducethe intuitive idea behind thesenew
constructsby example. We then presentthe formal dy-
namicandstaticsemantics.We concludewith a discussion
of metapolicies.

3.2 Moti vating Examples
Example1. A fragmentof a programthatmightbeusedto
createthesamplehealthcarepolicy in Figure1:

if(patAcceptsTreatment)
if( Clinic .insuranceCos " Pat .insurers)

update(add( Pat .doctors # Clinic .staff))

In theexample,thevariablepatAcceptsTreatment in-
dicatesthatPat hasagreedto betreatedat theClinic . As a
result,theprogramwill updatePatÕs policy to includethe
Clinic Õsstaff in herauthorizedlist of doctors,but only after
ensuringthat the Clinic acceptspaymentfrom her insur-
anceprovider.2

Thepolicy updatestatementexecutesonly if theruntime
policy ! satisÞesthelabelorderingrelationthatappearsin
thesecondif-statement.Thusit is safeto assumethis label
orderingwhentype-checkingthe updatestatementsinceit
will alwaysbetruewhenthestatementexecutes.Thepolicy
context Q is usedto accumulatetheresultof labelordering
queriesthatappearin enclosingscopesandis usedto stati-
cally prove labelorderings.

This program has a number of potential information
leaks. Supposethat patAcceptsTreatment is private to
only Pat and staff at the Clinic , but that the contents
of Pat .doctorsis public. Then an adversarycould learn
the secretvalue of patAcceptsTreatment by observing
Pat .doctors.This leakoccursbecausepolicy is essentially
anotherkind of data,which suggestswe mustprotectit in

2This exampleis a bit artiÞcial: in practice,onewould alsoneedto
checkthat Pat .insurersis not empty(i.e. shehassomeinsurance);such
a checkcouldeasilybeadded.Also, this checkfails if Pat .insurerscon-
tainssomeprincipalnot in Cli nic .insuranceCos.Handlingthecondition
correctlywouldrequireintersectionrolesthatwehaveomittedfor simplic-
ity in this paper.

the sameway as we protectvariables. Thereis a similar
dependency betweenthe contentsof Clinic .insuranceCos
and Pat .insurersand the contentsof Pat .doctors. The
changeto the latter may indirectly reveal information to
an adversaryabout the former (i.e., that the membersof
Pat .insurersareincludedin Clinic .insuranceCos).To ad-
dressboth cases,we deÞnethe metapolicylabel of role
! to be lab(! ), and usethis label to protectpolicy infor-
mation. Protecting policy informationinvolvesbothconÞ-
dentiality andintegrity concerns.In particular, the depen-
dency betweenthe variable patAcceptsTreatment and
the updateto role Pat .doctorsimplies that the contentsof
patAcceptsTreatment shouldbe trustedby Pat ; other-
wise,a maliciousadversarycouldmodify this variableand
affect an unauthorizedchangeto PatÕs policy. Therefore,
RX labelshave theform (L C , L I ), whereL C describesthe
conÞdentialitylevel andL I describestheintegrity level. As
a result,we mustdeÞneboth conÞdentialityand integrity
of rolesaswell, with lab(! ) = (C! (! ), I ! (! )) . Herethe
metapoliciesC! (! ) andI ! (! ) maydependontheownerof
therole ! anddelegationinformationin thepolicy ! . Sec-
tion 3.5will discusspossiblechoicesof metapolicy.

Example 2. A program that leaks information
across updates to the policy in Figure 1, motivating
RXÕs transactional semantics. Assume" as below:

clinicRec : bool( Clinic .sta " ,Clinic .sta " ) ,
patSymptoms : bool( Pat .healt hReco rds ,Pat .healt hReco rds) ,
philRec : bool( Dr Phil .self ,Dr Phil .self )

S1: if( Pat .healthRecords " Clinic .staff)
clinicRec := patSymptoms;

S2: if(leaveClinic)
update(del( Pat .doctors # Clinic .staff));

S3: update(add( Clinic .staff # { DrPhil }));
S4: if( Clinic .staff " DrPhil .self)

philRec := clinicRec

Here,patSymptomscontainsdataconÞdentialto mem-
bersof therolePat .healthRecords.Line S1copiesthisdata
into theClinic records,which is permittedby thepolicy in
Figure1. If the patientdecidesto leave the clinic, repre-
sentedby the variable leaveClinic in line S2, the pol-
icy is updatedto remove theClinic .staff from Pat .doctors.
Subsequently, DrPhil joinstheclinic andis thereforeadded
aspartof Clinic .staff. If this policy updatesucceeds,then
the programcan copy datafrom the clinicRec variable
into philRec , which can be labeledby role DrPhil .self.
Consequently, DrPhil is able to view the patSymptoms
even thoughthis informationßow is permittedby neither
the original nor the new policy. This is an exampleof a
unintendedtransitiveßow.

The unintendedßow is causedbecausethe label order-
ing relation(Pat .healthRecords! Clinic .staff) neededto
justify theßow of informationin theassignmentof S1was

atomic labels L ::= ! | C! (! ) | I ! (! )
compound labels " ::= (L C , L I ) | " ! "
types t ::= . . . | pol
queries q ::= L 1 " L 2

policy context Q ::= { q1, . . . , qn }
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| update E | trans Q S

Figure 3. RX syntax, based on RXcore.
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even thoughthis informationßow is permittedby neither
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The unintendedßow is causedbecausethe label order-
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atomic labels L ::= !
compound labels " ::= L | " ! "
types t ::= bool
securi ty types # ::= t !

policy context Q ::= !
typing context " ::= (#, pc, Q)
expressions E ::= true | false | x | E1 " E2

statements S ::= skip | x := E | S1; S2

| while (E ) S | if (E ) S1 S2

" # true : bool! " # false : bool! " # x : " .#(x)

" # E1 : bool! 1 " # E2 : bool! 2

" # E1 " E2 : bool! 1 ! ! 2

" # S1 " # S2

" # S1; S2

" # skip
" # E : bool! " [pc = " .pc ! "] # S

" # while (E ) S

" # E : bool! " [pc = " .pc ! "] # Si i $ { 1, 2}

" # if (E ) S1 S2

" .#(x) = t ! " # E : t ! " .Q # " .pc % "
" # x := E

" # E : bool! ! " .Q # "" % "
" # E : bool!

Figure 2. RXcore syntax and typing.

typing ruleswe projecttheelementsof the ! tuplevia the
dot notation;for example,! .pc is thepc componentof ! .
Wewrite ! [pc = pc!] to representthecontext thatis identi-
cal to ! exceptthepc componentis replacedwith thevalue
pc! (andsimilarly for othercomponentsof acontext).

As in othersecurity-typedlanguages,type checkingin
RXcore is equivalentto securitychecking:if programS type
checks,whenexecutedit will not leak informationin vio-
lation of its policy. Thepolicy context Q is a compile-time
approximationof theactualpolicy " atruntimewith which
S will beexecuted.In RXcore andmostsecurity-typedlan-
guages,Q and " are synonymous. That is, in theselan-
guages,it is assumedthat the policy to be appliedto the
entire executionof S is known when S is compiled. We
distinguishbetweenpolicy context Q andpolicy " now in
anticipationof thefull RX in Section 3, for whichpolicies"
will evolveover time. Otherthanthisdifference,thetyping
rulesin Figure2 arestandard[24].

To illustratehow thetypingjudgmentsof RX0 preventil-
legal informationßows, considertyping thefollowing pro-
gramin anenvironmentwherex is a high-securitylocation
andy a low-securitylocation.

if (x) (y := true ) (y := false )

In this program,althoughthecontentsof x arenot directly
assignedto y, the valuestoredin x is successfullycopied
into y. Thisis becausethebranchesof theif-statementcarry

informationaboutthecontentsof thehigh-securitylocation
x. To preventsuchßows, the rule for if-statementschecks
eachbranchin a context wherethe effect lower-boundpc
is strengthenedto be no lessthan the securitylevel of x.
Whentyping the branches,the last premiseof the rule for
assignmentrequiresthelabelof y to beno lessthantheef-
fect lower-bound.In our example,sincey is a low-security
location,this premiseis not satisÞedandtheprogramfails
to type-check.

3 RX: Adding Policy Updatesto RXcore

This sectionpresentsthe remainingfeaturesof the full
languageRX, which include (1) policy queriesby which
programscanexaminethecurrentpolicy duringexecution,
and(2) policyupdates, by whichprogramscanaddor delete
statementsfrom thecurrentpolicy. Thetypesystemensures
noneof theseoperationswill leakconÞdentialinformation,
asproven in the next section. In addition,becausepolicy
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ous work on robust declassiÞcation[26, 15]. Intuitively,
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changesto policy becomea potentialconduitfor illegal in-
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tectingtheconÞdentialityandintegrity of roles.

3.1 RX Syntax

The syntaxof RX is shown in Figure3. It differs from
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stractoperatorsC! (! ) andI ! (! ) to representmetapolicies
that deÞnethe conÞdentiality and integrity of roles. Like
roles themselves, metapoliciesare interpretedas setsof
principals. Full labels,", arenow joins of pairsconsisting
of a conÞdentiality componentandanintegrity component,
which restrictswherepolicy updatesmayoccur.

Policy queries,q, areusedin thestatementif (q) S1 S2

to branchto S1 or S2 dependingonwhetherthequeryL 1 !
L 2 holdsaccordingto thecurrentdynamic policy " . Policy
contextsQ usedfor typecheckingtheprogramnow consist
of asetof queries{ q1, . . . , qn } thatrepresenttheknowledge
gainedabouttherun timepolicy throughpolicy queries.

ExpressionsE areaugmentedto includecollections#
of policy mutationstatements#s. Thetypelanguageis ex-
tendedto include the type pol! which standsfor the type
of policy mutationstatementsat securitylevel ", where" is
deÞnedby a metapolicy. Thestatementupdate E is used
to changethecurrentpolicy by addingor deletinga collec-
tion of policy statements{ s1, . . . , sn } whereeachsi results
from theevaluationof E to # = #1s1, . . . , #n sn .

Finally, the statementtrans Q S createsa transaction
with policy context Q. Policy updatesin S thatviolatepol-

¥Atomic labels are roles; roles are interpreted as sets

¥Adds a level of indirection: by changing the deÞnition of a role the 
security level of a type can change, but the label does not. 

¥Labels contain a conÞdentiality and an integrity 
component --- compound labels are interpreted as a pair 
of sets

¥Labels are arranged on a lattice according their 
interpretation  



A Program Updates Its Own Security Policy 

¥Can add or delete RT0 statements from the 
policy

¥ " 1 ::= add Pat.docs     Clinic.staff

¥ " 2 ::= del Clinic.staff     DrBob

¥ Individual "Õs are grouped together to take effect 
atomically.



Timing of Updates

¥ Assume clinicRec is conÞdential to members of Clinic.staff and 
patSymptoms to Pat.healthRecords. 

¥ Assignment in S1 is justiÞed by the policy query

¥ The policy update in S2 may alter the result of the query in S1

¥ Should such an update be allowed?

¥ What if S2 was nested within S1?

atomic labels L ::= ! | C! (! ) | I ! (! )
compound labels " ::= (L C , L I ) | " ! "
types t ::= . . . | pol
queries q ::= L 1 " L 2

policy context Q ::= { q1, . . . , qn }
update # ::= add | del
updates ! ::= #s | #s, !
expressions E ::= . . . | !
statements S ::= . . . | if (q) S1 S2

| update E | trans Q S

Figure 3. RX syntax, based on RXcore.

icy assumptionsstatedin Q causeall memoryeffectsof the
S toberolledback.ThisensuresthatmodiÞcationstomem-
ory by S areconsistentwith respectto asinglepolicy.

We Þrst introducethe intuitive idea behind thesenew
constructsby example. We then presentthe formal dy-
namicandstaticsemantics.We concludewith a discussion
of metapolicies.

3.2 Moti vating Examples
Example1. A fragmentof a programthatmightbeusedto
createthesamplehealthcarepolicy in Figure1:

if(patAcceptsTreatment)
if( Clinic .insuranceCos " Pat .insurers)

update(add( Pat .doctors # Clinic .staff))

In theexample,thevariablepatAcceptsTreatment in-
dicatesthatPat hasagreedto betreatedat theClinic . As a
result,theprogramwill updatePatÕs policy to includethe
Clinic Õsstaff in herauthorizedlist of doctors,but only after
ensuringthat the Clinic acceptspaymentfrom her insur-
anceprovider.2

Thepolicy updatestatementexecutesonly if theruntime
policy ! satisÞesthelabelorderingrelationthatappearsin
thesecondif-statement.Thusit is safeto assumethis label
orderingwhentype-checkingthe updatestatementsinceit
will alwaysbetruewhenthestatementexecutes.Thepolicy
context Q is usedto accumulatetheresultof labelordering
queriesthatappearin enclosingscopesandis usedto stati-
cally prove labelorderings.

This program has a number of potential information
leaks. Supposethat patAcceptsTreatment is private to
only Pat and staff at the Clinic , but that the contents
of Pat .doctorsis public. Then an adversarycould learn
the secretvalue of patAcceptsTreatment by observing
Pat .doctors.This leakoccursbecausepolicy is essentially
anotherkind of data,which suggestswe mustprotectit in

2This exampleis a bit artiÞcial: in practice,onewould alsoneedto
checkthat Pat .insurersis not empty(i.e. shehassomeinsurance);such
a checkcouldeasilybeadded.Also, this checkfails if Pat .insurerscon-
tainssomeprincipalnot in Cli nic .insuranceCos.Handlingthecondition
correctlywouldrequireintersectionrolesthatwehaveomittedfor simplic-
ity in thispaper.

the sameway as we protectvariables. Thereis a similar
dependency betweenthe contentsof Clinic .insuranceCos
and Pat .insurersand the contentsof Pat .doctors. The
changeto the latter may indirectly reveal information to
an adversaryabout the former (i.e., that the membersof
Pat .insurersareincludedin Clinic .insuranceCos).To ad-
dressboth cases,we deÞnethe metapolicylabel of role
! to be lab(! ), and usethis label to protectpolicy infor-
mation. Protecting policy informationinvolvesbothconÞ-
dentiality andintegrity concerns.In particular, the depen-
dency betweenthe variable patAcceptsTreatment and
the updateto role Pat .doctorsimplies that the contentsof
patAcceptsTreatment shouldbe trustedby Pat ; other-
wise,a maliciousadversarycouldmodify this variableand
affect an unauthorizedchangeto PatÕs policy. Therefore,
RX labelshave theform (L C , L I ), whereL C describesthe
conÞdentialitylevel andL I describestheintegrity level. As
a result,we mustdeÞneboth conÞdentialityand integrity
of rolesaswell, with lab(! ) = (C! (! ), I ! (! )) . Herethe
metapoliciesC! (! ) andI ! (! ) maydependontheownerof
therole ! anddelegationinformationin thepolicy ! . Sec-
tion 3.5will discusspossiblechoicesof metapolicy.

Example 2. A program that leaks information
across updates to the policy in Figure 1, motivating
RXÕs transactional semantics. Assume" as below:

clinicRec : bool( Clinic .sta " ,Clinic .sta " ) ,
patSymptoms : bool( Pat .healt hReco rds ,Pat .healt hReco rds) ,
philRec : bool( Dr Phil .self ,Dr Phil .self )

S1: if( Pat .healthRecords " Clinic .staff)
clinicRec := patSymptoms;

S2: if(leaveClinic)
update(del( Pat .doctors # Clinic .staff));

S3: update(add( Clinic .staff # { DrPhil }));
S4: if( Clinic .staff " DrPhil .self)

philRec := clinicRec

Here,patSymptomscontainsdataconÞdentialto mem-
bersof therolePat .healthRecords.Line S1copiesthisdata
into theClinic records,which is permittedby thepolicy in
Figure1. If the patientdecidesto leave the clinic, repre-
sentedby the variable leaveClinic in line S2, the pol-
icy is updatedto remove theClinic .staff from Pat .doctors.
Subsequently, DrPhil joinstheclinic andis thereforeadded
aspartof Clinic .staff. If this policy updatesucceeds,then
the programcan copy datafrom the clinicRec variable
into philRec , which can be labeledby role DrPhil .self.
Consequently, DrPhil is able to view the patSymptoms
even thoughthis informationßow is permittedby neither
the original nor the new policy. This is an exampleof a
unintendedtransitiveßow.

The unintendedßow is causedbecausethe label order-
ing relation(Pat .healthRecords! Clinic .staff) neededto
justify theßow of informationin theassignmentof S1was



Transactions Control Update Timing

¥RX provides a declarative construct for specifying 
a scope within which policy updates must respect 
past and future ßows.

¥All memory effects that occur within S are logged 
as in a transaction.

¥Q represents a set of policy assumptions which if 
violated by an update in S cause the transaction 
to be rolled back.

¥Potential leaks that can occur due to rollback are 
eliminated by the type system.

atomic labels L ::= ! | C! (! ) | I ! (! )
compound labels " ::= (L C , L I ) | " ! "
types t ::= . . . | pol
queries q ::= L 1 " L 2

policy context Q ::= { q1, . . . , qn }
update # ::= add | del
updates ! ::= #s | #s, !
expressions E ::= . . . | !
statements S ::= . . . | if (q) S1 S2

| update E | trans Q S

Figure 3. RX syntax, based on RXcore.
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We Þrst introducethe intuitive idea behind thesenew
constructsby example. We then presentthe formal dy-
namicandstaticsemantics.We concludewith a discussion
of metapolicies.

3.2 Moti vating Examples
Example1. A fragmentof a programthatmightbeusedto
createthesamplehealthcarepolicy in Figure1:

if(patAcceptsTreatment)
if( Clinic .insuranceCos " Pat .insurers)

update(add( Pat .doctors # Clinic .staff))

In theexample,thevariablepatAcceptsTreatment in-
dicatesthatPat hasagreedto betreatedat theClinic . As a
result,theprogramwill updatePatÕs policy to includethe
Clinic Õsstaff in herauthorizedlist of doctors,but only after
ensuringthat the Clinic acceptspaymentfrom her insur-
anceprovider.2

Thepolicy updatestatementexecutesonly if theruntime
policy ! satisÞesthelabelorderingrelationthatappearsin
thesecondif-statement.Thusit is safeto assumethis label
orderingwhentype-checkingthe updatestatementsinceit
will alwaysbetruewhenthestatementexecutes.Thepolicy
context Q is usedto accumulatetheresultof labelordering
queriesthatappearin enclosingscopesandis usedto stati-
cally prove labelorderings.

This program has a number of potential information
leaks. Supposethat patAcceptsTreatment is private to
only Pat and staff at the Clinic , but that the contents
of Pat .doctorsis public. Then an adversarycould learn
the secretvalue of patAcceptsTreatment by observing
Pat .doctors.This leakoccursbecausepolicy is essentially
anotherkind of data,which suggestswe mustprotectit in

2This exampleis a bit artiÞcial: in practice,onewould alsoneedto
checkthat Pat .insurersis not empty(i.e. shehassomeinsurance);such
a checkcouldeasilybeadded.Also, this checkfails if Pat .insurerscon-
tainssomeprincipalnot in Cli nic .insuranceCos.Handlingthecondition
correctlywouldrequireintersectionrolesthatwehaveomittedfor simplic-
ity in this paper.

the sameway as we protectvariables. Thereis a similar
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and Pat .insurersand the contentsof Pat .doctors. The
changeto the latter may indirectly reveal information to
an adversaryabout the former (i.e., that the membersof
Pat .insurersareincludedin Clinic .insuranceCos).To ad-
dressboth cases,we deÞnethe metapolicylabel of role
! to be lab(! ), and usethis label to protectpolicy infor-
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dentiality andintegrity concerns.In particular, the depen-
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the updateto role Pat .doctorsimplies that the contentsof
patAcceptsTreatment shouldbe trustedby Pat ; other-
wise,a maliciousadversarycouldmodify this variableand
affect an unauthorizedchangeto PatÕs policy. Therefore,
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a result,we mustdeÞneboth conÞdentialityand integrity
of rolesaswell, with lab(! ) = (C! (! ), I ! (! )) . Herethe
metapoliciesC! (! ) andI ! (! ) maydependontheownerof
therole ! anddelegationinformationin thepolicy ! . Sec-
tion 3.5will discusspossiblechoicesof metapolicy.

Example 2. A program that leaks information
across updates to the policy in Figure 1, motivating
RXÕs transactional semantics. Assume" as below:

clinicRec : bool( Clinic .sta " ,Clinic .sta " ) ,
patSymptoms : bool( Pat .healt hReco rds ,Pat .healt hReco rds) ,
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Here,patSymptomscontainsdataconÞdentialto mem-
bersof therolePat .healthRecords.Line S1copiesthisdata
into theClinic records,which is permittedby thepolicy in
Figure1. If the patientdecidesto leave the clinic, repre-
sentedby the variable leaveClinic in line S2, the pol-
icy is updatedto remove theClinic .staff from Pat .doctors.
Subsequently, DrPhil joinstheclinic andis thereforeadded
aspartof Clinic .staff. If this policy updatesucceeds,then
the programcan copy datafrom the clinicRec variable
into philRec , which can be labeledby role DrPhil .self.
Consequently, DrPhil is able to view the patSymptoms
even thoughthis informationßow is permittedby neither
the original nor the new policy. This is an exampleof a
unintendedtransitiveßow.

The unintendedßow is causedbecausethe label order-
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aspartof Clinic .staff. If this policy updatesucceeds,then
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the original nor the new policy. This is an exampleof a
unintendedtransitiveßow.

The unintendedßow is causedbecausethe label order-
ing relation(Pat .healthRecords! Clinic .staff) neededto
justify theßow of informationin theassignmentof S1was



Policy as an Information Channel

¥ Runtime conÞguration of a 
program includes a 
memory and a policy

¥ The attacker has a view 
of both memory and 
policy

¥ As policy evolves, the 
attacker can gain 
information by observing 
the policy too.

¥ If attacker discovers that 
DrBob is PatÕs doctor, then 
he can conclude that Pat 
has HIV.

L1: if (patHasHIV) {
L2: update(Pat.docs     DrBob)
L3: }
 



Metapolicy : Policy is data too

¥For each role ! , C(! ) is the set of principals 
that can interpret !  as a set.

¥C(! ) is the conÞdentiality metapolicy.

¥Similarly, I(! ) is the set of principals that trust 
the deÞnition of ! .

¥ I(! ) is the integrity metapolicy.



Preventing Leaks through Policy

¥ Typechecker accepts this 
only if it can show (similar to 
memory updates)

¥ ConÞdentiality of 
patHasHIV is not greater 
than C(Pat.docs)

¥ Integrity of patHashHIV is 
not less than I(Pat.docs)

¥ Prevents the attacker from 
learning patHasHIV, and from 
effecting an unauthorized 
change to PatÕs policy.

L1: if (patHasHIV) {
L2: update(Pat.docs     DrBob)
L3: }



Requirements of a Metapolicy

¥ Delegation introduces dependences between roles

¥ A.r       B.r in the policy means that information 
ßows from B.r to A.r

¥ Any change to B.r is reßected in the interpretation of A.r

¥ Metapolicy for B.r cannot be stricter (more 
conÞdential, less trustworthy) than A.r

¥ Also require I(A.r) to include at least A

¥ The deÞnition of a role is trusted by the owner



Noninterference

¥ConÞgurations of a program include policy and 
memory

¥ Observability of policy is determined by metapolicy C(�+)

¥ Memory observability is standard

¥RX programs preserve the low-equivalence of a 
pair of conÞgurations until a policy change 
declassiÞes policy or data to the attacker

¥Obtain an end-to-end guarantee by piecing 
together non-declassifying subtraces

¥Timing and termination insensitive



Related Work

¥FCS 2005, Hicks et al

¥Broberg & Sands, Flow Locks

¥Almeida-Matos & Boudol, CSFW 2005 
(Nondisclosure)

¥ ... (to do)



Future Directions

¥Multi-threaded and distributed setting

¥Expect transactions to be useful here

¥A hierarchy of policies and metapolicies to 
provide better control over policy evolution

¥Policies communicated between processes

¥Applied to

¥Medical information systems

¥Cross-domain security in a mostly trusted 
environment --- e.g. military intelligence



Summary

¥RX supports inlined policy updates, both 
additions and revocations

¥Provides the programmer with control to 
maintain a consistent policy

¥A framework for metapolicy to control 
information leaks through policy

¥Uses a role-based language to provide a 
natural administrative model for policy

http://www.cs.umd.edu/projects/PL/RX
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A Sample Policy in RT0

For the remainderof this section,we Þrst presentthe
RT0 policy languagethatformsthecoreof our labelmodel.
Thenwe presentthesyntaxandtyping rulesof the RXcore,
thecoreof our full languageRX, which usesRT0 rolesfor
securitylabels.

2.3 RT0: A Role-basedPolicy Language
RT0 is the simplestmemberof the RT framework of

role-basedpolicy languages[12]; it is summarizedin Fig-
ure 1. A role ! in RT0 hasthe form P.r , whereprinci-
pal P is the roleÕs owner and r is the roleÕs name. We
often write A, B , etc. as sampleprincipalsP. We use
the function owner(! ) to extract the owner of ! (so that
owner(P.r ) = P).

Policy statements s have two forms1 P.r !
{ P1, . . . , Pn } andP1.r 1 ! P2.r 2. TheÞrstform indicates
simplemembership,thatprincipalsPi aremembersof role
P.r . Thesecondform is asimpleroledelegationstatement,
which indicatesthatall membersof therole P2.r 2 arealso
membersof P1.r 1. We usethe function roledef(s) to de-
notetherole ! deÞnedby thepolicy statements: for exam-
ple, roledef(A.r ! { B } ) is A.r .

Thesemanticsof a role ! is a setof principalsandis de-
terminedaccordingto apolicy ! by thefunction[[á]]! . Intu-
itively, [[! ]]! includesall elementsof X where! ! X " ! ,
alongwith all elementsof [[! ! ]]! where! ! ! ! " ! . It is
deÞnedformally below.

[[! ]]! = S! (! , ! )
S! 0 (! , ! ) = !
S! 0 (! , { ! " X } # ! ) = X # S! 0 (! , ! )
S! 0 (! , { ! " ! ! } # ! ) = [[! ! ]]! 0 \{ ! " ! ! } # S! 0 (! , ! )
S! 0 (! , { s} # ! ) = S! 0 (! , ! ) if roledef (s) $= !

An exampleof an RT0 policy ! is given in Figure 1,
which modelsthe privacy of a patientÕs healthcaredocu-
ments. The example deÞnesrolesownedby threeprinci-
pals: Pat , a patient; Clinic , a specializedmedical treat-
mentcenterwherePat is currentlya patient;andDrPhil ,
a doctor not afÞliated with the clinic. The policy state-
mentsdeÞneseveral roles that capturethe afÞliationsjust
mentioned.Pat .doctorsis deÞnedvia two statements.The
ÞrstsaysthatDrSue (a family doctor)is PatÕs doctor. The
secondstatementis a delegation to Clinic .staff, indicating
that PatÕs doctorsalso includethe practitionersthat work
at the clinic, which accordingto the policy in Figure 1,
is currently just the two principalsDrA lice and DrBob.
Pat .insurersincludesall insurancecompanieswith which
Pat hasapolicyÑthis is thesinglecompany BCBS deÞned
throughsimplemembership.Clinic .insuranceCosis theset

1RT0 also includesintersectionand linking inclusion. Thesestate-
mentsaresupportedby our label model,but we elide themherefor sim-
plicity.

princi pal P
princi pal sets X ::= { P1, . . . , Pn }
role ! ::= P.r
policy stmt s ::= ! " X | ! 1 " ! 2

policy ! ::= { s1, . . . , sn }

Pat .doctors " { DrSue}
Pat .doctors " Clinic .staff
Pat .insurers " { BCBS}
Pat .healthRecords " Pat .doctors
Clinic .staff " { DrA lice,DrB ob}
Clinic .insuranceCos " { BCBS, Aetna}
DrPhil .self " { DrPhil }

Figure 1. Syntax of RT0 and a sample polic y.

of insurancecompaniesacceptedby theclinic. Finally, the
lastdeÞnitionownedby DrPhil includesonly himself.

The semantics of the role Pat .doctors and of
Pat .insurers accordingto this samplepolicy are:

[[Pat .doctors]]! = { DrA lice, DrB ob, DrSue}
[[Pat .insurers]]! = { BCBS}

2.4 The RXcore Programming Language
RXcore is a simpleimperative languagewith securityla-

bels. Its syntax is shown at the top of Figure2. Labels"
in RXcore areeitheratomic labelsL or the join of two la-
belsaccordingto the lattice ordering. An atomic label is
merelya role ! . Labelsareorderedaccordingto the judg-
ment! # "1 $ "2, where! is anRT0 policy asdescribed
above. For atomiclabels,this orderingis accordingto the
semanticsof rolesassets:

! # ! 1 $ ! 2 %& [[! 2]]! ' [[! 1]]!

Note that the label orderingrelation ($ ) is the reverse
of thesubsetrelation(' ) over role membership.That is, a
rolethathasalargersetof membersis alowersecuritylevel
thana role with fewer members,sincestrictly moreprinci-
palscanreaddatalabeledby it. Extendingthis orderingto
compoundlabelsis straightforwardby interpretingthejoin
operatorassetintersection.

RXcore containsa single basetype (bool) subscripted
with a securitylevel (We addanotherbasetype whenex-
tendingRXcore to RX.). Therearetwo typing judgmentsfor
RXcore, shown at the bottomof Figure2. Expressiontyp-
ings " # E : # statethat in context " the expressionE
hastype #. Statementtypings" # S statethat statement
S is well formedwith respectto the context " . The con-
text " hasthreeelements:theenvironment#, theprogram
counterlabel pc andthepolicy context Q. Here# is a map
from variablesto types,andpc is simply a label " that is
usedto boundthe effect of writing to memory, to prevent
indirectinformationßows[19]. WediscussQ below. In the

All of PatÕs doctors can view her health records
All staff at Clinic can considered PatÕs doctors



RX Term Syntax (Partial)

¥ Queries q examine the runtime policy to establish the 
lattice ordering relation between atomic labels

¥ In the statement                 the static semantics 
permits S1 to assume the label ordering q

atomic labels L ::= !
compound labels " ::= L | " ! "
types t ::= bool
securi ty types # ::= t !

policy context Q ::= !
typing context " ::= (#, pc, Q)
expressions E ::= true | false | x | E1 " E2

statements S ::= skip | x := E | S1; S2

| while (E ) S | if (E ) S1 S2

" # true : bool! " # false : bool! " # x : " .#(x)

" # E1 : bool! 1 " # E2 : bool! 2

" # E1 " E2 : bool! 1 ! ! 2

" # S1 " # S2

" # S1; S2

" # skip
" # E : bool! " [pc = " .pc ! "] # S

" # while (E ) S

" # E : bool! " [pc = " .pc ! "] # Si i $ { 1, 2}

" # if (E ) S1 S2

" .#(x) = t ! " # E : t ! " .Q # " .pc % "
" # x := E

" # E : bool! ! " .Q # "" % "
" # E : bool!

Figure 2. RXcore syntax and typing.

typing ruleswe projecttheelementsof the ! tuplevia the
dot notation;for example,! .pc is thepc componentof ! .
Wewrite ! [pc = pc!] to representthecontext thatis identi-
cal to ! exceptthepc componentis replacedwith thevalue
pc! (andsimilarly for othercomponentsof acontext).

As in othersecurity-typedlanguages,type checkingin
RXcore is equivalentto securitychecking:if programS type
checks,whenexecutedit will not leak informationin vio-
lation of its policy. Thepolicy context Q is a compile-time
approximationof theactualpolicy " atruntimewith which
S will beexecuted.In RXcore andmostsecurity-typedlan-
guages,Q and " are synonymous. That is, in theselan-
guages,it is assumedthat the policy to be appliedto the
entire executionof S is known when S is compiled. We
distinguishbetweenpolicy context Q andpolicy " now in
anticipationof thefull RX in Section 3, for whichpolicies"
will evolveover time. Otherthanthisdifference,thetyping
rulesin Figure2 arestandard[24].

To illustratehow thetypingjudgmentsof RX0 preventil-
legal informationßows, considertyping thefollowing pro-
gramin anenvironmentwherex is a high-securitylocation
andy a low-securitylocation.

if (x) (y := true ) (y := false )

In this program,althoughthecontentsof x arenot directly
assignedto y, the valuestoredin x is successfullycopied
into y. Thisis becausethebranchesof theif-statementcarry

informationaboutthecontentsof thehigh-securitylocation
x. To preventsuchßows, the rule for if-statementschecks
eachbranchin a context wherethe effect lower-boundpc
is strengthenedto be no lessthan the securitylevel of x.
Whentyping the branches,the last premiseof the rule for
assignmentrequiresthelabelof y to beno lessthantheef-
fect lower-bound.In our example,sincey is a low-security
location,this premiseis not satisÞedandtheprogramfails
to type-check.

3 RX: Adding Policy Updatesto RXcore

This sectionpresentsthe remainingfeaturesof the full
languageRX, which include (1) policy queriesby which
programscanexaminethecurrentpolicy duringexecution,
and(2) policyupdates, by whichprogramscanaddor delete
statementsfrom thecurrentpolicy. Thetypesystemensures
noneof theseoperationswill leakconÞdentialinformation,
asproven in the next section. In addition,becausepolicy
updatesarea potentiallydangerousoperationÑincreasing
the membershipof a role effectively declassiÞesinforma-
tion [9]Ñ RX adaptsthe integrity constraintsfrom previ-
ous work on robust declassiÞcation[26, 15]. Intuitively,
the owner of a role ! must trust the integrity of the deci-
sionto updatepolicy statementsthatdeÞne! . Interestingly,
changesto policy becomea potentialconduitfor illegal in-
formationßow. As such,we usemetapolicies[10] for pro-
tectingtheconÞdentialityandintegrity of roles.

3.1 RX Syntax

The syntaxof RX is shown in Figure3. It differs from
RXcore in severalways. Atomic labels,L , now includeab-
stractoperatorsC! (! ) andI ! (! ) to representmetapolicies
that deÞnethe conÞdentiality and integrity of roles. Like
roles themselves, metapoliciesare interpretedas setsof
principals. Full labels,", arenow joins of pairsconsisting
of a conÞdentiality componentandanintegrity component,
which restrictswherepolicy updatesmayoccur.

Policy queries,q, areusedin thestatementif (q) S1 S2

to branchto S1 or S2 dependingonwhetherthequeryL 1 !
L 2 holdsaccordingto thecurrentdynamic policy " . Policy
contextsQ usedfor typecheckingtheprogramnow consist
of asetof queries{ q1, . . . , qn } thatrepresenttheknowledge
gainedabouttherun timepolicy throughpolicy queries.

ExpressionsE areaugmentedto includecollections#
of policy mutationstatements#s. Thetypelanguageis ex-
tendedto include the type pol! which standsfor the type
of policy mutationstatementsat securitylevel ", where" is
deÞnedby a metapolicy. Thestatementupdate E is used
to changethecurrentpolicy by addingor deletinga collec-
tion of policy statements{ s1, . . . , sn } whereeachsi results
from theevaluationof E to # = #1s1, . . . , #n sn .

Finally, the statementtrans Q S createsa transaction
with policy context Q. Policy updatesin S thatviolatepol-

atomic labels L ::= ! | C! (! ) | I ! (! )
compound labels " ::= (L C , L I ) | " ! "
types t ::= . . . | pol
queries q ::= L 1 " L 2

policy context Q ::= { q1, . . . , qn }
update # ::= add | del
updates ! ::= #s | #s, !
expressions E ::= . . . | !
statements S ::= . . . | if (q) S1 S2

| update E | trans Q S

Figure 3. RX syntax, based on RXcore.

icy assumptionsstatedin Q causeall memoryeffectsof the
S toberolledback.ThisensuresthatmodiÞcationstomem-
ory by S areconsistentwith respectto asinglepolicy.

We Þrst introducethe intuitive idea behind thesenew
constructsby example. We then presentthe formal dy-
namicandstaticsemantics.We concludewith a discussion
of metapolicies.

3.2 Moti vating Examples
Example1. A fragmentof a programthatmightbeusedto
createthesamplehealthcarepolicy in Figure1:

if(patAcceptsTreatment)
if( Clinic .insuranceCos " Pat .insurers)

update(add( Pat .doctors # Clinic .staff))

In theexample,thevariablepatAcceptsTreatment in-
dicatesthatPat hasagreedto betreatedat theClinic . As a
result,theprogramwill updatePatÕs policy to includethe
Clinic Õsstaff in herauthorizedlist of doctors,but only after
ensuringthat the Clinic acceptspaymentfrom her insur-
anceprovider.2

Thepolicy updatestatementexecutesonly if theruntime
policy ! satisÞesthelabelorderingrelationthatappearsin
thesecondif-statement.Thusit is safeto assumethis label
orderingwhentype-checkingthe updatestatementsinceit
will alwaysbetruewhenthestatementexecutes.Thepolicy
context Q is usedto accumulatetheresultof labelordering
queriesthatappearin enclosingscopesandis usedto stati-
cally prove labelorderings.

This program has a number of potential information
leaks. Supposethat patAcceptsTreatment is private to
only Pat and staff at the Clinic , but that the contents
of Pat .doctorsis public. Then an adversarycould learn
the secretvalue of patAcceptsTreatment by observing
Pat .doctors.This leakoccursbecausepolicy is essentially
anotherkind of data,which suggestswe mustprotectit in

2This exampleis a bit artiÞcial: in practice,onewould alsoneedto
checkthat Pat .insurersis not empty(i.e. shehassomeinsurance);such
a checkcouldeasilybeadded.Also, this checkfails if Pat .insurerscon-
tainssomeprincipalnot in Cli nic .insuranceCos.Handlingthecondition
correctlywouldrequireintersectionrolesthatwehaveomittedfor simplic-
ity in this paper.

the sameway as we protectvariables. Thereis a similar
dependency betweenthe contentsof Clinic .insuranceCos
and Pat .insurersand the contentsof Pat .doctors. The
changeto the latter may indirectly reveal information to
an adversaryabout the former (i.e., that the membersof
Pat .insurersareincludedin Clinic .insuranceCos).To ad-
dressboth cases,we deÞnethe metapolicylabel of role
! to be lab(! ), and usethis label to protectpolicy infor-
mation. Protecting policy informationinvolvesbothconÞ-
dentiality andintegrity concerns.In particular, the depen-
dency betweenthe variable patAcceptsTreatment and
the updateto role Pat .doctorsimplies that the contentsof
patAcceptsTreatment shouldbe trustedby Pat ; other-
wise,a maliciousadversarycouldmodify this variableand
affect an unauthorizedchangeto PatÕs policy. Therefore,
RX labelshave theform (L C , L I ), whereL C describesthe
conÞdentialitylevel andL I describestheintegrity level. As
a result,we mustdeÞneboth conÞdentialityand integrity
of rolesaswell, with lab(! ) = (C! (! ), I ! (! )) . Herethe
metapoliciesC! (! ) andI ! (! ) maydependontheownerof
therole ! anddelegationinformationin thepolicy ! . Sec-
tion 3.5will discusspossiblechoicesof metapolicy.

Example 2. A program that leaks information
across updates to the policy in Figure 1, motivating
RXÕs transactional semantics. Assume" as below:

clinicRec : bool( Clinic .sta " ,Clinic .sta " ) ,
patSymptoms : bool( Pat .healt hReco rds ,Pat .healt hReco rds) ,
philRec : bool( Dr Phil .self ,Dr Phil .self )

S1: if( Pat .healthRecords " Clinic .staff)
clinicRec := patSymptoms;

S2: if(leaveClinic)
update(del( Pat .doctors # Clinic .staff));

S3: update(add( Clinic .staff # { DrPhil }));
S4: if( Clinic .staff " DrPhil .self)

philRec := clinicRec

Here,patSymptomscontainsdataconÞdentialto mem-
bersof therolePat .healthRecords.Line S1copiesthisdata
into theClinic records,which is permittedby thepolicy in
Figure1. If the patientdecidesto leave the clinic, repre-
sentedby the variable leaveClinic in line S2, the pol-
icy is updatedto remove theClinic .staff from Pat .doctors.
Subsequently, DrPhil joinstheclinic andis thereforeadded
aspartof Clinic .staff. If this policy updatesucceeds,then
the programcan copy datafrom the clinicRec variable
into philRec , which can be labeledby role DrPhil .self.
Consequently, DrPhil is able to view the patSymptoms
even thoughthis informationßow is permittedby neither
the original nor the new policy. This is an exampleof a
unintendedtransitiveßow.

The unintendedßow is causedbecausethe label order-
ing relation(Pat .healthRecords! Clinic .staff) neededto
justify theßow of informationin theassignmentof S1was

atomic labels L ::= ! | C! (! ) | I ! (! )
compound labels " ::= (L C , L I ) | " ! "
types t ::= . . . | pol
queries q ::= L 1 " L 2

policy context Q ::= { q1, . . . , qn }
update # ::= add | del
updates ! ::= #s | #s, !
expressions E ::= . . . | !
statements S ::= . . . | if (q) S1 S2

| update E | trans Q S

Figure 3. RX syntax, based on RXcore.

icy assumptionsstatedin Q causeall memoryeffectsof the
S toberolledback.ThisensuresthatmodiÞcationstomem-
ory by S areconsistentwith respectto asinglepolicy.

We Þrst introducethe intuitive idea behind thesenew
constructsby example. We then presentthe formal dy-
namicandstaticsemantics.We concludewith a discussion
of metapolicies.

3.2 Moti vating Examples
Example1. A fragmentof a programthatmightbeusedto
createthesamplehealthcarepolicy in Figure1:

if(patAcceptsTreatment)
if( Clinic .insuranceCos " Pat .insurers)

update(add( Pat .doctors # Clinic .staff))

In theexample,thevariablepatAcceptsTreatment in-
dicatesthatPat hasagreedto betreatedat theClinic . As a
result,theprogramwill updatePatÕs policy to includethe
Clinic Õsstaff in herauthorizedlist of doctors,but only after
ensuringthat the Clinic acceptspaymentfrom her insur-
anceprovider.2

Thepolicy updatestatementexecutesonly if theruntime
policy ! satisÞesthelabelorderingrelationthatappearsin
thesecondif-statement.Thusit is safeto assumethis label
orderingwhentype-checkingthe updatestatementsinceit
will alwaysbetruewhenthestatementexecutes.Thepolicy
context Q is usedto accumulatetheresultof labelordering
queriesthatappearin enclosingscopesandis usedto stati-
cally prove labelorderings.

This program has a number of potential information
leaks. Supposethat patAcceptsTreatment is private to
only Pat and staff at the Clinic , but that the contents
of Pat .doctorsis public. Then an adversarycould learn
the secretvalue of patAcceptsTreatment by observing
Pat .doctors.This leakoccursbecausepolicy is essentially
anotherkind of data,which suggestswe mustprotectit in

2This exampleis a bit artiÞcial: in practice,onewould alsoneedto
checkthat Pat .insurersis not empty(i.e. shehassomeinsurance);such
a checkcouldeasilybeadded.Also, this checkfails if Pat .insurerscon-
tainssomeprincipalnot in Cli nic .insuranceCos.Handlingthecondition
correctlywouldrequireintersectionrolesthatwehaveomittedfor simplic-
ity in this paper.

the sameway as we protectvariables. Thereis a similar
dependency betweenthe contentsof Clinic .insuranceCos
and Pat .insurersand the contentsof Pat .doctors. The
changeto the latter may indirectly reveal information to
an adversaryabout the former (i.e., that the membersof
Pat .insurersareincludedin Clinic .insuranceCos).To ad-
dressboth cases,we deÞnethe metapolicylabel of role
! to be lab(! ), and usethis label to protectpolicy infor-
mation. Protecting policy informationinvolvesbothconÞ-
dentiality andintegrity concerns.In particular, the depen-
dency betweenthe variable patAcceptsTreatment and
the updateto role Pat .doctorsimplies that the contentsof
patAcceptsTreatment shouldbe trustedby Pat ; other-
wise,a maliciousadversarycouldmodify this variableand
affect an unauthorizedchangeto PatÕs policy. Therefore,
RX labelshave theform (L C , L I ), whereL C describesthe
conÞdentialitylevel andL I describestheintegrity level. As
a result,we mustdeÞneboth conÞdentialityand integrity
of rolesaswell, with lab(! ) = (C! (! ), I ! (! )) . Herethe
metapoliciesC! (! ) andI ! (! ) maydependontheownerof
therole ! anddelegationinformationin thepolicy ! . Sec-
tion 3.5will discusspossiblechoicesof metapolicy.

Example 2. A program that leaks information
across updates to the policy in Figure 1, motivating
RXÕs transactional semantics. Assume" as below:

clinicRec : bool( Clinic .sta " ,Clinic .sta " ) ,
patSymptoms : bool( Pat .healt hReco rds ,Pat .healt hReco rds) ,
philRec : bool( Dr Phil .self ,Dr Phil .self )

S1: if( Pat .healthRecords " Clinic .staff)
clinicRec := patSymptoms;

S2: if(leaveClinic)
update(del( Pat .doctors # Clinic .staff));

S3: update(add( Clinic .staff # { DrPhil }));
S4: if( Clinic .staff " DrPhil .self)

philRec := clinicRec

Here,patSymptomscontainsdataconÞdentialto mem-
bersof therolePat .healthRecords.Line S1copiesthisdata
into theClinic records,which is permittedby thepolicy in
Figure1. If the patientdecidesto leave the clinic, repre-
sentedby the variable leaveClinic in line S2, the pol-
icy is updatedto remove theClinic .staff from Pat .doctors.
Subsequently, DrPhil joinstheclinic andis thereforeadded
aspartof Clinic .staff. If this policy updatesucceeds,then
the programcan copy datafrom the clinicRec variable
into philRec , which can be labeledby role DrPhil .self.
Consequently, DrPhil is able to view the patSymptoms
even thoughthis informationßow is permittedby neither
the original nor the new policy. This is an exampleof a
unintendedtransitiveßow.

The unintendedßow is causedbecausethe label order-
ing relation(Pat .healthRecords! Clinic .staff) neededto
justify theßow of informationin theassignmentof S1was

atomic labels L ::= ! | C! (! ) | I ! (! )
compound labels " ::= (L C , L I ) | " ! "
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icy assumptionsstatedin Q causeall memoryeffectsof the
S toberolledback.ThisensuresthatmodiÞcationstomem-
ory by S areconsistentwith respectto asinglepolicy.

We Þrst introducethe intuitive idea behind thesenew
constructsby example. We then presentthe formal dy-
namicandstaticsemantics.We concludewith a discussion
of metapolicies.

3.2 Moti vating Examples
Example1. A fragmentof a programthatmightbeusedto
createthesamplehealthcarepolicy in Figure1:

if(patAcceptsTreatment)
if( Clinic .insuranceCos " Pat .insurers)

update(add( Pat .doctors # Clinic .staff))

In theexample,thevariablepatAcceptsTreatment in-
dicatesthatPat hasagreedto betreatedat theClinic . As a
result,theprogramwill updatePatÕs policy to includethe
Clinic Õsstaff in herauthorizedlist of doctors,but only after
ensuringthat the Clinic acceptspaymentfrom her insur-
anceprovider.2

Thepolicy updatestatementexecutesonly if theruntime
policy ! satisÞesthelabelorderingrelationthatappearsin
thesecondif-statement.Thusit is safeto assumethis label
orderingwhentype-checkingthe updatestatementsinceit
will alwaysbetruewhenthestatementexecutes.Thepolicy
context Q is usedto accumulatetheresultof labelordering
queriesthatappearin enclosingscopesandis usedto stati-
cally prove labelorderings.

This program has a number of potential information
leaks. Supposethat patAcceptsTreatment is private to
only Pat and staff at the Clinic , but that the contents
of Pat .doctorsis public. Then an adversarycould learn
the secretvalue of patAcceptsTreatment by observing
Pat .doctors.This leakoccursbecausepolicy is essentially
anotherkind of data,which suggestswe mustprotectit in

2This exampleis a bit artiÞcial: in practice,onewould alsoneedto
checkthat Pat .insurersis not empty(i.e. shehassomeinsurance);such
a checkcouldeasilybeadded.Also, this checkfails if Pat .insurerscon-
tainssomeprincipalnot in Cli nic .insuranceCos.Handlingthecondition
correctlywouldrequireintersectionrolesthatwehaveomittedfor simplic-
ity in this paper.

the sameway as we protectvariables. Thereis a similar
dependency betweenthe contentsof Clinic .insuranceCos
and Pat .insurersand the contentsof Pat .doctors. The
changeto the latter may indirectly reveal information to
an adversaryabout the former (i.e., that the membersof
Pat .insurersareincludedin Clinic .insuranceCos).To ad-
dressboth cases,we deÞnethe metapolicylabel of role
! to be lab(! ), and usethis label to protectpolicy infor-
mation. Protecting policy informationinvolvesbothconÞ-
dentiality andintegrity concerns.In particular, the depen-
dency betweenthe variable patAcceptsTreatment and
the updateto role Pat .doctorsimplies that the contentsof
patAcceptsTreatment shouldbe trustedby Pat ; other-
wise,a maliciousadversarycouldmodify this variableand
affect an unauthorizedchangeto PatÕs policy. Therefore,
RX labelshave theform (L C , L I ), whereL C describesthe
conÞdentialitylevel andL I describestheintegrity level. As
a result,we mustdeÞneboth conÞdentialityand integrity
of rolesaswell, with lab(! ) = (C! (! ), I ! (! )) . Herethe
metapoliciesC! (! ) andI ! (! ) maydependontheownerof
therole ! anddelegationinformationin thepolicy ! . Sec-
tion 3.5will discusspossiblechoicesof metapolicy.

Example 2. A program that leaks information
across updates to the policy in Figure 1, motivating
RXÕs transactional semantics. Assume" as below:

clinicRec : bool( Clinic .sta " ,Clinic .sta " ) ,
patSymptoms : bool( Pat .healt hReco rds ,Pat .healt hReco rds) ,
philRec : bool( Dr Phil .self ,Dr Phil .self )

S1: if( Pat .healthRecords " Clinic .staff)
clinicRec := patSymptoms;

S2: if(leaveClinic)
update(del( Pat .doctors # Clinic .staff));

S3: update(add( Clinic .staff # { DrPhil }));
S4: if( Clinic .staff " DrPhil .self)

philRec := clinicRec

Here,patSymptomscontainsdataconÞdentialto mem-
bersof therolePat .healthRecords.Line S1copiesthisdata
into theClinic records,which is permittedby thepolicy in
Figure1. If the patientdecidesto leave the clinic, repre-
sentedby the variable leaveClinic in line S2, the pol-
icy is updatedto remove theClinic .staff from Pat .doctors.
Subsequently, DrPhil joinstheclinic andis thereforeadded
aspartof Clinic .staff. If this policy updatesucceeds,then
the programcan copy datafrom the clinicRec variable
into philRec , which can be labeledby role DrPhil .self.
Consequently, DrPhil is able to view the patSymptoms
even thoughthis informationßow is permittedby neither
the original nor the new policy. This is an exampleof a
unintendedtransitiveßow.

The unintendedßow is causedbecausethe label order-
ing relation(Pat .healthRecords! Clinic .staff) neededto
justify theßow of informationin theassignmentof S1was



A Program Updates Its Own Policy

¥Can add or delete statements from the policy

¥ Individual "Õs are grouped together into a # to take 
effect atomically

¥Paper treats policy statements s as expressions 
allowing updates # to be constructed at runtime

¥ More restrictive syntax presented here assumes that 
all updates are known statically

atomic labels L ::= ! | C(! ) | I (! )
compound labels " ::= (L C , L I ) | " ! "
queries q ::= L 1 " L 2

policy context Q ::= { q1, . . . , qn }
update # ::= add s | del s
updates ! ::= # | #, !
statements S ::= . . .

| if (q) S1 S2

| update !
| trans Q S

Figure 4. RX syntax, extending RXcore.

policy by addingor removing a collectionof policy state-
ments! = ! 1, . . . , ! n .

Finally, the statementtrans Q S createsa transaction
with policy context invariantQ. Sucha transactionensures
that,althoughthepolicy " maybeupdatedwithin S, mod-
iÞcationsto memoryby thestatementS areconsistentwith
respectto asinglepolicy.

Wepresenttheintuitiveideabehindthesenew constructs
by example,followedby theformal dynamicandstaticse-
mantics,andconcludewith adiscussionof metapolicies.

3.2 Moti vating Exam ples

Example1. A fragmentof a programthatmightbeusedto
createthesamplehealthcarepolicy in Figure2:

if(patAcceptsTreatment)
if( Clinic .insuranceCos " Pat .insurers)

update(add( Pat .doctors # Clinic .staff))

In theexample,thevariablepatAcceptsTreatment in-
dicatesthatPat hasagreedto betreatedat theClinic . As a
result,theprogramwill updatePatÕs policy to includethe
Clinic Õsstaff in herauthorizedlist of doctors,but only after
ensuringthat the Clinic acceptspaymentfrom her insur-
anceprovider.2

Thisexampleillustratesthepurposeof thepolicy context
Q. Thepolicy updatestatementexecutesonly if theruntime
policy satisÞesthelabelorderingrelationthatappearsin the
secondif-statement.This indicatesthat it is safeto assume
thislabelorderingwhentype-checkingtheupdatestatement
sinceit will always be true when the statementexecutes.
The policy context Q is usedto accumulatethe result of
label orderingqueriesthat appearin enclosingscopesand

2This exampleis a bit artiÞcial: in practice,onewould alsoneedto
checkthat Pat .insurersis not empty(i.e. shehassomeinsurance);such
a checkcouldeasilybeadded.Also, this checkfails if Pat .insurerscon-
tainssomeprincipalnot in Cli nic .insuranceCos.Handlingthecondition
correctlywouldrequireintersectionrolesthatwehaveomittedfor simplic-
ity in thispaper.

is usedto staticallyprove labelorderingsin theabsenceof
theruntimepolicy " .

While straightforward, this program has a num-
ber of potential information leaks. Suppose that
patAcceptsTreatment is private to only Pat and staff
at the Clinic , but that the contentsof Pat .doctorsis pub-
lic. Then an adversary could learn the secretvalue of
patAcceptsTreatment by observingPat .doctors. This
occursbecausepolicy is essentiallyanotherkind of data,
which suggestswe must protect it in the sameway as
we protectvariables. There is a similar dependency be-
tween betweenthe contentsof Clinic .insuranceCosand
Pat .insurersandthecontentsof Pat .doctors.Thechangeto
thelattermayindirectly reveal informationto anadversary
abouttheformer(i.e., thatthemembersof Pat .insurersare
includedin Clinic .insuranceCos).To addressboth cases,
we deÞnemetapolicylabel of role " to be lab(" ), anduse
this labelto protectpolicy information.

Protectingpolicy information involves both conÞden-
tiality and integrity concerns. In particular, the depen-
dency betweenthe variable patAcceptsTreatment and
the updateto role Pat .doctorsimplies that the contentsof
patAcceptsTreatment shouldbe trustedby Pat ; other-
wise,a maliciousadversarycouldmodify this variableand
affect an unauthorizedchangeto PatÕs policy. Therefore,
RX labelshave theform (L C , L I ), whereL C describesthe
conÞdentialitylevel andL I describestheintegrity level. As
a result,we mustdeÞneboth conÞdentialityand integrity
of roles as well, with lab(" ) = (C(" ), I (" )) . Here the
metapoliciesC(" ) and I (" ) may dependon the owner of
therole " anddelegation informationin thecurrentpolicy.
Section3.5will discusspossiblechoicesof metapolicy.

Example 2. A program that leaksinformationacrossup-
datesto thepolicy in Figure2. This transitiveßow of infor-
mationis illegal, motivatingRXÕs transactionalsemantics.

Assume clinicRec is labeled Clinic .staff, and
patSymptomslabeledPat .healthRecords,andphilRec la-
beledDrPhil .self.

S1: if( Pat .healthRecords " Clinic .staff)
clinicRec := patSymptoms;

S2: if(leaveClinic)
update(del( Pat .doctors # Clinic .staff));

S3: update(add( Clinic .staff # { DrPhil }));
S4: if( Clinic .staff " DrPhil .self)

philRec := clinicRec

Here, patSymptomscontainsdata conÞdentialto the
role Pat .healthRecords.Line S1 copiesthis datainto the
Clinic records,which is permittedby the policy in Fig-
ure2. If thepatientdecidesto leave theclinic, represented
by the variableleaveClinic in line S2, the policy is up-
datedto remove theClinic .staff from Pat .doctors.Subse-
quently, DrPhil joins the clinic and is thereforeaddedas
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For the remainderof this section,we Þrst presentthe
RT0 policy languagethatformsthecoreof our labelmodel.
Thenwe presentthesyntaxandtyping rulesof the RXcore,
thecoreof our full languageRX, which usesRT0 rolesfor
securitylabels.

2.3 RT0: A Role-basedPolicy Language
RT0 is the simplestmemberof the RT framework of

role-basedpolicy languages[12]; it is summarizedin Fig-
ure 1. A role ! in RT0 hasthe form P.r , whereprinci-
pal P is the roleÕs owner and r is the roleÕs name. We
often write A, B , etc. as sampleprincipalsP. We use
the function owner(! ) to extract the owner of ! (so that
owner(P.r ) = P).

Policy statements s have two forms1 P.r !
{ P1, . . . , Pn } andP1.r1 ! P2.r2. TheÞrstform indicates
simplemembership,thatprincipalsPi aremembersof role
P.r . Thesecondform is asimpleroledelegationstatement,
which indicatesthatall membersof therole P2.r2 arealso
membersof P1.r1. We usethe function roledef(s) to de-
notetherole ! deÞnedby thepolicy statements: for exam-
ple, roledef(A.r ! { B } ) is A.r .

Thesemanticsof a role ! is a setof principalsandis de-
terminedaccordingto apolicy ! by thefunction[[á]]! . Intu-
itively, [[! ]]! includesall elementsof X where! ! X " ! ,
alongwith all elementsof [[! ! ]]! where! ! ! ! " ! . It is
deÞnedformally below.

[[! ]]! = S! (! , ! )
S! 0 (! , ! ) = !
S! 0 (! , { ! " X } # ! ) = X # S! 0 (! , ! )
S! 0 (! , { ! " ! ! } # ! ) = [[! ! ]]! 0 \{ ! " ! ! } # S! 0 (! , ! )
S! 0 (! , { s} # ! ) = S! 0 (! , ! ) if roledef (s) $= !

An exampleof an RT0 policy ! is given in Figure 1,
which modelsthe privacy of a patientÕs healthcaredocu-
ments. The example deÞnesrolesownedby threeprinci-
pals: Pat , a patient; Clinic , a specializedmedical treat-
mentcenterwherePat is currentlya patient;andDrPhil ,
a doctor not afÞliated with the clinic. The policy state-
mentsdeÞneseveral roles that capturethe afÞliationsjust
mentioned.Pat .doctorsis deÞnedvia two statements.The
ÞrstsaysthatDrSue (a family doctor)is PatÕs doctor. The
secondstatementis a delegation to Clinic .staff, indicating
that PatÕs doctorsalso includethe practitionersthat work
at the clinic, which accordingto the policy in Figure 1,
is currently just the two principalsDrA lice and DrBob.
Pat .insurersincludesall insurancecompanieswith which
Pat hasapolicyÑthis is thesinglecompany BCBS deÞned
throughsimplemembership.Clinic .insuranceCosis theset

1RT0 also includesintersectionand linking inclusion. Thesestate-
mentsaresupportedby our label model,but we elide themherefor sim-
plicity.

princi pal P
princi pal sets X ::= { P1, . . . , Pn }
role ! ::= P.r
policy stmt s ::= ! " X | ! 1 " ! 2

policy ! ::= { s1, . . . , sn }

Pat .doctors " { DrSue}
Pat .doctors " Clinic .staff
Pat .insurers " { BCBS}
Pat .healthRecords " Pat .doctors
Clinic .staff " { DrA lice,DrB ob}
Clinic .insuranceCos " { BCBS, Aetna}
DrPhil .self " { DrPhil }

Figure 1. Syntax of RT0 and a sample polic y.

of insurancecompaniesacceptedby theclinic. Finally, the
lastdeÞnitionownedby DrPhil includesonly himself.

The semantics of the role Pat .doctors and of
Pat .insurers accordingto this samplepolicy are:

[[Pat .doctors]]! = { DrA lice, DrB ob, DrSue}
[[Pat .insurers]]! = { BCBS}

2.4 The RXcore Programming Language
RXcore is a simpleimperative languagewith securityla-

bels. Its syntax is shown at the top of Figure2. Labels"
in RXcore areeitheratomic labelsL or the join of two la-
belsaccordingto the lattice ordering. An atomic label is
merelya role ! . Labelsareorderedaccordingto the judg-
ment! # "1 $ "2, where! is anRT0 policy asdescribed
above. For atomiclabels,this orderingis accordingto the
semanticsof rolesassets:

! # ! 1 $ ! 2 %& [[! 2]]! ' [[! 1]]!

Note that the label orderingrelation ($ ) is the reverse
of thesubsetrelation(' ) over role membership.That is, a
rolethathasalargersetof membersis alowersecuritylevel
thana role with fewer members,sincestrictly moreprinci-
palscanreaddatalabeledby it. Extendingthis orderingto
compoundlabelsis straightforwardby interpretingthejoin
operatorassetintersection.

RXcore containsa single basetype (bool) subscripted
with a securitylevel (We addanotherbasetype whenex-
tendingRXcore to RX.). Therearetwo typing judgmentsfor
RXcore, shown at the bottomof Figure2. Expressiontyp-
ings " # E : # statethat in context " the expressionE
hastype #. Statementtypings" # S statethat statement
S is well formedwith respectto the context " . The con-
text " hasthreeelements:theenvironment#, theprogram
counterlabel pc andthepolicy context Q. Here# is a map
from variablesto types,andpc is simply a label " that is
usedto boundthe effect of writing to memory, to prevent
indirectinformationßows[19]. WediscussQ below. In the

atomic labels L ::= ! | C(! ) | I (! )
compound labels " ::= (L C , L I ) | " ! "
queries q ::= L 1 " L 2

policy context Q ::= { q1, . . . , qn }
update # ::= add s | del s
updates ! ::= # | #, !
statements S ::= . . .

| if (q) S1 S2

| update !
| trans Q S

Figure 4. RX syntax, extending RXcore.

policy by addingor removing a collectionof policy state-
ments! = ! 1, . . . , ! n .

Finally, the statementtrans Q S createsa transaction
with policy context invariantQ. Sucha transactionensures
that,althoughthepolicy " maybeupdatedwithin S, mod-
iÞcationsto memoryby thestatementS areconsistentwith
respectto asinglepolicy.

Wepresenttheintuitiveideabehindthesenew constructs
by example,followedby theformal dynamicandstaticse-
mantics,andconcludewith adiscussionof metapolicies.

3.2 Moti vating Exam ples

Example1. A fragmentof a programthatmightbeusedto
createthesamplehealthcarepolicy in Figure2:

if(patAcceptsTreatment)
if( Clinic .insuranceCos " Pat .insurers)

update(add( Pat .doctors # Clinic .staff))

In theexample,thevariablepatAcceptsTreatment in-
dicatesthatPat hasagreedto betreatedat theClinic . As a
result,theprogramwill updatePatÕs policy to includethe
Clinic Õsstaff in herauthorizedlist of doctors,but only after
ensuringthat the Clinic acceptspaymentfrom her insur-
anceprovider.2

Thisexampleillustratesthepurposeof thepolicy context
Q. Thepolicy updatestatementexecutesonly if theruntime
policy satisÞesthelabelorderingrelationthatappearsin the
secondif-statement.This indicatesthat it is safeto assume
thislabelorderingwhentype-checkingtheupdatestatement
sinceit will always be true when the statementexecutes.
The policy context Q is usedto accumulatethe result of
label orderingqueriesthat appearin enclosingscopesand

2This exampleis a bit artiÞcial: in practice,onewould alsoneedto
checkthat Pat .insurersis not empty(i.e. shehassomeinsurance);such
a checkcouldeasilybeadded.Also, this checkfails if Pat .insurerscon-
tainssomeprincipalnot in Cli nic .insuranceCos.Handlingthecondition
correctlywouldrequireintersectionrolesthatwehaveomittedfor simplic-
ity in this paper.

is usedto staticallyprove labelorderingsin theabsenceof
theruntimepolicy " .

While straightforward, this program has a num-
ber of potential information leaks. Suppose that
patAcceptsTreatment is private to only Pat and staff
at the Clinic , but that the contentsof Pat .doctorsis pub-
lic. Then an adversary could learn the secretvalue of
patAcceptsTreatment by observingPat .doctors. This
occursbecausepolicy is essentiallyanotherkind of data,
which suggestswe must protect it in the sameway as
we protectvariables. There is a similar dependency be-
tween betweenthe contentsof Clinic .insuranceCosand
Pat .insurersandthecontentsof Pat .doctors.Thechangeto
thelattermayindirectly reveal informationto anadversary
abouttheformer(i.e., thatthemembersof Pat .insurersare
includedin Clinic .insuranceCos).To addressboth cases,
we deÞnemetapolicylabel of role " to be lab(" ), anduse
this labelto protectpolicy information.

Protectingpolicy information involves both conÞden-
tiality and integrity concerns. In particular, the depen-
dency betweenthe variable patAcceptsTreatment and
the updateto role Pat .doctorsimplies that the contentsof
patAcceptsTreatment shouldbe trustedby Pat ; other-
wise,a maliciousadversarycouldmodify this variableand
affect an unauthorizedchangeto PatÕs policy. Therefore,
RX labelshave theform (L C , L I ), whereL C describesthe
conÞdentialitylevel andL I describestheintegrity level. As
a result,we mustdeÞneboth conÞdentialityand integrity
of roles as well, with lab(" ) = (C(" ), I (" )) . Here the
metapoliciesC(" ) and I (" ) may dependon the owner of
therole " anddelegation informationin thecurrentpolicy.
Section3.5will discusspossiblechoicesof metapolicy.

Example 2. A program that leaksinformationacrossup-
datesto thepolicy in Figure2. This transitiveßow of infor-
mationis illegal, motivatingRXÕs transactionalsemantics.

Assume clinicRec is labeled Clinic .staff, and
patSymptomslabeledPat .healthRecords,andphilRec la-
beledDrPhil .self.

S1: if( Pat .healthRecords " Clinic .staff)
clinicRec := patSymptoms;

S2: if(leaveClinic)
update(del( Pat .doctors # Clinic .staff));

S3: update(add( Clinic .staff # { DrPhil }));
S4: if( Clinic .staff " DrPhil .self)

philRec := clinicRec

Here, patSymptomscontainsdata conÞdentialto the
role Pat .healthRecords.Line S1 copiesthis datainto the
Clinic records,which is permittedby the policy in Fig-
ure2. If thepatientdecidesto leave theclinic, represented
by the variableleaveClinic in line S2, the policy is up-
datedto remove theClinic .staff from Pat .doctors.Subse-
quently, DrPhil joins the clinic and is thereforeaddedas
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Some Typing Judgments

¥$ consists of an environment, a pc label, and a policy 
context Q

¥Top-left rule: Q accumulates the the results of policy 
queries

¥Standard rules for assignments and if-stmt:

¥ Q is used to establish label ordering 

atomic labels L ::= ! | C! (! ) | I ! (! )
compound labels " ::= (L C , L I ) | " ! "
types t ::= . . . | pol
queries q ::= L 1 " L 2

policy context Q ::= { q1, . . . , qn }
update # ::= add | del
updates ! ::= #s | #s, !
expressions E ::= . . . | !
statements S ::= . . . | if (q) S1 S2

| update E | trans Q S

Figure 3. RX syntax, based on RXcore.

icy assumptionsstatedin Q causeall memoryeffectsof the
S toberolledback.ThisensuresthatmodiÞcationstomem-
ory by S areconsistentwith respectto asinglepolicy.

We Þrst introducethe intuitive idea behind thesenew
constructsby example. We then presentthe formal dy-
namicandstaticsemantics.We concludewith a discussion
of metapolicies.

3.2 Moti vating Examples
Example1. A fragmentof a programthatmightbeusedto
createthesamplehealthcarepolicy in Figure1:

if(patAcceptsTreatment)
if( Clinic .insuranceCos " Pat .insurers)

update(add( Pat .doctors # Clinic .staff))

In theexample,thevariablepatAcceptsTreatment in-
dicatesthatPat hasagreedto betreatedat theClinic . As a
result,theprogramwill updatePatÕs policy to includethe
Clinic Õsstaff in herauthorizedlist of doctors,but only after
ensuringthat the Clinic acceptspaymentfrom her insur-
anceprovider.2

Thepolicy updatestatementexecutesonly if theruntime
policy ! satisÞesthelabelorderingrelationthatappearsin
thesecondif-statement.Thusit is safeto assumethis label
orderingwhentype-checkingthe updatestatementsinceit
will alwaysbetruewhenthestatementexecutes.Thepolicy
context Q is usedto accumulatetheresultof labelordering
queriesthatappearin enclosingscopesandis usedto stati-
cally prove labelorderings.

This program has a number of potential information
leaks. Supposethat patAcceptsTreatment is private to
only Pat and staff at the Clinic , but that the contents
of Pat .doctorsis public. Then an adversarycould learn
the secretvalue of patAcceptsTreatment by observing
Pat .doctors.This leakoccursbecausepolicy is essentially
anotherkind of data,which suggestswe mustprotectit in

2This exampleis a bit artiÞcial: in practice,onewould alsoneedto
checkthat Pat .insurersis not empty(i.e. shehassomeinsurance);such
a checkcouldeasilybeadded.Also, this checkfails if Pat .insurerscon-
tainssomeprincipalnot in Cli nic .insuranceCos.Handlingthecondition
correctlywouldrequireintersectionrolesthatwehaveomittedfor simplic-
ity in thispaper.

the sameway as we protectvariables. Thereis a similar
dependency betweenthe contentsof Clinic .insuranceCos
and Pat .insurersand the contentsof Pat .doctors. The
changeto the latter may indirectly reveal information to
an adversaryabout the former (i.e., that the membersof
Pat .insurersareincludedin Clinic .insuranceCos).To ad-
dressboth cases,we deÞnethe metapolicylabel of role
! to be lab(! ), and usethis label to protectpolicy infor-
mation. Protecting policy informationinvolvesbothconÞ-
dentiality andintegrity concerns.In particular, the depen-
dency betweenthe variable patAcceptsTreatment and
the updateto role Pat .doctorsimplies that the contentsof
patAcceptsTreatment shouldbe trustedby Pat ; other-
wise,a maliciousadversarycouldmodify this variableand
affect an unauthorizedchangeto PatÕs policy. Therefore,
RX labelshave theform (L C , L I ), whereL C describesthe
conÞdentialitylevel andL I describestheintegrity level. As
a result,we mustdeÞneboth conÞdentialityand integrity
of rolesaswell, with lab(! ) = (C! (! ), I ! (! )) . Herethe
metapoliciesC! (! ) andI ! (! ) maydependontheownerof
therole ! anddelegationinformationin thepolicy ! . Sec-
tion 3.5will discusspossiblechoicesof metapolicy.

Example 2. A program that leaks information
across updates to the policy in Figure 1, motivating
RXÕs transactional semantics. Assume" as below:

clinicRec : bool( Clinic .sta " ,Clinic .sta " ) ,
patSymptoms : bool( Pat .healt hReco rds ,Pat .healt hReco rds) ,
philRec : bool( Dr Phil .self ,Dr Phil .self )

S1: if( Pat .healthRecords " Clinic .staff)
clinicRec := patSymptoms;

S2: if(leaveClinic)
update(del( Pat .doctors # Clinic .staff));

S3: update(add( Clinic .staff # { DrPhil }));
S4: if( Clinic .staff " DrPhil .self)

philRec := clinicRec

Here,patSymptomscontainsdataconÞdentialto mem-
bersof therolePat .healthRecords.Line S1copiesthisdata
into theClinic records,which is permittedby thepolicy in
Figure1. If the patientdecidesto leave the clinic, repre-
sentedby the variable leaveClinic in line S2, the pol-
icy is updatedto remove theClinic .staff from Pat .doctors.
Subsequently, DrPhil joinstheclinic andis thereforeadded
aspartof Clinic .staff. If this policy updatesucceeds,then
the programcan copy datafrom the clinicRec variable
into philRec , which can be labeledby role DrPhil .self.
Consequently, DrPhil is able to view the patSymptoms
even thoughthis informationßow is permittedby neither
the original nor the new policy. This is an exampleof a
unintendedtransitiveßow.

The unintendedßow is causedbecausethe label order-
ing relation(Pat .healthRecords! Clinic .staff) neededto
justify theßow of informationin theassignmentof S1was

atomic labels L ::= !
compound labels " ::= L | " ! "
types t ::= bool
security types # ::= t !

policy context Q ::= !
typing context " ::= (#, pc, Q)
expressions E ::= true | false | x | E1 " E2

statements S ::= skip | x := E | S1 ; S2

| while (E ) S | if (E ) S1 S2

" # true : bool! " # false : bool! " # x : " .#(x)

" # E1 : bool! 1 " # E2 : bool! 2
" # E1 " E2 : bool! 1! ! 2

" # S1 " # S2

" # S1 ; S2

" # skip
" # E : bool! " [pc = " .pc ! "] # S

" # while (E ) S

" # E : bool! " [pc = " .pc ! "] # Si i $ { 1, 2}

" # if (E ) S1 S2

" .#(x) = t ! " # E : t ! " .Q # " .pc % "
" # x := E

" # E : bool! ! " .Q # "" % "
" # E : bool!

Figure 2. RXcore syntax and typing.

typing ruleswe projecttheelementsof the ! tuplevia the
dot notation;for example,! .pc is thepc componentof ! .
Wewrite ! [pc = pc!] to representthecontext thatis identi-
cal to ! exceptthepc componentis replacedwith thevalue
pc! (andsimilarly for othercomponentsof acontext).

As in othersecurity-typedlanguages,type checkingin
RXcore is equivalentto securitychecking:if programS type
checks,whenexecutedit will not leak informationin vio-
lation of its policy. Thepolicy context Q is a compile-time
approximationof theactualpolicy " atruntimewith which
S will beexecuted.In RXcore andmostsecurity-typedlan-
guages,Q and " are synonymous. That is, in theselan-
guages,it is assumedthat the policy to be appliedto the
entire executionof S is known when S is compiled. We
distinguishbetweenpolicy context Q andpolicy " now in
anticipationof thefull RX in Section 3, for whichpolicies"
will evolveover time. Otherthanthisdifference,thetyping
rulesin Figure2 arestandard[24].

To illustratehow thetypingjudgmentsof RX0 preventil-
legal informationßows, considertyping thefollowing pro-
gramin anenvironmentwherex is a high-securitylocation
andy a low-securitylocation.

if (x) (y := true ) (y := false )

In this program,althoughthecontentsof x arenot directly
assignedto y, the valuestoredin x is successfullycopied
into y. Thisis becausethebranchesof theif-statementcarry

informationaboutthecontentsof thehigh-securitylocation
x. To preventsuchßows, the rule for if-statementschecks
eachbranchin a context wherethe effect lower-boundpc
is strengthenedto be no lessthan the securitylevel of x.
Whentyping the branches,the last premiseof the rule for
assignmentrequiresthelabelof y to beno lessthantheef-
fect lower-bound.In our example,sincey is a low-security
location,this premiseis not satisÞedandtheprogramfails
to type-check.

3 RX: Adding Policy Updatesto RXcore

This sectionpresentsthe remainingfeaturesof the full
languageRX, which include (1) policy queriesby which
programscanexaminethecurrentpolicy duringexecution,
and(2) policyupdates, by whichprogramscanaddor delete
statementsfrom thecurrentpolicy. Thetypesystemensures
noneof theseoperationswill leakconÞdentialinformation,
asproven in the next section. In addition,becausepolicy
updatesarea potentiallydangerousoperationÑincreasing
the membershipof a role effectively declassiÞesinforma-
tion [9]Ñ RX adaptsthe integrity constraintsfrom previ-
ous work on robust declassiÞcation[26, 15]. Intuitively,
the owner of a role ! must trust the integrity of the deci-
sionto updatepolicy statementsthatdeÞne! . Interestingly,
changesto policy becomea potentialconduitfor illegal in-
formationßow. As such,we usemetapolicies[10] for pro-
tectingtheconÞdentialityandintegrity of roles.

3.1 RX Syntax

The syntaxof RX is shown in Figure3. It differs from
RXcore in severalways. Atomic labels,L , now includeab-
stractoperatorsC! (! ) andI ! (! ) to representmetapolicies
that deÞnethe conÞdentiality and integrity of roles. Like
roles themselves, metapoliciesare interpretedas setsof
principals. Full labels,", arenow joins of pairsconsisting
of a conÞdentiality componentandanintegrity component,
which restrictswherepolicy updatesmayoccur.

Policy queries,q, areusedin thestatementif (q) S1 S2

to branchto S1 or S2 dependingonwhetherthequeryL 1 !
L 2 holdsaccordingto thecurrentdynamic policy " . Policy
contextsQ usedfor typecheckingtheprogramnow consist
of asetof queries{ q1, . . . , qn } thatrepresenttheknowledge
gainedabouttherun timepolicy throughpolicy queries.

ExpressionsE areaugmentedto includecollections#
of policy mutationstatements#s. Thetypelanguageis ex-
tendedto include the type pol! which standsfor the type
of policy mutationstatementsat securitylevel ", where" is
deÞnedby a metapolicy. Thestatementupdate E is used
to changethecurrentpolicy by addingor deletinga collec-
tion of policy statements{ s1, . . . , sn } whereeachsi results
from theevaluationof E to # = #1s1, . . . , #n sn .

Finally, the statementtrans Q S createsa transaction
with policy context Q. Policy updatesin S thatviolatepol-

atomic labels L ::= !
compound labels " ::= L | " ! "
types t ::= bool
securi ty types # ::= t !

policy context Q ::= !
typing context " ::= (#, pc, Q)
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| while (E ) S | if (E ) S1 S2

" # true : bool! " # false : bool! " # x : " .#(x)

" # E1 : bool! 1 " # E2 : bool! 2

" # E1 " E2 : bool! 1 ! ! 2

" # S1 " # S2

" # S1; S2

" # skip
" # E : bool! " [pc = " .pc ! "] # S

" # while (E ) S

" # E : bool! " [pc = " .pc ! "] # Si i $ { 1, 2}

" # if (E ) S1 S2

" .#(x) = t ! " # E : t ! " .Q # " .pc % "
" # x := E
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" # E : bool!

Figure 2. RXcore syntax and typing.

typing ruleswe projecttheelementsof the ! tuplevia the
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cal to ! exceptthepc componentis replacedwith thevalue
pc! (andsimilarly for othercomponentsof acontext).

As in othersecurity-typedlanguages,type checkingin
RXcore is equivalentto securitychecking:if programS type
checks,whenexecutedit will not leak informationin vio-
lation of its policy. Thepolicy context Q is a compile-time
approximationof theactualpolicy " atruntimewith which
S will beexecuted.In RXcore andmostsecurity-typedlan-
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guages,it is assumedthat the policy to be appliedto the
entire executionof S is known when S is compiled. We
distinguishbetweenpolicy context Q andpolicy " now in
anticipationof thefull RX in Section 3, for whichpolicies"
will evolveover time. Otherthanthisdifference,thetyping
rulesin Figure2 arestandard[24].

To illustratehow thetypingjudgmentsof RX0 preventil-
legal informationßows, considertyping thefollowing pro-
gramin anenvironmentwherex is a high-securitylocation
andy a low-securitylocation.

if (x) (y := true ) (y := false )

In this program,althoughthecontentsof x arenot directly
assignedto y, the valuestoredin x is successfullycopied
into y. Thisis becausethebranchesof theif-statementcarry

informationaboutthecontentsof thehigh-securitylocation
x. To preventsuchßows, the rule for if-statementschecks
eachbranchin a context wherethe effect lower-boundpc
is strengthenedto be no lessthan the securitylevel of x.
Whentyping the branches,the last premiseof the rule for
assignmentrequiresthelabelof y to beno lessthantheef-
fect lower-bound.In our example,sincey is a low-security
location,this premiseis not satisÞedandtheprogramfails
to type-check.

3 RX: Adding Policy Updatesto RXcore

This sectionpresentsthe remainingfeaturesof the full
languageRX, which include (1) policy queriesby which
programscanexaminethecurrentpolicy duringexecution,
and(2) policyupdates, by whichprogramscanaddor delete
statementsfrom thecurrentpolicy. Thetypesystemensures
noneof theseoperationswill leakconÞdentialinformation,
asproven in the next section. In addition,becausepolicy
updatesarea potentiallydangerousoperationÑincreasing
the membershipof a role effectively declassiÞesinforma-
tion [9]Ñ RX adaptsthe integrity constraintsfrom previ-
ous work on robust declassiÞcation[26, 15]. Intuitively,
the owner of a role ! must trust the integrity of the deci-
sionto updatepolicy statementsthatdeÞne! . Interestingly,
changesto policy becomea potentialconduitfor illegal in-
formationßow. As such,we usemetapolicies[10] for pro-
tectingtheconÞdentialityandintegrity of roles.

3.1 RX Syntax

The syntaxof RX is shown in Figure3. It differs from
RXcore in severalways. Atomic labels,L , now includeab-
stractoperatorsC! (! ) andI ! (! ) to representmetapolicies
that deÞnethe conÞdentiality and integrity of roles. Like
roles themselves, metapoliciesare interpretedas setsof
principals. Full labels,", arenow joins of pairsconsisting
of a conÞdentiality componentandanintegrity component,
which restrictswherepolicy updatesmayoccur.

Policy queries,q, areusedin thestatementif (q) S1 S2

to branchto S1 or S2 dependingonwhetherthequeryL 1 !
L 2 holdsaccordingto thecurrentdynamic policy " . Policy
contextsQ usedfor typecheckingtheprogramnow consist
of asetof queries{ q1, . . . , qn } thatrepresenttheknowledge
gainedabouttherun timepolicy throughpolicy queries.

ExpressionsE areaugmentedto includecollections#
of policy mutationstatements#s. Thetypelanguageis ex-
tendedto include the type pol! which standsfor the type
of policy mutationstatementsat securitylevel ", where" is
deÞnedby a metapolicy. Thestatementupdate E is used
to changethecurrentpolicy by addingor deletinga collec-
tion of policy statements{ s1, . . . , sn } whereeachsi results
from theevaluationof E to # = #1s1, . . . , #n sn .

Finally, the statementtrans Q S createsa transaction
with policy context Q. Policy updatesin S thatviolatepol-

atomic labels L ::= !
compound labels " ::= L | " ! "
types t ::= bool
securi ty types # ::= t !

policy context Q ::= !
typing context " ::= (#, pc, Q)
expressions E ::= true | false | x | E1 " E2

statements S ::= skip | x := E | S1; S2

| while (E ) S | if (E ) S1 S2

" # true : bool! " # false : bool! " # x : " .#(x)

" # E1 : bool! 1 " # E2 : bool! 2

" # E1 " E2 : bool! 1 ! ! 2

" # S1 " # S2

" # S1; S2

" # skip
" # E : bool! " [pc = " .pc ! "] # S

" # while (E ) S

" # E : bool! " [pc = " .pc ! "] # Si i $ { 1, 2}

" # if (E ) S1 S2

" .#(x) = t ! " # E : t ! " .Q # " .pc % "
" # x := E

" # E : bool! ! " .Q # "" % "
" # E : bool!

Figure 2. RXcore syntax and typing.

typing ruleswe projecttheelementsof the ! tuplevia the
dot notation;for example,! .pc is thepc componentof ! .
Wewrite ! [pc = pc!] to representthecontext thatis identi-
cal to ! exceptthepc componentis replacedwith thevalue
pc! (andsimilarly for othercomponentsof acontext).

As in othersecurity-typedlanguages,type checkingin
RXcore is equivalentto securitychecking:if programS type
checks,whenexecutedit will not leak informationin vio-
lation of its policy. Thepolicy context Q is a compile-time
approximationof theactualpolicy " atruntimewith which
S will beexecuted.In RXcore andmostsecurity-typedlan-
guages,Q and " are synonymous. That is, in theselan-
guages,it is assumedthat the policy to be appliedto the
entire executionof S is known when S is compiled. We
distinguishbetweenpolicy context Q andpolicy " now in
anticipationof thefull RX in Section 3, for whichpolicies"
will evolveover time. Otherthanthisdifference,thetyping
rulesin Figure2 arestandard[24].

To illustratehow thetypingjudgmentsof RX0 preventil-
legal informationßows, considertyping thefollowing pro-
gramin anenvironmentwherex is a high-securitylocation
andy a low-securitylocation.

if (x) (y := true ) (y := false )

In this program,althoughthecontentsof x arenot directly
assignedto y, the valuestoredin x is successfullycopied
into y. Thisis becausethebranchesof theif-statementcarry

informationaboutthecontentsof thehigh-securitylocation
x. To preventsuchßows, the rule for if-statementschecks
eachbranchin a context wherethe effect lower-boundpc
is strengthenedto be no lessthan the securitylevel of x.
Whentyping the branches,the last premiseof the rule for
assignmentrequiresthelabelof y to beno lessthantheef-
fect lower-bound.In our example,sincey is a low-security
location,this premiseis not satisÞedandtheprogramfails
to type-check.

3 RX: Adding Policy Updatesto RXcore

This sectionpresentsthe remainingfeaturesof the full
languageRX, which include (1) policy queriesby which
programscanexaminethecurrentpolicy duringexecution,
and(2) policyupdates, by whichprogramscanaddor delete
statementsfrom thecurrentpolicy. Thetypesystemensures
noneof theseoperationswill leakconÞdentialinformation,
asproven in the next section. In addition,becausepolicy
updatesarea potentiallydangerousoperationÑincreasing
the membershipof a role effectively declassiÞesinforma-
tion [9]Ñ RX adaptsthe integrity constraintsfrom previ-
ous work on robust declassiÞcation[26, 15]. Intuitively,
the owner of a role ! must trust the integrity of the deci-
sionto updatepolicy statementsthatdeÞne! . Interestingly,
changesto policy becomea potentialconduitfor illegal in-
formationßow. As such,we usemetapolicies[10] for pro-
tectingtheconÞdentialityandintegrity of roles.

3.1 RX Syntax

The syntaxof RX is shown in Figure3. It differs from
RXcore in severalways. Atomic labels,L , now includeab-
stractoperatorsC! (! ) andI ! (! ) to representmetapolicies
that deÞnethe conÞdentiality and integrity of roles. Like
roles themselves, metapoliciesare interpretedas setsof
principals. Full labels,", arenow joins of pairsconsisting
of a conÞdentiality componentandanintegrity component,
which restrictswherepolicy updatesmayoccur.

Policy queries,q, areusedin thestatementif (q) S1 S2

to branchto S1 or S2 dependingonwhetherthequeryL 1 !
L 2 holdsaccordingto thecurrentdynamic policy " . Policy
contextsQ usedfor typecheckingtheprogramnow consist
of asetof queries{ q1, . . . , qn } thatrepresenttheknowledge
gainedabouttherun timepolicy throughpolicy queries.

ExpressionsE areaugmentedto includecollections#
of policy mutationstatements#s. Thetypelanguageis ex-
tendedto include the type pol! which standsfor the type
of policy mutationstatementsat securitylevel ", where" is
deÞnedby a metapolicy. Thestatementupdate E is used
to changethecurrentpolicy by addingor deletinga collec-
tion of policy statements{ s1, . . . , sn } whereeachsi results
from theevaluationof E to # = #1s1, . . . , #n sn .

Finally, the statementtrans Q S createsa transaction
with policy context Q. Policy updatesin S thatviolatepol-

! [Q = ! .Q ! { q} ] " S1 ! " S2

! " if (q) S1 S2



The who, what, when and how of 
policy change

¥ Which principals are allowed to change the policy?

¥ What parts of the policy are they allowed to change?

¥ When during execution can the change take place?

¥ How is a change reßected in the program's behavior?



Choosing a Security Property
   How much attention to 

pay to ÒPast FlowsÓ?

¥ Suppose A:=B is consistent with 
! , but not consistent with ! Õ

¥ Should we rule out Program P as 
insecure?

¥ What if the assignment A:=B was 
not already executed? 

¥ Similar issue with ÒFuture FlowsÓ

Program P
<policy = ! >
É

A := B;
...
<update policy to ! Õ>

É
C := D

  The least we require is for all ßows exhibited by a 
program to be consistent with the current policy



Static Reasoning about Dynamic Policy

¥ Static enforcement permits a strong security 
guarantee

¥ But, we still want the actual runtime policy to be 
indeterminate

¥ Need to combine a static and a dynamic approach 

¥The program must interact with the state of the 
policy before causing a ßow to occur. (Similar to 
access control)


