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Context

¥ The security behaor of long running psgrams
changes &quenty.

¥ Principals can enter and ieathe system
¥ A principal's privilege el can change

¥ But, most security-typed languages assume
that these kinds of changes never occur.



Contributions

¥ RX:a nav security-typed language

¥ Maintains the conbdentiality and integrity of date
even in the pesence of anwwlving security policy

¥ Includes a neel treatment of labels a®les deried
from a le-based policy language

¥ Models inbrmation Ravs through the state of the
policy by a brmal treatment of metpolicy

¥ Gives the pogrammer contol over the efect of
policy updates p using a transactional model of
memoty.
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Arbitrary RPolicy Change is Dangaus

¥ The timing of an update can cause undesir
Information Baws.

¥ The context in which an update occurs can
can allov an adersary to control which data
she is alloved to obsewe.

¥ Policy updates can cause the policy to
become a channel of sextrinformation.



Timing of an Update is Critical

¥ Only members oflinicX
can viev patientRec

¥ Updating policy at L2
allows Docto view
patientRec gen when not ¢
member ofdlinicX

¥ Update at L4 inalidates the
check in L1but the Rav
has aleady occured

¥ Update at L6 might seem 1
be ok,but can also be
problematic

L1:if (Doc actsdt dinicX) {

—> L2:

L3: show(Dog patientRec)
—> | 4:

L5:}
— | 6

— resigriDog dinicX)(policy change)



Transitie Flovs

¥ Update at L4 deletes an LO:initial ! : A actsBrB,C
actsbredge betveenA and

B and simaltaneous) adls _
one between C and. L1:if (A actsbrB) {

L2: Arec = Bec
¥ L4 irvalidates the check at L33}

L1,but it isn©within the

scope of L1 --- should suc ~
an update be ok? L4:change !O B,C actsler A

¥ The result is that the L5:if (C actsBrA) {
contents of Bec ae copied L6° Crec '=Arec

to Crec, and Cact§6rB IS _
not stated ly ! or !O. |—7-}



Policy Integrity

¥ Principals state their
security peferences
through the policy

¥ Suppose conditionX is
controlled by the attacler;
then the update in L2 can
be triggeed by the
attacler.

¥ Who is afected ly the
update in L2?dhcy
ownership is impotant.

LO:initial ! : A actsbrB,C
L1:if (conditionX)
L2:change |OA, B actsbr C



Policy as an lmfrmation Channel

¥ Policy updates can depenc

on secet data. L1:if (patHasHIV) {
L2:change !DrBob actsiF Rt
¥ If attacler discosers that L33}

DrBob is Pag¥octor then
he can conclude that Pat
has HIV



Design Goals

¥ One size does not bt all witrespect to the
timing of policy update$/ust provide some wg
of controlling when policy updates talefect.

¥ Principals state their securitequirements
through policyChanges to policy ost be
authorized ly the gpropriate principals.

¥ The state of a changing policy can become a
channel of idrmation.Must prevent leaks
through this channel tao



RX: A Secue Language withdHcy Update:

¥ Types contain a security label constructedrfr RT roles.

¥ A quel construdghat examines the runtime policy to establi
relations betveen mles.

¥ An update construthat allovs the policy to be changeddm
within the program itself.

¥ A transactional semantieat allovs the programmer to
control how policy updates takefect.

¥ A formal treatment of inbrmation Raws though the state of ti
polig.



RX uses aole-based policy langua



Why not the DLM?

¥ Policy in the DLM consists of
1. A lattice specifying the actsFrelation betveen principals

2. Data taggedWlabels specifying twothe data is permitted to
be used.

¥ A label is evned ly a principal and is literglk set of
principals.

¥ Unclear avnership of the acts# lattice males it difbcult to
constrainwhocan change the lattice

¥ Labels as literal sets means that policy chaegeires a
relabeling of data

¥ The actsBr hierarchy is too coarse-grainedA principal
delegates all his privileges to another or none



RTo. A Role-based ®licy Language

Roles ae interpreted as

o princi pal P
sets of principals principal sets X = {Pi,..., P.}
role ! = Pu
|[! ]I, iIncludes all principals X policy ssmt s == " X |!1;" I,
' policy ! = {si,..., Sn }

where I I X " |

A sample policy

Pat.doctors " {DrSue}
o NI Pat.doctors " Clinic .staf
where! ' I+ 7 | Clinic .staf " {DrAlice,DrB ob}

as vell as[! '],



Benepts of a Role-basedliey

¥ Owned RolesThe roleA.r is owned by principaA

¥OnlyA can ad or remove statements debnirgr
¥Membership is distinctém delegation

¥A.r « B states thaf\ considers B to be in tha.r role

¥A.r <« B.r states thaf\ considers all members of B.r to also be
INA.r.B can intoduce nev members intdA.r by altering B.r

¥Ownership and Delegation together debne who can change whic
parts of a policy



Roles as Labels

atomic labels L = |
compound labels " = (Lc,Ly)|"! "
types t = bool

security types # t)

¥Atomic labels az roles;roles ae interpreted as sets

¥Adds a lerel of indirection:by changing the debnition of ale the
security level of a type can changaut the label does not.

¥Labels contain a conbdentiality and an integrity
component --- compound labelseamterpreted as a pair

of sets

¥l abels a& aranged on a lattice accding their
Interpretation



A Program Updates Its Own Securitpliy

¥ Can adl or delete R statements fom the
policy

¥ . -~ add Patdocs< Clinicstaff

¥ ", -— del Clinicstaff« DrBob

¥ Individual "©ae gouped together to tak efect
atomical.



Timing of Updates

S1. if( Pat.healthRecords " Clinic .staff)
clinicRec := patSymptoms;

S2:. if(leaveClinic)
update(del( Pat.doctors # Clinic .staff));

¥ Assume clinicRec is conbdential to member€iaficstaff and
patSymptoms tdathealthRecads.

¥ Assignment in S1 is justipeyl the policy quey

¥ The policy update in S2 malter the result of the quey in S1
¥ Should such an update be aited?
¥ What if S2 was nested within S1?



Transactions Conwl UpdateTiming

statements S == ...|trans ¢ S

¥ RX provides a declarate/construct br specifying
a scope within which policy updatesist respect
past and futue 3ows.

¥AII memoly efects that occur within S & loggec
as in a transaction.

¥ Q represents a set of policy assumptions whic
violated ly an update in S cause the transactio
to be rolled back.

¥ Potential leaks that can occur due toliback ae
eliminated g the type system.



Policy as an lmfrmation Channel

¥ Runtime conbguration of ¢

program includes a
memoty anda policy

¥ The attacler has a viev
of both memory and

policy

¥ As policy &olves the
attacler can gain
information by obsewring
the policy toa

¥ If attacler discosers that
DrBob is Patgdoctor then
he can conclude that Pat
has HIV

L1:if (patHasHIV) {
L2:updatefat.docs< DrBob)
L3:}



Metgoolicy :Policy Is data too

¥ ror each ole! ,C(!) is the set of prigipals
that can interpet! as a set.

¥ C(1) isthe conbdentiality mepmlicy

¥ Similaw, I(! ) is the set ofprincipals thatrust
the debnition of .

¥ |(1) is theintegrity metaolicy



Preventing Leaks tlough B®licy

¥ Typecheckr accepts this
only if it can shav (similar to
memory updates)

¥ Conbdentiality of
patHasHIV is not ggater
than Cfatdocs)

¥ Integrity of patHashHIV i
not less than Katdocs)

¥ Prevents the attackr from
learning patHasH/¥nd flom
effecting an unauthorized
change toRat® policy

L1:if (patHasHIV) {
L2:updatefat.docs<« DrBob)
L3:}



Requiements of a Metaolicy

¥ Delegation intoduces dependences beden oles

¥ A.r <« B.rin the policy means that mimation
Rows from B.r toA.r

¥ Any change to B.r isafdected in the interpetation ofA.r

¥ Metgpolicy br B.r cannot be stricter (moe
conbdentialess trustvorthy) thanA.r

¥ Also require I(A.r) to include at leash

¥ The dePnition of aale is trusted ly the owner



Noninterference

¥ ConpPgurations of a pgram include policy and
memoty

¥ Observability of policy is determinedylimetaolicy C(4)
¥ Memory obsewability is standal

¥ RX programs peseive the lowv-equivalence of a
pair of conbgurations until a policy change
declassibes policy or data to the attack

¥ Obtain an end-to-end guaranteg piecing
together non-declassifying subtraces

¥ Timing and termination insensiiv



RelatedNork

¥ FCS 200%Hlcks et al
¥ Broberg & Sand§low Locks

¥ Almeida-Matos & BoudoG;SFW 2005
(Nondisclosue)

¥ . (to do)



Future Directions

¥ Multi-threaded and distributed setting
¥ Expect transactions to be useful leer

¥ A hierarchy of policies and mepmlicies to
provide better contol over policy eolution

¥ Policies commanicated betwen pocesses
¥ Applied to
¥ Medical infrmation systems

¥Cross-domain security in a mogtirusted
environment --- eg.military intelligence



Summay

¥ RX suppots inlined policy updatebpth
additions and evocations

¥ Provides the pogrammer with contol to
maintain a consistent policy

¥ A framenork for metgpolicy to contol
iInformation leaks though policy

¥Uses a ole-based language toguide a
natural administratey model or policy

http.//www.cs.umd.du/projects/PL/RX




EXTRA SLIDES ....



A Sample &licy in Ho

Pat .doctors ¥ { DrSue}

Pat .doctors ¥ Clinic .staf
Pat.insurers ¥ {BCBS}

Pat .healthRecords " Pat .doctors
Clinic .staf ¥ { DrA lice,DrB ob}
Clinic .insuranceCos " {BCBS, Aetna}
DrPhil .self ! { DrPhil }

All of Pat® doctors can vie her heglth ecords
All staff atCliniccan considexd Pat® doctors



RXTerm Syntax (Pdmal)

qgueries q == Li1" L
expressons E = true |false |x|E1" E>
statements S = skip [ x:=E|S1;S

| while (E)S|if (E)S:S:
| if () S1 Sz

¥ Queries g examine the runtime policy to establish t
lattice ordering elation betvweenatomidabels

¥ In the statementif (@ s:s: the static semantics
permits S1 to assume the labeldaring q




A Program Updates Its Owndfcy

policy stmt s = " X |1 1y
update # = adds|del s
updates | = #|#!
statements S = . | update !

¥Can adl or delete statements &m the policy

¥ Individual "©ae giouped together into a # to ta&
effect atomicalf

¥ Paper treats policy statementsas expessions
allowing updates # to be constructed at runtime

¥ More restrictive syntax pesented hee assumes that
all updates a known staticaly



Somelyping ddgments

policy context Q = {m,..., Oh }
typing context " ou= (#,pc, Q)
1[Q=!1.Q!' {qq]"S; !'"S, "HX)=t, " HE:ty, ".Q#" .pcH”
EEROEE "#x:=E
" #E :bool, "[pc=".pc!"1#S i%${12}
"“#if (E)S: S,

¥$ consists of an emironment,a pc labeland apoliy
context Q

¥ Top-left rule:Q accunulates the the esults of policy
gueries

¥ Standadl rules br assignments and if-stmt:
¥ Qis used to establish labeldering



The who, what, when and how of
policy change

¥ Which principals a alloved to change the policy?
¥ What patts of the policy ae they allaved to change?

¥ When during ercution can the change taklace?
¥ How is a changeefiected in the psgram's behéor?



Choosing a Security Bperty

How much attention to

. p Program P
pay to st Flars@ e
<policy =! >
¥ Suppos@\:=B is consistent with =
I, but not consistent with O
A =B,

¥ Should we rule oublamP as
Insecua?

¥ What if the assignme:=B was <update policy to ! 0>
not already ercuted? =

¥ Similar issue witBFutue FlwsO C:=D

The least ve require is Dr all Bows exhibited ly a
program to be consistent with theurentpolicy



Static Reasoning about Dynamaliéy

¥ Static endrcement permits a song security
guarantee

¥ But,we still want the actual runtime policy to be
Indeterminate

¥ Need to combine a static and a dynamppseoach

¥ The program nustinteactwith the state of the

policy bebre causing a @to occur. (Similar to
access conl)



