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Intra-process isolation of system resources



Light-Weight Context

attributes threads
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lwCreate

root lwc
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lwCreate

new,caller,args < lwCreate(spec, options)
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The child is a copy (via COW) of the parent by default
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lwCreate
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The child may share or omit parent resources
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lwSwitch
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lwSwitch provides coroutine semantics
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lwSwitch
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lwSwitch provides coroutine semantics
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APl Summary

Create IwC
new,caller,args — lwCreate(spec, options)
Switch to lwC
caller,args — lwSwitch(target, args)

Resource Access

status — lwRestrict(lwc, spec)
status — lwOverlay(lwc, spec)
status — lwSyscall(target, mask,

syscall, args)
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e Session isolation
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Common uses

e Session isolation

e Sensitive data isolation

e Snapshot and rollback



Common uses

Session isolation

Sensitive data isolation

Snapshot and rollback

Reference monitoring



Snapshots

active lwc

: function SNAPSHOT() [ﬂjé
new,caller,arg = lwCreate(...) “r---=======- =

I

2

3:  if caller =-1 then
4 return new

5. else

6 close(caller)

7 return snapshot()
8

9

. function ROLLBACK(snap)
IwSwitch(snap, 0)

10: function MAIN()
11:

12:  snap = snapshot()
13:

14:  rollback(snap)
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Snapshots

. function SNAPSHOT()
new,caller,arg = IwCreate(. . .)
if caller = -1 then

return new
else

close(caller)

return snapshot()

. function ROLLBACK(snap)
IwSwitch(snap, 0)

. function MAIN()

11:

12:

snap = snapshot()

13:

14:

rollback(snap)

active lwc

lwCreate .. 5Napshot
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Snapshots

active lwc

. function SNAPSHOT() 1T RN ]
new,caller,arg = IwCreate(. . .)
if caller = -1 then

return new ‘e mm e m '
else
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return snapshot()

. function ROLLBACK(snap)
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-------------
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Snapshots

. function SNAPSHOT()
new,caller,arg = IwCreate(. . .)
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return new
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Snapshots

active lwc

. function SNAPSHOT() ITIITE
new,caller,arg = IwCreate(. . .)
if caller = -1 then

return new

- e Em Em E E E

close(caller)
return snapshot()

. function ROLLBACK(snap)
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Snapshots

. function SNAPSHOT()
new,caller,arg = IwCreate(. . .)
if caller = -1 then

return new
else

close(caller)

return snapshot()

. function ROLLBACK(snap)
IwSwitch(snap, 0)

. function MAIN()

snap = snapshot()

13:

14:

rollback(snap)

active lwc

lwCreate

— lwSwitch

snapshot

|

gclose
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Snapshots

1: function SNAPSHOT()

2 new,caller,arg = IwCreate(. . .) active lwc
3. ifcaller=-1then 'mE I1I¥
4 return new

5.  else
6
7
8
9

close(caller)
return snapshot()

. function ROLLBACK(snap)
IwSwitch(snap, 0)

10: function MAIN()
11:

12:  snap = snapshot()
13:

14:  rollback(snap)




Snapshots

1: function SNAPSHOT()

2 new,caller,arg = IwCreate(. . .) active lwc
3 if caller = -1 then :
4 return new :
5. else ;
6 close(caller) !
7 return snapshot() '
8: function ROLLBACK(Snap)

9 IwSwitch(snap, 0)

10: function MAIN()

11:

12:  snap = snapshot()

13:

14:  rollback(snap)

gclose
_______ . = lwCreate
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Snapshots

. function SNAPSHOT()
new,caller,arg = IwCreate(. . .)
if caller = -1 then

return new
else

close(caller)

return snapshot()

. function ROLLBACK(snap)
IwSwitch(snap, 0)

. function MAIN()

11:

12:

snap = snapshot()

13:

14:

rollback(snap)

snapshot

---------------

active lwc

close
lwCreate
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Reference Monitor

I: function MONITOR(child) monitor -
2 _,call = IwSwitch(child, NULL) "' é

3 loop

4 if is_allowed(call) then

5 specs={ ...}

6 rv = lwSyscall(child, specs,

call.num, call.params)

7 out.err,out.rv = errno, rv

8: else

9: out.err,out.rv = EPERM, -1
10: _,call = IwSwitch(child, out)

11: function MAIN
12: specs={...}
13:  child,c,_ = lwCreate(specs, LWC_SYSTRAP)

14:  if ¢ =-1 then \
15: monitor(child)
16:  privdrop() && run()



Reference Monitor
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Reference Monitor

I: function MONITOR(child) monitor

2. _,call = lwSwitch(child, NULL) ammmmmmn- . o

s loop .} Slucreate spplication
4 if is_allowed(call) then
5 specs ={ ...} O ! <lwSwitch ............ ;
6 rv = lwSyscall(child, specs,

call.num, call.params)

7 out.err,out.rv = errno, rv

8: else

9: out.err,out.rv = EPERM, -1
10: _,call = IwSwitch(child, out)

11: function MAIN

12:  specs={...}

13:  child,c,_ = lwCreate(specs, LWC_SYSTRAP)
14:  if ¢ =-1 then

15: monitor(child)

16:  privdrop() && run()
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Reference Monitor

. function MONITOR(child)

_,call = IlwSwitch(child, NULL)
loop
if is_allowed(call) then
specs={ ...}
rv = lwSyscall(child, specs,

call.num, call.params)
out.err,out.rv = errno, rv

else
out.err,out.rv = EPERM, -1
_,call = IwSwitch(child, out)

. function MAIN
specs =1{ ...}
child,c,_ = IwCreate(specs, LWC_SYSTRAP)
if c = -1 then
monitor(child)
privdrop() && run()
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syscall
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Reference Monitor

. function MONITOR(child) monitor
_,call = IwSwitch(child, NULL) -7
loop

if is_allowed(call) then
specs=1{ ...}
rv = lwSyscall(child, specs,

call.num, call.params)
out.err,out.rv = errno, rv

else
out.err,out.rv = EPERM, -1
_call = IwSwitch(child, out)
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Evaluation

Microbenchmarks

— lwCreate

— |wSwitch

— Reference monitoring (systrap)
Apache (v. 2.4.18)

— Session isolation

— Reference monitoring
Nginx (v. 1.9.15)

— Session isolation

— Reference monitoring

— SSL private key isolation
PHP (v. 7.0.11)

— Fast startup via snapshots
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Creation/Destruction Cost

 No pages dirtied
— 87.7 microseconds
e Additional COW cost per page dirtied

— ~ 3.4 microseconds



microseconds

= N w B
L - 11 N 1w s

o
o

Switching Cost

lwC

process
Switch target

k-thread
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Evaluation — nginx

* High performance web server
— Asynchronous & event-driven

— No session isolation



Nginx execution

( descriptor set )




Nginx execution

(descriptor set

client
socket



Nginx execution
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Nginx execution

(descriptor set

client
socket

}w
wauld block




Nginx execution

(
IwCreate)“" \Bccert )

( close l

(descriptor set

client
socket

would black




Nginx execution

accept
IwCreate)“’ \ ) I
close

w
socket

(Iwaitch)

-GG

lwSwitch wauld block | _]]]]] E
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Nginx execution

reference monitor

- = Em Em Em Em Em Em Em Em Em Em Em Em Em Em Em Em Em SR Em Em Em Em Em AR SR Em A Em Em Em Em Em A A e A = o,

) I
___________________________________________ J
( close )
+
(Iwaitch)
client lwc
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Evaluation - nginx

128 256

64
Session length
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Evaluation - nginx
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Evaluation - nginx

_________________________________________________________________________________________________________________________________

nglnx —_——

n nginx+lwc —E— ___________
| nglnx+lwc+refmon

1 4 16 84 128 256 oo
Session length
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Evaluation - PHP-FCGIH

e Use |lwC snapshots to speed up PHP
e Evaluated using Zend MVC Framework



PHP Execution

CGET /index.php?uidzbob)—>( parse environ menD




PHP Execution

CGET /index.php?uidzbobH parse environ men’a
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PHP Execution

CGET /index.php?uidzbobH parse environ men’a

'/ src=index.php’/
(compile src)
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PHP Execution

CGET /index.php?uidzbobH parse environ men’a

'/ src:index.php’/
(compile src)*\ T?F_’hp
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execute S!’C)

\s( finish req )
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PHP Execution

CGET /index.php?uidzbobH parse environ men’a

'/ src:index.php’/
(compile src)*\ T?F_’hp
cre=X include(X)
\ >

execute S!’C)

\s( finish req )

opcode cache
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PHP Fast Startup

CGET /index.php?uidzbobH parse environ men’a

'/ src:index.php’/
(compile src)*\ T?F_’hp
include(X)

src=X

?
\ 2 <?php lwcsnap()?>

execute src)( )( snapshot )

\( finish req )

opcode cache
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PHP Fast Startup

snapshots

P e — —

CGET /index.php?uidzbobH parse environ men’a

—/

src=index.php -
(compile src)*\ T?F_’hp
include(X)

src=X

?
\ i <?php lwcsnap()?>

execute src)( )( snapshot

\( finish req )

opcode cache
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PHP Fast Startup

snapshots

P e — —

CGET /index.php?uidzbobH parse environ men’a

—/

src=index.php \ -
'/ cache hit—
(compile src)*\ T?F_’hp
include(X)

src=X

?
\ i <?php lwcsnap()?>

execute src)( )( snapshot

\( finish req )

opcode cache
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Requests per second

1800
1600
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1200
1000

800

(o))
o
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400
200

Evaluation - PHP-FCGIH

M opcode cache disabled

M opcode cache enabled

Stock PHP IwC PHP
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Light-Weight Contexts

Source code will be available at
http://www.cs.umd.edu/projects/lwc/

for
76 Software Systems
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