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Abstract

We present a protocol for anonymous communication over the Internet. Our protocol, called P>
(Peer-to-Peer Personal Privacy Protocol) provides sender-, receiver-, and sender-receiver anonymity. P °
is designed to be implemented over the current Internet protocols, and does not require any special
infrastructure support. A novel feature of P ® is that it allows individual participants to trade-off degree of
anonymity for communication efficiency, and hence can be used to scalably implement large anonymous
groups. We present a description of P, an analysis of its anonymity and communication efficiency, and
evaluate its performance using detailed packet-level simulations.
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1 Intr oduction

We presentthe Peerto-PeerPersonalPrivagy Protocol (P °) which can be usedfor scalableanorymous
communicatiorover the Internet. P° providessender, recever, andsenderrecever anorymity, andcan
be implementedover the currentInternetprotocols. P° canscaleto provide anorymity for hundredsof
thousand®f usersall communicatingimultaneouslyandanorymously

A systemprovides receiveranonymityif andonly if it is not possibleto ascertainwho the recever
of a particularmessagés (even thoughthe recever may be ableto identify the sender). Analogously a
systemprovidessenderanonymityif andonly if it is not possiblefor the recever of a messagéeo identify
the original sender A propertycommonto all anorymous systemsis their inability to provide perfect
anorymity. This is becausat is usually possibleto enumerateall sendersor recipientsof a particular
messageln generalthe degreeof sender/receer anorymity is measuredy the sizeof the setof people
who could have sent/receded a particularmessage.There have beena numberof systemsdesignedo
provide recever anorymity [7, 11], anda numberof systemghat provide senderanorymity [22, 26]. In
thesesystemsjndividual sendergqor recevers) cannotdeterminethe destination(or origin) of messages
beyonda certainsetof hostsin the network. Notethatrecever anorymity is requiredby applicationsvhere
the sener needgo remainhidden,e.g.,censorshigesistanpublishing,anorymous le distribution, or ary
peerto-peerapplication.

We assumehat an adwersaryin our systemmay passiely monitor every padet on every link of a
network, andis ableto correlateindividual pacletsacrosdinks. Thus,theadwersarycanmountary passie
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attackon the underlyingnetworking infrastructure However, theadwersaryis notableto invert encryptions
or readencryptedmessagesThe adwersarycanalsoreadall signalingmessagef the system. A direct
implicationof thisattackmodelis thattheadwersarycantotally enumerat¢éhenetwork (e.g.,IP) addressesf
thememberf the system.Further assumehatall memberf the systemhave a digital pseudoym (e.g.,
apublic/privatekey pair), which by assumptiontheadwersarycanalsoenumerateTheadwersary however,
cannotmap particularkeys to speci ¢ addresses.Put anotherway, the crux of our (or ary) anorymity
protocolis to conceathe mappingbetweerdigital pseudoypms andnetwork addressefom the adwersary
Last, assumingligital pseudoyms areimplementedusing public/private key pairs,we do not assumehe
existenceof afull PKI. Insteadwe assumehatif two partieswishto communicatethey areableto retrieve
the public keys out of band( thisis discussedh moredetailin Section2.7).

The motivation for an attacler that canmonitor arbitrarylinks comesfrom two obserations. First, if
a protocolis secureagainsta strongadwersarythat canmonitor arbitrarylinks, thenit is secureagainsta
wealer adwersarythancanonly monitorasubsebf links. For example,anattacler maycompromiseanISP
andmonitorall incomingandoutgoingtrafc. In thiscaseary clientsof theISParesusceptibld¢o exposure
(andthushave no anorymity) unlessthe anorymousprotocoldefendsagainstthis model. Anotherwealer,
yet morerealistic,adwersarialmodelis the trap and trace model. Underthis model,the attacler sulverts
the internal auditing equipmentof the telephonecompary or ISP(s)to follow speci ¢ links hop by hop
iteratively backto the source(from the Wiretappingstatues|[B thisis known astrapandtrace).In generalijt
is dif cult to analyzea protocols securityundera multitudeof wealer passie attackmodels sowe assume
a modelthatis a supersedf all passie adwersarialmodels. Secondwe believe that this global passie
attackis indeedpossibleas evidencedby the Echelon[4 24] and Carniore[]] projects. While the exact
detailsof Echelonarenot public, the projects apparengoal is to gatherintelligenceby monitor multiple
diversesource®f information,includingglobalinternettraf c, i.e.,exactlytheproposeddwersariaimodel.
Somesources[1B even claim that Echeloninterceptsan estimated90 percentof global Internettrafc,
motivating the existenceof a protocolsuchasP?®. Similarly, the FBI's Carnivore systemis installedin
a numberof ISPsacrossthe country andcanbe con gured, by court order to capturepacletsto a given
speci cation. While theuseof EchelonandCarniorein the United Stategs strictly boundby constitutional
checksandbalancesthesesystemado provide constructie evidencefor our attackmodel. In mary parts
of the world, the Internetis penasive enoughthatit is not possibleto completelyshutit dovn; however,
online communicatioris extensiely monitoredandeven usedasa basisfor political persecutionln these
countriesasystemike P> will likely prove usefulfor free exchangeof ideasonline.

Oursystenprovidesreceverandsendemanorymity underthisratherstrongadwersariaimodel,andaddi-
tionally providesthesendetrecever anorymity (or unlinkability) property With sendetrecever anorymity,
the adversarycannotdeterminef (or when)ary two partiesin the systemare communicating.P ° main-
tainsanorymity evenif oneparty of acommunicatiorcolludeswith theadwersarywho canidentify speci ¢
pacletssentto or receied from the otherendof the communicationUnlike previous known solutions,P °
canbeusedto implementscalablewide-areasystemswith mary thousandactive participantsall of whom
may communicatesimultaneously

1.1 A Naive Solution

Considera global broadcasthannel.All participantsn the anorymouscommunicatiorsend x edlength
pacletsin to this broadcasthannekta x edrate. Thesepacletsareencryptedsuchthatonly therecipient
of themessagenaydecryptthe paclet, e.g.,by usingtherecever's publishedoublickey. Assumehatthere
is a mechanisnto hide, spoof,or re-write senderaddresses.g., by implementingthe broadcasthannel
using an applicationlayer peefto-peerring. Every messages hop-by-hopencrypted,andthusis it not



possibleto mapa speci ¢ incomingmessagé¢o a particularoutgoingmessagé€in essencegachnodeacts
asamixX6]). It is possiblethata nodemay not be actively communicatingat a giventime, but in orderto
maintainthe x edcommunicatiomate,we requirethatthenodesendapaclet aryway. Sucha pacletwould
beadummyor noisepaclet, andary paclet destinedor a particularrecever would be a signalpaclet.

This systemprovides senderanorymity, sinceall messageto a givenrecever (in the caseof a appli-
cationlayer peerto-peerring) comefrom a single upstrearmode,andthe recever cannotdeterminethe
original senderof the messageThis systemalsoprovidesrecever anorymity becausehe senderdoesnot
know wheie in the broadcasthanneltherecever is or which hostor addresgherecever is using. Lastly,
this solutionprovidessendetrecever anorymity from a passve adwersarysincetheadwersaryis notableto
gainary informationfrom monitoringary (or all) network links. Becauseaall nodessendto the broadcast
channelat a x edrate,all nodessendandreceve ata x edrateindependentf who they are communi-
catingwith, or how mary signalmessageare sent/receied. Note thatthe adwersaryis not ableto trace
a messagdrom sendetrto recever becausef the hop-by-hopencryption,andthusevenif oneendof the
communications colludingwith theadwersary theanorymity of the otherpartyis not compromised.

This naive solutiondoesnot scalewell dueto its broadcasnature. As the numberof peoplein the
channelincreasesthe available bandwidthfor any usefulcommunicatiordecreasesnearly, andthe end-
to-endreliability decreaseexponentially It is possibleto increaseéhe bandwidthutilization andreliability
by limiting the numberof usersin a broadcasthannel. One possiblesolutionwould be to createa setof
multiple, independenthannelsput thentwo partieswho wantto communicatenay be unableto because
they endupin differentchannels.

P> is baseduponthis basicbroadcasthannelprinciple; we scalethe systemby creatinga hierarchy of
broadcastchannels Clearly ary broadcast-baseslystem,including P> will not provide high bandwidth
ef ciency, bothin termsof how mary bits it takesa senderrecever pair to exchangea bit of information,
andhow mary extrabits the network carriesto carryonebit of usefulinformation. Instead P °® allows users
to choosehow inefcient the communications, andprovidesa scalablecontrol structurefor securelyand
anorymouslyconnectingusersin differentlogical broadcasgroups.We presenanoverviev of P ® next.

1.2  Solution Overview

P® scalesthe naive solution by creatinga broadcasthierarchy Differentlevels of the hierarchyprovide
differentlevels of anorymity, at the costof communicatiorbandwidthandreliability. Usersof the system
locally selectalevel of anorymity andcommunicatioref ciency andcanlocally mapthemselesto alevel
which provides requisiteperformance.At ary time, it is possiblefor individual usersin P ° to decrease
anorymity by choosinga morecommunicatioref cient channel.Unfortunatelyit is not possibleto regain
strongeranorymity, aswe will shav in Section3.4. Also, it is possibleto choosea setof parametershat
is not supportedy the system(e.g.,mutuallyincompatibldevels of bandwidthutilization andanorymity).
The P° systemhasbeenextensiely modi ed from its original conference[2pversion,anda summaryof
thesemodi cationscanbefoundin AppendixA.

1.3 Roadmap

Therestof this paperis structuredasfollows: we describethe P ®algorithmin Section2 with speci ¢ details
in Section3, andpresentasetof analyticboundson performancen Sectiord. Section5, we analyzeresults
from paclet-level P° simulator We discusgelatedwork in Section6. We discussuturework andconclude
in Section7. Appendix[25] containsa summaryof updatesrom the original conferencegapef25]



2 The P° Protocol

P is baseduponpublic-key cryptographyP ® doesnotrequireaglobalpublic-key infrastructurehowever,
we do assumehatif two partieswishto communicatethey canascertaireachothers public keys usingan
out-of-bandmechanism.

AssumeN individualg wish to form ananorymouscommunicatiorsystemusingP °. Assumeeachof
theseP® usershave public keys Ko;::: Ky 1. P will usetheseN public keys, called communication
keysto createalogical broadcasthierarchy.

2.1 The P° logical broadcast hierarchy

Eachnodeof L consistf a bit stringof a speci edlength. We presenthe algorithmassumingeachnode
of L containsbotha bit stringanda bit mask.The bit maskspeci eshow mary of the mostsigni cant bits
in thebit stringarevalid. Thoughnot strictly necessarythe additionof the bit maskwill signi cantly ease
ourexposition.We usethenotation(b/ m) to represenanode,i.e.,auserin L wherebis thebit string,and
m is the numberof matchedbits 2

Theroot of L consistsof the null bit string and a zerolength mask. We representhe root with the
label (?/0). Theleft child of therootis the node(0/1) andtheright child is (1/1). Therestof thetree
is constructedasshawvn in Figurel. For example,the node(0/1) representshe bit string 0 andthe node
(00/ 2) representthe bit string 00.

Ead nodein L correspondsgo a singleuserof P °. Messagesre (unreliably)forwardedto a subsebf
all memberof the system.Thatsubsebf memberscalleda broadcasthanne] is denotedCH(b/ m). The
setof nodesin a channelis de ned asfollows: userA, joined at node(b® m?9, is in channelCH(b/ m) if
andonly if thek mostsigni cant bits of b andb®arethe samewherek is de ned to be minfm; m%. We
call thiscommonpre x testingthe min-common-p X ched.

Thus,amessagesentto achannelCH(b/ m) is sentto threedistinctregionsof theL tree:

Local: A messagsenton CH(b/m) is sentto the (b/ m) node.

Path to root: For eachm® < m, this messagés alsobroadcasto all nodes(bmo/m9, wherebmyo
denoteghem®bit pre x of b.

Subtree: Lastly, for all m®%> m, this messagés alsosentto all nodes(bj?/ m°, wherebj? is ary bit
stringthatbeginswith the stringhb.

Figures2-5shav examplesof broadcasthannels.

Notethatthesebroadcasthannelshouldbeimplementedispeerto-peerunicastreesn theunderlying
network (andnotmulti-casttrees).Thesechannelsnaylosemessageandrequireno particularconsisteng,
reliability, or quality-of-serviceguaranteesWe describehe precisenetworking andsystemgequirements
of P® andunderlyingprotocolsin Section3.5.

In general,communicatioref ciency increasesasthe channek size decreases;orrespondingo the
channeb masksizeincreasing.However, aswe shall see,the anorymity of a noderelatesto the size of
the channelwhich is communicatesvith, so this increasein ef ciency comesat an expenseof reduced
anorymity. Thedepthof theL treegrows dependingonthe numberof peoplein thesystem(N ).

It is entirely possiblethatthe N keys belongto n differentindividuals,suchthatn < N . We discusghis issuein Section2.6.
2Thisis similar to the notationusedto nameCIDR[13] addres®locks



2.2 Mapping users to L

We useasecureublichashfunction(H ( )) to mapusergo L nodes.ConsidemserA, with public-key K a.

Assumeby = H(Ka). UserA will join asanodein somechannelof theform CH(ba / m). Thelengthof

themaskm, i.e., which channeljs chosernindependentlyy userA accordingto a local securitypolicy, as
describedn Section2.5. Givenachoserchanneko join, theexactnodethatA hasjoinedto in thatchannel
shouldbe kept secret,andit shouldnot be possibleto determinewhich precisenodea useris joined to.

Thenodechoiceis only limited to the setof nodegthatpassthe min-common-pre xcheckwith thechosen
channel. Thus, given a public key, it is public knowledgewhich setof nodesa usermaybein, but it is

dif cult to determinaewnhich speci c nodein this settheuserhaschosenThisis thekey to theanorymity of

thesystem.

We saya channelc is commonbetweenA andB if andonly if messagesentto ¢ areforwardedto
both A andB. SupposeA andB join channelsCH(ba /ma) andCH(bg / mp) respectiely, andassume
both know eachothers public key, K o andK g, respectiely. SinceA knows K g, it candeterminebg (
bs =H (K g)); however, A doesnot know thevalueof mg. Evenwithoutary knowledgeof the masks,A
andB canbgjin to communicatéy broadcastingo the entiresystem|.e., by usingthe CH(?/0) channel.
Unfortunately this communicatiorchannelcanbe quite lossy sincemessagebave a higherprobability of
gettinglostin thechannelshigher” upin theL treeandCH(?/0) is thehighest/mostossycommunication
channebf all. Also, if channelsaarechoseruniformly atrandomasa functionof the public keys (asabove),
thenthereis approximately60%probabilitythatCH(?/ 0) will betheonly channethatA andB would have
in common!

Our solutionto this inef cient messagings ead userjoins multiple channelson the logical tree For
eachjoinedchannelusersgenerateanothempublic-privatekey pair, calledroutingkey, whichis keptdistinct
from its main public key: its communication&ey. Theserouting keys are generatedocally, and do not
requireary global coordination. In fact, it shouldnot be possibleto map a users routing key to their
communicatiorkey, otherwise,the users anorymity canbe compromisedusing an Intersectionattack,
Section2.6).

WhenuserA joins a channelc, it periodically sendsa messagdo the channellisting otherchannels
thatit is joinedto. Thesemessagesere asa routing adwertisementandalertnodesaboutmoreef cient
lateral routesalongthe lower levels of the L tree. In generalthe adwertisementsrom a nodecontainsthe
setof channeldt candirectly reach,the setof channelst canreachusingoneothernode,andsoon. In
effect, theset routingkeys generatdateraledgesn thetree.In Sectiond, we shav thattypically, eachuser
needdo join only afew channelg 3) for ary two usersin P to have shortpaths( 2 channekrossings)
betweerthemwith high probability

With eachuserjoining multiple channelsthe communicatiorproceedsasfollows. Insteadof sending
messagethroughCH(?/0), A discorers multi-hop lateral routing pathsfrom ary of the channelst has
joinedto oneof the setof channelsspeci ed by B's communicatiorkey. By acquiringsufcient routing
discorery messagesAi thentriesto sendmessageto somechannelCH(bg /m). As abore, while A can
calculatebg , the problemis it doesnot knowv which m B haschosen.In otherwords, A knows a setof
channelghat B maybein, i.e., CH(bg /0), CH(bg /1), CH(bs /2), ..., but not which speci c one. Let
A guessa valuem, and senda messageo CH(bg /m). If m mg, i.e., if the channelguesseds a
supersebf B's choserchannelthenB canrespondwith the correctmg, andcommunicatiorcanproceed
moreefciently. In thismannerA canprobefor the correctchannethatB hasjoined. However, if A has
guessedin m thatis strictly smallerthanmg, thenB mustignore® the message Failure to do soresults

3In practicethis translateso not passinghe messageip to the applicationlayer



in adifferenceattack(Section2.6). Lastly, notethatthe communicatioref ciency is upperboundedoy the
largestof thetwo channelshoserby eitherof the participantsn acommunication.

We notethata userjoins a setof channelnly whenit enterghe systemandshouldnot changehe set
of channeldt is partof. Otherwise,onceagain,yet anotherintersectiomattackbecomedeasiblethatcan
compromiseheir anorymity.

2.3 Signal and Noise

Assumingpaclet sourcescannotbe tracedfrom the broadcasmessage¢$SeeSection3.1 for the precise
paclet format), the protocol as describedprovides senderand recever anorymity. We assumethat each
messageis of thesamesizeandis encryptederhop andthusit is notpossibleéo mapanoutgoingmessage
(paclet) to aspeci ¢ paclet thatthe noderecevedin the past. However, a passie obserer canstill mount
an easystatisticalattackandtracea communicatiorby correlating a paclet streamfrom a communicating
sourceto a sink.

Thus,we addthe notion of noiseto the system.The noisepacletsshouldbe addedsuchthata passie
correlationattackbecomesnfeasible. Therearemary possiblegoodnoise-generatioalgorithms,andwe
usethefollowing simplescheme.

EachP® user at all times, generatesx ed amountof trafc destinedto their adwertisedchannel. A
paclet transmittedrom anodeis oneof thefollowing:

A paclet (noiseor signal)thatwasrecevedfrom someincominginterfacethatthis nodeis forwarding
ontosomeotherchannel(s)(The preciseforwardingrule for P ° is describedn Section3.2).

A signalpacletthathasbeenlocally generated.

A noisepacletthathasbeenlocally generated.

Note that a critical propertyof this systemis thatto an externalobserer, thereis no discernibledif-
ferencebetweenthesethreescenariosln generalonly the sourceanddestinatiorof a communicatiorcan
distinguishbetweemoiseandsignalpaclets. They aretreatedwith equaldisdainatall othernodes.

MessageDiscard Algorithms  In ary communicatiorsystemwithout explicit feedbackg.g. our channel
broadcastsmessage@ueuesmay build at slov nodesor at nodeswith high degree. In P ®, membersnay
simply drop ary messagehey do not have the bandwidthor processingcapacityto handle. The end-to-
endpropertiesof the systemdependuponhow messageare dropped. We have consideredwo different
droppingalgorithms:

Uniform drop: This is thesimplestschemeén which messagefom theinput queuearedroppedwith
equalprobabilityuntil theinput queuesizeis belov the maximumthreshold.

Non-uniformdrop: In this schememessagewhich aredestinedo largerchannelsi.e., higherupin
L aredroppedpreferentially

We have experimentedvith several variationsof this schemethe speci ¢ schemewhich we usefor
our simulationsdropspacletsdestinedor highernodeswith anexponentiallyhigherprobability

If mostof the end-to-endpathsin a P® network canuselateraledgesj.e. betweenchannelsat the
samelogical height, thenthis schemeprovides lower drop rate. However ary communicatiorthat
mustuse“higher” channelsave proportionatelyhigh drops.



2.4 SYNVs. Data Packets

Onemaindrav backof the naive solutiondescribedn Sectionl.1is the needfor atleastoneasymmetric
decryptionper paclet. We canreducethis requiremento exactly one asymmetricdecryptper paclet by
encryptinga symmetrickey in eachpaclet, andthenencryptingthe paclet datawith the fastersymmetric
key, butthisis still notsufcient. Modernasymmetridey algorithmsarecapableof maintainingontheorder
of 100decryptsper secondn software[2]. So,in orderto saturatea 1L0Mb connectionthis would require
the x edpacletsizeto be100Kb,whichis inef cient for mostapplicationsThegeneraP ° systenmuseshe
asymmetricommunicationgey to negotiateaper o w symmetricsessiorkey, sothatfurtherpacletsin the
o w couldbedecryptecef ciently . We call thepacletsencryptedvith theasymmetrikey SYNpaclets,and
correspondinglythe pacletsencryptedwvith a symmetricsessiorkey datapaclets. Eachpaclet containsa
plain-text bit denotingSYN versusdatapaclet, sothatthereceving nodeknowvs how to processt. However,
sincethe SYN/databit is in plain-text, adwersariesantrack connectionnitiations,which could be usedto
infer usagepatternsandultimatelyto reducethe anorymity of the sender The solutionto this problem,as
follows from the naie solution,is to sendSYN pacletsat constant, x ed intervals, whetherthe senderis
initiating a connectioror not. So, like with paclet transmissiorbefore,if no SYN paclet is availableto be
sent,anoiseSYN pacletis sentin its place.This alsoimpliesthatconnectioninitiation hasto wait until the
next SYN paclettimeintenal, introducingaconnectiodateng to channekizelineartradeoff, asdescribed
in Tablel. SeparatesYN anddatapaclet queuesshouldbe kept, andthe droppingrulesasmentionedn
2.3applyequallyto bothqueues.

2.5 Anonymity Analysis

Assumenodea hasjoinedthechannelCH(b/m).

Claim 2.1 Theanonymityof a nodecommunicatingisingchannelCH(b/ m) is equivalento the sizeof the
setof membes whoare part the channelCH(b/ m).

Proof.
We considetthe sendef, recever, andsenderecever anorymity caseseparately

SenderAnonymity

Senderanorymity is the size of the setof the nodesthat could have senta particularpaclet to a
givenhost(sayB). A recever who canonly monitortheir own links cannotdeterminehe sourceof

Channel| Connection

Size Lateny (s)
25 1/4
50 1/2

100 1

200 2

400 4

800 8

1600 16

Tablel: BroadcasChannelSizesrelative to Connectioninitiation Lateny: assume400decrypts/s



a paclet sincethis informationis never includedin the paclet. A recever, in collusionwith a all-
powerful passie adwersary however, canenumeratéhe setof nodeswho could have sentthe paclet
by computingthetransitve closureof the setof nodesvho have a causarelationshipwith B . (In this
casenodesX andY arecausallyrelatedif X sentapacletto Y). This closurewould be computed
oversome nite time window ontheorderof theend-to-endateng in thesystem.

However, in P° , auserconnectedo CH(b/ m) sendgpacletsat a constantate(signalor noise),and
thesepacletsarerecevedby all useran CH(b/ m). Thus,thereis a causatelationshipbetweerevery
userin abroadcasthannel Additionally, via lateralpaths nodegransmitpacletsbetweerchannels,
andovertime every nodein the systemis causallyrelatedto every othernodein the system.

Supposea maliciousrecever tries to exposea senderthat it is communicatingwith. Assumethe
communicationstreamis one way from the senderto the recever. Given our assumptiorthat the
sourcelP addresss obscuredoy the hop-by-hopretransmissionand that the paclet containsno
returnaddressingnformation, the maliciousrecever is not ableto distinguishthe senderfrom any
nodein the system.t cannotevenasserthata givensetof nodesarenotthesender

Recever Anonymity

WhenA sendsa pacletto B at channelCH((bg / mg), every memberof CH(bg / mg) recevesthe
paclet. Fromthe perspectie of an externalobserer, the behaior of the systemis exactly the same
whetherB recevesthe paclet or not. Thus,B is indistinguishabldrom any othernodein the same
broadcasthannel.Thus,B's anorymity is exactly equivalentto the setof all userswho receve the
paclet, namelythechannelCH(bg / mg).

Sendetrecever anorymity

Sinceall nodesin the systemsendat a constantate,andall pacletsarepairwise encryptecbetween
eachhop,we claimthatit is impossibldfor a passie obsererto distinguishnoisefrom signalpaclets.
Sincethe obserer cannotdistinguishsignalpaclets, it cannotdiscernif or whenA communicates,
andthus,it cannotdeterminevhenA is communicatingvith ary othernodeB.

2
Assumethat the rate at which someuserA sendspaclets doesnot changewhenit is sendingsignal

versusnoisepaclets. In this casethedistribution of paclets,whetherthey aresignalpacletsor noise,does
not affectthe securityof thenode.Thus,anice propertyof our systemis thatthe anorymity of any nodeA
depend®nly uponthelengthof the maskthatA is willing to respondo, nottherateatwhichit transmits.

2.6 Attacks

In this sectionwe outline a numberof attackscommonto all anorymity systems,anghav why P ° resists

Correlation Attack:

As we have alreadyalluded,apassie obsererwhois ableto detectwhensignalpacletsaresentfrom
the senderandreceved by the recever (independenof the content)is ableto statisticallycorrelate
theseeventsover time to discernthatthe two partiesare communicating.If this adwersarycolludes
with the senderwho knows the pseudogm of therecever, it is possibleto mapthe nodes addresgo
the pseudogm, breakingthe anorymity. In P® this attackis thwartedbecause¢he adwersarycannot
discernsignalpacletsfrom noise.



Intersection Attack: If an adwersaryknows that a useris two differentsetsU andV, thenthe
anorymity of the useris reducedto U \ V. If usersare uniformly distributed acrosssuchsets
thatcanbeintersectedthentheanorymity for arny userin thesereducesxponentiallywith thenum-
ber of intersectingsets. For example,supposaiserscommunicatausing both their routing keys and
theircommunicatiorkey. With eachkey, thereis a correspondingetof usersvho may own thatkey.
This leadsto anintersectiorattack. This is the reasora usercommunicatesvith only onekey in P ®,
androutingkeys cannotbe mappedackto the communicatiorkeys. Notethatthisis alsothereason
userscannotincreaseheir anorymity beyondthe smallestsetthey have ever beenmappedo.

DifferenceAttack: If anadwersarycanmaptheuserto somesetU andcanasserthattheuseris not
in someothersetV, thenit canmaptheuserto the differencebetweerthesetwo setsU V.

For example,supposaiserA hasjoined CH(b/ m). In this casejt shouldignorepacletssentto ary
channelCH(b/ m% wherem®> m. If A doesrespond/react/ackwledge suchpaclets,thenA is
divulging wherein theL it is not Thatis becausehe recever setof CH(b/ m9 is smallerthanthe
recever setCH(b/ m), andnow anadwersaryknows thatA is notin the differencebetweenhe two
channels.

DoS ooding attack: Supposea malicioususerwantsto reducethe efciency of the systemby
sendinga large numberof uselespaclets. P° canwithstandthis type of an attacksincewe impose
aperlink queuelimit, andall the extra pacletsfrom the malicioususerwill be droppedat the very
rst hop. Notethateventhelocal broadcasthannels not affectedby a DoSattackaslong asthe rst

non-colludinghop correctlyimplementsts queudimits.

Forwarding DoS attack: In P® a sel sh nodemay chosedrop trafc thatis not its own. If the
sourceanddestinationof thetrafc arein differentchannelspne potentialmethodto mitigatethis
attackis to re-routetrafc throughanotherpotentiallylonger path. While sectiond providesbounds
on the minimumlengthof the pathbetweentwo channelsthereare multiple pathsbetweerary two
channels.In the casewherethe sourceandthe destinationof the trafc arein the samechannel,jt
is still possibleto re-routethe trafc arounda maliciousnodeby forwardingthe trafc to another
channelandthenbackto thedestinatiorchannekt a differentpoint.

Drop Rate Partitioning: Assume&hatanattacleris in anextendedconversationwith thevictim, long

enoughto measurghe averagerateat which pacletsaredropped.Furtherassumehatthe attacler is

colluding with a numberof otherhostsin the system,andcanobtainaveragedrop rateinformation
for thesehosts,aswell astheir distancesn hop counts. In the caseof the naive solutionwith the
broadcasting, two attaclers,A, andA», canusethis methodto reducethe anorymity of thevictim,

V, asfollows. Sincethereis a singlepaththroughthe systemshawving thatA ; hasalower droprate
whentalkingto V thanit doeswhentalkingto A, impliesthatV is betweerA; andA,, otherwiseV

is not betweerthem. In eithercase someamountof of anorymity is lost: this is a differenceattack,
asde ned above.

However, this attackbreaksdown in the generalP ® casebecausehereis not a single paththrough
thesystemandit is dif cult to make assertionsboutthe pathfrom A; to V relative to the pathfrom
Aj to A;. For example,assumehatA is communicatingvith V, andwith A, andhasmeasured
their respectie drop rates,asabore. Becauseherearein generalmary multi-hop lateral pathsin
the systembetweerary two channelandthe sendeicanchangebetweerpathswithout notifying the
recever, it is not possibleto make assertiongboutpathcharacteristicevertime.



2.7 Obtaining Public Keys Out of Band

P® assumeshatif Alice wishesto communicatewith Bob, that she can obtain Bob's public key out of
bandfrom the system.However, Alice mustbe carefulhowv shedoesthis, astheactof fetchingthe key, for
examplequeryingapublicsenerfor Bob'skey, couldpotentiallybreaktheanorymity of thecommunication
beforeevenusingP ®. Onepossibilityis Alice couldobtainthekey from atrustedparty Thisis notasuseless
atechniqueasit would appearat rst passbecausdlice needssomeondo tell heraboutthe existenceof
Bob, andto give Alice somereasonfor wantingto contacthim. Another possiblesolutionis a global
directoryservicewhich publishegublic keys, like a phonebook. Thedownfall of this solutionis thatAlice
hasto keepstatefor all public keys in the entire system.A muchmoreelegantsolution,however, is to run
apublic key sener asaservicein the P° systemitself. The public key for the sener could be well knowvn
in the system,andary communicationgo the sener would be, by de nition, asanorymousasary other
communicatiorin P,

3 Detalils

We have implemented®® in apacletlevel simulator but the detailsfrom our simulationwould be usefulin
a‘“real” implementatioraswell.

3.1 Packet Format

We use x ed lengthpaclets of sizel KB. The x ed paclet lengthis usedto eliminateary information
an adwersarycangain by monitoringpaclet lengths. The 1 KB sizewas chosenarbitrarily asa tradeoff
betweerpaclet fragmentatiorandcommunicationgf ciency, andis notintegral to the system.

TheP® headepnly containgheidenti er for the rst hopdestinatiorchannela (b=m) pair),anda ag
denotinga SYN versusdatapaclet, asdescribedn Section2.4. In our simulation,b is a 32 bit unsigned
integer, andm is a 6 bit integer Sincepaclets may needto be encapsulatechndeachpaclet is the same
size,eachpaclet alsocontainsa padding eld whichis thesizeof theP ® header

Thepayloadof aP® SYN paclet containsasetof x edsize“chunks”, eachof whichis encryptedwith
therecever's publickey. Thesechunksareformednaturallyby mary public-key encryptionsThedecrypted
datapartof the P® paclet containsa checksumwhich the recever usesto determinewhethera paclet is
destinedfor itself or not. Eachchunkcanbe decryptedindependentlythus, a recever doesnot needto
decryptan entire noisepaclet, it candiscarda paclet assoonasthe rst chunkfails its checksum.For
efciency, the rst chunkof a signalpaclet mayalsoincludea symmetriccipherkey for usein decrypting
theotherchunks,assymmetriccipherdecryptiongendto befasterthanasymmetricones.

Regardles®f whetherapacletdecryptgroperly therecever schedulegachpacletfor furtherdelivery
within thelocal channelusingtheforwardingrule describedelow.

The rst chunkof asignalpacletcontainsanencryptedit which determinesvhetherapaclet shouldbe
forwardedonto someotherchannelor whetherthe paclet is destinedor the currentnode. It alsocontains
a channelidenti er for the ultimate destinationfor the paclet, which the currentnodeusesto choosean
outgoingchannel.

Whena nodereceves a paclet with the “forward” bit set, it interpretsthe restof the dataasanother
P® paclet, andif possible forwardsit ontothe speci ed channel.In the forwardingstep,the processat a
channerouteris differentdependingon whetherthe pacletis atits ultimatechannebr not:
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If the pacletis notatits nal channelthe currentnodereplaceshe rst chunkwith anew chunkin
which the “forward” bit is set,setsthe properultimate destinationchannel,andencryptsthis chunk
with the public key of thenext hop.

If thepacletis alreadyis thedestinatiorchannelthenthe datapartof the paclet is alreadyformatted
with the properaddressandhasavalid rst chunkencryptedoy the public key of theintendedrecipi-
ent. Thecurrentnodeaddsa lastchunkat endof the paclet with randombits to incrementhe paclet
lengthto the x edsystensize.

If the“forward” bit is not set,thenthis signalpacletis deliveredto thelocal channel.

3.2 Forwarding within a channel

Sinceeachbroadcasthannelis a tree, eachnodecan usethe following simple forwarding algorithmto
forwardapaclet p alongCH(b/ m):

Forward p to anodeA if andonly if only if p did notcomein on A andif A passeshe min-
common-pre xcheckwith respecto CH(b/ m).

Notethatit is importantthatthe outputorderof the pacletsnot be determinedoy theinput order else
it becomegossibleto correlatepaclets acrosssuccessie nodesand trace communicationbetweentwo
parties.In otherwords,amix[6].

3.3 Channel Selection and Join Algorithms

Analogousto the de nition in [22], we de ne anorymity for a userA asthe setS of userswho arein-
distinguishablgrom that A, i.e., no otheruseror a passive adwersarycanresohe messagefrom A to a
granularity ner thanS. From Section2.5, we know thatin P° the setS is equivalentto the size of the
channelA joined. In this Sectionwe discusshow A selectsachannelandhow to actuallyjoin.

We assumehat eachuseru requiresa minimal acceptabldevel of anorymity, i.e. eachuserrequires
their correspondings setto be of aminimum size. We call this minimum setsizethe securityparameter
anddenoteit with . Eachuseru mayalsode ne a maximumrequiredlevel of security(i.e. a maximum
sizeof thecorresponding set)sincethis providesa boundonthecommunicationnef ciency. We call this
theefciency parameter anddenotet with . Thus,anodewantsto nd achannethatis “large enough”
to t their securityparameterbut “small enough”to still be efcient. In otherwords,userA choosesa
channelCH(b/ m), suchthat A JCH(b/ m)j A with thefollowing algorithm:

A initially pickschannelCH(?/0). If A JCH(?/0)j A, thenboth securityandef ciency
requirementaremet,andthe nodeis done.

If A > jJCH(?/0))j, A the entire systemdoesnot have enoughmemberdo provide the requisite
anorymity. Thus,A forwardspacletsfor othernodesandsendsnoisepaclets,but doesnot directly
communicatewith other nodesuntil suchtime as more nodeshave joined the systemto meetthe
securityrequirements.

If JCH(?/0)j > A, thenthischannehastoo mary nodesandA pickstheappropriateehannelbf the
form CH(b/ 1), i.e., onelevel lower on thetree. A repeatghis procedureby incrementingm until it
nds aCH(b/m) suchthat A JCH(b/ m)j A
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Oncethe userhaspicked the appropriatebroadcastchannelCH(b/ m) to join, they must physically
join thetreeto startreceving messagesThe differencebetweerthe joined nodeandthejoined channelis
subtlebut important.JoiningchannelCH(b/ m) meanghatthe useris oneof thenodes(b®/ n9 thatreceves
broadcasmessagesentto thatchannel.Speci cally, this impliesthat(b% n% andCH(b/ m) passthe min-
common-pre xcheck.It shouldnot be possibleto discorer athespeci ¢c nodea userhasjoinedat, only the
channethey have chosen.

Giventhatthe userdecidego join channelCH(b/ m) whereb = by ::: by 1, they pick which nodeto
physicallyjoin usingthefollowing rules:

Startingattheroot node(?=0), i.e. atthei = Oth level of L traversedown thetreefollowing theleft
childif b = 0, ortherightchildif lj = 1, i.e. abinarysearch.

Oncethenodecorrespondingo (b=m) hasbeenfound, continuedescendinglovn the tree, picking
theleft or right child uniformly at random until the bottomof thetreeis reached.

Physicallyjoin by connectingasa leafto thelastnodevisited.

More generally a new userjoins asa randomleaf in the subtreerootedat (b/ m), asshavn in gures
6-8.

Clearly it is possibleto chooseincompatiblevalues and suchthat > jCH(b/m)j and >
JCH(b/m + 1)j. In this case the usercaneitherchangetheir securityor ef ciency parameteior wait in
channelCH(b/m + 1), until JCH(b/m + 1)].

In our simulations eachusercandetermineghe numberof peoplein a channeby consultinganoracle
which maintainsan up to datelist of channelmemberships.In implementationthis information can be
maintainedn a securedistributed manner eitherby the underlyingapplication-layemulti-castprimitive,
or atawell-known centralizedopologysener.

The topology sener constructis neededf it is not possibleto infer approximatechannelsizes. The
topologysener keepspairsof theform hCH (b=m) : IP address, whereCH(b/ m) is the communication
channelof the node. It is possiblefor the topologysener to exposea userby providing falseinformation
(reportinga channelis large whenit is in fact not). For extra security the topologyinformation canbe
replicatedat | differenttopologyseners. A userwould only considerthe minimum channelsizereported
by all topologyseners; this way, a usercanwithstandupto!| 1 colluding malicioustopologyseners.
Similar techniquesanbe usedto handlemalicioustopology senerswho returna value smallerthanthe
actualchannekize(to make thecommunicationnef cient). Also, notethatthetopologysenerscanalsobe
usedio nd usersonaspeci edchannelwhichis neededvhenanew userjoinsachannel.Furthemotethat
a nodecankeeptrack of the depthof thetreewhenit physicallyjoins. Assumingthatthetreeis balanced
becausenodesjoin asrandomleaves,thenthe size of the channelcanbe estimatedrom the depthof the
tree. This estimateprovidesanadditional“sanity check”on theresultsreturnedby thetopologysener.

3.3.1 An Exampleof P®> Communication

Considetthefollowing example:Alice hask o suchthatH (K o) = 0000: : :. Alice haslocally determined
that o = 8and A = 10, soAlice wantsto nd achannetko join thatis largerthan8 but smallerthan10.
Assumethe logical treeL looks like Figure 9 beforesheattemptsto join. Node Alice canchooseto ary
channelthat passeshe min-commonpre x testwith H (K »), speci cally: CH(?/0) (28 nodes),CH(0/1)
(14 nodes),CH(00/ 2) (8 nodes),CH(000/ 3) (5 nodes)andCH(0000/ 4) (5 nodes).Alice choosego join
CH(00/ 2), becausdt is theonly channekhat ts bothhersecurityandef ciency parametergSection3.3).
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Tojoin CH(00/ 2), Alice joinsasarandomleafof thetreerootedatnode(00/ 2), speci cally, Alice becomes
node(0001/ 4). Additionally, Alice joins two otherchannelgFigure10), CH(01/2) asnode(0101/ 4) and
CH(11/2) asnode(1001/4), chosenuniformly at randomto createlateral links acrossthe tree. Alice
generatesandomrouting keys, R1; Ry; andR3, for eachchanneljoined, andstartsbroadcastingouting
availability messages.g.,"ChannelCH(00/ 2) is reachabldrom CH(01/2) usingkey R>". Also, Alice
startsto cacheothernodes routing availability messagem alocal routingtable.

Next, Alice decidesshewantsto talk to Bob, but shedoesnot know whatchannelheis in. Assuming
thatAlice obtainsBob's privatekey, K g, out of band(Section2.7), shenow knows which setof channels
Bob mustbein, but notwhich speci ¢ one.Using,thechannelCH(?/0), i.e.,theentiresystem Alice sends
amessagé Bobto nd outwhichspeci c channeheisin. NotethatAlice isamembeiof CH(?/0), soshe
cansendthe messagdlirectly, asopposedo routing throughan intermediarychannel. Sincethe channel
is quite lossy Alice needsto resendthe messaga numberof times, but eventually getsa responsdrom
Bobthatheisin CH(11/2). ThisimpliesthatBob is oneof the nodesthat passeshe min-common-pre x
checkwith CH(11/2), but Alice doesnot know which speci ¢ node,leaving Bob anorymousto the sizeof
CH(11/2). However, Alice is nota memberof CH(11/2), so sheis forcedto routethe messagehrough
athird party After consultingherlocal cacheof routing adwertisementsAlice discoversthatthereexists
anodeC thatroutesfrom CH(10/2), which Alice is a memberto CH(11/2), whereBob is. As shavn
in Figure 11, Alice thenbroadcastthe messageut on CH(10/2) to C's routingkey. NodeC readsthe
messageajecryptst, thenrebroadcasthhemessagen CH(11/2) (Figure12),whereBobrecevesit.

NotethatdespitethefactthatAlice andBob have bothjoined CH(10/ 2), they cannotcommunicaten
thatchannelor evenknow thatthey have bothjoinedthe samechannel!Recallthatbothjoinedthe channel
to creatdaterallinks acrosghetree,notto communicatelf, for example,Bobtold Alice thathewasalsoin
CH(10/2), thenAlice couldintersecthesetmembershipf channelsCH(10/2) andCH(11/ 2), andreduce
Bob's anorymity. In otherwords,Alice couldmountanintersectiorattackon Bob.

3.4 Handling Node Churn

Supposd isin channelCH(b/ m), andtheA'ssecurityandef ciency parameteraremet,i.e., o  jCH(b=m)j

As usersjoin andleave the systemi,it is possiblefor the channelCH(b/ m) to violate A's securityor ef -
cieng/ parameterlf toomary nodegoin A's channehlndits ef ciency parameteis violated,A canmigrate
to channelCH(b/m + 1), aslong asthe securityrequirements maintained.

In contrast,f too mary nodesleave the system A's securityparametecanbe violated. For example,
supposéd with 5 = 75and a = 150 joinsachannethatcontainslOOusers.But, overtime dueto node
leavesandfailures,40 nodesleave andthe size of the channelis reducedo 60. As notedby Wright[28],
this is aninherentproblemin all known anorymity systems.A key propertyof P ° is thatwhena single
nodeleaves,achannek anorymity is diminishedby exactlyone In otherwords,in theexampleabore,A's
securityparameters violatedonly once25 nodedeave A's channel.

Whena nodes securityparameters violated,unfortunatelyA cannotre-gainary securityby migrating
“up” L (i.e. by decreasingn). Thisis becauseanintersectiomattack x esSp to the size of the smallest
channelthat A waspartof sinceit initially joined. Thus,A's only availableactionis to leave the system,
andrejoin undera differentkey.

We mitigatethis costly operationasfollows. Assumethatthe joining nodehassomeknowledgeof the
averagerate over time that nodesleave the system, . Thevalue couldbeinferredfrom queryingthe
topologysenersover time, or maintainedoy the topologysenersthemseles. Given , the newly joining
nodeA picksak suchthatthetime X is sufciently longfor A to nish all transactionsn the systemor
long enoughto amortizethe costof leaving the systemandrejoiningwith a new key. Then,if JisA's
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actualsecurityrequirementA joins with aneffective securityparameteof 5, = 9+ k. In otherwords,A
picksachanneto withstandup to k nodeleavesbeforebeingforcedto rejoin the systenmwith a new key.
Also, notethatuserswho do leave the systemopenthemselesto anintersectiorattack. An adwersary
canenumeratall nodesthat have left the system by our passie monitoringassumptionandassumingt
canasserthatavictim nodehasleft thesystem(i.e., becauséhenodeis nolongerrespondindo messages),
canintersecthatsetwith avictim's lastknowvn channel.Thus,thereis incentive for nodesto persistin the
system.This attackis notuniqueto P°® andis commonto all systemswith similar adwersarialmodels.

3.5 The Network Abstraction and Processing Requirements

In this sectionwe describethe precisenetworking requirementsf P °. It wasour designgoalfor P° to be
easilyimplementableisingthe currentinternetprotocols,assuchour networking requirementsremeager

P° requiresthe implementationof broadcasthannelsn which the sourceaddresscannoteasily be
determinedThiscanbeef ciently implementedisingaapplication-layemulti-castprotocol. Thetransport
level requirementsf P° areminimal,andUDP would sufce asthetransporiprotocolfor P° edgesonthe
underlyingphysicaltopology Lastly, notethatduringnormaloperationP > memberonly remainjoinedto
the samesetof channelsthey only changechannelsf the overall securitypolicy change®r if thechannel
dynamicchangesirastically Thus,thesignalingloaddueto P ° is low, andsincethetopologieswithin each
channelis relatively static,the P° tree canbe optimizedto mapefciently on to the underlyingphysical
topology

Host Requirements P°® requiresstate,processingand link bandwidthat eachhost. We discussthese
requirementsn turn:

SupposenemberA communicatessingchannelCH(b/ m) atdepthm in L. In orderto communicate
within the channel A may have to maintainnext hop informationabout2™ channels.For smallm
(e.g. m < 16), the staterequirement@are minimal. Note that unlike an IP router A doeshot have
to searchits “routing table” for every paclet; it only searcheshis tablewhenit initiatesa new data
connection.Thus,thistablecanbe maintainedn secondargtorage.

If mislarge(e.g.m 24), it maynotbefeasiblefor anodeto maintaininformationaboutall 2™ peer
channelsin thiscase A couldmaintainasmallcacheof adwertisementsandif anew communication
requiresa channekhatis notin the cache A would have to wait until it hearsanotheradwertisement
for thatchannel.

Thereis a singlepublic-key decryptionfor every connectioninitiation, or SYN paclet, thatmember
A receves. Further A is requiredto encryptevery signalpaclet duringcommunicationHowever, in
general A doesnot haveto encryptnoisepaclets;it is only necessaryhatthe adwersarynot be able
to distinguishnoisepacletsfrom signalpaclets. Thus,it is feasiblefor A to generatenoisepaclets
usingagoodlocal randomnumbersource.

The broadcashatureof P° requiresindividual channelmemberso (potentially) devote moreband-
width for communicatiorthan pure unicast(or systemssuchas Crowds[22]). However, the extra
bandwidthdirectly resultsin enhancedanorymity, and, obviously, individual usersmay choosea
more bandwidthef cient channelif they arewilling to sacri ce someanorymity. We analyzethe
actualbandwidthusageand how it scaleswith numberof channelmembersand different security
parameteri Sectionb.
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3.6 P°® Nodes as IP Proxies

As describedabove, if two nodeswantto communicatethey arerequiredboth to be membersof the P ®
system.However, orthogonato theactualprotocol,it is possibleo communicatevith partiesoutsideof P °
if nodesmplementlP proxies.Similar to existing anorymouscommunicatiorsystems[1422, 26|, if node
A wantsto anorymouslycommunicatavith B thatis notin theP ° systemA cancontactanarbitrarynode
C anorymouslythroughP®, andC canin turn contactB , actingasan P layerproxy for A to B. Notethat
in doingso,B hasnoreceveranorymity becausé mustknow B 'sIP addresgo initiate thesessionAlso,
the sendetrecever anorymity of A to B is lost, becauseC knows thatsomeonas talking to B. However,
the sendeanorymity of A is still presered.

It is worth notingthatany anorymousprotocolthatallows traf ¢ to leave the systemmustbe designed
with care.Speci cally, a naive implementatiorof IP proxiescouldleadto atrivial DoS attack.An attacler
simply usesoneor mary proxiesto ood avictim andremainsanorymousin the processRatelimiting and
protocolveri cation aretwo technigqueshatcouldbe usedto mitigatethis attack.

4 The Random ChannelsModel

In this section,we presenian analysisof the pathsin a P® network. Let n be the numberof usersin the
systemandsupposéherearek channelsvailablein total. For someintegert (whichis typically small—at
most5), eachuseru independentiychooses randomchannelswvithout replacementwe will denotethis
randomsetof t channeldy S(u). Two centralparameter$or uswill be: (i) d, the maximum“hop-count”
betweerary 2 userswhich is the maximumcommunicatiordistancebetweerary two usersand(ii) L min
andL max , the minimumandmaximumload (numberof users)on ary channel.NotethatL nin andL max
aredifferentthanthe securityparameterasthey countonly the setof userslocal to a channelwhile the
securityparametergountthe setof usersin all channelghat provide anorymity for a givenuser We next
discusghesetwo parameters.

eachi, usersu; anduj+1 chooseachannein common.Thelengthof suchapathis de nedto be”, andthe
minimum lengthof ary pathbetweeru andyv is the distanceor hop-countoetweeru andyv; if thereis no
suchpath,thenthishop-counis de nedtobel . We areinterestedn boundingd, the maximumhop-count
betweerary two users.

The load parametersL min and L max . De ne theloadon a channelo bethe numberof userswho chose
it amongtheirt randomchannelslet L in andL nax respectiely bethe minimumandmaximumloadson
ary channel.A lower boundon theformeris neededo guaranteghe securityof the systemandanupper
boundonthelatteris requiredto shav thatthe bandwidthoverheads not signi cant.

Giventheabove discussionpur basicgoalswill beasfollows. Clearly we simultaneouslyvant“small”
d, avalueof L min thatis “not toosmall”, andL max being“not too high”. It is easyto seethattheexpected
loadonary givenchanneis exactlyt n=k. Thus,n=k is a naturalparameteto studyour systemwith. So,
we will considerscenariosvherek is constrainedo be at mostsomegivenvalueK , andn=k is required
to be at leastsomegivenvalue . So,the primary parametersareK , t, and . Giventhese,andfor ary
choiceof (n; k) for whichk K andn=k , we aim to shawv thatthe systemhasthe above-sletched
satishctorypropertiesw.r.t. d, L min , andL max -

More concretelywe will proceedasfollows. Fix = 0:3, say Let A 5 denotethe desirablesventthat
“(i) all thechanneloadsarewithin 1 of theexpectedvaluet ,and(ii) d s". Wederive thefollowing
sufcient conditionsfor A s to hold (for s = 2; 3) with a probabilityof atleastl 10 “:
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1. s = 2: two sufcient conditionsare

PDt=3 100 andK  10G or
(P2) t = 4, 80, andK 300

2. s = 3: two sufcient conditionsare

P3)t= 3 100 andK  15Q or
(P4) t = 4, 80, andK 700

We now prove thattheseconditionsareindeedsufcient, in therestof this section.

4.1 Analysis Approach

Ig our analysiswe will frequentlyusethe unionboundor Boole'sinequality: Prl[E; _ E> _ :::  E{]
©y PI[E].
The parameters nin andL nhax aremuchmoretractablethand, sowe handlethem rst. Let exp(x)
denotee®. It is an easyconsequencef large-deiations boundssuchasthe Chernof-Hoeffding bounds
[8, 15] thatfor ary givenchannek andary parameter 2 [0; 1], its loadL (c) satis es:

Pr[lL(c)64(1 ) tn=k; (1+ ) tn=K]]
exp( t 2=2 (n=k)) +
exp( t(*=2  %=6) (n=k))
exp( t =2)+exp( t (%=2 3=6)):

Now, a simpleapplicationof theunionboundyields

Pri(Lmin < (1 ) tn=k)  (Lmax > (1+ ) tn=k)]
2 2 3
K exp( t ) +K ep( t (5 o ()

We next turn to boundingd. We cannotdirectly drav on the rich randomgraphsliterature,sincewe
areworking herewith a certainmodelof randomhypergraphswith possiblyrepeatedyperedgeswe next
studythetwo requirement®f mostinterest:d 2andd 3. As canbeexpectedthesecondcasenvolves
morework thanthe rst. Our basicplanis asfollows. Lemma4.1 givesan upperboundon Pr[d > 2],
andLemmad4.2 givesanupperboundon Pr[d > 3]. Then,letting E denotethe complemenbf eventE, we
seeby the unionboundthatPr[A »] is upperboundedby the sumof (1) andthe probability boundgiven by
Lemma4.1. Similarly, Pr[A 3] is upperboundedby the sumof (1) andthe boundgivenby Lemma4.2. We
shalldo this “putting together”in Section4.4.

4.2 The Requirementd 2

Here,we wantsufcient conditionsfor “d 2" to hold with high probability In otherwords,we wantto
shaw thatfor ary two usersthereis a pathof lengthatmost2 betweerthem.To doso,we x distinctusers
u andv, andupperboundthe probabilityp thatthereis no pathof length2 betweerthem;then,by theunion
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bound,the probabilityof d > 2 is at most r21 p, sincethereareonly 2 choicesfor the unorderedpair
(u; v). Thus,we needto shaw thatp is nggligible in comparisorwith ( 2 ) 1, whichwe proceedo do now.

Our planis to conditionon the valuesof S(u) andS(v). For eachsuchchoice,we will upperbound
the probability that thereis no user(amongthe remaining(n  2)) who chosea channelthat intersects
both S(u) andS(v). Then,the maximumsuchprobabilityis anupperboundon p. Fix S(u) andS(v). If
S(u)\ S(v) 6 ;,thenu andv areatdistancel; sosupposes(u)\ S(v) = ;. In particulay we mayassume
thatk  2t.

Considerary otheruserw. Whatis the probability of w's randomchoiceS(w) intersectingS(u) and
S(v)? Thetotal numberof possiblechoicesfor w is 'f . Thenumberof possibleintersectiorpatternscan
be countedasfollows. SupposgS(w) \ S(u)j = i andjS(w)\ S(v)j = j,wherei;j landi+j t.
Theremainingt (i + j) elementf S(w) areselectedatrandomfrom outsideS(u) [ S(v). Thus,

Pri(S(w)\ S(u) =) (SW)\ S(v)=)l=1 f(kt);

where p

f(k;t) = —3

ottt ko2

Litj ti j tij .
- ;
t

Thus,sincedifferentusersv malke theirrandomchoicesndependentlywe getthatp (1 f (k;t))" ?
exp( (n 2)f (k;t)). Thus,asdiscusse@bore, aunionboundyields

Prld> 2] (n?=2) exp( (n 2)f (k;t)): (2)
In orderto seewhatthis boundsaysfor variousconcretevaluesof our parameter& ; ; t, we develop:

Lemma4.1l Suppose 2K=(t3(t 1))andK 2*2 ThenPr[d> 2] ((Ke )2=2) exp( 0:8t3(t
1) =K ).
Proof. (Sketch.)Sincef (k;t) t2 % 2 =¥ bound(2) shavsthat
! I
, k2t Kk

2.2_ _
Prid> 2] (n%€’=2) exp nt P o Ty

We cannow do a calculationto shav that subjectto our constraintg(which includesthe constraintthat
k 2t), thisboundis maximizedwhenk = K andn = K . Furthersimpli cation thenleadsto thebound
of thelemma.

2

4.3 The Requirementd 3

We now adopta differentapproacho getanupperboundonPr[d > 4]. Let Cdenoteour setof k channels.
ForasetA CwithjAj = t,de neY(A) tobethesetofalla2 (C A) for whichthefollowing holds:

AN

I : (a2 S(x)) (S(xX)\ A6 ;):

In otherwords,Y (A) isthesetof channelshatlie outsideof A, butwhichlie in somesetS(x) thatintersects
A. Thus,we needto shav thatwith high probability at leastoneof thefollowing four conditionsholdsfor
eachpairof usersu andv: (i) S(u)\ S(v) 6 ;; (i) S(U)\ Y(S(v)) 6 ;; (iii)) Y(S(u))\ S(v) 6 ;;or(iv)
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Y(S(Ww)\ Y(S(v)) 6 ;. Todoso,wewill insteadshawv thatwith high probability all A Cwith jAj = t
will havejY (A)j > s, wheres = b(k  2t)=2c. It canbeveri ed thatthisimpliesthatat leastoneof the
conditions(i), (ii), (iii) and(iv) will holdfor all u; v.

Fix A CsuchthatjAj = t. LetusboundPr[jY (A)j s]. Now, forarny xedB (C A) suchthat
jBj= k t s= dk=2e, acalculationcanbeusedto shav that

PrlY(A)\ B =;] (exp( t>=k)+ 2 H" % (3)
We summarizewith
Lemma4.2 Suppose 2K =(t3(t 1)) andK 22 ThenPr[d> 3] 2K*2 K! exp( t?2=2).
Proof. (Sketch.) A unionboundusing(3) yields

Pr[d > 3] Pri9A = jY(A)j s
k k t

t ok=2e

2 k' (exp( t’=k)+2 H" L

(exp( t*=k)+2 H" !

A calculationshaws that subjectto our constraintsthis boundis maximizedwhenk = K andn = K .
Furthersimpli cation completeghe proof. 2

4.4 Putting It Together

Now, asdescribedat the endof Section4.1, we just do routine calculationgo verify the following. First,
if s = 2 andary oneof (P1) and (P2) holds, thenthe sum of (1) andthe probability boundgiven by
Lemma4.lis atmost10 . Similarly, if s = 3 andary oneof (P3)and(P4)holds,thenthe sumof (1) and
the probability boundgiven by Lemma4.2 is at most10 4. This concludesour proof sketchaboutthese
sufcient conditionsfor A, andA 3 respecirely to hold with high probability

5 Simulation Results

In this section,we presentesultsfrom a paclet-level P° simulator Our simulatoris writtenin C, andcan
simulatethe entire P° protocolwith thousand®f participants. We designedandimplemented ve basic
experiments:

Measuresystemperformanceas the numberof participantsincrease;speci cally, we measurehe
end-to-endandwidthJateng, andpacletdropratesasthenumberof usersan thesystems increased

Measurehe effect of the securityandef ciency parameteon communicatioref ciency

Estimatethe amountof time it takesP® systemsf a given numberof participantsto corverge (i.e.
how long doesit take auserto nd achannethatsatis estheir securityandef ciency constraints)

Measurehe effectsof differentnoisegeneratiorratesandqueuingdisciplines

Measurehow the systembehaeswhenincreasinghumbersf nodesengagen end-to-enccommuni-
cation
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Simulation Methodology For eachexperiment,we generatedh randomphysicaltopology We did not
model different propagationdelaysbetweenpairs of nodes;instead,we assumedinit propagationdelay
betweenary two nodes. Sinceall internodelatenciesarethe same,our simulationproceedsusinga syn-
chronouslock. At everytick, all pacletssentfrom every nodeis recevedat their destination.

We assumen unboundednput queuelengthanda boundedoutputqueue. All pacletsreceved at a
nodeata giventime stepareprocessedSomeof thesepacletsmaybequeuedatappropriateutputqueues,
anda subsetof themmay be deliveredlocally. Next, eachnodegenerates setof outgoingpaclets and
enqueuesgheseon the outputqueues We thenimposethe outputqueueimit andaccordingto the queuing
discipline,discardpacletsif arny outputqueueis largerthanits maximumspeci ed size. Note thatduring
the discardphase the nodedoesnot discriminatewhetherit is droppingits own paclets or pacletsfrom
someothernode. All remainingpacletsat an outputqueuearedeliveredin the next time stepto the next
hopnode.

Sinceall pacletsqueuedat a nodearedeliveredat the next time step,the outputqueuesizesenesas
a measureof both the processingand bandwidthrequirementst a node. We instrumentedhe simulator
to recordthe end-to-endatencies(numberof simulatorticks), drop ratesand bandwidth,end-to-enchop
counts,numberof channelcrossingsandcorvergencetimes. In the restof this section,we reportresults
from individual experiments.

5.1 Scalability

In Figure13,we plot theend-to-endossrateasthenumberof useran thesystems increasedln eachcase,
thereis only onepair of communicatingnodesall othernodesonly sendnoisepaclets. For eachgroupsize,
we chosetendifferentrandomseedsindcreatedendifferenttopologies.For eachtopology we chosethree
differentsendetrecever pairs.Eachpointon Figure13is anaverageof all theseruns(24 for eachtopology
size)with the error barsdenoting95% con denceintervals. Unlessotherwisenoted,we choosehevalues
of securityparameteras = 100 and = 300 andimplementnon-uniformqueuing. All nodesin the
systemwereconnectedo two channelsi.e. they hadonecommunicatiorkey andoneroutingkey.

Thereare two different curves, eachcorrespondingo two different sendingrates. In the “Sending
Rate=1/S"case,eachnodegenerates paclet at eachtime stopwith probability 1=S, whereS is the size
of its currentbroadcasgroup. Analogously in the “SendingRatedog S=S’ case,eachnodegenerates
paclet at eachtime stopwith probabilitylog S=S. For both casesthe queuesizesat eachnodewerevery
small: maxf 10;log Sg. Fromtheplot, it is clearthatthe 1=S sendingratecanbe sustainedn the system,
andalmostno signal(or noise)pacletsarelost. However, asthe sendingrateis increasedthe queuesn the
systemaresaturatedanddropratesincreasawith groupsize.

In Figure 14, we plot the averagenumberof channelghatthe signalpacletshave to crossin orderto
reachtheir destination.Note thatin this case,eachuseronly connectdo 2 channels.As predictedby the
analysisin Section4, the averagechannellevel hop countis very small,andis lessthan1 for all our runs.
The averageend-to-enchop countin theserunswere  13. Theworstcaseinterchanneldistancethatwe
encountereth theserunswas?2. Thisoccurredn 4 outof 6000signalpacletssent.

Analysis In our simulationsthe averagesizeof eachchanneln theseexperimentss approximatelyl 50,
andthe averagequeuesizeis aroundthe minimum (10). In the worst case ,eachqueueis alwaysfull, and
the nodeshave to handletwo full queuesvorth (20 paclets)pertick. Eachtick in our systemcorresponds
to anend-to-engropagatiordelay Assumethatthis delayis onaverageontheorderof 100ms.Thus,these
nodeswould have to handleup to 200 paclets persecond.At 1000bytesper secondthis translatedo 1.6
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Mbps of bandwidthandtheability to handletwo hundredsymmetrickey decryptiongpersecondassuming
thatmostpacletsaredataandnot SYN paclets,is trivial with moderncomputers.The bandwidthrequired
is somavhat more of a concern;however, notethat individual userscan always reducetheir bandwidth
requirementy migrating “lower” in the tree. The “SendingRate=1"correspondsoughly to eachnode
sendingat 16Kbps(with essentiallyno paclet loss). If nodesarewilling to incur higherpaclet loss,then
the sendingratecanbe muchhigher e.g. for the 8192usercase userscansendat up to 200Kbpsif they

arewilling to handleupto 40% pacletlossesNotethatthesdossesaccumulatever aboutl3 hops,which

is theaverageend-to-endgpathlengthin thesesimulations.

Thus, in a 8192 node P° network, ary subsetuserscan anonymouslicommunicateat hundredsof
kilobits persecondwith relatively high paclet losses)if they investapproximately2 Mbps of bandwidth.
Clearly thelossrateis high comparedo thecommunicatiormediawe areusedto, but we have to remember
thatin P>, the useris gaininganorymity of atleast100otherusers.In a purebroadcassystermwith 8192
usersandthesesameparameterghe averageend-to-endossratewouldbeaboutl 10 39: communication
in this systemwould, essentiallybe impossible. (In sucha system,to achiere a 50% averageend-to-end
lossrate, the sendingrate per userwould have to be 1 paclet/8 seconds.Of course,eachuseris also
gaininganorymity from all otherusersin the system).

Additionally, modernforward errorcorrectiontechniguesanbe usedto mitigatethe effectsof thehigh
lossrate.With pacletlossrateof andabandwidthof B, thentheeffective rateof thechanneisB (1 )
with Reed-Solomon[Zlcodesor B (1 (1 + )) with tornado[19 codes. Recallthat Reed-Solomon
encodingequire0(n log,) computatiorwheren is thenumberof blocksin anencodingwhereastornado
codesrequireO(n) computation.Thereis evenwork[20] thatworkswith variablelossrates.

In Section5.3, we discusghe effectsof varyingthe sendingratewhile the bandwidthandgroupsizes
are x ed.

5.2 Convergence Times

In Table2, we presenthe corvergencetimesfor P ® in our simulator Thereareresultsfrom two different
experimentsn the Table;in the experimentwe x edthe securityparametergat = 100 = 300, and
variedthe numberof users.In thesecondexperimentwe x edthe numberof usersat 1024,andvariedthe
securityparamete( ). In all casesyweused = 3 .

In all experimentsall the usersjoin simultaneoushat time 0. Eachusermigratesdown theL treein
rounds. Eachroundconsistsof 10 simulatorticks, andeachuseronly makesa single migrationdecision

Channel No.of | Security No. of
Size  rounds| Parameter rounds
64 0 16 6
128 0 32 5
256 1 64 4
512 2 128 3
1024 3 256 2
2048 4 512 1
4096 5
8192 6

Table2: Corvemgencetimes
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in ary oneround. As expectedthe corvergencetimesincreaseasthe numberof usersincreasgor the
parameteiis decreasedinceeachusersettles‘lower” down in L. However, in all caseshe numberof
roundsto corvemgeis givenby maxf0; logN log g.

5.3 Noise and Signal Generation

In Figurel5,we vary the sendingratewhile keepingall otherparameterx ed. We monitora singlesender
recever pair, andreportthe obsered paclet loss. We usethetwo basesendingratesfrom Section5.1,and
linearly increaseheseratesby theratemultipliers plottedon the x-axis, while keepingthe link bandwidths
constant. As expected,the drop ratesincreasdinearly with increasesn sendingrate. Interestingly the
non-uniformdropratesperformslightly betterasthe sendingratesincrease.

In Figurel16, we repeathe sameexperimentandvary thenumberof senderrecever pairsin thesystem.
Therestof theusersstill generataeoiseat the samerate(log S=S). We plot theaveragedroprateacrossall
of thesendetrecever pairs,andasabore, the errorbarsdenoted5% con denceintenals. As expectedihe
droprateis notaffectedby thenumberof senderrecever pairs,andthus,no extrainformationis divulgedto
apassve obsererwhenmorepeoplein thesystencommunicateWe have alsoexperimentedvith different
valuesof and . As expected,the drop rate increasesas userschoosehigher valuesof the security
parameterssincethey aremappedo largerbroadcasthannels.

6 RelatedWork

We discussprior work relatedto P°. Previous work canbe broken down into work relatingto the Dining
Cryptographergproblem, Mixes, and other systemsthat provide anorymity over the Internet. We then
summarizeexistingwork in Table3.

6.1 Dining Cryptographers

The Dining CryptographergDC-net) protocol[7] provides senderanorymity underan adwersarymodel
similar to P°. DC-Netassumes public key infrastructure,and userssendencryptedbroadcastgo the
entiregroup, thusachieing recever anorymity. However, unlike P ®, all memberf the grouparemade
awareof whenamessagés sent,soDining Cryptographergloesnot have the samelevel of sendetreceier
anorymity. Also, in DC-net,only oneusercansendat a time, soit takes additionalbandwidthto handle
resenations,collisions,andcontention[27]. Lastly, a DC-netparticipant x esits anorymity versusband-
width tradeoff whenjoining the system,andthereare no provisionsto rescalethat tradeoff whenothers
join the system.

6.2 Mixes

A mixis a procesghat providesanorymity via paclet re-shufing. Encryptedmessagearesentto a ma-
chine,the mix, are batchedthendecryptedandresentto their destinationsn concert,therebyobscuring
the originatorof the messageMixeswereintroducedby Chaumin [6], but wereimproveduponin [5, 16].
Mix eswork bestin seriesandneeda constanamountof traf ¢ to avoid delaywhile preservinganorymity.
P® doesbothby creatinga hierarchyof mixes,andthe constanstreamof signalandnoisepacletssene to
keepthemixesoperational.

Of particularnoteis Mixminion[10] in which a userchooses routethrougha setof mixesto a des-
tination. Recever anorymity is provided by registeringa pseudogm at a nymserverand publishingthe
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locationof thenymsener. Messagearequeuedat the nymsener until suchtime astherecipientmakesan
anorymousconnectionto the nymsener to retrieve the messagesFurther Mixminion useskey rotation,
2 leggedpaths,andtimed dynamic-poolbatchingto mitigatereplayattacks taggingattacks,andblending
attacksrespectiely. They usedummytrafc betweemmixesfor further mitigatethe blendingattack,but do
notuseendto enddummytrafc andcedethatMixminion is vulnerableto along termcorrelationattack.

In contrastto Mixminion, P° usesthe sameadwersarialmodel, but is not vulnerableto the long term
correlationattack. By broadcastingdlummy/noisetrafc endto endat a x ed rate, all nodessendand
receve a constantrateof trafc, defeatingthe correlation.Additionally, by usingbroadcasthannelsP ®is
notvulnerableto replay tagging,or blendingattacks.Of course P °'s broadcasthannelsarelessef cient
than Mixminion's multi-hop unicasttrafc, but usersof P° canlocally con gure the level of inef ciency.
Also, Mixminion tamgetshigh lateny tolerantapplicationssuchase-mail, whereP ° is a generalpurpose
anorymousnetwork layersuitablefor all applications.

6.3 Recent Internet-based Anonymous Communications Work

We describeour anorymity protocolsthatcanbeimplementedver the Internet.

Xor-Trees Like P°, Xor-Trees[11] providessende, recever, and sendeirecever anorymity. How-
ever, unlike P®, Xor-Treesdo not admita per useranorymity versuscommunication®f ciency tradeoff.
Also, like in DC-net,only a singleusermay sendat ary onetime in an Xor-Tree. Thus,in an Xor-Tree,
performancelegradesdueto collisionsasthe numberof usersincrease.

SenderAnonymity Protocols Both Crowds[22] andthe morerecentHordes[26] provide strictly sender
anorymity. The basicideain both thesesystemsis similar to Onion Routing[14] and Tarzan[12], in
which messagebetweencommunicatingusersareroutedon an application-layewoverlay using pathsthat
are eitherrandomlyor senderchosento obscurethe origin. The recever cannotresole the senderof a
particularmessagsincemessagetake different,potentiallyrandomlychosenyoutesthroughthe network.
However, noneof thesesystemspravide anorymity whenconfrontedby a passie obserer who canmount
statisticalattacksby tracingandcorrelatingpacletsthroughouthe network over time. Additionally, none
of thesesystemsprovide recever anorymity. However, ary of theseprotocolscanbe adaptedo provide
recever anorymity by usingan anorymousproxy [23]. Aside from the scalabilityissuesof having all of
theuserssendtheir communicationshroughasinglesener, usersof ananorymousproxy systemexplicitly
give up sendetrecever anorymity to theconnectingoroxy:

FreeNet FreeNe{9] providesananorymouspublish-subscribsystenoverthelnternetusinganapplication-
layer overlay muchlike P°. However, FreeNetis designedior anorymousstorageandretrieval, andthe
anorymity issuedor sucha systemaredifferentthana systemlike P ° thatprovidesanorymity whencom-
municatingpartiesareon-line. Thereis no notion of noiseor signal,etc.,andthe majorissuesn FreeNet
aredecoupling/hidinguthorshigrom aparticulardocumentandproviding fault-tolerananorymousavail-
ability for a setof staticdocuments.

6.4 Summary

The capabilitiesof the abore systemsaresummarizedn Table3. The columns“Sender”,“Recever”, and
“SenderRecever” referto the systemsability to provide senderrecever, and sendefrecever anorymity,
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asdescribedabore. Underrecever anorymity, “In System”denoteghatthe recever canhave anorymity
if they area participantin the system,asopposedo anexternalrecever connectedsia anIP proxy. Note
thatary systenthatdoesnot provide recever anorymity canbemodi ed to do sovia ananorymousproxy.
Furthernotethat all protocolsthat are incapableof recever anorymity are still ableto achiee two way
communication. The “Scalable” metric refersgenericallyto whetherthe systemcan reasonablyscaleto
thousandf nodes,and still make progress. The “correlation” column refersto whetherthe systemis
vulnerableto alongtermtrafc correlationattack. The lastcolumn,“Locally Con gurable” refersto the
ability of anindividual nodeto locally con gure their anorymity levels,independendf othernodes.
Viewed broadly previous systemsforced usersto choosebetweensecurity i.e., all threetypes of
anorymity with resistanceo long term correlationattacks,or efciency and scalability To the bestof
ourknowledge,P® is theonly systemthatlocally letsuserstradeoff betweerthesetwo points.

7 Conclusions

P is a protocolfor anorymouscommunicatiorover the Internet. It allows secureanorymousconnections
betweena hierarchyof progressiely smallerbroadcasthannelsandallows individual usersto tradeoff
anorymity for communicatioref ciency.

In developingP ®, we found aninterestingpropertyrelatingcommunicationateng, bandwidthusage,
andanorymity. In generalwe foundit waseasyto constructprotocolsthat providedtwo out of thesethree
propertiese.g.,considerplain unicastcommunication:t provideslow lateny andhigh bandwidthusage,
but doesnot provide anorymity. Now considemulti-castingto a set(usingpersourceshortespathtrees)
in which the messagés intendedfor only onememberof the channel.This solutionprovideslow lateng;
howeverthebandwidthutility decreaseastheanorymity andunlinkability increasesP ° hastheinteresting
propertythatit allows individual usersto trade-of thesethreepropertieson-line.

We designedP® to be scalableand compatiblewith currentinternetprotocols. Our simulationsshov
thatP®° canscaleto large groups,andour analysisshaws that P ® will maintainits “short paths”property
with very little extra overheadfor extremelylarge groups. Our currentwork is to adaptlower overhead
noisegeneratioralgorithmsto further improve scalability; provide betterreliability by consideringmore
connectedtructuresvithin individual groups;andto build a prototypefor deploymentaroundthe Internet.

Acknowledgments. We thank the anorymousrefereesof the IEEE Securityand Privacy 2002 program
committeeandthe Journalof ComputerSecurityeditorial committeedor their helpful comments.

Protocol Sender| Recever | SendeiRecever | Scalable| Correlation | Locally Con gurable
Xor Trees Yes | In System Yes No No No
DC Net Yes | In System Yes No No No
Crowds Yes No No Yes Yes Yes
OnionRouting| Yes No No Yes Yes Yes
Tarzan Yes No No Yes Yes Yes
Mixminion Yes | In System Yes Yes Yes Yes
FreeNet Yes No No Yes Yes Yes
pS Yes | In System Yes Yes No Yes

Table3: Summaryof Capabilitiesof VariousAnonymity Protocols
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A Updatesto Security and Privacy 2002Paper

Therearesigni cant updatego the P° protocolfrom the original conferencepaper[2%. Oneof the most
commoncritiquesof the original protocol was the needfor one public key decryptionper paclet. The
solution,asdescribedn Section2.4,is to usethe public key cryptographyto negotiatea symmetricsession
key. This techniquecanbe usedto arbitrarily reducethe CPU load on a node, at the costof increased
connectionnitiation lateng.

Anotherproblemwith the original protocolwasits failureto accountfor the factthatnew nodesin the
systendo notincreaseahesecurityof previously communicatingnodes For example Alice joinsthesystem
ata certainchannein L thatmeetshersecurityandef ciency requirementsandshestartscommunicating
with Boh Then,overtime, enoughnen nodegoin the samechannelandthis causeshe channeko exceed
Alice's ef ciency parameterAlice decidesto go down in thetree(Section3.4) to presere heref ciency.
However, if we assumehatBobis colludingwith the globalpassie attacler (asperouradwersarialmodel),
thenassoonasAlice startscommunicatingBob tells the passie adwersarywhich channelsheis in, and
thenthe passye adwersarycanenumeratall of the nodesof Alice's old channel. Fromthere theadwersary
knows thatany new nodegshatjoin thesamechannelrenot Alice. But, whenAlice goesdowvn onelevel in
thelogical treeto a new, smallerchannel heranorymity is not the sizeof the new channel but the size of
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thesetformedby theintersectiorof the new channelwith the original memberof theold channel.In other
words,Alice is vulnerableto anintersectionattack. Note thatthe original protocolhad multiple usersin a
singlenodeof L, wheretherevisedprotocolhasexactly oneusepernodein L.

The updatedprotocol x esthis by slightly modifying the join procedureasshavn in Section3.3 and
Figures6-8. By makingeachnodeof L correspondo exactly oneuser andby makingtheusersll in the
nodesof L asthey join, Alice knows thatthe peopleabore herin thetreearepeoplewho joinedbeforeher,
and peoplebelon herare peoplewho have joined after her Also, sincethe hashesf public keys in the
systemarerandomlydistributed,andthe exactleafjoinedin thetreeis randomlychoser(Figure8), thenwe
canassumehatnew leavesto L areon averageevenly distributed. BecausdhelL is abinarytree,thereare
2™ nodesatlevel m. Thus,if Alice joinsthe systemandadwertiseschanneb=m), anev nodeendsupin
thesamechannelwith probability2 ™.

Thus,theintersectiorattackis mitigatedtwo ways. First, by understandinghatnodesin L are lled in
sequentiallyasthey join, Alice candecidewhethergoingdown in L will violate hersecurityparameteror
if sheneedgo rejoinwith anew key. Thisinformationwasnotavailablein the original conferenceversion
of the protocol[29. Secondpy evenly distributing wherein L nenv nodesjoin the system Alice will not
needto godown in herchannelnlesghereis asigni cant increasen thesystensize.For example,assume
Alice hasparameters = 100, = 300 andH (PK pjice) = 010101 :: , andjoins whenthereare 8000
nodesin the system.ChannelCH( /0) will have all 8000nodes,andon average,channelsCH(0/ 1) will
have roughly4000nodes,CH(01/ 2) will have 2000nodesandsoon. So,statistically achannebnthe 6th
level will have approximatelyl25nodes,so Alice chooseshannelCH(01010Y/ 6) to adwertisebecauset
ts her and parametersA new nodeendsupjoining asaleafin channelCH(01010Y/ 6) with probability
2 6= 1=64. Furtherif 175morenodegoin Alice's channelheref ciency parametewill beviolated(125
nodes 175nodes= 300nodes)andshewill have to godown in thelL. So,onaverage64 175or 11200
new nodeswould have to join thesystembeforeAlice hasto godown in thel.

Thelastmajorcriticismof P ° wastherestrictionthatoncea userstartscommunicatingn theP ® system,
he cannotleave the system.In the updatedversionof the protocol,we relaxthis restriction,asdescribedn
Section3.4.
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Figure6: Nodejoinswith = 14; = 8andH (Pk) = 10:::

Figure8: Nodethenrandomlysearcheslown thetree,andjoins asa leaf
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Figure9: P° beforeAlice joins
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Figure10: P> afterAlice joins
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Figurell: Firsthopof Alice! Bobmessage

Figurel2: Second/Finahopof Alice! Bobmessage
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Figure13: Lossrateversusnumberof users
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Figurel5: Lossrateversussendingrate
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Figurel14: Averagenumberof channels
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Figure16: Lossrateversusnumberof senders



