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Abstract

We present a protocol for anonymous communication over the Internet. Our protocol, called P 5

(Peer-to-Peer Personal Privacy Protocol) provides sender-, receiver-, and sender-receiver anonymity. P 5

is designed to be implemented over the current Internet protocols, and does not require any special
infrastructure support. A novel feature of P 5 is that it allows individual participants to trade-off degree of
anonymity for communication efficiency, and hence can be used to scalably implement large anonymous
groups. We present a description of P 5, an analysis of its anonymity and communication efficiency, and
evaluate its performance using detailed packet-level simulations.
Keywords: Anonymous Communication, Privacy, Peer-to-Peer

1 Intr oduction

We presentthe Peer-to-PeerPersonalPrivacy Protocol(P 5) which can be usedfor scalableanonymous
communicationover the Internet. P 5 providessender-, receiver-, andsender-receiver anonymity, andcan
be implementedover the currentInternetprotocols. P 5 canscaleto provide anonymity for hundredsof
thousandsof usersall communicatingsimultaneouslyandanonymously.

A systemprovides receiveranonymityif and only if it is not possibleto ascertainwho the receiver
of a particularmessageis (even thoughthe receiver may be ableto identify the sender).Analogously, a
systemprovidessenderanonymityif andonly if it is not possiblefor thereceiver of a messageto identify
the original sender. A propertycommonto all anonymoussystemsis their inability to provide perfect
anonymity. This is becauseit is usually possibleto enumerateall sendersor recipientsof a particular
message.In general,thedegreeof sender/receiver anonymity is measuredby thesizeof thesetof people
who could have sent/received a particularmessage.Therehave beena numberof systemsdesignedto
provide receiver anonymity [7, 11], anda numberof systemsthat provide senderanonymity [22, 26]. In
thesesystems,individual senders(or receivers) cannotdeterminethe destination(or origin) of messages
beyondacertainsetof hostsin thenetwork. Notethatreceiver anonymity is requiredby applicationswhere
theserver needsto remainhidden,e.g.,censorshipresistantpublishing,anonymous�le distribution, or any
peer-to-peerapplication.

We assumethat an adversaryin our systemmay passively monitor every packet on every link of a
network, andis ableto correlateindividual packetsacrosslinks. Thus,theadversarycanmountany passive

� This work wassupportedby grantsfrom theNationalScienceFoundation(ANI0092806and0208005)andunderITR Award
CNS-0426683.This paperis an extendedversionof the original IEEE SecurityandPrivacy 2002 conferencepaper. A list of
extensionsis availablein AppendixA.
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attackon theunderlyingnetworking infrastructure.However, theadversaryis notableto invert encryptions
or readencryptedmessages.The adversarycanalsoreadall signalingmessagesin the system.A direct
implicationof thisattackmodelis thattheadversarycantotally enumeratethenetwork (e.g.,IP)addressesof
themembersof thesystem.Further, assumethatall membersof thesystemhave a digital pseudonym (e.g.,
apublic/privatekey pair),whichby assumption,theadversarycanalsoenumerate.Theadversary, however,
cannotmap particularkeys to speci�c addresses.Put anotherway, the crux of our (or any) anonymity
protocolis to concealthemappingbetweendigital pseudonymsandnetwork addressesfrom theadversary.
Last,assumingdigital pseudonyms areimplementedusingpublic/privatekey pairs,we do not assumethe
existenceof a full PKI. Instead,weassumethatif two partieswish to communicate,they areableto retrieve
thepublickeys outof band( this is discussedin moredetail in Section2.7).

The motivation for an attacker that canmonitorarbitrarylinks comesfrom two observations. First, if
a protocolis secureagainsta strongadversarythat canmonitor arbitrarylinks, thenit is secureagainsta
weakeradversarythancanonly monitorasubsetof links. For example,anattackermaycompromiseanISP
andmonitorall incomingandoutgoingtraf�c. In thiscase,any clientsof theISParesusceptibleto exposure
(andthushave no anonymity) unlesstheanonymousprotocoldefendsagainstthis model.Anotherweaker,
yet morerealistic,adversarialmodelis the trap and tracemodel. Underthis model,theattacker subverts
the internalauditingequipmentof the telephonecompany or ISP(s)to follow speci�c links hop by hop
iteratively backto thesource(from theWiretappingstatues[3], this is known astrapandtrace).In general,it
is dif�cult to analyzeaprotocol's securityunderamultitudeof weakerpassiveattackmodels,soweassume
a model that is a supersetof all passive adversarialmodels. Second,we believe that this global passive
attackis indeedpossibleasevidencedby the Echelon[4, 24] andCarnivore[1] projects. While the exact
detailsof Echelonarenot public, the project's apparentgoal is to gatherintelligenceby monitormultiple
diversesourcesof information,includingglobalInternettraf�c, i.e.,exactlytheproposedadversarialmodel.
Somesources[18] even claim that Echeloninterceptsan estimated90 percentof global Internettraf�c,
motivating the existenceof a protocol suchasP 5. Similarly, the FBI's Carnivore systemis installedin
a numberof ISPsacrossthecountry, andcanbe con�gured, by courtorder, to capturepacketsto a given
speci�cation.While theuseof EchelonandCarnivorein theUnitedStatesis strictly boundby constitutional
checksandbalances,thesesystemsdo provide constructive evidencefor our attackmodel. In many parts
of the world, the Internetis pervasive enoughthat it is not possibleto completelyshutit down; however,
onlinecommunicationis extensively monitoredandevenusedasa basisfor political persecution.In these
countries,asystemlike P 5 will likely prove usefulfor freeexchangeof ideasonline.

Oursystemprovidesreceiverandsenderanonymity underthisratherstrongadversarialmodel,andaddi-
tionally providesthesender-receiver anonymity (or unlinkability) property. With sender-receiver anonymity,
the adversarycannotdetermineif (or when)any two partiesin the systemarecommunicating.P 5 main-
tainsanonymity evenif onepartyof acommunicationcolludeswith theadversarywhocanidentify speci�c
packetssentto or receivedfrom theotherendof thecommunication.Unlike previousknown solutions,P 5

canbeusedto implementscalablewide-areasystemswith many thousandactive participants,all of whom
maycommunicatesimultaneously.

1.1 A Naive Solution
Considera globalbroadcastchannel.All participantsin theanonymouscommunicationsend�x ed length
packetsin to this broadcastchannelat a �x edrate.Thesepacketsareencryptedsuchthatonly therecipient
of themessagemaydecryptthepacket,e.g.,by usingthereceiver'spublishedpublickey. Assumethatthere
is a mechanismto hide, spoof,or re-write senderaddresses,e.g.,by implementingthe broadcastchannel
usingan applicationlayer peer-to-peerring. Every messageis hop-by-hopencrypted,and thus is it not
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possibleto mapa speci�c incomingmessageto a particularoutgoingmessage(in essence,eachnodeacts
asa mix[6]). It is possiblethata nodemaynot beactively communicatingat a given time, but in orderto
maintainthe�x edcommunicationrate,werequirethatthenodesendapacketanyway. Suchapacketwould
beadummyor noisepacket,andany packet destinedfor aparticularreceiver wouldbeasignalpacket.

This systemprovidessenderanonymity, sinceall messagesto a given receiver (in thecaseof a appli-
cation layer peer-to-peerring) comefrom a singleupstreamnode,andthe receiver cannotdeterminethe
original senderof themessage.This systemalsoprovidesreceiver anonymity becausethesenderdoesnot
know where in thebroadcastchannelthereceiver is or which hostor addressthereceiver is using. Lastly,
thissolutionprovidessender-receiver anonymity from apassive adversarysincetheadversaryis notableto
gainany informationfrom monitoringany (or all) network links. Becauseall nodessendto thebroadcast
channelat a �x ed rate,all nodessendandreceive at a �x ed rateindependentof who they arecommuni-
catingwith, or how many signalmessagesaresent/received. Note that the adversaryis not ableto trace
a messagefrom senderto receiver becauseof the hop-by-hopencryption,andthuseven if oneendof the
communicationis colludingwith theadversary, theanonymity of theotherpartyis not compromised.

This naive solutiondoesnot scalewell due to its broadcastnature. As the numberof peoplein the
channelincreases,theavailablebandwidthfor any usefulcommunicationdecreaseslinearly, andtheend-
to-endreliability decreasesexponentially. It is possibleto increasethebandwidthutilization andreliability
by limiting thenumberof usersin a broadcastchannel.Onepossiblesolutionwould be to createa setof
multiple, independentchannels,but thentwo partieswho want to communicatemaybeunableto because
they endup in differentchannels.

P5 is baseduponthis basicbroadcastchannelprinciple;we scalethesystemby creatinga hierarchy of
broadcastchannels. Clearly, any broadcast-basedsystem,including P 5 will not provide high bandwidth
ef�ciency, both in termsof how many bits it takesa sender–receiver pair to exchangea bit of information,
andhow many extrabits thenetwork carriesto carryonebit of usefulinformation.Instead,P 5 allows users
to choosehow inef�cient thecommunicationis, andprovidesa scalablecontrol structurefor securelyand
anonymouslyconnectingusersin differentlogical broadcastgroups.Wepresentanoverview of P 5 next.

1.2 Solution Overview
P5 scalesthe naive solutionby creatinga broadcasthierarchy. Different levels of the hierarchyprovide
differentlevelsof anonymity, at thecostof communicationbandwidthandreliability. Usersof thesystem
locally selecta level of anonymity andcommunicationef�ciency andcanlocally mapthemselvesto a level
which providesrequisiteperformance.At any time, it is possiblefor individual usersin P 5 to decrease
anonymity by choosinga morecommunicationef�cient channel.Unfortunately, it is not possibleto regain
strongeranonymity, aswe will show in Section3.4. Also, it is possibleto choosea setof parametersthat
is not supportedby thesystem(e.g.,mutuallyincompatiblelevelsof bandwidthutilizationandanonymity).
TheP5 systemhasbeenextensively modi�ed from its original conference[25] version,anda summaryof
thesemodi�cationscanbefoundin AppendixA.

1.3 Roadmap
Therestof thispaperis structuredasfollows: wedescribetheP 5algorithmin Section2 with speci�c details
in Section3, andpresentasetof analyticboundsonperformancein Section4. Section5, weanalyzeresults
from packet-level P5 simulator. Wediscussrelatedwork in Section6. Wediscussfuturework andconclude
in Section7. Appendix[25] containsa summaryof updatesfrom theoriginalconferencepaper.[25]
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2 The P5 Protocol

P5 is baseduponpublic-key cryptography. P 5 doesnot requireaglobalpublic-key infrastructure;however,
wedo assumethatif two partieswish to communicate,they canascertaineachother's publickeys usingan
out-of-bandmechanism.

AssumeN individuals1 wish to form ananonymouscommunicationsystemusingP 5. Assumeeachof
theseP5 usershave public keys K 0; : : : K N � 1. P5 will usetheseN public keys, calledcommunication
keysto createa logical broadcasthierarchy.

2.1 The P5 logical broadcast hierarchy
TheP5 logicalbroadcasthierarchyisabinarytree(L ) whichisconstructedusingthepublickeysK 0; : : : ; K N � 1.
Eachnodeof L consistsof a bit stringof a speci�ed length.We presentthealgorithmassumingeachnode
of L containsbotha bit stringanda bit mask.Thebit maskspeci�eshow many of themostsigni�cant bits
in thebit stringarevalid. Thoughnot strictly necessary, theadditionof thebit maskwill signi�cantly ease
ourexposition.Weusethenotation(b/ m) to representanode,i.e.,auser, in L wherebis thebit string,and
m is thenumberof matchedbits.2

The root of L consistsof the null bit string anda zero lengthmask. We representthe root with the
label (? / 0). The left child of the root is the node(0/ 1) andthe right child is (1 / 1). The restof the tree
is constructedasshown in Figure1. For example,thenode(0/ 1) representsthebit string0 andthenode
(00/ 2) representsthebit string00.

Each nodein L correspondsto a singleuserof P 5. Messagesare(unreliably)forwardedto a subsetof
all membersof thesystem.Thatsubsetof members,calleda broadcastchannel, is denotedCH(b/ m). The
setof nodesin a channelis de�ned asfollows: userA, joinedat node(b0/ m0), is in channelCH(b/ m) if
andonly if thek mostsigni�cant bits of b andb0 arethesame,wherek is de�ned to beminf m; m0g. We
call thiscommonpre�x testingthemin-common-pre�x check.

Thus,amessagesentto achannelCH(b/ m) is sentto threedistinctregionsof theL tree:

� Local: A messagesenton CH(b/ m) is sentto the(b/ m) node.

� Path to root: For eachm0 < m, this messageis alsobroadcastto all nodes(bm0 / m0), wherebm0

denotesthem0-bit pre�x of b.

� Subtree:Lastly, for all m00> m, thismessageis alsosentto all nodes(bj? / m00), wherebj? is any bit
stringthatbeginswith thestringb.

Figures2-5show examplesof broadcastchannels.
Notethatthesebroadcastchannelsshouldbeimplementedaspeer-to-peerunicasttreesin theunderlying

network (andnotmulti-casttrees).Thesechannelsmaylosemessagesandrequirenoparticularconsistency,
reliability, or quality-of-serviceguarantees.We describetheprecisenetworking andsystemsrequirements
of P5 andunderlyingprotocolsin Section3.5.

In general,communicationef�ciency increasesas the channel's sizedecreases,correspondingto the
channel's masksizeincreasing.However, aswe shall see,the anonymity of a noderelatesto the sizeof
the channelwhich is communicateswith, so this increasein ef�ciency comesat an expenseof reduced
anonymity. Thedepthof theL treegrows dependingon thenumberof peoplein thesystem(N ).

1It is entirelypossiblethattheN keys belongto n differentindividuals,suchthatn < N . Wediscussthis issuein Section2.6.
2This is similar to thenotationusedto nameCIDR[13] addressblocks
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2.2 Mapping users to L

Weuseasecurepublichashfunction(H (�)) to mapusersto L nodes.ConsideruserA, with public-key K A .
AssumebA = H (K A ). UserA will join asa nodein somechannelof theform CH(bA / m). Thelengthof
themaskm, i.e.,which channel,is chosenindependentlyby userA accordingto a local securitypolicy, as
describedin Section2.5.Givenachosenchannelto join, theexactnodethatA hasjoinedto in thatchannel
shouldbe kept secret,andit shouldnot be possibleto determinewhich precisenodea useris joined to.
Thenodechoiceis only limited to thesetof nodesthatpassthemin-common-pre�xcheckwith thechosen
channel. Thus,given a public key, it is public knowledgewhich setof nodesa usermaybe in, but it is
dif�cult to determinewhichspeci�c nodein thissettheuserhaschosen.This is thekey to theanonymity of
thesystem.

We saya channelc is commonbetweenA andB if andonly if messagessentto c areforwardedto
both A andB . SupposeA andB join channelsCH(bA / mA ) andCH(bB / mB ) respectively, andassume
both know eachother's public key, K A andK B , respectively. SinceA knows K B , it candeterminebB (
bB =H (K B )); however, A doesnot know thevalueof mB . Evenwithout any knowledgeof themasks,A
andB canbegin to communicateby broadcastingto theentiresystem,i.e.,by usingtheCH(?/ 0) channel.
Unfortunately, this communicationchannelcanbequite lossysincemessageshave a higherprobabilityof
gettinglost in thechannels“higher” up in theL treeandCH(?/ 0) is thehighest/mostlossycommunication
channelof all. Also, if channelsarechosenuniformly at randomasafunctionof thepublickeys (asabove),
thenthereis approximately50%probabilitythatCH(?/ 0) will betheonlychannelthatA andB wouldhave
in common!

Our solutionto this inef�cient messagingis each userjoins multiplechannelson the logical tree. For
eachjoinedchannel,usersgenerateanotherpublic-privatekey pair, calledroutingkey, whichis keptdistinct
from its main public key: its communicationskey. Theserouting keys aregeneratedlocally, anddo not
requireany global coordination. In fact, it shouldnot be possibleto map a user's routing key to their
communicationkey, otherwise,the user's anonymity can be compromised(using an Intersectionattack,
Section2.6).

WhenuserA joins a channelc, it periodicallysendsa messageto the channellisting otherchannels
that it is joinedto. Thesemessagesserve asa routingadvertisement,andalertnodesaboutmoreef�cient
lateral routesalongthe lower levelsof theL tree. In general,theadvertisementsfrom a nodecontainsthe
setof channelsit candirectly reach,the setof channelsit canreachusingoneothernode,andso on. In
effect, theset routingkeys generatelateraledgesin thetree.In Section4, weshow thattypically, eachuser
needsto join only a few channels(� 3) for any two usersin P 5 to have shortpaths(� 2 channelcrossings)
betweenthemwith highprobability.

With eachuserjoining multiple channels,thecommunicationproceedsasfollows. Insteadof sending
messagesthroughCH(?/ 0), A discoversmulti-hop lateral routing pathsfrom any of the channelsit has
joined to oneof the setof channelsspeci�ed by B 's communicationkey. By acquiringsuf�cient routing
discovery messages,A thentries to sendmessagesto somechannelCH(bB / m). As above, while A can
calculatebB , the problemis it doesnot know which m B haschosen.In otherwords,A knows a setof
channelsthat B may be in, i.e., CH(bB / 0), CH(bB / 1), CH(bB / 2), . . . , but not which speci�c one. Let
A guessa value m, and senda messageto CH(bB / m). If m � mB , i.e., if the channelguessedis a
supersetof B 's chosenchannel,thenB canrespondwith thecorrectmB , andcommunicationcanproceed
moreef�ciently. In this manner, A canprobefor thecorrectchannelthatB hasjoined. However, if A has
guessedan m that is strictly smallerthanmB , thenB mustignore3 themessage.Failure to do so results

3In practicethis translatesto notpassingthemessageup to theapplicationlayer
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in a differenceattack(Section2.6). Lastly, notethatthecommunicationef�ciency is upperboundedby the
largestof thetwo channelschosenby eitherof theparticipantsin acommunication.

Wenotethatauserjoinsasetof channelsonly whenit entersthesystem,andshouldnot changetheset
of channelsit is part of. Otherwise,onceagain,yet anotherintersectionattackbecomesfeasiblethat can
compromisetheir anonymity.

2.3 Signal and Noise
Assumingpacket sourcescannotbe tracedfrom the broadcastmessages(SeeSection3.1 for the precise
packet format), the protocolasdescribedprovidessenderandreceiver anonymity. We assumethat each
messagesis of thesamesizeandis encryptedper-hop, andthusit is notpossibleto mapanoutgoingmessage
(packet) to a speci�c packet thatthenodereceivedin thepast.However, a passive observer canstill mount
aneasystatisticalattackandtracea communicationby correlatinga packet streamfrom a communicating
sourceto a sink.

Thus,we addthenotionof noiseto thesystem.Thenoisepacketsshouldbeaddedsuchthata passive
correlationattackbecomesinfeasible.Therearemany possiblegoodnoise-generationalgorithms,andwe
usethefollowing simplescheme.

EachP5 user, at all times,generates�x ed amountof traf�c destinedto their advertisedchannel. A
packet transmittedfrom anodeis oneof thefollowing:

� A packet (noiseor signal)thatwasreceivedfrom someincominginterfacethatthisnodeis forwarding
ontosomeotherchannel(s).(Thepreciseforwardingrule for P 5 is describedin Section3.2).

� A signalpacket thathasbeenlocally generated.

� A noisepacket thathasbeenlocally generated.

Note that a critical propertyof this systemis that to an externalobserver, thereis no discernibledif-
ferencebetweenthesethreescenarios.In general,only thesourceanddestinationof a communicationcan
distinguishbetweennoiseandsignalpackets.They aretreatedwith equaldisdainatall othernodes.

MessageDiscard Algorithms In any communicationsystemwithout explicit feedback,e.g. our channel
broadcasts,messagequeuesmay build at slow nodesor at nodeswith high degree. In P 5, membersmay
simply drop any messagethey do not have the bandwidthor processingcapacityto handle. The end-to-
endpropertiesof the systemdependuponhow messagesaredropped.We have consideredtwo different
droppingalgorithms:

� Uniform drop:This is thesimplestschemein whichmessagesfrom theinputqueuearedroppedwith
equalprobabilityuntil theinputqueuesizeis below themaximumthreshold.

� Non-uniformdrop: In this scheme,messageswhich aredestinedto largerchannels,i.e.,higherup in
L aredroppedpreferentially.

We have experimentedwith several variationsof this scheme;thespeci�c schemewhich we usefor
oursimulationsdropspacketsdestinedfor highernodeswith anexponentiallyhigherprobability.

If mostof theend-to-endpathsin a P 5 network canuselateraledges,i.e. betweenchannelsat the
samelogical height, thenthis schemeprovides lower drop rate. However any communicationthat
mustuse“higher” channelshave proportionatelyhighdrops.
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2.4 SYNVs. Data Packets
Onemaindraw backof thenaive solutiondescribedin Section1.1 is theneedfor at leastoneasymmetric
decryptionper packet. We canreducethis requirementto exactly oneasymmetricdecryptper packet by
encryptinga symmetrickey in eachpacket, andthenencryptingthepacket datawith thefastersymmetric
key, but thisis still notsuf�cient. Modernasymmetrickey algorithmsarecapableof maintainingontheorder
of 100decryptspersecondin software[2]. So,in orderto saturatea 10Mb connection,this would require
the�x edpacketsizeto be100Kb,whichis inef�cient for mostapplications.ThegeneralP 5 systemusesthe
asymmetriccommunicationskey to negotiateaper�o w symmetricsessionkey, sothatfurtherpacketsin the
�o w couldbedecryptedef�ciently. Wecall thepacketsencryptedwith theasymmetrickey SYNpackets,and
correspondingly, thepacketsencryptedwith a symmetricsessionkey datapackets.Eachpacket containsa
plain-text bit denotingSYN versusdatapacket,sothatthereceiving nodeknowshow to processit. However,
sincetheSYN/databit is in plain-text, adversariescantrackconnectioninitiations,which couldbeusedto
infer usagepatterns,andultimatelyto reducetheanonymity of thesender. Thesolutionto this problem,as
follows from thenaive solution,is to sendSYN packetsat constant,�x ed intervals,whetherthesenderis
initiating a connectionor not. So,like with packet transmissionbefore,if no SYN packet is availableto be
sent,anoiseSYN packet is sentin its place.Thisalsoimpliesthatconnectioninitiation hasto wait until the
next SYN packet timeinterval, introducingaconnectionlatency to channelsizelineartradeoff, asdescribed
in Table1. SeparateSYN anddatapacket queuesshouldbekept,andthedroppingrulesasmentionedin
2.3applyequallyto bothqueues.

2.5 Anonymity Analysis
Assumenodea hasjoinedthechannelCH(b/ m).

Claim 2.1 Theanonymityof a nodecommunicatingusingchannelCH(b/ m) is equivalentto thesizeof the
setof members whoare part thechannelCH(b/ m).

Proof.
Weconsiderthesender-, receiver-, andsender-receiver anonymity casesseparately.

� SenderAnonymity

Senderanonymity is the size of the set of the nodesthat could have senta particularpacket to a
givenhost(sayB ). A receiver who canonly monitor their own links cannotdeterminethesourceof

Channel Connection
Size Latency (s)
25 1/4
50 1/2
100 1
200 2
400 4
800 8
1600 16

Table1: BroadcastChannelSizesrelative to ConnectionInitiation Latency: assumes100decrypts/s
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a packet sincethis informationis never includedin the packet. A receiver, in collusionwith a all-
powerful passive adversary, however, canenumeratethesetof nodeswho couldhave sentthepacket
by computingthetransitive closureof thesetof nodeswhohaveacausalrelationshipwith B . (In this
case,nodesX andY arecausallyrelatedif X senta packet to Y ). This closurewould becomputed
over some�nite timewindow on theorderof theend-to-endlatency in thesystem.

However, in P5 , auserconnectedto CH(b/ m) sendspacketsat aconstantrate(signalor noise),and
thesepacketsarereceivedby all usersin CH(b/ m). Thus,thereis acausalrelationshipbetweenevery
userin abroadcastchannel.Additionally, via lateralpaths,nodestransmitpacketsbetweenchannels,
andover timeeverynodein thesystemis causallyrelatedto everyothernodein thesystem.

Supposea maliciousreceiver tries to exposea senderthat it is communicatingwith. Assumethe
communicationstreamis oneway from the senderto the receiver. Given our assumptionthat the
sourceIP addressis obscuredby the hop-by-hopretransmission,and that the packet containsno
returnaddressinginformation,the maliciousreceiver is not ableto distinguishthe senderfrom any
nodein thesystem.It cannotevenassertthatagivensetof nodesarenot thesender.

� Receiver Anonymity

WhenA sendsa packet to B at channelCH((bB / mB ), every memberof CH(bB / mB ) receivesthe
packet. Fromtheperspective of anexternalobserver, thebehavior of thesystemis exactly thesame
whetherB receivesthepacket or not. Thus,B is indistinguishablefrom any othernodein thesame
broadcastchannel.Thus,B 's anonymity is exactly equivalentto thesetof all userswho receive the
packet,namelythechannelCH(bB / mB ).

� Sender-receiver anonymity

Sinceall nodesin thesystemsendat a constantrate,andall packetsarepair-wiseencryptedbetween
eachhop,weclaimthatit is impossiblefor apassiveobserver to distinguishnoisefrom signalpackets.
Sincethe observer cannotdistinguishsignalpackets, it cannotdiscernif or whenA communicates,
andthus,it cannotdeterminewhenA is communicatingwith any othernodeB .

2

Assumethat the rateat which someuserA sendspacketsdoesnot changewhenit is sendingsignal
versusnoisepackets.In thiscase,thedistribution of packets,whetherthey aresignalpacketsor noise,does
notaffect thesecurityof thenode.Thus,anicepropertyof our systemis thattheanonymity of any nodeA
dependsonly uponthelengthof themaskthatA is willing to respondto, not therateatwhich it transmits.

2.6 Attacks
In this section,we outlinea numberof attackscommonto all anonymity systems,andshow why P 5 resists
them.

� Correlation Attack:

As wehavealreadyalluded,apassiveobserverwhois ableto detectwhensignalpacketsaresentfrom
thesender, andreceived by thereceiver (independentof thecontent)is ableto statisticallycorrelate
theseeventsover time to discernthat the two partiesarecommunicating.If this adversarycolludes
with thesender, whoknows thepseudonym of thereceiver, it is possibleto mapthenode's addressto
thepseudonym, breakingtheanonymity. In P 5 this attackis thwartedbecausetheadversarycannot
discernsignalpacketsfrom noise.
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� Intersection Attack: If an adversaryknows that a user is two different setsU and V , then the
anonymity of the useris reducedto U \ V . If usersare uniformly distributed acrosssuchsets
thatcanbeintersected,thentheanonymity for any userin thesereducesexponentiallywith thenum-
berof intersectingsets.For example,supposeuserscommunicateusingboth their routingkeys and
their communicationkey. With eachkey, thereis acorrespondingsetof userswhomayown thatkey.
This leadsto anintersectionattack.This is thereasona usercommunicateswith only onekey in P 5,
androutingkeys cannotbemappedbackto thecommunicationkeys. Notethatthis is alsothereason
userscannotincreasetheir anonymity beyondthesmallestsetthey have ever beenmappedto.

� DifferenceAttack: If anadversarycanmaptheuserto somesetU andcanassertthattheuseris not
in someothersetV , thenit canmaptheuserto thedifferencebetweenthesetwo sets,U � V .

For example,supposeuserA hasjoinedCH(b/ m). In this case,it shouldignorepacketssentto any
channelCH(b/ m0) wherem0 > m. If A doesrespond/react/acknowledge suchpackets, thenA is
divulging wherein theL it is not. That is becausethereceiver setof CH(b/ m0) is smallerthanthe
receiver setCH(b/ m), andnow anadversaryknows thatA is not in thedifferencebetweenthe two
channels.

� DoS �ooding attack: Supposea malicioususerwantsto reducethe ef�ciency of the systemby
sendinga largenumberof uselesspackets. P 5 canwithstandthis typeof anattacksincewe impose
a per-link queuelimit, andall theextra packetsfrom themalicioususerwill bedroppedat thevery
�rst hop.Notethateventhelocalbroadcastchannelis notaffectedby aDoSattackaslongasthe�rst
non-colludinghopcorrectlyimplementsits queuelimits.

� Forwarding DoS attack: In P 5 a sel�sh nodemay chosedrop traf�c that is not its own. If the
sourceanddestinationof the traf�c arein differentchannels,onepotentialmethodto mitigatethis
attackis to re-routetraf�c throughanother, potentiallylonger, path.While section4 providesbounds
on theminimumlengthof thepathbetweentwo channels,therearemultiple pathsbetweenany two
channels.In the casewherethe sourceandthe destinationof the traf�c arein the samechannel,it
is still possibleto re-routethe traf�c arounda maliciousnodeby forwarding the traf�c to another
channel,andthenbackto thedestinationchannelatadifferentpoint.

� Drop RatePartitioning: Assumethatanattacker is in anextendedconversationwith thevictim, long
enoughto measuretheaveragerateat whichpacketsaredropped.Furtherassumethattheattacker is
colludingwith a numberof otherhostsin thesystem,andcanobtainaveragedrop rateinformation
for thesehosts,aswell as their distancesin hop counts. In the caseof the naive solutionwith the
broadcastring, two attackers,A1 andA2, canusethis methodto reducetheanonymity of thevictim,
V , asfollows. Sincethereis a singlepaththroughthesystem,showing thatA 1 hasa lower droprate
whentalking to V thanit doeswhentalking to A2 impliesthatV is betweenA1 andA2, otherwiseV
is not betweenthem. In eithercase,someamountof of anonymity is lost: this is a differenceattack,
asde�ned above.

However, this attackbreaksdown in thegeneralP 5 casebecausethereis not a singlepaththrough
thesystem,andit is dif�cult to make assertionsaboutthepathfrom A i to V relative to thepathfrom
A i to A j . For example,assumethatA1 is communicatingwith V , andwith A2, andhasmeasured
their respective drop rates,asabove. Becausetherearein generalmany multi-hop lateralpathsin
thesystembetweenany two channel,andthesendercanchangebetweenpathswithout notifying the
receiver, it is notpossibleto make assertionsaboutpathcharacteristicsover time.
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2.7 Obtaining Public Keys Out of Band
P5 assumesthat if Alice wishesto communicatewith Bob, that shecanobtainBob's public key out of
bandfrom thesystem.However, Alice mustbecarefulhow shedoesthis,astheactof fetchingthekey, for
examplequeryingapublicserverfor Bob'skey, couldpotentiallybreaktheanonymity of thecommunication
beforeevenusingP5. OnepossibilityisAlice couldobtainthekey from atrustedparty. Thisisnotasuseless
a techniqueasit would appearat �rst pass,becauseAlice needssomeoneto tell herabouttheexistenceof
Bob, and to give Alice somereasonfor wanting to contacthim. Another possiblesolution is a global
directoryservicewhichpublishespublickeys, like aphonebook.Thedownfall of thissolutionis thatAlice
hasto keepstatefor all public keys in theentire system.A muchmoreelegantsolution,however, is to run
a public key server asa servicein theP 5 systemitself. Thepublic key for theserver couldbewell known
in the system,andany communicationsto the server would be,by de�nition, asanonymousasany other
communicationin P5.

3 Details

Wehave implementedP5 in apacket level simulator, but thedetailsfrom oursimulationwouldbeusefulin
a “real” implementationaswell.

3.1 Packet Format
We use�x ed lengthpackets of size1 KB. The �x ed packet length is usedto eliminateany information
an adversarycangain by monitoringpacket lengths. The 1 KB sizewaschosenarbitrarily asa tradeoff
betweenpacket fragmentationandcommunicationsef�ciency, andis not integral to thesystem.

TheP5 headeronly containstheidenti�er for the�rst hopdestinationchannel(a (b=m) pair),anda �ag
denotinga SYN versusdatapacket, asdescribedin Section2.4. In our simulation,b is a 32 bit unsigned
integer, andm is a 6 bit integer. Sincepacketsmayneedto beencapsulated,andeachpacket is thesame
size,eachpacket alsocontainsapadding�eld which is thesizeof theP 5 header.

Thepayloadof aP5 SYN packet containsasetof �x edsize“chunks”,eachof which is encryptedwith
thereceiver'spublickey. Thesechunksareformednaturallyby many public-key encryptions.Thedecrypted
datapart of the P5 packet containsa checksumwhich the receiver usesto determinewhethera packet is
destinedfor itself or not. Eachchunkcanbe decryptedindependently;thus,a receiver doesnot needto
decryptan entirenoisepacket, it candiscarda packet assoonasthe �rst chunkfails its checksum.For
ef�ciency, the�rst chunkof a signalpacket mayalsoincludea symmetriccipherkey for usein decrypting
theotherchunks,assymmetriccipherdecryptionstendto befasterthanasymmetricones.

Regardlessof whetherapacketdecryptsproperly, thereceiverscheduleseachpacket for furtherdelivery
within thelocalchannelusingtheforwardingruledescribedbelow.

The�rst chunkof asignalpacketcontainsanencryptedbit whichdetermineswhetherapacketshouldbe
forwardedontosomeotherchannel,or whetherthepacket is destinedfor thecurrentnode.It alsocontains
a channelidenti�er for the ultimatedestinationfor the packet, which the currentnodeusesto choosean
outgoingchannel.

Whena nodereceivesa packet with the “forward” bit set, it interpretsthe restof the dataasanother
P5 packet, andif possible,forwardsit onto thespeci�ed channel.In the forwardingstep,theprocessat a
channelrouteris differentdependingonwhetherthepacket is at its ultimatechannelor not:
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� If thepacket is not at its �nal channel,thecurrentnodereplacesthe�rst chunkwith a new chunkin
which the“forward” bit is set,setstheproperultimatedestinationchannel,andencryptsthis chunk
with thepublickey of thenext hop.

If thepacket is alreadyis thedestinationchannel,thenthedatapartof thepacket is alreadyformatted
with theproperaddressandhasavalid �rst chunkencryptedby thepublickey of theintendedrecipi-
ent.Thecurrentnodeaddsa lastchunkatendof thepacket with randombits to incrementthepacket
lengthto the�x edsystemsize.

If the“forward” bit is not set,thenthissignalpacket is deliveredto thelocal channel.

3.2 Forwarding within a channel
Sinceeachbroadcastchannelis a tree,eachnodecanusethe following simple forwarding algorithmto
forwardapacket p alongCH(b/ m):

Forwardp to a nodeA if andonly if only if p did not comein on A andif A passesthemin-
common-pre�xcheckwith respectto CH(b/ m).

Note that it is importantthat theoutputorderof thepacketsnot bedeterminedby the input order, else
it becomespossibleto correlatepackets acrosssuccessive nodesand tracecommunicationbetweentwo
parties.In otherwords,amix [6].

3.3 Channel Selection and Join Algorithms
Analogousto the de�nition in [22], we de�ne anonymity for a userA as the setS of userswho are in-
distinguishablefrom that A, i.e., no otheruseror a passive adversarycanresolve messagesfrom A to a
granularity�ner thanS. From Section2.5, we know that in P 5 the setS is equivalent to the sizeof the
channelA joined. In thisSection,we discusshow A selectsachannel,andhow to actuallyjoin.

We assumethat eachuseru requiresa minimal acceptablelevel of anonymity, i.e. eachuserrequires
their correspondingS setto beof a minimumsize. We call this minimumsetsizethesecurityparameter,
anddenoteit with  u . Eachuseru mayalsode�ne a maximumrequiredlevel of security(i.e. a maximum
sizeof thecorrespondingS set)sincethisprovidesaboundonthecommunicationinef�ciency. Wecall this
theef�ciency parameter, anddenoteit with � u . Thus,anodewantsto �nd a channelthatis “largeenough”
to �t their securityparameter, but “small enough”to still be ef�cient. In otherwords,userA choosesa
channelCH(b/ m), suchthat A � jCH(b/ m)j � � A with thefollowing algorithm:

� A initially pickschannelCH(?/ 0). If  A � jCH(?/ 0)j � � A , thenboth securityandef�ciency
requirementsaremet,andthenodeis done.

If  A > jCH(?/ 0))j, A the entiresystemdoesnot have enoughmembersto provide the requisite
anonymity. Thus,A forwardspacketsfor othernodesandsendsnoisepackets,but doesnot directly
communicatewith othernodesuntil suchtime as morenodeshave joined the systemto meetthe
securityrequirements.

� If jCH(?/ 0)j > � A , thenthischannelhastoomany nodes,andA pickstheappropriatechannelof the
form CH(b/ 1), i.e., onelevel lower on thetree. A repeatsthis procedureby incrementingm until it
�nds aCH(b/ m) suchthat A � jCH(b/ m)j � � A .
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Oncethe userhaspicked the appropriatebroadcastchannelCH(b/ m) to join, they must physically
join thetreeto startreceiving messages.Thedifferencebetweenthejoinednodeandthejoinedchannelis
subtlebut important.JoiningchannelCH(b/ m) meansthattheuseris oneof thenodes(b0/ n0) thatreceives
broadcastmessagessentto thatchannel.Speci�cally, this impliesthat(b0/ n0) andCH(b/ m) passthemin-
common-pre�xcheck.It shouldnotbepossibleto discover a thespeci�c nodeauserhasjoinedat,only the
channelthey have chosen.

Giventhat theuserdecidesto join channelCH(b/ m) whereb = b0 : : : bm� 1, they pick which nodeto
physicallyjoin usingthefollowing rules:

� Startingat theroot node(?=0), i.e. at thei = 0th level of L traversedown thetreefollowing theleft
child if bi = 0, or theright child if bi = 1, i.e. abinarysearch.

� Oncethenodecorrespondingto (b=m) hasbeenfound,continuedescendingdown the tree,picking
theleft or right child uniformlyat random, until thebottomof thetreeis reached.

� Physicallyjoin by connectingasa leaf to thelastnodevisited.

More generally, a new userjoins asa randomleaf in thesubtreerootedat (b/ m), asshown in �gures
6-8.

Clearly, it is possibleto chooseincompatiblevalues and � suchthat � > jCH(b/ m)j and  >
jCH(b/ m + 1)j. In this case,the usercaneitherchangetheir securityor ef�ciency parameteror wait in
channelCH(b/ m + 1), until  � jCH(b/ m + 1)j.

In our simulations,eachusercandeterminethenumberof peoplein a channelby consultinganoracle
which maintainsan up to datelist of channelmemberships.In implementation,this informationcanbe
maintainedin a securedistributedmanner, eitherby the underlyingapplication-layermulti-castprimitive,
or at awell-known centralizedtopologyserver.

The topologyserver constructis neededif it is not possibleto infer approximatechannelsizes. The
topologyserver keepspairsof theform hCH (b=m) : IP addressi , whereCH(b/ m) is thecommunication
channelof thenode. It is possiblefor the topologyserver to exposea userby providing falseinformation
(reportinga channelis large when it is in fact not). For extra security, the topology informationcanbe
replicatedat l differenttopologyservers. A userwould only considertheminimumchannelsizereported
by all topologyservers; this way, a usercanwithstandup to l � 1 colluding malicioustopologyservers.
Similar techniquescanbe usedto handlemalicioustopologyserverswho returna valuesmallerthanthe
actualchannelsize(to makethecommunicationinef�cient). Also,notethatthetopologyserverscanalsobe
usedto �nd usersonaspeci�edchannel,which is neededwhenanew userjoinsachannel.Furthernotethat
a nodecankeeptrackof thedepthof thetreewhenit physicallyjoins. Assumingthat the treeis balanced
becausenodesjoin asrandomleaves,thenthe sizeof thechannelcanbe estimatedfrom thedepthof the
tree.This estimateprovidesanadditional“sanitycheck”on theresultsreturnedby thetopologyserver.

3.3.1 An Exampleof P5 Communication

Considerthefollowing example:Alice hasK A suchthatH (K A ) = 0000: : :. Alice haslocally determined
that A = 8 and� A = 10, soAlice wantsto �nd a channelto join that is larger than8 but smallerthan10.
Assumethe logical treeL looks like Figure9 beforesheattemptsto join. NodeAlice canchooseto any
channelthatpassesthemin-commonpre�x testwith H (K A ), speci�cally: CH(?/ 0) (28 nodes),CH(0/ 1)
(14 nodes),CH(00/ 2) (8 nodes),CH(000/ 3) (5 nodes),andCH(0000/ 4) (5 nodes).Alice choosesto join
CH(00/ 2), becauseit is theonly channelthat�ts bothhersecurityandef�ciency parameters(Section3.3).
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To join CH(00/ 2), Alice joinsasarandomleafof thetreerootedatnode(00/ 2), speci�cally, Alice becomes
node(0001/ 4). Additionally, Alice joins two otherchannels(Figure10),CH(01/ 2) asnode(0101/ 4) and
CH(11/ 2) as node(1001/ 4), chosenuniformly at randomto createlateral links acrossthe tree. Alice
generatesrandomroutingkeys, R1; R2; andR3, for eachchanneljoined,andstartsbroadcastingrouting
availability messages,e.g.,“ChannelCH(00/ 2) is reachablefrom CH(01/ 2) usingkey R2”. Also, Alice
startsto cacheothernode's routingavailability messagesin a local routingtable.

Next, Alice decidesshewantsto talk to Bob, but shedoesnot know whatchannelhe is in. Assuming
thatAlice obtainsBob's privatekey, K B , out of band(Section2.7), shenow knows which setof channels
Bobmustbein, but notwhichspeci�c one.Using,thechannelCH(?/ 0), i.e.,theentiresystem,Alice sends
amessageto Bobto �nd outwhichspeci�c channelheis in. NotethatAlice is amemberof CH(?/ 0), soshe
cansendthe messagedirectly, asopposedto routing throughan intermediarychannel.Sincethechannel
is quite lossy, Alice needsto resendthe messagea numberof times,but eventuallygetsa responsefrom
Bob thathe is in CH(11/ 2). This implies thatBob is oneof thenodesthatpassesthemin-common-pre�x
checkwith CH(11/ 2), but Alice doesnot know which speci�c node,leaving Bob anonymousto thesizeof
CH(11/ 2). However, Alice is not a memberof CH(11/ 2), so sheis forcedto routethemessagethrough
a third party. After consultingher local cacheof routing advertisements,Alice discoversthat thereexists
a nodeC that routesfrom CH(10/ 2), which Alice is a member, to CH(11/ 2), whereBob is. As shown
in Figure11, Alice thenbroadcaststhe messageout on CH(10/ 2) to C's routing key. NodeC readsthe
message,decryptsit, thenrebroadcaststhemessageon CH(11/ 2) (Figure12),whereBobreceivesit.

Notethatdespitethefact thatAlice andBob have bothjoinedCH(10/ 2), they cannotcommunicateon
thatchannel,or evenknow thatthey havebothjoinedthesamechannel!Recallthatbothjoinedthechannel
to createlaterallinks acrossthetree,not to communicate.If, for example,Bobtold Alice thathewasalsoin
CH(10/ 2), thenAlice couldintersectthesetmembershipof channelsCH(10/ 2) andCH(11/ 2), andreduce
Bob's anonymity. In otherwords,Alice couldmountanintersectionattackon Bob.

3.4 Handling Node Churn
SupposeA is in channelCH(b/ m), andtheA'ssecurityandef�ciency parametersaremet,i.e., A � jCH (b=m)j � � A .
As usersjoin andleave the system,it is possiblefor thechannelCH(b/ m) to violateA's securityor ef�-
ciency parameter. If toomany nodesjoin A'schannelandits ef�ciency parameteris violated,A canmigrate
to channelCH(b/ m + 1), aslongasthesecurityrequirementis maintained.

In contrast,if too many nodesleave thesystem,A's securityparametercanbeviolated. For example,
supposeA with  A = 75and� A = 150, joinsachannelthatcontains100users.But, over timedueto node
leavesandfailures,40 nodesleave andthesizeof thechannelis reducedto 60. As notedby Wright[28],
this is an inherentproblemin all known anonymity systems.A key propertyof P 5 is that whena single
nodeleaves,achannel's anonymity is diminishedby exactlyone. In otherwords,in theexampleabove,A's
securityparameteris violatedonly once25 nodesleave A's channel.

Whenanode's securityparameteris violated,unfortunatelyA cannotre-gainany securityby migrating
“up” L (i.e. by decreasingm). This is becausean intersectionattack�x esSA to the sizeof the smallest
channelthatA waspartof sinceit initially joined. Thus,A's only availableactionis to leave thesystem,
andrejoinunderadifferentkey.

We mitigatethis costlyoperationasfollows. Assumethat thejoining nodehassomeknowledgeof the
averagerateover time that nodesleave the system,� . The value� could be inferredfrom queryingthe
topologyserversover time, or maintainedby thetopologyserversthemselves. Given � , thenewly joining
nodeA picksa k suchthat the time k

� is suf�ciently long for A to �nish all transactionsin thesystem,or
long enoughto amortizethe costof leaving the systemandrejoiningwith a new key. Then,if  0

a is A's
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actualsecurityrequirement,A joinswith aneffective securityparameterof  a =  0
a + k. In otherwords,A

picksachannelto withstandup to k nodeleavesbeforebeingforcedto rejoin thesystemwith anew key.
Also, notethatuserswho do leave thesystemopenthemselvesto an intersectionattack.An adversary

canenumerateall nodesthathave left thesystem,by our passive monitoringassumption,andassumingit
canassertthatavictim nodehasleft thesystem(i.e.,becausethenodeis nolongerrespondingto messages),
canintersectthatsetwith a victim's lastknown channel.Thus,thereis incentive for nodesto persistin the
system.This attackis notuniqueto P 5 andis commonto all systemswith similaradversarialmodels.

3.5 The Network Abstraction and Processing Requirements
In this sectionwe describetheprecisenetworking requirementsof P 5. It wasour designgoalfor P 5 to be
easilyimplementableusingthecurrentInternetprotocols,assuchournetworking requirementsaremeager.

P5 requiresthe implementationof broadcastchannelsin which the sourceaddresscannoteasily be
determined.Thiscanbeef�ciently implementedusingaapplication-layermulti-castprotocol.Thetransport
level requirementsof P 5 areminimal,andUDP wouldsuf�ce asthetransportprotocolfor P 5 edgeson the
underlyingphysicaltopology. Lastly, notethatduringnormaloperation,P 5 membersonly remainjoinedto
thesamesetof channels;they only changechannelsif theoverall securitypolicy changesor if thechannel
dynamicchangesdrastically. Thus,thesignalingloaddueto P 5 is low, andsincethetopologieswithin each
channelis relatively static,the P 5 treecanbe optimizedto mapef�ciently on to the underlyingphysical
topology.

Host Requirements P5 requiresstate,processing,and link bandwidthat eachhost. We discussthese
requirementsin turn:

� SupposememberA communicatesusingchannelCH(b/ m) atdepthm in L . In orderto communicate
within thechannel,A may have to maintainnext hop informationabout2m channels.For smallm
(e.g. m < 16), the staterequirementsareminimal. Note that unlike an IP router, A doesnot have
to searchits “routing table” for every packet; it only searchesthis tablewhenit initiatesa new data
connection.Thus,this tablecanbemaintainedin secondarystorage.

If m is large(e.g.m � 24), it maynotbefeasiblefor anodeto maintaininformationaboutall 2m peer
channels.In thiscase,A couldmaintainasmallcacheof advertisements,andif anew communication
requiresa channelthat is not in thecache,A would have to wait until it hearsanotheradvertisement
for thatchannel.

� Thereis a singlepublic-key decryptionfor every connectioninitiation, or SYN packet, thatmember
A receives. Further, A is requiredto encrypteverysignalpacket duringcommunication.However, in
general,A doesnot haveto encryptnoisepackets;it is only necessarythattheadversarynot beable
to distinguishnoisepacketsfrom signalpackets. Thus,it is feasiblefor A to generatenoisepackets
usingagoodlocal randomnumbersource.

� Thebroadcastnatureof P 5 requiresindividual channelmembersto (potentially)devotemoreband-
width for communicationthanpureunicast(or systemssuchasCrowds [22]). However, the extra
bandwidthdirectly resultsin enhancedanonymity, and, obviously, individual usersmay choosea
morebandwidthef�cient channelif they arewilling to sacri�ce someanonymity. We analyzethe
actualbandwidthusageandhow it scaleswith numberof channelmembersanddifferentsecurity
parametersin Section5.
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3.6 P5 Nodes as IP Proxies
As describedabove, if two nodeswant to communicate,they arerequiredboth to be membersof the P 5

system.However, orthogonalto theactualprotocol,it is possibleto communicatewith partiesoutsideof P 5

if nodesimplementIP proxies.Similar to existing anonymouscommunicationsystems[14, 22, 26], if node
A wantsto anonymouslycommunicatewith B thatis not in theP 5 system,A cancontactanarbitrarynode
C anonymouslythroughP 5, andC canin turncontactB , actingasanIP layerproxy for A to B . Notethat
in doingso,B hasnoreceiveranonymity becauseA mustknow B 's IP addressto initiate thesession.Also,
thesender-receiver anonymity of A to B is lost, becauseC knows thatsomeoneis talking to B . However,
thesenderanonymity of A is still preserved.

It is worth notingthatany anonymousprotocolthatallows traf�c to leave thesystemmustbedesigned
with care.Speci�cally, a naive implementationof IP proxiescouldleadto a trivial DoSattack.An attacker
simplyusesoneor many proxiesto �ood avictim andremainsanonymousin theprocess.Ratelimiting and
protocolveri�cation aretwo techniquesthatcouldbeusedto mitigatethisattack.

4 The RandomChannelsModel

In this section,we presentan analysisof thepathsin a P 5 network. Let n be the numberof usersin the
system,andsupposetherearek channelsavailablein total. For someintegert (which is typically small—at
most5), eachuseru independentlychoosest randomchannelswithout replacement:we will denotethis
randomsetof t channelsby S(u). Two centralparametersfor uswill be: (i) d, themaximum“hop-count”
betweenany 2 users,which is themaximumcommunicationdistancebetweenany two users,and(ii) L min

andL max , theminimumandmaximumload(numberof users)on any channel.Note thatL min andL max

aredifferentthanthe securityparametersasthey countonly the setof userslocal to a channel,while the
securityparameterscountthesetof usersin all channelsthatprovide anonymity for a givenuser. We next
discussthesetwo parameters.

The parameter d. Wesaythatthereis a pathu = u0; u1; u2; : : : ; u` = v betweentwo usersu andv, if for
eachi , usersui andui +1 chooseachannelin common.Thelengthof suchapathis de�ned to be`, andthe
minimumlengthof any pathbetweenu andv is thedistanceor hop-countbetweenu andv; if thereis no
suchpath,thenthishop-countis de�ned to be1 . Weareinterestedin boundingd, themaximumhop-count
betweenany two users.

The load parametersL min and L max . De�ne theloadon a channelto bethenumberof userswho chose
it amongtheir t randomchannels;let L min andL max respectively betheminimumandmaximumloadson
any channel.A lower boundon theformer is neededto guaranteethesecurityof thesystem,andanupper
boundon thelatteris requiredto show thatthebandwidthoverheadis not signi�cant.

Giventheabovediscussion,ourbasicgoalswill beasfollows. Clearly, wesimultaneouslywant“small”
d, avalueof L min thatis “not toosmall”, andL max being“not toohigh”. It is easyto seethattheexpected
loadonany givenchannelis exactly t � n=k. Thus,n=k is anaturalparameterto studyoursystemwith. So,
we will considerscenarioswherek is constrainedto beat mostsomegiven valueK , andn=k is required
to be at leastsomegiven value� . So, the primary parametersareK , t, and� . Given these,andfor any
choiceof (n; k) for which k � K andn=k � � , we aim to show that thesystemhastheabove-sketched
satisfactorypropertiesw.r.t. d, L min , andL max .

More concretely, we will proceedasfollows. Fix � = 0:3, say. Let A s denotethedesirableevent that
“(i) all thechannelloadsarewithin 1 � � of theexpectedvaluet� , and(ii) d � s”. Wederive thefollowing
suf�cient conditionsfor A s to hold (for s = 2; 3) with a probabilityof at least1 � 10� 4:
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1. s = 2: two suf�cient conditionsare

(P1) t = 3, � � 100, andK � 100; or

(P2) t = 4, � � 80, andK � 300.

2. s = 3: two suf�cient conditionsare

(P3) t = 3, � � 100, andK � 150; or

(P4) t = 4, � � 80, andK � 700.

Wenow prove thattheseconditionsareindeedsuf�cient, in therestof thissection.

4.1 Analysis Approach
In our analysis,we will frequentlyusetheunionboundor Boole's inequality: Pr[E 1 _ E2 _ : : : _ Es] �
P s

i=1 Pr[E i ].
TheparametersL min andL max aremuchmoretractablethand, sowe handlethem�rst. Let exp(x)

denoteex . It is an easyconsequenceof large-deviationsboundssuchasthe Chernoff-Hoeffding bounds
[8, 15] thatfor any givenchannelc andany parameter� 2 [0; 1], its loadL(c) satis�es:

Pr[L (c) 62[(1 � � ) � tn=k; (1 + � ) � tn=k]]

� exp(� t� 2=2 � (n=k)) +

exp(� t(� 2=2 � � 3=6) � (n=k))

� exp(� t�� 2=2) + exp(� t� (� 2=2 � � 3=6)):

Now, asimpleapplicationof theunionboundyields

Pr[(L min < (1 � � ) � tn=k)
_

(L max > (1 + � ) � tn=k)]

� K � exp(� t�
� 2

2
) + K � exp(� t� (

� 2

2
�

� 3

6
))] (1)

We next turn to boundingd. We cannotdirectly draw on the rich randomgraphsliterature,sincewe
areworkingherewith acertainmodelof randomhypergraphswith possiblyrepeatedhyperedges.Wenext
studythetwo requirementsof mostinterest:d � 2 andd � 3. As canbeexpected,thesecondcaseinvolves
morework thanthe �rst. Our basicplan is asfollows. Lemma4.1 givesan upper-boundon Pr[d > 2],
andLemma4.2givesanupper-boundon Pr[d > 3]. Then,letting E denotethecomplementof eventE, we
seeby theunionboundthatPr[A 2] is upper-boundedby thesumof (1) andtheprobabilityboundgivenby
Lemma4.1. Similarly, Pr[A 3] is upper-boundedby thesumof (1) andtheboundgivenby Lemma4.2. We
shalldo this “putting together”in Section4.4.

4.2 The Requirement d � 2

Here,we wantsuf�cient conditionsfor “d � 2” to hold with high probability. In otherwords,we want to
show thatfor any two users,thereis apathof lengthatmost2 betweenthem.To doso,we �x distinctusers
u andv, andupper-boundtheprobabilityp thatthereis nopathof length2 betweenthem;then,by theunion
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bound,theprobabilityof d > 2 is at most
� n

2

�
� p, sincethereareonly

� n
2

�
choicesfor theunorderedpair

(u; v). Thus,weneedto show thatp is negligible in comparisonwith (
� n

2

�
)� 1, whichweproceedto donow.

Our plan is to conditionon the valuesof S(u) andS(v). For eachsuchchoice,we will upper-bound
the probability that thereis no user(amongthe remaining(n � 2)) who chosea channelthat intersects
bothS(u) andS(v). Then,themaximumsuchprobability is anupper-boundon p. Fix S(u) andS(v). If
S(u) \ S(v) 6= ; , thenu andv areatdistance1; sosupposeS(u) \ S(v) = ; . In particular, wemayassume
thatk � 2t.

Considerany otheruserw. What is theprobabilityof w's randomchoiceS(w) intersectingS(u) and
S(v)? Thetotal numberof possiblechoicesfor w is

� k
t

�
. Thenumberof possibleintersectionpatternscan

becountedasfollows. SupposejS(w) \ S(u)j = i andjS(w) \ S(v)j = j , wherei; j � 1 andi + j � t.
Theremainingt � (i + j ) elementsof S(w) areselectedat randomfrom outsideS(u) [ S(v). Thus,

Pr[(S(w) \ S(u) = ; )
_

(S(w) \ S(v) = ; )] = 1 � f (k; t);

where

f (k; t) =

P
i;j � 1; i + j � t

� t
i

�� t
j

�� k� 2t
t � i � j

�

� k
t

� :

Thus,sincedifferentusersw maketheir randomchoicesindependently, wegetthatp � (1 � f (k; t)) n� 2 �
exp(� (n � 2)f (k; t)) . Thus,asdiscussedabove,aunionboundyields

Pr[d > 2] � (n2=2) � exp(� (n � 2)f (k; t)) : (2)

In orderto seewhatthisboundsaysfor variousconcretevaluesof ourparametersK ; �; t, wedevelop:

Lemma 4.1 Suppose� � 2K =(t3(t � 1)) andK � 2t+2 . Then,Pr[d > 2] � ((K e� )2=2)�exp(� 0:8t3(t �
1)�=K ).

Proof. (Sketch.) Sincef (k; t) � t2� k� 2t
t � 2

�
=
� k

t

�
, bound(2) shows that

Pr[d > 2] � (n2e2=2) � exp

 

� nt 2

 
k � 2t
t � 2

!

=

 
k
t

!!

:

We can now do a calculationto show that subjectto our constraints(which includesthe constraintthat
k � 2t), thisboundis maximizedwhenk = K andn = �K . Furthersimpli�cation thenleadsto thebound
of thelemma.

2

4.3 The Requirement d � 3

Wenow adoptadifferentapproachto getanupper-boundonPr[d > 4]. Let Cdenoteoursetof k channels.
For asetA � Cwith jAj = t, de�ne Y(A) to bethesetof all a 2 (C� A) for which thefollowing holds:

9x : (a 2 S(x))
^

(S(x) \ A 6= ; ):

In otherwords,Y (A) is thesetof channelsthatlie outsideof A, but whichlie in somesetS(x) thatintersects
A. Thus,we needto show thatwith high probability, at leastoneof thefollowing four conditionsholdsfor
eachpairof usersu andv: (i) S(u) \ S(v) 6= ; ; (ii) S(u) \ Y (S(v)) 6= ; ; (iii) Y (S(u)) \ S(v) 6= ; ; or (iv)
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Y(S(u)) \ Y (S(v)) 6= ; . To doso,wewill insteadshow thatwith highprobability, all A � Cwith jAj = t
will have jY (A)j > s, wheres = b(k � 2t)=2c. It canbeveri�ed that this implies thatat leastoneof the
conditions(i), (ii), (iii) and(iv) will hold for all u; v.

Fix A � CsuchthatjAj = t. Let usboundPr[jY (A)j � s]. Now, for any �x edB � (C� A) suchthat
jB j = k � t � s = dk=2e, acalculationcanbeusedto show that

Pr[Y (A) \ B = ; ] � (exp(� t2=k) + 2� t )n� 1: (3)

Wesummarizewith

Lemma 4.2 Suppose� � 2K =(t3(t � 1)) andK � 2t+2 . Then,Pr[d > 3] � 2K +2 � K t � exp(� t2�= 2).

Proof. (Sketch.) A unionboundusing(3) yields

Pr[d > 3] � Pr[9A : jY (A)j � s]

�

 
k
t

!

�

 
k � t
dk=2e

!

� (exp(� t2=k) + 2� t )n� 1

� 2k � kt � (exp(� t2=k) + 2� t )n� 1:

A calculationshows that subjectto our constraints,this boundis maximizedwhenk = K andn = �K .
Furthersimpli�cation completestheproof. 2

4.4 Putting It Together
Now, asdescribedat theendof Section4.1, we just do routinecalculationsto verify the following. First,
if s = 2 and any one of (P1) and (P2) holds, then the sum of (1) and the probability boundgiven by
Lemma4.1is at most10� 4. Similarly, if s = 3 andany oneof (P3)and(P4)holds,thenthesumof (1) and
the probability boundgiven by Lemma4.2 is at most10� 4. This concludesour proof sketchaboutthese
suf�cient conditionsfor A 2 andA 3 respectively to hold with highprobability.

5 Simulation Results

In this section,we presentresultsfrom a packet-level P 5 simulator. Our simulatoris written in C, andcan
simulatethe entireP5 protocolwith thousandsof participants.We designedandimplemented� ve basic
experiments:

� Measuresystemperformanceas the numberof participantsincrease;speci�cally, we measurethe
end-to-endbandwidth,latency, andpacketdropratesasthenumberof usersin thesystemis increased

� Measuretheeffectof thesecurityandef�ciency parameteroncommunicationef�ciency

� Estimatetheamountof time it takesP 5 systemsof a given numberof participantsto converge (i.e.
how long doesit take auserto �nd a channelthatsatis�estheir securityandef�ciency constraints)

� Measuretheeffectsof differentnoisegenerationratesandqueuingdisciplines

� Measurehow thesystembehaveswhenincreasingnumbersof nodesengagein end-to-endcommuni-
cation
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Simulation Methodology For eachexperiment,we generateda randomphysicaltopology. We did not
modeldifferentpropagationdelaysbetweenpairsof nodes;instead,we assumedunit propagationdelay
betweenany two nodes.Sinceall inter-nodelatenciesarethesame,our simulationproceedsusinga syn-
chronousclock. At every tick, all packetssentfrom everynodeis receivedat their destination.

We assumean unboundedinput queuelengthanda boundedoutputqueue.All packetsreceived at a
nodeatagiventimestepareprocessed.Someof thesepacketsmaybequeuedatappropriateoutputqueues,
anda subsetof themmay be deliveredlocally. Next, eachnodegeneratesa setof outgoingpacketsand
enqueuestheseon theoutputqueues.We thenimposetheoutputqueuelimit andaccordingto thequeuing
discipline,discardpacketsif any outputqueueis larger thanits maximumspeci�ed size. Note thatduring
the discardphase,the nodedoesnot discriminatewhetherit is droppingits own packetsor packets from
someothernode. All remainingpacketsat an outputqueuearedeliveredin thenext time stepto thenext
hopnode.

Sinceall packetsqueuedat a nodearedeliveredat the next time step,theoutputqueuesizeservesas
a measureof both the processingandbandwidthrequirementsat a node. We instrumentedthe simulator
to recordthe end-to-endlatencies(numberof simulatorticks), drop ratesandbandwidth,end-to-endhop
counts,numberof channelcrossings,andconvergencetimes. In the restof this section,we reportresults
from individual experiments.

5.1 Scalability
In Figure13,weplot theend-to-endlossrateasthenumberof usersin thesystemis increased.In eachcase,
thereis only onepairof communicatingnodes;all othernodesonly sendnoisepackets.For eachgroupsize,
wechosetendifferentrandomseedsandcreatedtendifferenttopologies.For eachtopology, wechosethree
differentsender-receiver pairs.EachpointonFigure13 is anaverageof all theseruns(24 for eachtopology
size)with theerrorbarsdenoting95%con�denceintervals. Unlessotherwisenoted,we choosethevalues
of securityparametersas = 100, and� = 300, andimplementnon-uniformqueuing.All nodesin the
systemwereconnectedto two channels,i.e. they hadonecommunicationkey andoneroutingkey.

Thereare two different curves, eachcorrespondingto two different sendingrates. In the “Sending
Rate=1/S”case,eachnodegeneratesa packet at eachtime stopwith probability1=S, whereS is thesize
of its currentbroadcastgroup. Analogously, in the “SendingRate=logS=S” case,eachnodegeneratesa
packet at eachtime stopwith probability logS=S. For bothcases,thequeuesizesat eachnodewerevery
small: maxf 10; logSg. Fromtheplot, it is clearthat the1=S sendingratecanbesustainedin thesystem,
andalmostnosignal(or noise)packetsarelost. However, asthesendingrateis increased,thequeuesin the
systemaresaturated,anddropratesincreasewith groupsize.

In Figure14, we plot theaveragenumberof channelsthat thesignalpacketshave to crossin orderto
reachtheir destination.Note that in this case,eachuseronly connectsto 2 channels.As predictedby the
analysisin Section4, theaveragechannellevel hopcountis very small,andis lessthan1 for all our runs.
Theaverageend-to-endhopcountin theserunswere� 13. Theworstcaseinter-channeldistancethatwe
encounteredin theserunswas2. Thisoccurredin 4 outof 6000signalpacketssent.

Analysis In our simulations,theaveragesizeof eachchannelin theseexperimentsis approximately150,
andtheaveragequeuesizeis aroundtheminimum(10). In theworstcase,eachqueueis alwaysfull, and
thenodeshave to handletwo full queuesworth (20 packets)pertick. Eachtick in our systemcorresponds
to anend-to-endpropagationdelay. Assumethatthisdelayis onaverageontheorderof 100ms.Thus,these
nodeswould have to handleup to 200packetspersecond.At 1000bytespersecond,this translatesto 1.6
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Mbpsof bandwidthandtheability to handletwo hundredsymmetrickey decryptionspersecond,assuming
thatmostpacketsaredataandnot SYN packets,is trivial with moderncomputers.Thebandwidthrequired
is somewhat moreof a concern;however, note that individual userscan always reducetheir bandwidth
requirementby migrating“lower” in the tree. The “SendingRate=1”correspondsroughly to eachnode
sendingat 16Kbps(with essentiallyno packet loss). If nodesarewilling to incur higherpacket loss,then
thesendingratecanbemuchhigher, e.g. for the8192usercase,userscansendat up to 200Kbps if they
arewilling to handleup to 40%packet losses.Notethattheselossesaccumulateoverabout13 hops,which
is theaverageend-to-endpathlengthin thesesimulations.

Thus, in a 8192 nodeP5 network, any subsetuserscan anonymouslycommunicateat hundredsof
kilobits persecond(with relatively high packet losses),if they investapproximately2 Mbpsof bandwidth.
Clearly, thelossrateis highcomparedto thecommunicationmediaweareusedto, but wehaveto remember
that in P5, theuseris gaininganonymity of at least100otherusers.In a purebroadcastsystemwith 8192
usersandthesesameparameters,theaverageend-to-endlossratewouldbeabout1� 10� 39; communication
in this systemwould, essentially, be impossible.(In sucha system,to achieve a 50% averageend-to-end
lossrate,the sendingrateper userwould have to be � 1 packet/8 seconds.Of course,eachuseris also
gaininganonymity from all otherusersin thesystem).

Additionally, modernforwarderrorcorrectiontechniquescanbeusedto mitigatetheeffectsof thehigh
lossrate.With packet lossrateof � andabandwidthof B , thentheeffective rateof thechannelis B � (1� � )
with Reed-Solomon[21] codesor B � (1 � � (1 + � )) with tornado[19] codes.Recallthat Reed-Solomon
encodingrequiresO(n � logn ) computationwheren is thenumberof blocksin anencoding,whereastornado
codesrequireO(n) computation.Thereis evenwork[20] thatworkswith variablelossrates.

In Section5.3,we discusstheeffectsof varying thesendingratewhile thebandwidthandgroupsizes
are�x ed.

5.2 Convergence Times
In Table2, we presenttheconvergencetimesfor P 5 in our simulator. Thereareresultsfrom two different
experimentsin theTable;in theexperimentwe �x edthesecurityparameters(at  = 100; � = 300), and
variedthenumberof users.In thesecondexperiment,we �x edthenumberof usersat 1024,andvariedthe
securityparameter( ). In all cases,we used� = 3 .

In all experiments,all theusersjoin simultaneouslyat time 0. Eachusermigratesdown theL treein
rounds. Eachroundconsistsof 10 simulatorticks, andeachuseronly makesa singlemigrationdecision

Channel No. of Security No. of
Size rounds Parameter rounds
64 0 16 6
128 0 32 5
256 1 64 4
512 2 128 3
1024 3 256 2
2048 4 512 1
4096 5
8192 6

Table2: Convergencetimes
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in any oneround. As expected,theconvergencetimesincreaseasthenumberof usersincrease(or the  
parameteris decreased)sinceeachusersettles“lower” down in L . However, in all casesthe numberof
roundsto convergeis givenby maxf 0; logN � log  g.

5.3 Noise and Signal Generation
In Figure15,wevary thesendingratewhile keepingall otherparameter�x ed.Wemonitorasinglesender–
receiver pair, andreporttheobservedpacket loss.We usethetwo basesendingratesfrom Section5.1,and
linearly increasetheseratesby theratemultipliersplottedon thex-axis,while keepingthelink bandwidths
constant. As expected,the drop ratesincreaselinearly with increasesin sendingrate. Interestingly, the
non-uniformdropratesperformslightly betterasthesendingratesincrease.

In Figure16,werepeatthesameexperimentandvary thenumberof sender-receiver pairsin thesystem.
Therestof theusersstill generatenoiseat thesamerate(logS=S). Weplot theaveragedroprateacrossall
of thesender-receiver pairs,andasabove, theerrorbarsdenote95%con�denceintervals. As expected,the
droprateis notaffectedby thenumberof sender–receiver pairs,andthus,noextrainformationis divulgedto
apassiveobserverwhenmorepeoplein thesystemcommunicate.Wehavealsoexperimentedwith different
valuesof  and � . As expected,the drop rate increasesas userschoosehigher valuesof the security
parameters,sincethey aremappedto largerbroadcastchannels.

6 RelatedWork

We discussprior work relatedto P 5. Previouswork canbebroken down into work relatingto theDining
Cryptographersproblem,Mixes, and other systemsthat provide anonymity over the Internet. We then
summarizeexistingwork in Table3.

6.1 Dining Cryptographers
The Dining Cryptographers(DC-net)protocol [7] provides senderanonymity underan adversarymodel
similar to P5. DC-Net assumesa public key infrastructure,and userssendencryptedbroadcaststo the
entiregroup,thusachieving receiver anonymity. However, unlike P 5, all membersof thegrouparemade
awareof whenamessageis sent,soDining Cryptographersdoesnothave thesamelevel of sender-receiver
anonymity. Also, in DC-net,only oneusercansendat a time, so it takesadditionalbandwidthto handle
reservations,collisions,andcontention[27]. Lastly, a DC-netparticipant�x esits anonymity versusband-
width tradeoff whenjoining the system,andthereareno provisionsto rescalethat tradeoff whenothers
join thesystem.

6.2 Mixes
A mix is a processthatprovidesanonymity via packet re-shuf�ing. Encryptedmessagesaresentto a ma-
chine,the mix, arebatched,thendecryptedandresentto their destinationsin concert,therebyobscuring
theoriginatorof themessage.Mixeswereintroducedby Chaumin [6], but wereimproveduponin [5, 16].
Mixeswork bestin series,andneedaconstantamountof traf�c to avoid delaywhile preservinganonymity.
P5 doesbothby creatinga hierarchyof mixes,andtheconstantstreamof signalandnoisepacketsserve to
keepthemixesoperational.

Of particularnoteis Mixminion[10] in which a userchoosesa routethrougha setof mixesto a des-
tination. Receiver anonymity is provided by registeringa pseudonym at a nymserver, andpublishingthe
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locationof thenymserver. Messagesarequeuedat thenymserver until suchtime astherecipientmakesan
anonymousconnectionto the nymserver to retrieve the messages.Further, Mixminion useskey rotation,
2 leggedpaths,andtimeddynamic-poolbatchingto mitigatereplayattacks,taggingattacks,andblending
attacksrespectively. They usedummytraf�c betweenmixesfor furthermitigatetheblendingattack,but do
notuseendto enddummytraf�c andcedethatMixminion is vulnerableto a long termcorrelationattack.

In contrastto Mixminion, P 5 usesthe sameadversarialmodel,but is not vulnerableto the long term
correlationattack. By broadcastingdummy/noisetraf�c end to end at a �x ed rate, all nodessendand
receive a constantrateof traf�c, defeatingthecorrelation.Additionally, by usingbroadcastchannels,P 5is
not vulnerableto replay, tagging,or blendingattacks.Of course,P 5's broadcastchannelsarelessef�cient
thanMixminion's multi-hopunicasttraf�c, but usersof P 5 canlocally con�gure the level of inef�ciency.
Also, Mixminion targetshigh latency tolerantapplicationssuchase-mail,whereP 5 is a generalpurpose
anonymousnetwork layersuitablefor all applications.

6.3 Recent Internet-based Anonymous Communications Work
Wedescribefour anonymity protocolsthatcanbeimplementedover theInternet.

Xor-Trees Like P5, Xor-Trees[11] provides sender-, receiver-, and sender-receiver anonymity. How-
ever, unlike P5, Xor-Treesdo not admita peruseranonymity versuscommunicationsef�ciency tradeoff.
Also, like in DC-net,only a singleusermay sendat any onetime in an Xor-Tree. Thus,in an Xor-Tree,
performancedegradesdueto collisionsasthenumberof usersincrease.

SenderAnonymity Protocols BothCrowds[22] andthemorerecentHordes[26] provide strictly sender
anonymity. The basic idea in both thesesystemsis similar to Onion Routing [14] and Tarzan[12], in
which messagesbetweencommunicatingusersareroutedon anapplication-layeroverlayusingpathsthat
areeither randomlyor senderchosento obscurethe origin. The receiver cannotresolve the senderof a
particularmessagesincemessagestake different,potentiallyrandomlychosen,routesthroughthenetwork.
However, noneof thesesystemsprovide anonymity whenconfrontedby a passive observer who canmount
statisticalattacksby tracingandcorrelatingpacketsthroughoutthenetwork over time. Additionally, none
of thesesystemsprovide receiver anonymity. However, any of theseprotocolscanbe adaptedto provide
receiver anonymity by usingan anonymousproxy [23]. Aside from thescalabilityissuesof having all of
theuserssendtheircommunicationsthroughasingleserver, usersof ananonymousproxysystemexplicitly
give upsender-receiver anonymity to theconnectingproxy.

FreeNet FreeNet[9] providesananonymouspublish-subscribesystemovertheInternetusinganapplication-
layer overlay, muchlike P 5. However, FreeNetis designedfor anonymousstorageandretrieval, andthe
anonymity issuesfor suchasystemaredifferentthanasystemlike P 5 thatprovidesanonymity whencom-
municatingpartiesareon-line. Thereis no notionof noiseor signal,etc.,andthemajor issuesin FreeNet
aredecoupling/hidingauthorshipfrom aparticulardocument,andproviding fault-tolerantanonymousavail-
ability for asetof staticdocuments.

6.4 Summary
Thecapabilitiesof theabove systemsaresummarizedin Table3. Thecolumns“Sender”,“Receiver”, and
“Sender-Receiver” refer to the systemsability to provide sender, receiver, andsender-receiver anonymity,
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asdescribedabove. Underreceiver anonymity, “In System”denotesthat thereceiver canhave anonymity
if they area participantin thesystem,asopposedto anexternalreceiver connectedvia anIP proxy. Note
thatany systemthatdoesnotprovide receiver anonymity canbemodi�ed to dosovia ananonymousproxy.
Furthernote that all protocolsthat are incapableof receiver anonymity arestill ableto achieve two way
communication.The “Scalable”metric refersgenericallyto whetherthe systemcanreasonablyscaleto
thousandsof nodes,and still make progress. The “correlation” column refersto whetherthe systemis
vulnerableto a long term traf�c correlationattack. The last column,“Locally Con�gurable” refersto the
ability of anindividual nodeto locally con�gure their anonymity levels,independentof othernodes.

Viewed broadly, previous systemsforced usersto choosebetweensecurity, i.e., all three types of
anonymity with resistanceto long term correlationattacks,or ef�ciency and scalability. To the bestof
ourknowledge,P5 is theonly systemthatlocally letsuserstradeoff betweenthesetwo points.

7 Conclusions

P5 is a protocolfor anonymouscommunicationover theInternet.It allows secureanonymousconnections
betweena hierarchyof progressively smallerbroadcastchannels,andallows individual usersto tradeoff
anonymity for communicationef�ciency.

In developingP5, we foundan interestingpropertyrelatingcommunicationlatency, bandwidthusage,
andanonymity. In general,we foundit waseasyto constructprotocolsthatprovidedtwo out of thesethree
properties,e.g.,considerplain unicastcommunication:it provideslow latency andhigh bandwidthusage,
but doesnot provide anonymity. Now considermulti-castingto a set(usingper-sourceshortestpathtrees)
in which themessageis intendedfor only onememberof thechannel.This solutionprovideslow latency;
however thebandwidthutility decreasesastheanonymity andunlinkability increases.P 5 hastheinteresting
propertythatit allows individual usersto trade-off thesethreepropertieson-line.

We designedP5 to be scalableandcompatiblewith currentInternetprotocols.Our simulationsshow
thatP5 canscaleto large groups,andour analysisshows thatP 5 will maintainits “short paths”property
with very little extra overheadfor extremely large groups. Our currentwork is to adaptlower overhead
noisegenerationalgorithmsto further improve scalability; provide betterreliability by consideringmore
connectedstructureswithin individual groups;andto build a prototypefor deploymentaroundtheInternet.

Acknowledgments. We thank the anonymousrefereesof the IEEE SecurityandPrivacy 2002program
committeeandtheJournalof ComputerSecurityeditorialcommitteesfor theirhelpful comments.

Protocol Sender Receiver Sender-Receiver Scalable Correlation Locally Con�gurable
Xor Trees Yes In System Yes No No No
DC Net Yes In System Yes No No No
Crowds Yes No No Yes Yes Yes

OnionRouting Yes No No Yes Yes Yes
Tarzan Yes No No Yes Yes Yes

Mixminion Yes In System Yes Yes Yes Yes
FreeNet Yes No No Yes Yes Yes

P5 Yes In System Yes Yes No Yes

Table3: Summaryof Capabilitiesof VariousAnonymity Protocols
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A Updatesto Security and Privacy2002Paper

Therearesigni�cant updatesto theP 5 protocolfrom theoriginal conferencepaper[25]. Oneof themost
commoncritiquesof the original protocol was the needfor one public key decryptionper packet. The
solution,asdescribedin Section2.4,is to usethepublickey cryptographyto negotiateasymmetricsession
key. This techniquecan be usedto arbitrarily reducethe CPU load on a node,at the costof increased
connectioninitiation latency.

Anotherproblemwith theoriginal protocolwasits failureto accountfor thefact thatnew nodesin the
systemdonotincreasethesecurityof previouslycommunicatingnodes.For example,Alice joinsthesystem
at a certainchannelin L thatmeetshersecurityandef�ciency requirements,andshestartscommunicating
with Bob. Then,over time,enoughnew nodesjoin thesamechannel,andthis causesthechannelto exceed
Alice's ef�ciency parameter. Alice decidesto go down in the tree(Section3.4) to preserve heref�ciency.
However, if weassumethatBob is colludingwith theglobalpassiveattacker (asperouradversarialmodel),
thenassoonasAlice startscommunicating,Bob tells the passive adversarywhich channelsheis in, and
thenthepassive adversarycanenumerateall of thenodesof Alice's old channel.Fromthere,theadversary
knows thatany new nodesthatjoin thesamechannelarenot Alice. But, whenAlice goesdown onelevel in
the logical treeto a new, smallerchannel,heranonymity is not thesizeof thenew channel,but thesizeof
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thesetformedby theintersectionof thenew channelwith theoriginalmembersof theold channel.In other
words,Alice is vulnerableto an intersectionattack.Note that theoriginal protocolhadmultiple usersin a
singlenodeof L , wheretherevisedprotocolhasexactlyoneusepernodein L .

Theupdatedprotocol�x esthis by slightly modifying the join procedure,asshown in Section3.3 and
Figures6-8. By makingeachnodeof L correspondto exactly oneuser, andby makingtheusers�ll in the
nodesof L asthey join, Alice knows thatthepeopleabove herin thetreearepeoplewho joinedbeforeher,
andpeoplebelow her arepeoplewho have joined after her. Also, sincethe hashesof public keys in the
systemarerandomlydistributed,andtheexactleaf joinedin thetreeis randomlychosen(Figure8), thenwe
canassumethatnew leavesto L areon averageevenly distributed.BecausetheL is abinarytree,thereare
2m nodesat level m. Thus,if Alice joins thesystem,andadvertiseschannel(b=m), a new nodeendsup in
thesamechannelwith probability2� m .

Thus,theintersectionattackis mitigatedtwo ways.First,by understandingthatnodesin L are�lled in
sequentiallyasthey join, Alice candecidewhethergoingdown in L will violatehersecurityparameter, or
if sheneedsto rejoin with a new key. This informationwasnotavailablein theoriginal conferenceversion
of theprotocol[25]. Second,by evenly distributing wherein L new nodesjoin thesystem,Alice will not
needto godown in herchannelunlessthereis asigni�cant increasein thesystemsize.For example,assume
Alice hasparameters = 100, � = 300, andH (PK Al ice) = 010101: : : , andjoins whenthereare8000
nodesin thesystem.ChannelCH(� / 0) will have all 8000nodes,andon average,channelsCH(0/ 1) will
have roughly4000nodes,CH(01/ 2) will have 2000nodes,andsoon. So,statistically, achannelon the6th
level will have approximately125nodes,soAlice chooseschannelCH(010101/ 6) to advertisebecauseit
�ts her and� parameters.A new nodeendsupjoining asaleaf in channelCH(010101/ 6) with probability
2� 6 = 1=64. Further, if 175morenodesjoin Alice's channel,heref�ciency parameterwill beviolated(125
nodes+ 175nodes= 300nodes),andshewill have to go down in theL . So,on average64� 175or 11200
new nodeswouldhave to join thesystembeforeAlice hasto godown in theL .

Thelastmajorcriticismof P 5 wastherestrictionthatonceauserstartscommunicatingin theP 5 system,
hecannotleave thesystem.In theupdatedversionof theprotocol,we relaxthis restriction,asdescribedin
Section3.4.
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Figure1: Form of the P5 logical broadcasttree (L ). The effective broadcastchannelof a userin node
(00=2) is shown in boldface.
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Figure2: ChannelCH(?/ 0)
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Figure3: ChannelCH(0/ 1)
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Figure4: ChannelCH(11/ 2)
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Figure5: ChannelCH(011/ 3)
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Figure6: Nodejoinswith � = 14;  = 8 andH (Pk) = 10::::
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Figure7: Nodebinarysearchesto �nd (1=1), jE f (1=1)gj = 8
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Figure8: Nodethenrandomlysearchesdown thetree,andjoinsasa leaf
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Figure9: P5 beforeAlice joins
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Figure10: P5 afterAlice joins
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Figure11: Firsthopof Alice ! Bobmessage
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Figure12: Second/Finalhopof Alice ! Bobmessage
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Figure13: Lossrateversusnumberof users
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Figure15: Lossrateversussendingrate
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Figure16: Lossrateversusnumberof senders
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