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Abstract

Reading is a fundamental technology for achigving quality software. This paper provides a
motivation for reading as a quality improvement technology, based upon experiences in the
Software Engincering Laboratory at NASA Goddard Space Flight Center and shows the
cvolution of our study of reading via a scries of experiments. The experiments range {rom the
carly rcading vs. tcsting experiments to various Cleanroom experiments that employed reading
to the development of new reading technologics currenty under study.
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1. INTRODUCTION

pcctions, quality improvement paradigm

Reading is a fundamental technology for achieving quality softwarc. It is the only analysis
technology we can usc throughout the entire 1ife cycle of the software development and
maintenance processes. And yet, very litde atiention has been paid 1o the technologies that
underlie the reading of software documents. For example where is “software reading” taught?
What technologics have been developed for “software reading™? In fact, what is “software
rcading”? .

During most of our lives, we learncd to read before we lcarned to write. Reading formed a
model for writing. This was truc from our first lcarning of a language (reading precedes writing
and provides simple models for writing) to our study of the great litcrature (reading provides us
with models of how to write well). Yet, in the software domain, we never leamned (o read, c.g.,
we lcamn to write programs in a programming|language, but never learn how to read them. We
have not developed reading-based models for writing.

For example, we arc not conscious of our audience when we write a requircments document.
How will they read it? What is the difference between reading a requirements document and
reading a code document? We all know that one rcads a novel differently than one reads a text

“book. We know that we review a technical paper diffcrently than we review a newspaper article.
But how do we rcad a requirements document, how do we read a code document, how do we
rcad a test plan?
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But first Iet us define some werms §

ditferentate a technique from a med
primitve, itis an algorithm, a scrics
mcthod is a management procedure
how and when to apply and when to

the wechnique is appropriate, and hoy
of techniques and mcthods. A life ¢y

cycle of a software product,

For cxample, reading by step-wisg
(or assessing code. Reading by stepy
onc gets better with practice. A codd

technique, which has a well defined
supports specifying how and when t

code inspections together form a tecl

such as the Clcanroom development
and mcthods. That is, reading techn

In what follows, we will discuss
the Software Engincering Laborato
Waligora, 1992] via a scrics of expe

cxperiments, to various Clecanroom ¢

_currently under study.

In the SEL, wc have been working

Improvement Paradigm, the Goal

cffectiveness of various life cycle

Organizaton, and various cxpcrim'c“}:

and Weiss - 1984, Basili and Rombd
experiments at the University of Maj

rcading as a technology.

2. READING STUDIES

Figure 1 provides a characlenization
They define different scopes of cval
results. They are characterized by th
of different projects analyzed yicldis

d
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o that we understand what we mean by “reading”™. We

od, from a lifc cycle model. A technique is the most

ol steps producing the desired cffect. Tt requires skill,. A
lor applying techniques, organized by a sct of rules stating
stop applying the technique (entry and exit cnteria), when
v to evaluate it. ' We will define a technology as a collection
cle model is a set of methods that covers the entire life

abstraction [Linger, Mills, and Wi, 1979] is a technique
visc abstraction requires the development of personal skills;
inspcction is a method, that is defined around a rcading

sct of entry and cxit criteria and a sct of management

b usc the technique. Reading by stepwisce abstraction and
inology. Inspccuons are embedded in a life cycle model,
approach, which is highly dependent on reading techniques
pblogy is fundamental to a Clcanroom development

¢ cvolution and packaging of reading as a technology in

y (SEL) [Basili, Caldicra, McGarry, Pajerski, Page,
iments from some carly reading vs. testing technique
experiments, to the development of new reading techniques

with a sct of experimental learning approaches: the Quality
cstion Mctric Paradigm, the Experience Factory

tal framcworks to cvolve our knowledge and the

odcls, methods, techniques, and tools [Basili - 1985, Basili
ich - 1988, Basili - 1989]. We have run a serics of

ryland and at NASA 1o learn about, cvaluate, and cvolve

of various types of experiments we have run in the SEL.
ation representing different levels of confidence in the
number of wcams replicating cach project and the number

project, replicated project, multi-pro

The approaches vary in cost, leve
balance between quantitative and qu

g four different experimental treatments: blocked subject-
ject variation, and single project case study. :

of confidence in the results, insights gained, and the
itative research methods. Clearly, an analysis of scveral

replicated projects costs more moncy but provides a beuier basis for quantitative analysis and can

. gencrate stronger statistical confidence in the conclusions. Unfortunatcly, since a blocked
subject-project experiment is so expensive, the projects studicd tend to be small. To increase the
size of the projects, keep the costs reasonable, and allow us to better simulate the effects of the
treatment variables in a realistic environment, we can study very large single project casc studics
and even multi-project studices if the|right cnvironment can be found. These larger projects wend
to involve more qualitative analysis along with some more primitive quantitative analysis.

Because of the desire for statistical confidence in the results, the problems with scale up, and
the need 10 test in a realistic environment, one approach to experimentation is to choose onc of
the multiple tcam treatments controlled experiments 1o demonstrate feasibility (statstical
significance) in the small, and then 1o try a case study or multiproject variation 10 analyze
whether the results scale up in a realistic environment - 2 major problem in studying the effects
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of echniques, methods and life cycle modcls.

1¢ reading technologivs

Scopes of Evaluation
| #Projects
I
| One | More than one
l I
# of I One | Single Project | Mulu-Project
I I {Casc|Study) | Vanation
Teams N E
I
per | More than | Replicated | Blocked
Project | one | Projcct | Subject-Project
Figurc 1: Classes of Studies

2.1 Reading by stepwise abstraction

In order to improve the quality of our software
approaches. Onc arca of interest was to underst
in our cnvironment. Early experiments showed
{Hetzel - 1972, Myers - 1978].-But reading wa
Thus we attempted to study the differences bety
approaches. Our goal was to analyzc code reading
evaluale and compare them with respect to their ¢
detection cost and classes of faults detected frox
Selby - 1987]. The study was conducted in the
formatter, a ploticr, and a small database. The
and 12 faults respectively, and ranged in size fr

was a blocked subject-project, using a fraction:

Specific techniques were used for cach of the
rcading a scq
they compute and repeating the process until the
abstracted and can be compared with the specif

donc by stepwisc abstraction, i.c.,

boundary value, cquivalence partition testing, i

invalid cquivalence classcs and making up tests
Structural testing: was performed to achieve 1(

tests to guarantee that 100)% of the statements i

As a blocked subjcct-project study, cach subjt

The results were that code reading found more

tsting found more faults than suuctural testing.

of time spent than cither of the other two techn

Other conclusions from the study include the

products at NASA, we have studicd various
and the relationship between reading and testing
very litde difference between reading and testing
s simply reading, without a technological base.
ween various specific technology based
mnmmnl.mlmx and alms:mmummx 0

» fawlt
m the vu:wpoxm ofg_\mlly__asmﬂm [B.mh

SEL, using three different programs: a text
programs were sceded with software faults, 9, 6,
om 145 to 365 LOC. The experimental design

] factorial design. There were 32 subjects.

three approaches studied. Code reading was
jucnce of statements and abstracting the function
function of the entire program has been
ication. Functonal testing was performed using
i.c., dividing the requirements into valid and

that check the boundaries of the classes.
X% statement coverage, i.c., making up a sct of
n the program have been executed.

tct uscd cach technique and tested cach program.
{aults than functional testing, and [unctional

Also, code reading found more faults per unit
qucs.

fact that the code readers we better able to assess

the actual quality of the code that they read th
were better able to assess the actual quality of

the testers. And in fact, the structural wsters
¢ code they read than the functional testers. That
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is, the code readers felt they only found about half the defects (and they were right), where the
functional testers felt that had found about all the defects (and they were wrong). Also, after the
complction of the study over 90% of the partcipants thought functional testing worked best.
This was a case where their intuition was clearly wrong,

Bascd upon this study, reading was implemented as part of the SEL development proccess.
However, much 10 our surprise, rcading appcarcd to have very little effect on reducing defects.
This lcad us to two possible hypotheses:

Hypothesis 1: Pcople did not read as well as they should have as they believed
that (csting would make up for their mistakes

To test this first hypothesis, we ran an expenment that showed that if you read and cannot test

you do a morc cffective job of rcading than if you rcad and know you can test. This supportcd
hypothesis 1.

Hypothesis 2: There is a confusion between reading as a technique and the
method in which it is cmbedded, c.g., inspections.

- This addresses the concern that we often usc a reading method (e.g., inspections or walk-
throughs) but do not often have a reading technique (e.g., reading by sicpwisc abstraction)
sufficicntly defined within the methad. To some extent, this might explain the success of our
experiment over the ones by Hetzel and Myers.

Thus we derived the following conclusions from the studics to date:

- Reading using a particular technique is more cffective and cost cffective than
specific testing techniques, i.c., the reading technique is important. However,
diffcrent approaches may be effective for diffcrent types of defects.

- Readers needs 1o be motivated to read betier, i.c., the rcading motivation is
important. : '

- 'We may nced 1o better support the reading process, i.c., the reading technique may be
diffcrent from the reading method.

2.2 The Cleanroom approach

The Cleanroom approach, as proposed by Harlan Mills [Currit, Dyer, Mills - 1986], sccmed to
cover a couple of these issucs, so we tried a controlled experiment at the University of Maryland
to study the cffects of the approach.| '

The goal of this study was to analyze the Cleanroom process in order to evaluate and compare
it to a non-Cleanroom process with respect to the cffects on the process, product and developers
[Sclby, Basili, Baker - 1987). This study was conducted using upper division and graduate
students at the University of Maryland. The problem studied was an clectronic message system
of about 1500 LOC. The experimental design was a replicated project, 15 three-person teams
(10 used Cleanroom). They were allowed 3 10 5 test submissions to an independent tester. We
collected data on the participants’ background, attitudes, on-line activitics, and testing results.

The major results were:

- With regard 10 process, the Cleanroom developers (1) felt they more effectively
applied off-line review techniques, while others focused on functional testing,
(2) spent less time on-line and used fewer computer resources, and (3) tended to make
all their scheduled deliven '

- With regard to the delivered product, the Cleanroom products tended to have the
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following static propertics: less dense complexity, higher percentage of assignment
statcments, more global data, more comments, and the following opcrational
propertics: the products more completely met the requircments and a higher percentage
of test cases succeeded.
- With regard to the cffect on the developers, most Cleanroom developers missed
program exccution, modificd their development style, but said they would use the
Clcanroom approach again.

2.3 Cleanroom in the SEL

Bascd upon this success, we decided to try the Cleanroom approach in the SEL [Basili and
Green - 1994). This was the basis for a case study and we used the Quality Improvement
Paradigm to sct up our learning process. The QIP consists of 6 steps and we define them here
relative to the usc of Cleanroom:

Characiedze: What are the relevant models, baselines and measures? What are the
cxisting processes? What is the standard cost, relative effort for activites, reliability?
What are the high risk arcas? (Figure 2
S¢t goals: What are the expectations, re ative to the basclines? What do we hope to
lcarn, gain, c.g., Cleanroom with respect to changing requircments? (Figure 2)

Choose process: How should the Cleanroom process be modificd and tailored relatve to
the environment? E.g., formal methods hard to apply, require skill; may have
insulficicnt data to measure reliability. Allow back-out options for unit testing certain
modules.
Exccute: Collect and analyze data based upon the goals, making changes to the process
in rcal ime.
Analyze: Try to characterize and understand what hnppcncd rclative to the goals; write
lessons learned.
Package: Modify the process for [uture use.

There were many lessons leamed during this first application of the Cleanroom approach in the
SEL. However, the most relevant to reading were that the failure rate during test was reduced by
25% and productivity incrcascd by about 30%, mostly duc to fact that there was a reduction in
the rework cffort, 1.c., 95% as opposcd to 58% of the faults took less than 1 hour to fix. About
50% of code time was spent reading, as opposed to the normal 10%. All code was rcad by 2
developers. However, even though the developers were taught reading by stepwisc abstraction
for code rcading, only 26% of the faults were found by both readers. This implied to us that the
rcading technique was not applicd as cffcctively as it should have been, as we expected a more
consistent rcading result.

During this casc study, problems, as specified by the users, were recorded and the process
was modificd.

Bascd upon the success of the first Clecanroom case study, we began to define new
experiments with the goal of applying the reading technique more effectively. The project leader
for first project became process modeler for the next two and we began to generate the evolved
version of the SEL Cleanroom Process Model, Thus we moved our experimental paradigm from
a case study 10 a muld-project analysis study. Figure 3 gives an overview ol the projects studicd
to date. A fourth project has just been completed but the results have not yet been analyzed.

Cleanroom has been successful in the SEL. Although there is still some room for
improvement in reading and abstracting code formally, a more major concern is the lack of
techniques for reading various documents reading, most specifically, requirements documents.
This provided our motivation for the continual evolution of n,.xdin;, techniques both inside and

outside the Cleanroom life cycle model. Specific emphasis is on improving reading technology



S Part (e

for requirements and design documents,

lvited Papers

Sample Sample Sample
Measures Baseline Expectation
Effont distribution Increased design % due
PROCESS to emphasis on peor
Change prolile review process
Produclivity
‘ Historically No d dati
Level of rework ' 0 degradaiion
CoST . 26 DLOC per day from current level
Impact of spec changss
Error rate
o Historically, Decreasod error rate
RELIABILITY! Error distribution 7 errors per KDLOC
Error source
Figure 2: Sample Measurcs, Basclines, and Expectations
Technology Ofi-ine Reading Oftdine Clearroom | - SEL Clearvoom - ... SEL Cleanvoom .. .....
Evaluation . Technology . . Controlied Expsriment Case Saxdy y, - . i CaseSludy2. ., -
Steps Controlied Experiment | I ale A AN 'Der:ﬁZA':"' e ine| DR
32 indnidual 3-person 3-person 4-person 14-person
Team pariicipanis Cevelopme t teams Cevelopment leam, Ceveiopment leam, |development leam,
Size (10 Cloarvgom teams, 2-pecaon tes! team 2-person test team | 4-peraon lest leam

S coniro! tearns)

small (145-365 LOC) 1500 LOC 40 KDLOC 2 KDLOC 160 KDLOC
Project saple FORTRAN slocvonic message FORTRAN FORTRAN . FORTRAN
Size and proprama sysiem for praduale thpht dynamecs Sight dynamcs thoht dynamics
Application lab cowrse ) production produchon production
sysiern sysiem sysiem
readrg lechnques Clearvoom jeams use Promect spendcs hoher projeci continues | project reliabikity
appess mors sfechve loweor computer percentape of sttort trend in betier only sliphtly
Results than msng lechvyues | resowces, sausty in Cespn, ees lewer rehabikity wivle betlier han
for fauh Ceiecson reQwermenis more COMPUIer rescxaTe s, maniaiing bassline while
secossluvlly, make achweves bener basskne productmily falls
hpher percentape of productnty and prochucimity below batelne
schedded delverws rolabiity than
onwWoNmer baseine

Figure 3. Muli-Project Analysis Study of Cleanroom in the SEL

The experiments to date convineed us that reading is 2 key, if not the key technical activity for
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verifying and validating software work products

creading technologies

However, there has been littde rescarch focus

on the development of reading techniques, with the possible exception of reading by stepwise

abstraction, as devcloped by Harlan Mills.

The ultimate goal here is to understand the bes
That is, we arc not only interested in how to deve
rcquircments documents, but under what conditig
and how might they be combined in a method sy
reading technology for the partcular problem an

The idea 1s to provide a flexible framework for
definer of the technology for a particular project
the right techniques and method characteristics. ]
depending on the project characteristics. For exas
understood, we might choose a water{all process
expected, we might emphasize a traccability read
when embedding a traceability reading in design
matnix exists.

As stated in the introduction, we belicve there 3
rcads, c.g., the reviewer's role, the reading goals
we also belicve that (1) techniques can be develg
should rcad, and (2) using these techniques, cffe
can improve the effects of reading. For example,
diffcrendy than do software testers, developers ¢
read for missing initialization. The more I know
most cffective in tracking, the better [ am able o
technique in the method I am using.

We nced to improve the reading of all kinds of
rclationship between echniques and methods an
consider the following dimensions of a rcading

Input object: Requirements, specificatio
Output object: sct of anomalics
Approach: Sequential, path analysis, st
Formality: Reading, correctness demon
Emphasis: Fault detection, traceability, p
Mcthod: Walk-throughs, inspections, re¢
Consumcrs: User, designer, ester, mait
Product qualitics: Correctness, reliability,
Process qualitics: Adherence to method,
Quality view: Assurance, control, ...

We have spent some energy trying to develop 4
dimension and historical data. The goal is to defi
tailored to the document being read and the goals
tcchnology should be usable in cxisting methods

2.4 Scenario-Based Reading

-+ We have defined an approach 1o gencrating a fan
huilding operational scenarios based upon comb

way to rcad for a parucular sct nf conditions.
tlop techniques for reading such documents as
pns arc each of the techniques most effcctive
ch as inspections to provide a more effective

d environment

defining the reading wechnology so that the

has the appropriate information for selecting
[hus, the process definition will change

mple, if the problem and solution are well
model; if a high numbcr of omission faults are
ing approach embedded in design inspections;
inspcctions, we might make sure a traceability

ire many factors that affect the way a person

3, the work product. Based upon these studics,
yped that will allow us better define how we
ctively embedded in the appropriate methods,
cnd-users read software requirements

2ad for interface defects dilferenty than they
about what kinds of dcfects each of the views is
promotc and manipulate that kind of rcading

documents and more deeply understand the
d the dimensions of both. For cxample,
cchnique:

n, design, code, test plan,...

pwisc abstracuon, ...
strations, ...

crformance, ...

vicws, ...

htainer, ...

cfficicncy, portability,..
intcgration inlo process,...

nd cvaluate reading techniques based upon the
nc a set of reading technologics that can be

of the organizaton flor that document, The

3, such as inspections.

nily of rcading weehniques. It consists of
ning two dimensions of the technique.
create an abstraction of the product (basced on
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one dimension) {2) answer quesuon
The choice of abstraction and the ty
rcad, the problem history of the org
to take advantage of the dimensions
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< based on the absuraction (based on another dimension).

pes of questions asked may depend on the document being
anization or the goals of the organization. The scenarios Uy

of a technique (Figure 4).

E hasi Model - based
mphasis process on object
analysis model
genocrales questions generales scenarios
procedure for building and

a
re

Figurc 4. Buildi

Two diffcrent reading techniqucs,
documents: defect based reading an

For our study, defect based readin
Defect based rcading focuses on mq
sccnarios based upon the data type ¢
informaton. The analysis questions
qucstions for requircments docume

- For our study, perspective based 1
requirements documents. Perspecty
perspectives, e.g., reading from the
uscr. The analysis questions were g
rcquircments type errors, ¢.g., incot

To provide a little more detail into
in particular, consider as an example,

Reading Procedure: For cach reqy

cnsure that the implementation satis
lest criteria to make up the st suite,

yoursclf the following questions:

1. Do you have all the infor

identfy your st criteria? C
upon the critena?

2. Is there another requirem
would get a contradictory re

3. Can you be surc the test y
4. Arc there other interpretat
based upon the way the requ
5. Doces the requirement mal

nalyzing models with
pspect 1o a set of goals

ng Focuscd Tailored Reading Techniques

within the family, have been defined for requircments
J perspective based reading

g was defined for recading SCR style documents.

deling different defect classes, creating three different
onsistency, safcty propertics, and ambiguity/missing

were gencrated by combining/abstracting a sct of checklist
nLs.

cading was dcfincd for rcading natural language

c-bascd reading focuses on different product customer
perspective of the software designer, the tester, or the cnd-
zncrated by focussing predominantly on various

rect fact, omission, ambiguity, and inconsistency.

scenarios in general, and perspective based reading reading
test-based rcadxng

irement, make up a test or sct of tests that will allow you to
fics the requircment. Use your standard test approach and
While making up your test suite for cach requirement, ask

nation nccessary to identify the item being tested and to
an you makc up rcasonable test cases for cach item based

ent for which you would gencrate a similar test case but

sult?

ou gencrated will yicld the correct value in the correct units?
ions of this requirement that the implementor might make
ircment is defined? Will this effect the test you made up?

ke scnse from what you know about the application and from
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what is specified in the general descript

Each of the techniques aims at being (1) assol

requircments) and notation (c.g., English text)
baced upon the project and environment charac

a well-deflined sct of steps to follow, (4) specil]

goal for recading the documcnt and the procedu

particular technique provides a particular cover
techniques provides coverage of the entire docy

when it is most cffective.

Each of the techniques has been studied expe
aimed at discovering if scenario based reading

scenies will be used to discover under which cirg

rcading techniques is most cffective.

~In the defect-based reading study, the goal w
rcading and check-list based reading to evaluat

1g reading technologies

jon?

ciated with the parucular document (c.g.,

in which the document is written, (2) tailorable,
teristics (3) detailed, in that it provides the rcader
ic, in that the reader has a particular purposce or
res support that goal, (5) focused, in that a

age of the document, and a combination of

iment, (6) studicd empirically to determine if and

rimentally. The first serics of expeniments are
is more cffective than current practices. A sccond
rumstances cach of the various scenario based

1s to analyze defcct-basced reading, ad-hoc ‘
e and compare them with respect to their effect on

fault detection effectivencss in the context of an inspection team from the viewpoint of quality

assurance. The study was applicd using gradug
requircments documents were written in the 8¢
System and a Cruise Control System. The expg

Partial factonal design, replicated twice with a

Major results were that (1) the defect-based 1

readers with an improvement of about 35%, (2

reviewers focus on specific fault classes but wi
(3) checklist reading was no more effective tha

Perspective-based reading is currently under
cvaluation was t0 analyze perspective-based ol
cvaluate and compare them with respect to thei
context of an inspection team from the viewpo
performed in the SEL environment using gene
(ATM machine, Parking Garage) and NASA
support AGSS sub-systcms). The experimental
partial factorial design. It has been applicd tw
Laitenberger, Schull, Sorumgaard - 1995].

- Preliminary indications for perspective bascd

te students at the University of Maryland. The
'R notaton. They were a water Level Monitoring
rimental design is a blocked subject-project:

total of 48 subjccts [Porter, Votta, Basili - 1995].

caders performed better than ad hoc and checklist
) the defect-based reading procedures helped

sre no less cffective at detecting other faults, and
in ad hoc rcading.

study. The goal for the perspective-bascd reading
ading, NASA's current reading technique to

r cffcct on fault detection effectiveness in the

int of quality assurance. Two studics have been
ric requircments documents written in English
ype functional specifications (Two ground

I design is again a blocked subject-project using a
ice, with a total of 25 subjccts [Basili, Green,

} rcading arc also positive. Where therce is any

statistical significance, perspective-bascd reading appears to be more effective in uncovering

defects and teams consisting of perspective bas
rcading techniques uscd.

3. CONCLUSION

Defect-based reading has been evaluated in ex
superior o existing current practices. Perspecy
experiments and the results so far appear prom

Specifically we have run the experimental ga
(rcading vs. testing) to replicated projects (Un
study (the first SEL Cleanroom study) to mult
projects) and now back to blocked subject pro)
Figure S.

scd readers appear to do better than the standard

periments and has so far been shown 1o be
ve-based reading is being evaluated in
ising.

mut from blocked subject-project experiments
iversity of Maryland Cleanroom study) to a cased
-projcct variation (the sct of SEL Cleanroom

ect experiments (for scenario based reading). See
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Scopes of Evaluation

#Projects

One | More than one

3. Clcanroom | 4. Clcanroom
(SEL Project 1) I (SEL Projects, 2,34, ...

|
# of | One
' I
Teams |
I
per I More than
Project I one

2. Clcanroom
at Maryland

I. Reading vs. Testing
5. Scenario Reading vs. ...

In the future, we plan to replicate
groups at different sites are already

members of ISERN, the Internation

specifically o perform and share th

We will continue to develop oper:
cte.) and test their effectivencess in ¢
100l support for the technologics do
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