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Abstract— We presenta distrib uted schemefor trust inference
in peer-to-peer networks. Our work is in context of the NICE
system,which is a platform for implementing cooperative appli-
cations over the Inter net. We describea technique for ef�ciently
storing user reputation information in a completelydecentralized
manner, and show how this information can be usedto ef�ciently
identify non-cooperative usersin NICE. We presenta simulation-
based study of our algorithms, in which we show our scheme
scalesto thousands of users using modest amounts of storage,
processing,and bandwidth at any individual node. Lastly, we
show that our schemeis robust and can form cooperative groups
in systemswhere the vast majority of users are malicious.

I . INTRODUCTION

NICE1 is a platform for implementingcooperative appli-
cationsover the Internet.We de�ne a cooperative application
as one that allocatesa subsetof its resources,typically pro-
cessing,bandwidth,andstorage,for useby otherpeersin the
application.We believe a largeclassof applications,including
on-linemediastreamingapplications,multi-partyconferencing
applications,and emerging peer-to-peerapplications,can all
signi�cantly bene�t from a cooperative infrastructure.How-
ever, cooperative systemsperform best if all users do, in
fact, cooperateand provide their shareof resourcesto the
system.In this paper, we presenttechniquesfor identifying
cooperative and non-cooperative users.Using our schemes,
individual userscan assignand infer “trust” valuesfor other
users.The inferred trust valuesrepresenthow likely a user
considersotherusersto be cooperative, andareusedto price
resourcesin the NICE system.

We focus on distributed solutions for the trust inference
problem.We decomposethe distributed trust inferenceprob-
lem into two parts: a local trust inferencecomponentthat
requirestrust information betweenprincipals in the system
as input and a distributed searchcomponentthat ef�ciently
gathersthis individual trust information to be usedas input
for local inferencealgorithms.There alreadyexist systems,
e.g. e-bay, that have a centralizeduser-evaluation system.
Other resourcebarteringsystems,e.g.MojoNation, have also
implementedcentralizedtrust inferencesolutions.Our goal is
to enableopenapplicationswhereusersdo not have to register
with an authority to be a part of the system.Centralized
solutionsdo not scalein opensystems,sincemalicioususers
canoverwhelmthe central“trust” server with spurioustrans-
actions.The most widely useddecentralizedtrust inference
schemeis probablythe PGPweb of trust [18], which allows

1NICE is a recursive acronym for “NICE is the Internet Cooperative
Environment” (Seehttp://www.cs.umd.edu/projects/nice ).

one level of inference.We presenta new decentralizedtrust
inferenceschemethat can be used to infer acrossarbitrary
levels of trust. There is no trust-third-party or centralized
repositoryof trust information in our scheme.Users in our
systemonly storeinformationthey explicitly canusefor their
own bene�t. We show that our algorithms scale well even
with limited amount of storageat each node, and can be
used to ef�ciently implement large distributed applications
without involving explicit authorities.Further, our solutions
allow individual usersto computelocal trust valuesfor other
usersusingtheir own inferencealgorithmof choice,andthus
canbe usedto implementa variety of differentpolicies.

A. Cooperative Systems

The notion of a cooperative system is not unique in
networking; in fact, packet forwarding in the Internet is a
cooperative venturethat utilizes sharedresourcesat routers.
Our overall goal in NICE is to extend this notion to include
end-applicationsandprovideanincentive-basedframework for
implementinglarge distributed applicationsin a cooperative
manner. Clearly, an immenseamountof distributedresources
can be harvestedover the Internet in a cooperative manner.
This observation is key in the recent surge of peer-to-peer
(p2p)applications,andwe believe thenext generationof such
p2papplicationswill bebaseduponthenotionsof cooperative
distributedresourcesharing.

A numberof interestingdistributedalgorithmsfor p2p sys-
tems,mostnotablyin theareaof distributedresourcelocation,
have recentlybeenintroduced.All of theseschemes,however,
assumethat all peersin the systemimplicitly cooperateand
implement the underlying protocols perfectly, even though
it may not be explicitly bene�cial to do so. Consider the
following examples:

� In Gnutella[1], peersforward queries�ooded on behalf
of other usersin the system.Each forwardedmessage
consumesbandwidthandprocessingateachnodeit visits.

� In Chord [15], a documentis “mapped” to a particular
nodeusinga hashfunction. Thus,a peerservesa docu-
mentthatis, in fact,ownedby someothernodein thesys-
tem.Thus,peersin thesystemexpendtheirown resources
to serve documentsfor other nodesin the system.This
situationis not uniqueto Chord;all hash-basedlocation
systems,including CAN [11], Bayeux[17], Pastry [13],
have this property. It is possibleto build a systemin
which nodesonly serve a pointer to the documentdata
and also to implementvarious load balancingschemes;
however, evenin thebestload-balancedsystem,therecan



be temporaryoverloadswhen a large amount of local
resourcesareexpendeddueto externalserving.

� A numberof relay-basedstreamingmediaprotocolshave
been developed and demonstrated.In these protocols,
nodes devote resourcessuch as accessbandwidth for
servingtheir child nodes.

In eachexampleabove,any individual usermaychoosenot
to devote local resourcesto external requests,and still get
full bene�t from the system.On the other hand,the integrity
and correct functioning of the systemdependson eachuser
implementing the entire distributed protocol correctly and
sel�essly. However, experiencewith deployed systems,such
as Gnutella and previously Napster, show that only a small
subsetof peersoffer suchsel�ess serviceto the community,
while thevastmajority of usersusetheservicesofferedby this
generousminority [4]. The goal of this work is to ef�ciently
locatethegenerousminority, andform a cliqueof usersall of
whom offer local servicesto the community.

B. Model

In this paper, we assumethat a (p2p) system can be
decomposedinto a set of of two-party transactions.A single
transactioncan be a relatively light-weight operationsuchas
forwardinga Gnutellaqueryor a potentiallyresourceintensive
operationsuchashostinga Chorddocument.Next, we assume
that the systemconsistsof a setof “good” nodesthat always
implementtheunderlyingprotocolscorrectlyandentirely, i.e.
good usersalways ful�ll their endof a transaction.The goal
of our work is develop algorithms that will allow “good”
usersto identify other “good” users,and thus, enablerobust
cooperative groups. These are peer groups in which, with
high probability, eachparticipantsuccessfullycompletestheir
end of eachtransaction.Speci�cally, we proposea family of
distributedalgorithmswhich canbeusedby usersto calculate
a per-user“trust” value.The trust valuefor nodeB at a node
A is a measureof how likely nodeA believes a transaction
with nodeB will be successful.In our system,usersstorea
limited amountof information about how much other users
trust them, and we presentalgorithms for choosing what
informationto storeandhow to retrieve this trust information.
Oncerelevant informationhasbeengathered,individual users
may usedifferent local inferencealgorithmsto computetrust
values.

It is importantto note that we assumethat goodnodesare
able to ascertainwhen a transactionis successful.Clearly,
in many cases,it is not possible to ef�ciently determine
whethera transactionfails (e.g.whena nodesometimesdoes
not serve Chord documentsthat it hosts). It is even more
dif�cult to determinewhethera transactionfails becauseof
a system failure or becauseof non-cooperative users.For
example, consider the casewhen all usersare cooperative
but a documentcannotbe served due to a network failure.
We believe this problem is inherent in any trust-inference
system that is basedon transaction“quality”. We discuss
different policies for assigningvaluesto transactionquality
in SectionIV.

The overall goal of this work is to identify cooperative
users.An ideal trust inferencesystemwould, in onepass,be
able to classify all usersinto cooperative or non-cooperative
classeswith no errors.However, this is not possiblein practice
becausenon-cooperative usersmay start out as cooperative
users.The speci�c goalsof our work areas follows:

� Let the “good” nodes�nd each other quickly and ef-
�ciently: Good nodes should be able to locate other
good nodeswithout losing a large amountof resources
interactingwith maliciousnodes.This will allow NICE
to rapidly form robust cooperative groups.

� Malicious nodesandcliquesshouldnot be ableto break
up cooperatinggroupsby spreadingmis-informationto
good nodes.Speci�cally, we want to develop protocols
in which maliciousnodesarerapidly prunedout of coop-
erative groups.Further, we assumemaliciousnodescan
disseminatearbitrary trust information, and the cliques
formedof goodnodesshouldbe robustagainstthis form
of attack.

In SectionIV, we describealgorithmsthat achieve our goals
with low run-time overhead,both in termsof processingand
network bandwidth usage.We believe this algorithm is the
�rst practical,robust, trust inferenceschemethat canbe used
to implementlarge cooperative applications.

The rest of this paperis structuredas follows: in the next
section,we discussprior work in distributed trust computa-
tions. In Section III, we presentan overview of the NICE
system,and describehow distributed trust computationsare
usedby NICE nodes.We describeour algorithmsand local
node policies in Section IV, presentsimulation results in
SectionV, andconcludein SectionVI.

I I . RELATED WORK

In this section,we discussprior work in trust inferenceand
presenta brief overview of systemsthat arebasedon notions
of trust and incentive.

The conceptof “trust” in distributedsystemsis formalized
in [9] using social propertiesof trust. This work considers
an agent's own experienceto obtain [-1, 1]-valuedtrust, but
doesnot infer trust acrossagents.Abdul-Rahmanet al. [2]
describea trust model that dealswith direct experienceand
reputationalinformation. This model can be used,as is, in
NICE to infer trust. Yu et al. [16] proposea way to compute
a real-valued trust in [-1, 1] range from direct interactions
with other agents.A product of trust values is used for
reputationcomputation,andundesirableagentsis avoidedby
having anobserverof badtransactionsdisseminateinformation
about the bad agent throughout the network. This work is
primarily aboutusingsocial mechanismsfor regulatingusers
in electroniccommunities,andthe techniquesdevelopedhere
can be usedin NICE. In this paper, we focus on algorithms
for ef�ciently storingand locatingtrust information.

Another scheme[3] focuseson managementand retrieval
of trust-relateddata,andusesa singlep2pdistributeddatabase
which storescomplaintsaboutindividualsif transactionswith
themarenot satisfactory. Whenan agent� wantsto evaluate
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Fig. 1. NICE componentarchitecture:the arrows show information�o w in
thesystem;eachNICE componentalsocommunicateswith peerson different
nodes.In this paper, we describethe trust inferencecomponentof NICE.

trust for another agent � , it sendsa query for complaint
data which involves � , and decides � 's trustworthinesswith
returneddata,usinga proposedformula.However, this system
implicitly assumesthat all participantsare equally willing to
sharethecommunaldataload,which maynot betruein many
p2p systems[4]. Such a systemis also vulnerableto DoS
attacks,as there is no preventative measurefrom inserting
arbitraryamountsof complaintsinto the system.

PGP[18] is anotherdistributedtrust model that focuseson
proving the identity of key holders.PGP usesuser de�ned
thresholdsto decidewhethera givenkey is trustedor not, and
differentintroducerscanbetrustedat �nite setof differenttrust
levels. Unlike NICE, trust in PGP is only followed through
one level of indirection; i.e. if � is trying to decidethe trust
of � , there can be at most one person, � , in the trust path
between� and � . Thereare also a numberof popularweb
sites,e.g. e-bay and Advogato (seewww.advogato.org )
that use trust modelsto serve their users.However, all data
for thesesitesis storedat a trustedcentralizeddatabase,which
maynot beideal for opensystems,andleadto theusualissues
of scalabilityandsinglepoint of failure.

I I I . OVERVIEW OF NICE

In this section,we presenta brief overview of the NICE
platform. Our goal is to provide context for the distributed
trust computationalgorithmspresentedin SectionIV. NICE
is a platform for implementingcooperative distributed appli-
cations.Applicationsin NICE gainaccessto remoteresources
by barteringlocal resources.Transactionsin NICE consistof
secureexchangesof resourcecerti�cates. Thesecerti�cates
can be redeemedfor the named (remote) resources.Non-
cooperative usersmay gain “free” accessto remoteresources
by issuingcerti�cates that they eventuallydo not redeem.

NICE provides a serviceAPI to end-applications,and is
layeredbetweenthe transportand applicationprotocols.The
NICE componentarchitectureis presentedin Figure1. Appli-
cationsinteractwith NICE usingtheNICE API, andissuecalls
to �nd appropriateresources.All of thebartering,trading,and
redeemingprotocolsareimplementedwithin NICE andarenot
exposedto the application.Thesesub-protocolsshareinfor-
mationwithin themselvesandarecontrolledby theuserusing
per-nodepolicies. NICE peersare arrangedinto a signaling
topologyusingourapplication-layermulticastprotocol[5]. All

NICE protocol-speci�cmessagesaresentusingdirect unicast
or aremulticastover this signalingtopology.

The NICE user identi�er: Until now, we have usedthe
term userand nodein a genericmanner. In NICE, eachuser
choosesa PGP style identi�er (Seewww.pgpi.org ). The
identi�er includesa plaintext identi�cation stringanda public
key. The key associatedwith a NICE identi�er is used for
signing resourcecerti�cates, for trading resources,and for
assigningtrust values.

It is important to note that neither the NICE identi�er
nor the associatedkey needsto be registeredat any central
authority;thus,eventhoughNICE usespublic keys,we do not
requireany form of a global PKI. Thus, NICE can be used
to implementopenp2p applicationswithout any centralized
authority. Since there is no central registration authority in
NICE, a singleusercangeneratean arbitrarynumberof keys
and personas.However, in NICE, pricing is coupled with
identity (SeeSectionIII-A) andit is advantageousto maintain
a singlekey per userandnot to changekeys frequently. This
property makes NICE applicationsrobust againsta number
of denial-of-serviceattacks that are possibleon other p2p
systems.

In NICE, remoteapplicationactionsare translatedto local
resourcerequests,and if feasible, the local resourcesare
barteredfor some resourcesat the remotenode. (It is also
possibleto tradethird-partyresourcesinsteadof just bartering
local resources).Obviously, not every remoterequestpasses
through NICE; instead,usersbarter and trade con�gurable
unitsof resources(e.g.100MB storagefor 10 days,etc.).The
resourcesare speci�ed using a simpli�ed versionof the W3
RDF. NICE providesthe following services:

� Resourceadvertisementand location
� Securebarteringand tradingof resources
� Distributed“trust” valuation

Peersin NICE barterresourcesby exchanging“transaction”
messages.A transactionmessageidenti�es setsof resources
a principal is willing to barter. The integrity of a transaction
messageis ensuredusinga signedhashcarriedalongwith the
message.

We use a Beaconing-based[14] schemeto scalably ad-
vertiseand locateavailable resources.NICE usesa new fair
exchangealgorithmbasedon oblivious transferprotocols[10]
to exchangeresourcecerti�cates. This protocol assuresthat
no party can gain a usablecerti�cate without issuinga valid
certi�cate; however, for the lack of space,we do not discuss
the protocol in this paper. These resourcescerti�cates are
eventually redeemedat the issuernodes.Good nodesalways
redeemany certi�cate that they issue,while maliciousnodes
may choosenot to. In the context of NICE, the speci�c goal
of this paper is to develop algorithmsto identify the nodes
thatissuegood(eventuallyredeemable)certi�cates.Beforewe
describethe trust inferencecomponent,we describehow the
resultsof theseschemesareusedto price resourcesin NICE.



A. Pricing and Trading Policies

The goal of the default policies in NICE is to limit the
resourcesthatcanbeconsumedby cliquesof malicioususers.
Thesepolicieswork in conjunctionwith the trustcomputation
which is usedto identify the misbehaving nodes.In practice,
NICE usersmayuseany particularpolicy, andmayeventry to
maximizethe amountof resourcesthey gain by trading their
own resources.The primary goal of the default policies is to
allow good usersto ef�ciently form cooperatinggroups,and
not lose large amountsof resourcesto malicious users.The
pricing and trading policies are usedto guard againstusers
who issuespuriousresourcecerti�cates usingmultiple NICE
identities.We usetwo mechanismsto protectthe integrity of
the group:

� Trust-based pricing
In trust-basedpricing, resourcesare priced proportional
to mutuallyperceivedtrust.Assumetrustvaluesrangebe-
tween0 and1, andconsiderthe �rst transactionbetween
Alice andBob wherethe inferredtrust valuefrom Alice
to Bob is �
	���
������������������! #" , and �
$&%('����*),+�-�.����0/1 � .
Under trust-basedpricing, Alice will only barter with
Bob if Bob offers signi�cantly more resourcesthan he
getsback in return.Note however that as Bob conducts
moresuccessfultransactionswith Alice, thecostdisparity
will decrease.This policy is motivatedby theobservation
that asAlice tradeswith a principal with lower trust she
incurs a greaterrisk of not receiving servicesin return,
which, in turn, is re�ected in the pricing.

� Trust-based trading limits
In these policies, instead of varying the price of the
resource,the policy varies the amount of the resource
thatAlice trades.For example,in thescenariowith Alice
andBob, Alice may allow Bob to store1 MB of dataat
her host for one day, and graduallyincreasethe storage
anddurationasshesuccessfullyredeemsBob's resource
certi�cates. This policy assuresthat when trading with
a principal with relatively low trust, Alice boundsthe
amountof resourcesshecan lose.

IV. DISTRIBUTED TRUST COMPUTATION

We assumethat for each transactionin the system,each
involved user producesa signedstatement(called a cookie)
about the quality of the transaction.For example, consider
a successfultransaction 2 betweenusersAlice and Bob in
which Alice consumesa setof resourcesfrom Bob. After the
transactioncompletes,Alice signsa cookie - statingthat she
had successfullycompletedthe transaction2 with Bob. Bob
may chooseto store this cookie - signed by Alice, which
he can later use to prove his trustworthinessto other users,
including Alice 2. As the systemprogresses,eachtransaction
createsnew cookies which are stored by different users.

2It is also possiblefor Alice to keepa recordof this transactioninstead
of Bob. In this alternatemodelof trust informationstorage,usersthemselves
store information aboutwhom they trust, and can locally computethe trust
of the remotenodesthey know of. This model,however, is susceptibleto a
denialof serviceattackthat we describelater in this section.

(Clearly, cookieshave to be expired or otherwisediscarded;
thealgorithmswe presentlater in this sectionrequireconstant
storagespace.)

We will describethe trust inferencealgorithmsin termsof
a directedgraph � called the trust graph.The verticesin �

correspondexactly to the usersin the system.There is an
edgedirectedfrom Alice to Bob if and only if Bob holds a
cookiefrom Alice. Thevalueof theAlice 3 Bob edgedenotes
how muchAlice trustsBob, anddependson thesetof Alice's
cookiesBob holds. Note that eachtransactionin the system
caneitheradda new directededgein thetrustgraph,or relabel
the valueof an existing edgewith its new trust value.

Assume that a current version of the trust graph � is
availableto Alice, andsupposeAlice wishesto computea trust
value for Bob. If Alice and Bob have had prior transactions,
then Alice can just look up the value of Alice 3 Bob edge
in � . However, supposeAlice and Bob have never had a
prior transaction.Alice could infer a trust value for Bob by
following directedpaths(endingat Bob) on the trust graph.

A. Inferring Trust on the Trust Graph

Considera directedpath �*4536�8793: ; < =3>�5? on � . Each
successive pair of usershave haddirect transactionswith each
other, and the edgevaluesare a measureof how much �




trusts �*
A@
7 . Given a sucha path, �

4 could infer a numberof
plausibletrust valuesfor �

? , including theminimum valueof
any edgeon the pathor the productof the trust valuesalong
the path; we call theseinferred trust valuesthe strength of
the �

4
36�

? path.The inferenceproblemis somewhat more
dif�cult than computingstrengthsof trust pathssince there
can be multiple paths betweentwo nodes,and thesepaths
may shareverticesor edges.Centralizedtrust inferenceis not
the focusof this paper(or of our work), but it is importantto
usea robust inferencealgorithm.We have experimentedwith
different inferenceschemes,and we describetwo simple but
robust schemes.In the following description,we assumeA
(Alice) hasaccessto thetrustgraph,andwantsto infer a trust
value for B (Bob):

(Alice)
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Fig. 2. Exampletrust graph: the directededgesrepresenthow much the
sourceof edgetruststhe sink.

� Strongest path: Given a set of paths betweenAlice
andBob, Alice choosesthe strongest path,andusesthe
minimum trust value on the path as the trust value for
Bob. The strengthof a path can be computedas the



minimum valuededgealong the path or the productof
all edgesalong a path. Given the trust graph,this trust
metriccaneasilybecomputedusingdepth-�rst search.In
theexampleshown in Figure2, we usethemin. function
to computethe strengthof a path. In this example, the
strongestpathis �CBEDF� , andAlice infersa trust level of
0.8 for Bob.

� Weighted sum of strongest disjoint paths: Insteadof
choosing only the strongestpath, Alice could choose
to use contributions from all disjoint paths.The set of
disjoint paths is not unique, but the set of strongest
disjoint paths (modulo equi-strengthpaths) is and can
be computedusing network �o ws with �o w restrictions
on vertices.Given the set of disjoint paths,Alice can
computea trustvaluefor Bob by computingtheweighted
sumof the strengthof all of the strongestdisjoint paths.
The weight assignedto the Alice 3 X 3G < ; �3 Bob path
is thevalueof theAlice 3 X edge(which representshow
muchAlice directly trustsX). In theexamplein Figure2,

�*�8HI� is theotherdisjoint path(with strength0.6),and
the inferred trust value from Alice to Bob is 0.72.

Both thesealgorithmsare robust in the sensethat no edge
value is usedmore than once,and trust valuescomputedare
alwaysupper-boundedby theminimumtruston a path.Before
any of theselocal algorithmscanbe used,the trust graphhas
to be realizedin a scalablemanner, and (edge)valueshave
to be assignedto cookies.Note that in order to infer trust for
Bob,Alice doesnot needtheentiretrustgraph,but only needs
thesetof pathsfrom her to Bob. In therestof this section,we
describeschemesto storethe trust graphandto producesets
of pathsbetweenusersin a completelydecentralizedmanner
overanuntrustedinfrastructure.We begin with a discussionof
different techniquesfor assigningcookievalues,anddescribe
our distributedpathdiscovery protocol in SectionIV-C.

B. AssigningValuesto Cookies

Ideally, aftereachtransaction,it would bepossibleto assign
a real numberin the [0,1] real-valuedinterval to the quality
of a transactionand assignthis as the cookie value. In some
cases,transactionscan be structuredsuch that this indeed
is possible:e.g. assumethat Alice transcodesand serves a
400Kbpsvideo streamto Bob at 128Kbps,and accordingto
a prior agreement,Bob signsover a cookie of value 0.75 to
Alice. The sametransactionmay have resultedin a cookie
of value 0.9 if Alice had been able to serve the streamat
256Kbps.In many cases,however, it is not clearhow to assign
real-valued quality metrics to transactions.For example, in
the previous example, Alice could claim that she did serve
the streamat 256Kbps,while network congestionon Bob's
accesslink causedthe eventualdegradationof the quality to
128Kbps.It is, in fact, easyto constructcaseswhen it is not
easily feasibleto checkthe quality of service.In mostcases,
however, we believe it is somewhat easierto assigna J 0,1K

valueto a transaction,i.e.eitherthetransactionwassuccessful,
or it wasnot. In thepreviousexample,BobandAlice negotiate
a thresholdrate(say64Kbps)at which point he considersthe

entire transactionsuccessful,and assignsa 1-valued cookie
to Alice regardlessof whether the data was delivered at
64.5Kbpsor 400Kbps.Further, for many transactions,suchas
streamingmediadelivery, it is possiblefor oneparty to abort
the transactionif the initial servicequality is not beyond the
0-valuethreshold.

In therestof thispaper, weassumethatcookiesareassigned
valueson the [0,1] interval. However, it is possibleto assign
arbitrary labels to cookies,and to conductarbitrary policy-
basedsearchesas long as the requisitestateis kept at each
user. For example,it is possibleto constructa systemwhere
cookies take one of four values(e.g., “Excellent”, “Good”,
“Fair”, and “Poor”), and userssearchfor “Excellent”-valued
cookiesthat arelessthanoneweekold. All of theNICE path
enumerationand inferenceschemeswork correctly as long
as cookieshave a comparablevalue,regardlessof how users
assignthesevalues,andwhat rangethesevaluestake.

C. DistributedTrust Inference:BasicAlgorithm

In this section,we describehow userslocatetrust informa-
tion aboutotherusersin oursystem.This distributedalgorithm
proceedsas follows: eachuserstoresa setof signedcookies
that it receives as a result of previous transactions.Suppose
Alice wantsto usesomeresourcesat Bob's node.Thereare
two possibilities:either Alice alreadyhascookiesfrom Bob,
or Alice and Bob have not had any transactionsyet. (There
is yet a third possibility in which Alice hasdiscardedcookies
from Bob, but we assumethat this caseis equivalentto Alice
having no cookiesfrom Bob). In the caseAlice alreadyhas
cookiesfrom Bob, shepresentstheseto Bob. Bob canverify
that theseindeedare his cookiessince he has signedthem.
Given the cookies,Bob can now computea trust value for
Alice.

Themoreinterestingcaseis whenAlice hasnocookiesfrom
Bob. In this case,Alice initiates a searchfor Bob's cookies
at nodesfrom whom sheholdscookies.SupposeAlice hasa
cookie from Carol, and Carol hasa cookie from Bob. Carol
gives Alice a copy of her cookie from Bob, and Alice then
presentstwo cookiesto Bob: onefrom Bob to Carol,andone
from Carol to Alice. Thus, in effect, Alice tells Bob, “You
don't know me, but you trust Carol and she trusts me!” In
general,Alice can constructmultiple such“cookie paths” by
recursively searchingthroughher neighbors.In effect, Alice
�oods queriesfor Bob's cookiesalong the cookie edgesthat
terminateat eachnode,startingwith her own node.After the
searchis over, shecan presentBob with a union of directed
paths which all start at Bob and end at Alice. Note that
thesecookiepathscorrespondexactly to theunionof directed
edgeson the trust graphwhich we usedfor centralizedtrust
inference.Thus, given this set of cookies,Bob can use any
centralizedschemeto infer a trust value for Alice.

This basicschemehasseveral desirableproperties:
� If Alice wantsto useresourcesat Bob, shehasto search

for Bob's cookies.This is in contrastwith the analogous
schemein which nodesthemselveskeeprecordsof their
previoustransactions.Undersucha setting,if Bobdid not
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know Alice, he would have to initiate a searchfor Alice
through nodeshe trusted.A malicious user Eve could
mount an easydenial-of-serviceattack by continuously
askingothernodesto searchfor Eve's credentials.
In our system,nodesforward querieson behalf of other
nodesonly if they have assignedthema cookie,andthus,
implicitly trust themto a certainextent.

� Alice storescookieswhich arestatementsof theform “X
trustsAlice”. Thus,Alice only devotesstorageto items
that shecanuseexplicitly for her own bene�t, andthus,
thereis a built-in incentive in thesystemto storecookies.
In fact, if Bob assignsa low-valuecookie for Alice, she
candiscardthis cookiesincethis is, in effect, a statement
thatsaysBob doesnot trustAlice. In general,usersstore
thecookiesmostbene�cial to their own cause,anddonot
forward messageson behalfof usersthey do not trust.

� Thetransactionrecordstoragein thesystemis completely
distributed, and if two nodesconduct a large number
of spurioustransactions,only they may chooseto hold
on to the resultant state. In contrast, in a centralized
transactionstore,thesenodescouldeasilymountadenial-
of-serviceattackby overwhelmingthe transactionstore
with spurioustransactionrecords.

D. Re�nements

While the�ooding-basedschemewe havedescribedis guar-
anteedto �nd all pathsbetweenusersandhasotherdesirable
properties,it is not a completesolution. Flooding queriesis
rather an inef�cient usageof distributed resources,and as
pointedout before,maliciousnodescaneraseall information
of their misdeedssimply by throwing away any low valued
cookiesthey receive. We next describethree re�nements to
the basicscheme.

1) Ef�cient Searching: The recursive �ooding procedure
describedabove does�nd all cookiesthat exist for a given
principal. However, it is extremely inef�cient, since it visits
an exponentially growing number of nodes at each level.
Further, unless the �ooding is somehow curtailed, e.g. by
using duplicatesuppressionor by using a time-to-live �eld
in queries,somesearchesmay circulatein thesystemforever.

It is obvious to considerusing a peer-to-peersearchstruc-
ture, such as Chord, to locate cookies.However, this is not
possiblesince in NICE we do not assumethe existenceof
anything more sophisticatedthan plain unicast forwarding.
NICE is the baseplatform over which other protocols,such
asChord,canbe implemented.The NICE protocolsaremuch
like routing protocolson the Internet:they cannotassumethe
existenceof routing tablesetc., and must be robust against
packet lossandin the caseof NICE, againstmaliciousnodes.
Thus,we mustemploy othermechanismsto make the cookie
searchesmoreef�cient.

Insteadof following all pathscorrespondingto all cookies,
we only forward a query to a numberof nodes(typically 5)
from any onenode.However, if wechosetheforwardingnodes
at random,we would still have an exponentialsearch,albeit
with a smallerbase!Instead,we add the following extension
to our baseprotocol: whenever nodereceives a cookie from
someothernode,it alsoreceivesa digestof all othercookies
at theremotenode.Since,in our implementations,thenumber
of cookiesat eachnodeis quitesmall (typically around40 for
a 2048nodesystem),this digestcanbeencodedusingaround
less than 1000 bits in a Bloom �lter 3 [7]. Thus, the storage
spacerequiredfor the digestsare trivial (around128 bytes),
but they allow us to direct thesearchfor speci�c cookieswith
very high precision.The idea of using digestsfor searches
hasbeenusedpreviously, e.g. in lookaroundcaching[6] and
summarycaches[8]. It is, in fact,a basecaseof probabilistic
searchusingattenuatedBloom �lters [12]; in our experiments,
we found that we did not needto usefull attenuatedBloom
�lters — only one level of �lters was suf�cient. Lastly, each
node also keepsa digest of recently executedsearchesand
usesthis digestto suppressduplicatequeries.

In our implementation,whenchoosingnodesto forward to,
we alwayschoosenodeswhosedigestsindicatethey have the
cookie for which we are searching.However, it is possible
that thereareno hits in any digestat a node;in this case,we
onceagainchoosenodesto forward to uniformly at random.
However, we only forward to randomlychosennodesif the

3Sucha �lter , with only eight hashfunctions,would have a falsepositive
rateof LNM#OQPSR�OQTVUXW .



query is within a pre-determinednumberof hopsaway from
the query source.Thus, in the �nal versionof the search,a
query spreadsfrom the source,possibly choosingnodesat
random,but the �ooding is quickly stoppedunlessthereis a
hit in a next-hop digest.

Example:Beforewedescribeotherextensionsto thebase
protocol,we illustrate the digest-basedsearchprocedurewith
an example (correspondingto Figure 3). Alice wants to use
resourcesBob has,but doesnot have cookie from him. She
initiates a searchfor a cookie path to Bob. In Figure 3-0 we
show the initial stateof cookiesanddigestsat eachuser, e.g.
Alice hasa cookie of value0.9 from C, and her digestfrom
C shows that C hasa cookie from D. For this example,we
assumethe searchoutdegree is 3, and the random�ooding
hop limit is 1. Alice �rst sendsa querynot only to nodeswith
digesthit (e.g. B ), but also to randomnodes(e.g. � and H )
asillustratedin Figure3-1. After receiving the query, B �nds
Bob's cookieandreturnsthequeryto Alice. When � receives
thequery, he �nds thatnoneof his neighborshave a digesthit
for Bob, so doesnot forward the query further. On the other
hand, H doesforward the query to Y (Figure 3-2) who has
a digesthit for Bob, and Y returnsthe query to Alice with
thecookieshereceivedfrom Bob. Figure3.3 shows two paths
Alice �nds, with the strongestpath in bold.

2) Negative Cookies: A major �a w with the original
schemeis that low-valued transactionsare potentially not
recordedin the system.Considerthe following scenario:Eve
uses a set of Alice's resources,but does not provide the
negotiated resourcesshe promised.In our original scheme,
Alice would sign over a low valuedcookieto Eve. Eve would
have no incentive to keep this cookie and would promptly
discardit, thuserasingany recordof her misdeed.

Instead,Alice createsthis cookie and storesit herself. It
is in Alice's interest to hold on to this cookie; at the very
least, she will not trust Eve again as long as she has this
cookie. However, these“negative cookies” can also be used
by userswho trust Alice. SupposeEve next wantsto interact
with Bob. Before Bob acceptsa transactionwith Eve, he
can initiate a searchfor Eve's negative cookies.This search
proceedsas follows: it follows high trust edgesout of Bob
and terminateswhen it reachesa negative cookie for Eve. In
effect, the searchreturnsa list of peoplewhom Bob trusts
who have had negative transactionswith Eve in the past. If
Bob discoversa suf�cient setof negative cookiesfor Eve, he
canchooseto disregardEve's credentials,andnot go through
with herproposedtransaction.It is importantto notethatBob
only initiates a negative cookie searchwhen Eve producesa
suf�cient crediblesetof credentials;otherwise,Bob is subject
to a denial of serviceattackwherehe continuouslysearches
for badcookies.

In implementation,we keep a set of digestsfor negative
cookiesas well, but perform Bloom �lter directedsearches
for thesenegative cookiesonly on neighboringnodes.

3) PreferenceLists: In orderto discoverpotentially“good”
nodesef�ciently , eachuserkeepsa preferencelist. For each
user, the nodes in her preferencelist consistsof a set of

otherusersthat shehasnot conducteda transactionwith yet.
However, thesenodesare preferredsince the owner of the
preferencelist believes they may be potentially high trust
peers.Nodes are included in a preferencelist as follows:
supposeAlice conductsa successfulcookie searchfor Bob,
and let Z be the cookie path that is discovered between
Alice and Bob. Alice adds all users in Z who have very
high trust value(1.0 in our implementation)to her preference
list. Obviously, only users for whom Alice does not have
transactionrecordsareaddedto her preferencelist.

In summary, the NICE distributedtrust valuationalgorithm
works as follows:

Nodesthatrequestresourcespresenttheircredentials
to theresourceowner. Eachcredentialis a signedset
of certi�cateswhich originateat the resourceowner.
Dependingon the set of credentials,the resource
ownermaychooseto conductareferencesearch.The
trust ultimately computedis a function of both the
credentials,andof thereferences.

There are a number of other pragmaticissuespertaining
to cookies that we addressin NICE. Theseinclude cookie
revocations,cookie time limits, etc. Due to spaceconstraints,
we do not describethesefurther in this paper.

V. RESULTS

In this section,we presentresultsfrom our simulationsof
thetrust inferencealgorithmproposedin SectionIV. In all our
results,we use the minimum cookie value as path strength,
and use the strongestpath strength as the inferred trust
betweenusers.We have experimentedwith other functions
as well, and the results from this simple inferencefunction
are representative. Each searchcarrieswith it the minimum
acceptablestrength,and searchesstop if no cookiesof the
minimum acceptablevalue are presentat the current node.
Using the minimum cookie value as the strength measure
(insteadof productof cookievalues)consumesup to an order
of magnitudemore resourcesin the network and representa
worst-casescenariofor our schemes.

We divide our resultsinto two parts.First, we analyzethe
costof running the pathsearchalgorithmin termsof storage
andrun time overhead.The storagecostis entirely dueto the
cachingof variouspositive andnegative cookies;the run-time
overheadcomesfrom the numberof nodesthat arevisited by
eachquery, and the computationcost for forwardinga query.
The computationcostof forwardingeachquery is negligible:
wehavegeneratedafew randomnumbers,computeeightMD5
hashfunctions,andcheckeightbits in a 1000-bitBloom �lter .
In theseexperiments,the digestswere always fresh. We did
not simulateupdatingof the digest,but we believe a periodic
soft-staterefreshingalgorithmwill work adequately. Themain
overheadof thesearchalgorithmcomesin termsof thenumber
of messagesandnumberof nodesvisitedon thenetwork. The
bandwidthconsumedby the searchesis proportional to the
number of nodesvisited, and we report this metric in the
resultsthatfollow. In thesecondpartof our results(SectionV-
B), we show that our trust inferenceschemesdo indeedform
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robust cooperative groups,even in large systemswith a large
maliciouscliquesandwith small fractionsof goodnodes.We
begin with an analysisof the scalabilityandoverheadof our
pathsearches.

A. Scalability

In this �rst set of results, we simulate a stable system
consistingof only goodusers.Thus,we assumethat all users
implement the entire searchprotocol correctly. Before the
simulationsbegin, we �ll the (good) cookie cacheof each
userby addingcookiesfrom otheruserschosenuniformly at
random.Each query startsat a node [ chosenuniformly at
randomand speci�es a searchfor cookiesof anothernode

2 chosenuniformly at random.In the next section,we will
show how long the systemtakesto convergestartingfrom no
cookiesin thesystem,andhow robustgroupsareformedwhen
therearemalicioususersin the system.

In our �rst experiment,we �x the numberof goodcookies
at each user to 40. The cookie values are exponentially
distributed between [0,1], with a mean of 0.74. Next we
conducted500 differentsearchesfor cookiesof valueat least
0.85, wherethe searchoutdegreeat eachnodeis set to 5. In
Figure 4, we plot the averagesuccessratio and the average
fraction of nodesin the systemvisited by the searches.The

\ -axis in the plot correspondsto the numberof hops after
which random forwards were not allowed, and the search
proceededonly if there was a hit in a Bloom �lter . There
arefour curvesin the �gure, eachcorrespondingto a different
systemsize, rangingfrom 512 usersto 2048users.From the
�gure, it is clear that only one hop of randomsearchingis
enoughto satisfythevastmajority of queries,evenwith large
systemsizes.It is interestingto notethatevenwhenthesystem
size increases,the averagenumberof nodesvisited remain
relatively constant.For example,theaveragenumberof nodes
visitedwith 2 hoprandomsearchesrangefrom 42.4(for a 512
nodesystem)to 36.2 (for the 2048 nodesystem).Thus, the

4It is not clear how cookie values should be distributed. We have also
experimentedwith uniformly distributed cookievalueswith similar results.

K=3 K = 5 K = 7 K = 20
thrsh. # N # P # N # P # N # P # N # P

.8 14.5 4.2 37.5 10.7 71.1 20 499.1 132.5
.85 14.6 3.6 36.2 8.7 68.7 16.5 380.6 88.3
.9 14.6 2.9 35.1 6.8 66.0 12.8 222.9 41.5
.95 15.7 2.0 33.2 4.2 55.9 7 89.2 11.2

TABLE I

EFFECT OF CHANGING OUTDEGREE (K)

C=20 C=40 C=102
thresh. # N # P # N # P # N # P

0.8 34.4 2.9 37.5 10.7 32.8 23.6
0.85 34.7 2.4 36.2 8.7 37.3 25.4
0.9 34.7 1.9 35.1 6.8 40.8 25.4
0.95 28.6 1.4 33.2 4.2 41.9 21.5

TABLE II

EFFECT OF CHANGING NUMBER OF COOKIES STORED (C)

searchschemescalesextremely well with increasingsystem
size. As we show next, the successratio and the numberof
nodesvisiteddependalmostentirelyon thenumberof cookies
held at eachnode,and the outdegreeof eachsearch.

In Table I, we �x the numberof nodesto 2048 and show
the effect of changingthe searchoutdegree.Eachrow shows
searchescorrespondingto adifferentminimumthresholdrang-
ing from 0.8 to 0.95.Eachnodeholds40 cookies,theaverage
cookie value is still �x ed at 0.7, and the numberof random
hops is set to 2. In the table, ]_^ is the averagenumber
of nodesvisited by a query and ]�Z denotesthe numberof
paths found on average.As expected,the numberof nodes
visited increasesasthesearchthresholddecreases,andalsoas
the outdegreeincreases.In all cases,as the searchthreshold
increases,the numberof distinct paths found decreases.In
Table II, we show the effects of changing the number of
cookiesat eachnode.Theseexperimentsareconductedusing
the sameparameters,except the outdegreeis �x ed at 5. With
small numbersof cookiesand high thresholds,searchesdo
result in no pathsbeing found. In Table II, the 0.9 and 0.95
thresholdsearcheshad 10% and 42% unsuccessfulqueries
respectively; all othersearchesreturnedat leastoneacceptable
path. In our simulator, when a searchreturnsno acceptable
paths,we retry the searchoncemorewith a differentrandom
seed. The numbers for nodes visited in the results above
includevisits during the retries,andaccountwhy the number
of nodesvisited do not decreasewhenthe searchthresholdis
increased.

In our system,thereis a clear tradeoff betweenhow much
state individual nodes store (number of cookies) and the
overheadof eachsearch(fraction of nodesvisited). Note that
unlike in systemssuchas[3], usersin our systemdo not gain
by storingfewer cookiessincethis effectively decreasestheir
own expectedtrustat othernodes.Thereis a built-in incentive
for users to store more cookies, which, in turn, increases
searchef�ciency. Usersmay chooseto storea large number



of cookiesbut not forward searcheson behalf of others.We
commenton this issuewhen we discussdifferent modelsof
maliciousbehavior in the next section.Lastly, we notethat it
is possibleto further increasetheef�ciency of thesearchesby
adjustingthe two searchparameters—outdegreeandnumber
of randomhops—basedon the thresholdand resultsfound.
Sucha schemewill minimize the numberof nodesvisited for
“easy” searches(low searchthreshold),and�nd betterresults
for searcheswith high thresholds.We have not implemented
this extensionyet.
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Fig. 5. CDF of errorsin results(40 cookiesat eachnode,outdegreeset to
5) with varying thresholds.

The previous two resultshave shown that the numberof
cookiesandsearchoutdegreeprovidesaneffectivemechanism
to control the overheadof individual searches.However, in
eachcase,we have only shown that eachsearchreturnsa set
of results— it is possiblethat the searches�nd paths that
are above the searchthreshold,but are not the bestpossible
paths.For example,supposethat a searchfor thresholdset to
.85 returnsa pathwith minimum cookievalue.90. This is an
acceptableresult;however, theremay be a betterpaththat the
searchmissed(e.g. with minimum cookie value .95). In this
case,the bestpath returnedhad an absoluteerror of .05. To
quantify the quality of the found paths,we plot the absolute
error in the pathsreturnedby our searchesascomparedto an
optimalsearch(full �ooding). In Figure5, we plot theCDF of
theabsoluteerror for thebestpaththatwe �nd versusthebest
possiblecookie path as the searchthresholdis changed.The
higherthresholdsearcheshave a lesspossibleabsolutemargin
of error, andthusproducethe bestpaths.However, very high
thresholdsearchesare also more likely to produceno results
at all.

B. Robustness

In therestof theresults,we analyzetwo componentsof the
system:how long it takesfor thesystemto stabilize,andhow
well our systemholds up againstmalicioususers.Modeling
malicious usersis an important open researchquestion:one
for which we do not provide any particular insights in this

paper. Instead,we usea relatively simplistic usermodelwith
threedifferent typesof users:

� Good users: Good users always implement the entire
protocol correctly. If a good user interactswith another
gooduser, then the cookievalueassignedis always1.0.
Good usersdo not know the identity of any other good
(or otherwise)usersat the beginning of the simulation.

� Regularusers:Regularusersalwaysimplementtheentire
protocolcorrectly;however, whena regularuserinteracts
with anotheruser, transactionsresultin cookievaluethat
rangeexponentiallybetween0.0 and1.0,with a meanof
0.7. Regular usersalso do not know of any other users
whenthe simulationsbegin.

� Malicious users:All malicioususersform a cooperating
clique beforethe simulationbegins. Further, eachmali-
cioususeralwaysreportsimplicit trust (cookievalue1.0)
for every other malicious user. Once a malicious user
interactswith a non-malicioususer, the malicious user
produceseither a high trust value cookie (between0.9
and 1.0) or a very low value cookie (between0.0 and
0.1). The probability of a transactionfailing is uniform
andrandom,and the averageis a simulationparameter.

In the experimentsthat follow, eachuser stores40 good
cookiesand 40 negative cookies.Eachexperimentwas con-
ductedwith 512 users,of which 24 weregood.

At each time step in the simulation, a user (say Alice),
is chosenuniformly at random. Alice selectsanotheruser
(say Bob) from her preferencelist to initiate a transaction
with. If Alice's preferencelist is empty, shechoosesthe user
Bob uniformly at random.This transactioncommencesif Bob
can �nd at least one path of strengthat least 0.85 between
himself andAlice andif Bob cannotlocatea negative cookie
for Alice. If the transactionbetweenAlice and Bob cannot
proceed,Alice triesher transactionwith a differentuser. After
two unsuccessfultries,Alice choosesa randomuserCaroland
the simulator allows a transactionwithout checkingAlice's
credentials.Cookiesare �ushed from a user's cookie cache
usingthe following rule: cookiesof value1.0 arenot �ushed;
othercookiesarediscardedwith uniform probability.

In the �rst result,we only considergoodandregular users
(there were 488 regular users and 24 good users in this
experiment).In Figure6, we plot the fraction of transactions
betweengood usersand the fraction of pathsbetweengood
users.The \ -axis shows the total numberof transactionsin
which at leastone party was a good node.(We choosethis
measureas the \ -axis becausein a real system,malicious
nodescanfabricateany numberof spurioustransactions,and
the only transactionsthat matterare the onesinvolving good
nodes).Theeffect of thepreferencelists is clearfrom theplot:
even though there is a less than 5% chanceof a good node
interactingwith anothergood node, there is a path between
any two good nodeswithin 1500 transactions.By 2500 total
transactions,the majority of which werebetweengoodnodes
andregularnodes,all goodnodeshave cookiesfrom all other
goodnodes,andtherobustcooperativegrouphasformed.This



goodclique will not be broken unlessa goodnodeturnsbad,
since1.0 valuedcookiesarenot �ushed from the system.
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Fig. 6. Systeminitialization with goodand regular users.
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In the next set of results, we introduce bad (malicious)
nodes.Figure 7 illustratesthe fraction of failed transactions
involving good nodes normalized by the total number of
transactionsinvolving good nodes.The curves in the �gure
show failedtransactionsinvolving regularnodesandbadnodes
for varying numbersof bad nodesin the system,averaged
over 1000 transactionintervals. For theseresults,we de�ne
failed transactionsas those that producea cookie of value
less than 0.2, and the probability that a transactionfails is
0.5. In the beginning of the simulation,the numberof failed
transactionsareproportionalto thenumberof badusersin the
system.However, for all baduserpopulations,the goodusers
identify all badusersandthenumberof good-badtransactions
approacheszero. The effect of the preferencelists is again
apparentin this experiment:recall that all bad nodesalways
report 1.0 trust for other badnodes.Thus,bad nodesrapidly
�ll thepreferencelistsof goodnodes,but arequickly identi�ed
asmalicious.
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Lastly, we report the result when we varied the failure
probability of transactionswith malicious users(Figure 8).
As expected, when the probability of failure is set high,
malicious nodesare identi�ed easily and transactionswith
themarequickly avoided.More speci�cally, whenthe failure
probability is 0.9, there are many failed transactionsin the
early stage (again, due to preferencelist). However, the
numberabruptlydrops,andtherearevirtually no failuresafter
7000transactions.On the otherhand,in caseof lower failure
probabilities,we canseethe numberof transactionsrequired
to identify badnodesincreases.In particular, we notethat the
numberof failedtransactionsdoesnot changemuchover time
whenthe failure probability is 0.1, andthatbadnodesarenot
easilyidenti�ed. However, suchbehavior (goodfor 90%of the
time) itself is not very harmful and their averagetrust values
areevenhigherthanregularnodes.We canalsoobserve from
this simulation result that in all cases,the numberof failed
transactionseventually falls below 5%.

In our experiments,good usersdo not preferentiallyinter-
act with other good users(as would be expectedin a real
system).Instead,if their preferencelists areempty, they pick
a randomuserto interactwith. Recallthatthereareanorderof
magnitudemore regular usersin the systemthangoodusers.
Thus, good userscontinueto interactwith regular usersand
approximately5% of goodusertransactionsresult in failures
(not shown in Figure). In a deployed system, the fraction
of failed transactionswould be much smaller, since the vast
majority of transactionsinitiated by gooduserswould involve
othergoodusers.

It is importantto notethatevenwith many malicioususers,a
robustcooperativegroupemergesin our system.This property
is true, regardlessof the number of positive or negative
cookiesgood userskeep,as long as good users can choose
randomother users to conducttransactionswith. Otherwise,
bad cliques can stop good usersfrom ever communicating
with anothergooduser. However, aslong asbaduserscannot
stop whom good userstalk to, a cooperative group emerges.
The good userseventually �nd and keep state from other



good users,and this statecannotbe displacedby malicious
users.Obviously, thenumberof transactionsrequiredfor good
cliquesto form dependson the numberof maliciousnodesin
the system,but good usersrapidly �nd other good usersby
usingtheir preferencelists. It is possiblefor a maliciousnode
to in�ltrate good cliquesfor prolongedperiods,but as these
badnodesconducttransactionsthat fail, the negative cookies
will causetheseusersto be rapidly discardedfrom the good
clique.

Other user models: We have variedother parametersin
our experiments,andpresenta summaryof our �ndings. We
experimentedwith a differentmaliciousnodemodelin which
the bad nodesdo not forward queries from non-malicious
nodes.The resultsfor this model were not appreciablydif-
ferent from the model we have usedin our results.We have
also experimentedwith models in which bad usersactively
publish negative cookiesfor good users.As theseusersare
identi�ed asbadby thegoodusers,thesenegative cookiesare
rendereduseless.Lastly, we note that our good user model
is probablytoo simplistic. Even good usersmay be involved
in failed transactions,possiblydue to no fault of their own.
However, we believe our resultswill still hold aslong asthere
is a de�nite and marked differencebetweenthe behavior of
goodandbadusers.

VI . SUMMARY AND CONCLUSIONS

The main contribution of this paperis a low overheadtrust
information storageand searchalgorithm which is used in
the NICE system to implement a range of trust inference
algorithms. Our schemeis unique in that the searchand
inferenceperformancefor the whole groupincreasesasusers
store more information that is explicitly bene�cial for their
own cause.We have presenteda scalability study of our
algorithms,andhaveshown thatour techniqueis robustagainst
a varietyof attacksby malicioususers.We believe techniques
presentedin this paperare a crucial piecefor building large
peer-to-peersystemsfor deploymentover the Internet.
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