Cooperatre PeerGroupsin NICE

SeungjoorLee

Rob Sherwod

Bobby Bhattacharjee

Departmeniof ComputerScience University of Maryland, College Park, Maryland
slee capve, bobby @cs.umd.edu.

Abstract— We presenta distrib uted schemefor trust inference
in peerto-peer networks. Our work is in context of the NICE
system,which is a platform for implementing cooperative appli-
cations over the Inter net. We describe a technique for ef ciently
storing userreputation information in a completelydecentralized
manner, and shov how this information can be usedto ef ciently
identify non-cooperative usersin NICE. We presenta simulation-
based study of our algorithms, in which we showv our scheme
scalesto thousands of users using modest amounts of storage,
processing,and bandwidth at any individual node. Lastly, we
show that our schemeis robust and can form cooperative groups
in systemswhere the vast majority of usersare malicious.

|I. INTRODUCTION

NICE! is a platform for implementingcoopeative appli-
cationsover the Internet.We de ne a cooperatie application
as one that allocatesa subsetof its resourcestypically pro-
cessingbandwidth,and storage for useby otherpeersin the
application.We believe a large classof applicationsjncluding
on-linemediastreamingapplicationsmulti-party conferencing
applications,and emeging peerto-peerapplications,can all
signi cantly benet from a cooperatye infrastructure.How-
ever, cooperatie systemsperform bestif all usersdo, in
fact, cooperateand provide their shareof resourcesto the
system.In this paper we presenttechniquesfor identifying
cooperatie and non-cooperatie users.Using our schemes,
individual userscan assignand infer “trust” valuesfor other
users.The inferred trust valuesrepresenthow likely a user
considersother usersto be cooperatre, and are usedto price
resourcesn the NICE system.

We focus on distributed solutions for the trust inference
problem.We decomposehe distributed trust inferenceprob-
lem into two parts: a local trust inference componentthat
requirestrust information betweenprincipals in the system
as input and a distributed searchcomponentthat ef ciently
gathersthis individual trust information to be usedas input
for local inferencealgorithms. There already exist systems,
e.g. e-bay that have a centralized userevaluation system.
Otherresourcebarteringsystemsg.g. MojoNation, have also
implementeccentralizedtrust inferencesolutions.Our goal is
to enableopenapplicationsvhereusersdo not have to register
with an authority to be a part of the system.Centralized
solutionsdo not scalein opensystemssincemalicioususers
canoverwhelmthe central“trust” sener with spurioustrans-
actions. The most widely useddecentralizedrust inference
schemeis probablythe PGP web of trust [18], which allows

INICE is a recursve acrorym for “NICE is the Internet Cooperatie
Environment” (Seehttp://www.cs.umd.edu/projects/nice ).

one level of inference.We presenta new decentralizedrust
inferenceschemethat can be usedto infer acrossarbitrary
levels of trust. There is no trust-third-party or centralized
repository of trust information in our scheme.Usersin our
systemonly storeinformationthey explicitly canusefor their
own benet. We shav that our algorithms scale well even
with limited amount of storageat each node, and can be
usedto efciently implementlarge distributed applications
without involving explicit authorities.Further our solutions
allow individual usersto computelocal trust valuesfor other
usersusingtheir own inferencealgorithmof choice,andthus
canbe usedto implementa variety of differentpolicies.

A. Coopeative Systems

The notion of a cooperatie systemis not unique in
networking; in fact, paclet forwarding in the Internetis a
cooperatve venturethat utilizes sharedresourcesat routers.
Our overall goal in NICE is to extend this notion to include
end-applicationandprovide anincentive-basedramework for
implementinglarge distributed applicationsin a cooperatie
manner Clearly, an immenseamountof distributed resources
can be harwestedover the Internetin a cooperatie manner
This obsenation is key in the recentsumge of peerto-peer
(p2p) applicationsandwe believe the next generatiorof such
p2papplicationswill be baseduponthe notionsof cooperatie
distributed resourcesharing.

A numberof interestingdistributed algorithmsfor p2p sys-
tems,mostnotablyin the areaof distributedresourcdocation,
have recentlybeenintroduced All of theseschemeshowever,
assumethat all peersin the systemimplicitly cooperateand
implement the underlying protocols perfectly even though
it may not be explicitly bene cial to do so. Considerthe
following examples:

In Gnutella[1], peersforward queries ooded on behalf
of other usersin the system.Each forwarded message
consume$andwidthandprocessingteachnodeit visits.
In Chord [15], a documentis “mapped”to a particular
nodeusing a hashfunction. Thus, a peersenesa docu-
mentthatis, in fact,ownedby someothernodein the sys-
tem.Thus,peersin the systemexpendtheir own resources
to sene documentdor other nodesin the system.This
situationis not uniqueto Chord; all hash-basetbcation
systemsjncluding CAN [11], Bayeux[17], Pastry[13],
have this property It is possibleto build a systemin
which nodesonly sene a pointer to the documentdata
and also to implementvariousload balancingschemes;
however, evenin the bestload-balancedystemtherecan



be temporaryoverloadswhen a large amountof local
resourcesare expendeddue to external serving.

A numberof relay-basedtreamingmediaprotocolshave
been developed and demonstratedin these protocols,
nodes devote resourcessuch as accessbandwidth for
servingtheir child nodes.

In eachexampleabove, any individual usermay choosenot
to devote local resourcesto external requests,and still get
full bene t from the system.On the other hand, the integrity
and correctfunctioning of the systemdependson eachuser
implementing the entire distributed protocol correctly and
sel essly However, experiencewith deployed systems,such
as Gnutella and previously Napster shov that only a small
subsetof peersoffer suchsel ess serviceto the community
while the vastmajority of usersusethe servicesofferedby this
generougminority [4]. The goal of this work is to ef ciently
locatethe generousninority, andform a clique of usersall of
whom offer local servicesto the community

B. Model

In this paper we assumethat a (p2p) system can be
decomposednto a setof of two-party transactionsA single
transactioncan be a relatively light-weight operationsuchas
forwardinga Gnutellaqueryor a potentiallyresourcentensie
operationsuchashostinga ChorddocumentNext, we assume
that the systemconsistsof a setof “good” nodesthat always
implementthe underlyingprotocolscorrectlyandentirely; i.e.
good usersalways ful Il their end of a transactionThe goal
of our work is develop algorithms that will allow “good”
usersto identify other“good” users,and thus, enablerobust
cooperatre groups. These are peer groups in which, with
high probability, eachparticipantsuccessfullyjcompletesheir
end of eachtransaction.Speci cally, we proposea family of
distributedalgorithmswhich canbe usedby usersto calculate
a peruser“trust” value. The trust value for nodeB at a node
A is a measureof how likely node A believes a transaction
with nodeB will be successfulln our system,usersstorea
limited amountof information about how much other users
trust them, and we presentalgorithms for choosing what
informationto storeandhow to retrieve this trustinformation.
Oncerelevantinformationhasbeengatheredjndividual users
may usedifferentlocal inferencealgorithmsto computetrust
values.

It is importantto note that we assumethat good nodesare
able to ascertainwhen a transactionis successful.Clearly,
in mary cases,it is not possibleto efciently determine
whethera transactiorfails (e.g.whena nodesometimesdoes
not sene Chord documentsthat it hosts). It is even more
dif cult to determinewhethera transactionfails becauseof
a systemfailure or becauseof non-cooperatie users.For
example, considerthe casewhen all usersare cooperatie
but a documentcannotbe sened due to a network failure.
We believe this problem is inherentin ary trust-inference
systemthat is basedon transaction“quality”. We discuss
different policies for assigningvaluesto transactionquality
in SectionlV.

The overall goal of this work is to identify cooperatie
users.An ideal trustinferencesystemwould, in one pass,be
ableto classify all usersinto cooperatie or non-cooperatie
classesvith no errors.However, thisis not possiblein practice
becausenon-cooperatie usersmay start out as cooperatie
users.The speci ¢ goalsof our work are asfollows:

Let the “good” nodes nd eachother quickly and ef-
ciently: Good nodes should be able to locate other
good nodeswithout losing a large amountof resources
interactingwith malicious nodes.This will allow NICE
to rapidly form robust cooperatie groups.

Malicious nodesand cliquesshouldnot be ableto break
up cooperatinggroupsby spreadingmis-informationto
good nodes.Speci cally, we want to develop protocols
in which maliciousnodesarerapidly prunedout of coop-
erative groups.Further we assumemaliciousnodescan
disseminatearbitrary trust information, and the cliques
formedof goodnodesshouldbe robust againstthis form
of attack.

In SectionlV, we describealgorithmsthat achieve our goals
with low run-time overhead both in termsof processingand
network bandwidth usage.We believe this algorithm is the
rst practical,robust, trustinferenceschemethat canbe used
to implementlarge cooperatie applications.

The rest of this paperis structuredas follows: in the next
section,we discussprior work in distributed trust computa-
tions. In Sectionlll, we presentan overvien of the NICE
system,and describehow distributed trust computationsare
usedby NICE nodes.We describeour algorithmsand local
node policies in Section IV, presentsimulation results in
SectionV, andconcludein SectionVI.

Il. RELATED WORK

In this section,we discussprior work in trustinferenceand
presenta brief overview of systemghat are basedon notions
of trustandincentve.

The conceptof “trust” in distributed systemss formalized
in [9] using social propertiesof trust. This work considers
an agents own experienceto obtain [-1, 1]-valuedtrust, but
doesnot infer trust acrossagents.Abdul-Rahmanet al. [2]
describea trust model that dealswith direct experienceand
reputationalinformation. This model can be used,as is, in
NICE to infer trust. Yu et al. [16] proposea way to compute
a real~alued trust in [-1, 1] rangefrom direct interactions
with other agents.A product of trust valuesis used for
reputationcomputation,and undesirableagentsis avoided by
having anobsener of badtransactionslisseminaténformation
about the bad agentthroughoutthe network. This work is
primarily aboutusing social mechanismgor regulatingusers
in electroniccommunitiesandthe techniquesievelopedhere
can be usedin NICE. In this paper we focus on algorithms
for efciently storingand locatingtrustinformation.

Another scheme[3] focuseson managemenand retrieval
of trust-relateddata,andusesa singlep2p distributeddatabase
which storescomplaintsaboutindividualsif transactionsith
themare not satishctory Whenan agent wantsto evaluate
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Fig. 1. NICE componenfarchitecturethe arronvs shav information ow in
the system;eachNICE componentilsocommunicatesvith peerson different
nodes.In this paper we describethe trustinferencecomponenf NICE.

trust for anotheragent , it sendsa query for complaint
datawhich involves , and decides 's trustworthinesswith
returneddata,usinga proposedormula. However, this system
implicitly assumeghat all participantsare equally willing to
sharethe communaldataload, which may not be truein mary
p2p systems[4]. Such a systemis also vulnerableto DoS
attacks, as there is no preventatve measurefrom inserting
arbitrary amountsof complaintsinto the system.

PGP[18] is anotherdistributedtrust modelthat focuseson
proving the identity of key holders.PGP usesuser de ned
thresholdgo decidewhethera givenkey is trustedor not, and
differentintroducerscanbetrustedat nite setof differenttrust
levels. Unlike NICE, trustin PGPis only followed through
one level of indirection;i.e. if s trying to decidethe trust
of , therecanbe at mostone person, , in the trust path
between and . Thereare alsoa numberof popularweb
sites, e.g. e-bay and Advogato (seewww.advogato.org )
that use trust modelsto sene their users.However, all data
for thesesitesis storedat a trustedcentralizeddatabasewhich
may not beidealfor opensystemsandleadto the usualissues
of scalability and single point of failure.

I1l. OVERVIEW OF NICE

In this section,we presenta brief overview of the NICE
platform. Our goal is to provide contet for the distributed
trust computationalgorithmspresentedn SectionlV. NICE
is a platform for implementingcooperatie distributed appli-
cations.Applicationsin NICE gainaccesgo remoteresources
by barteringlocal resourcesTransactionsn NICE consistof
secureexchangesof resourcecerti cates. These certi cates
can be redeemedfor the named (remote) resources.Non-
cooperatre usersmay gain “free” accesgo remoteresources
by issuingcerti cates that they eventuallydo not redeem.

NICE provides a service API to end-applicationsand is
layeredbetweenthe transportand applicationprotocols.The
NICE componentrchitecturdas presentedn Figure 1. Appli-
cationsinteractwith NICE usingthe NICE API, andissuecalls
to nd appropriateesourcesAll of the bartering.trading,and
redeemingprotocolsareimplementedvithin NICE andarenot
exposedto the application. Thesesub-protocolsshareinfor-
mationwithin themselesandarecontrolledby the userusing
pernode policies. NICE peersare arrangedinto a signaling
topologyusingour application-layemulticastprotocol[5]. All

NICE protocol-speci cmessageare sentusingdirect unicast
or are multicastover this signalingtopology

The NICE useridenti er:  Until now, we have usedthe
term userand nodein a genericmanner In NICE, eachuser
choosesa PGP style identi er (Seewww.pgpi.org ). The
identi er includesa plaintext identi cation stringanda public
key. The key associatedvith a NICE identi er is usedfor
signing resourcecerti cates, for trading resources,and for
assigningtrust values.

It is important to note that neither the NICE identi er
nor the associateckey needsto be registeredat ary central
authority;thus,eventhoughNICE usespublic keys, we do not
require ary form of a global PKI. Thus, NICE can be used
to implementopen p2p applicationswithout ary centralized
authority Since thereis no central registration authority in
NICE, a single usercangeneratean arbitrary numberof keys
and personas.However, in NICE, pricing is coupled with
identity (SeeSectionlll-A) andit is advantageou$o maintain
a single key per userandnot to changekeys frequently This
property makes NICE applicationsrobust againsta number
of denial-of-serviceattacksthat are possible on other p2p
systems.

In NICE, remoteapplicationactionsare translatedto local
resourcerequests,and if feasible, the local resourcesare
barteredfor some resourcesat the remote node. (It is also
possibleto tradethird-partyresourcesnsteadof just bartering
local resources)Obviously, not every remoterequestpasses
through NICE; instead, usersbarter and trade con gurable
units of resourcege.g.100MB storagefor 10 days,etc.). The
resourcesare speci ed using a simpli ed versionof the W3
RDF NICE providesthe following services:

Resourceadwertisementand location
Securebarteringand trading of resources
Distributed “trust” valuation

Peersn NICE barterresource®y exchanging'‘transaction”
messagesA transactionmessagedenti es setsof resources
a principal is willing to barter The integrity of a transaction
messagés ensuredusinga signedhashcarriedalongwith the
message.

We use a Beaconing-basedi14] schemeto scalably ad-
vertise and locate available resourcesNICE usesa new fair
exchangealgorithmbasedon oblivious transferprotocols[10]
to exchangeresourcecerti cates. This protocol assureghat
no party cangain a usablecerti cate without issuinga valid
certi cate; however, for the lack of spacewe do not discuss
the protocol in this paper Theseresourcescerti cates are
eventually redeemedht the issuernodes.Good nodesalways
redeemary certi cate that they issue,while maliciousnodes
may choosenot to. In the context of NICE, the speci ¢ goal
of this paperis to develop algorithmsto identify the nodes
thatissuegood(eventuallyredeemablegerti cates.Beforewe
describethe trust inferencecomponentwe describehow the
resultsof theseschemesre usedto price resourcesn NICE.



A. Pricing and Trading Policies

The goal of the default policies in NICE is to limit the
resourceshatcanbe consumedy cliquesof malicioususers.
Thesepolicieswork in conjunctionwith the trustcomputation
which is usedto identify the misbeha&ing nodes.In practice,
NICE usersmay useary particularpolicy, andmay eventry to
maximizethe amountof resourceghey gain by trading their
own resourcesThe primary goal of the default policiesis to
allow good usersto ef ciently form cooperatinggroups,and
not lose large amountsof resourcedo malicious users.The
pricing and trading policies are usedto guard againstusers
who issuespuriousresourcecerti cates using multiple NICE
identities.We usetwo mechanismgo protectthe integrity of
the group:

Trust-based pricing

In trust-basedpricing, resourcesare priced proportional
to mutually percevedtrust. Assumetrustvaluesrangebe-
tweenO and1, andconsiderthe rst transactiorbetween
Alice and Bob wherethe inferredtrust value from Alice
to Bob is , and .
Under trust-basedpricing, Alice will only barter with
Bob if Bob offers signi cantly more resourceghan he
getsbackin return. Note however that as Bob conducts
moresuccessfulransactionsvith Alice, thecostdisparity
will decreaseThis policy is motivatedby the obsenation
thatasAlice tradeswith a principal with lower trust she
incurs a greaterrisk of not receving servicesin return,
which, in turn, is re ected in the pricing.
Trust-basedtrading limits

In these policies, instead of varying the price of the
resource,the policy varies the amountof the resource
thatAlice trades.For example,in the scenariowith Alice
and Bob, Alice may allow Bob to storel MB of dataat
her hostfor one day, and graduallyincreasethe storage
anddurationas shesuccessfullredeemsBob's resource
certi cates. This policy assureghat when trading with
a principal with relatively low trust, Alice boundsthe
amountof resourceshecanlose.

IV. DISTRIBUTED TRUST COMPUTATION

We assumethat for eachtransactionin the system,each
involved user producesa signed statement(called a cookig
about the quality of the transaction.For example, consider
a successfultransaction betweenusersAlice and Bob in
which Alice consumes setof resourcesrom Bob. After the
transactioncompletesAlice signsa cookie statingthat she
had successfullycompletedthe transaction with Bob. Bob
may chooseto store this cookie signedby Alice, which
he can later useto prove his trustworthinessto other users,
including Alice 2. As the systemprogressesgachtransaction
createsnew cookies which are stored by different users.

2t is also possiblefor Alice to keepa recordof this transactioninstead
of Boh In this alternatemodel of trustinformation storage usersthemseles
storeinformation aboutwhom they trust, and canlocally computethe trust
of the remotenodesthey know of. This model, however, is susceptibleio a
denial of serviceattackthat we describelater in this section.

(Clearly, cookieshave to be expired or otherwisediscarded;
the algorithmswe presentaterin this sectionrequireconstant
storagespace.)

We will describethe trustinferencealgorithmsin termsof
a directedgraph  called the trust graph. The verticesin
correspondexactly to the usersin the system.Thereis an
edgedirectedfrom Alice to Bob if andonly if Bob holdsa
cookiefrom Alice. Thevalueof the Alice Bob edgedenotes
how muchAlice trustsBob, anddependsn the setof Alice's
cookiesBob holds. Note that eachtransactionin the system
caneitheradda new directededgein thetrustgraph,or relabel
the value of an existing edgewith its new trustvalue.

Assumethat a current version of the trust graph is
availableto Alice, andsupposelice wishesto computeatrust
value for Bob. If Alice and Bob have had prior transactions,
then Alice can just look up the value of Alice Bob edge
in . However, supposeAlice and Bob have never had a
prior transaction Alice could infer a trust value for Bob by
following directedpaths(endingat Bob) on the trust graph.

A. Inferring Trust on the Trust Graph

Consideradirectedpath on .Each
successie pair of usershave haddirecttransactionsvith each
other and the edgevaluesare a measureof how much
trusts . Givenasuchapath, couldinfer a numberof
plausibletrustvaluesfor , including the minimum value of
ary edgeon the pathor the productof the trust valuesalong
the path; we call theseinferred trust valuesthe strength of
the path. The inferenceproblemis somavhat more
dif cult than computingstrengthsof trust pathssince there
can be multiple paths betweentwo nodes,and these paths
may shareverticesor edges.Centralizedtrustinferenceis not
the focusof this paper(or of our work), but it is importantto
usea robustinferencealgorithm. We have experimentedwith
differentinferenceschemesand we describetwo simple but
robust schemesin the following description,we assumeA
(Alice) hasaccesgo thetrustgraph,andwantsto infer a trust
valuefor B (Bob):

Fig. 2. Exampletrust graph: the directededgesrepresenthov much the
sourceof edgetruststhe sink.

Strongest path: Given a set of paths betweenAlice
and Bob, Alice chooseghe strongest path, and usesthe
minimum trust value on the path as the trust value for
Bob. The strengthof a path can be computedas the



minimum valued edgealong the path or the productof
all edgesalong a path. Given the trust graph, this trust
metric caneasilybe computedusingdepth- rst searchin
the exampleshawvn in Figure 2, we usethe min. function
to computethe strengthof a path. In this example, the
strongespathis , andAlice infersatrustlevel of
0.8 for Boh.
Weighted sum of strongestdisjoint paths: Insteadof
choosingonly the strongestpath, Alice could choose
to use contritutions from all disjoint paths. The set of
disjoint pathsis not unique, but the set of strongest
disjoint paths (modulo equi-strengthpaths) is and can
be computedusing network o ws with o w restrictions
on vertices. Given the set of disjoint paths, Alice can
computea trustvaluefor Bob by computingthe weighted
sum of the strengthof all of the strongestisjoint paths.
The weight assignedo the Alice X Bob path
is thevalueof the Alice X edge(which representfion
muchAlice directly trustsX). In the examplein Figure2,
is the otherdisjoint path (with strength0.6), and
the inferred trust value from Alice to Bob is 0.72.

Both thesealgorithmsare robust in the sensethat no edge
value is usedmore than once,and trust valuescomputedare
alwaysupperboundedy the minimumtruston a path.Before
ary of theselocal algorithmscanbe used,the trust graphhas
to be realizedin a scalablemanney and (edge)valueshave
to be assignedo cookies.Note thatin orderto infer trustfor
Bob, Alice doesnot needthe entiretrustgraph,but only needs
the setof pathsfrom herto Bob. In therestof this section,we
describeschemedo storethe trust graphandto producesets
of pathsbetweenusersin a completelydecentralizednanner
over anuntrustednfrastructureWe begin with a discussiorof
differenttechniquedor assigningcookie values,and describe
our distributed path discovery protocolin SectionlV-C.

B. AssigningValuesto Cookies

Ideally, aftereachtransactionit would be possibleto assign
a real numberin the [0,1] real-valuedinterval to the quality
of a transactionand assignthis asthe cookie value.In some
cases,transactionscan be structuredsuch that this indeed
is possible:e.g. assumethat Alice transcodesand senes a
400Kbpsvideo streamto Bob at 128Kbps,and accordingto
a prior agreementBob signsover a cookie of value 0.75to
Alice. The sametransactionmay have resultedin a cookie
of value 0.9 if Alice had beenable to sene the streamat
256Kbps.In mary caseshowever, it is not clearhow to assign
real-valued quality metrics to transactionsFor example, in
the previous example, Alice could claim that she did sene
the streamat 256Kbps,while network congestionon Bob's
accesdink causedthe eventual degradationof the quality to
128Kbps.lt is, in fact, easyto constructcaseswvhenit is not
easily feasibleto checkthe quality of service.ln mostcases,
however, we believe it is somevhat easierto assigna 0,1
valueto atransactioni.e. eitherthetransactiorwassuccessful,
or it wasnot. In the previousexample,Bob andAlice negotiate
a thresholdrate (say 64Kbps)at which point he considerghe

entire transactionsuccessfuland assignsa 1-valued cookie
to Alice regardlessof whether the data was delivered at
64.5Kbpsor 400Kbps.Further for mary transactionssuchas
streamingmediadelivery, it is possiblefor one party to abort
the transactionif the initial servicequality is not beyond the
0-valuethreshold.

In therestof this paperwe assumehatcookiesareassigned
valueson the [0,1] interval. However, it is possibleto assign
arbitrary labels to cookies,and to conductarbitrary policy-
basedsearchesas long as the requisite stateis kept at each
user For example, it is possibleto constructa systemwhere
cookiestake one of four values (e.g., “Excellent”, “Good”,
“Fair”, and “Poor”), and userssearchfor “Excellent’-valued
cookiesthat arelessthanoneweekold. All of the NICE path
enumerationand inference schemeswork correctly as long
as cookieshave a comparablevalue, regardlessof how users
assignthesevalues,and what rangethesevaluestake.

C. Distributed Trust Inference:Basic Algorithm

In this section,we describehow userslocatetrustinforma-
tion aboutotherusersn our systemThis distributedalgorithm
proceedsas follows: eachuserstoresa setof signedcookies
that it recevves as a result of previous transactionsSuppose
Alice wantsto use someresourcesat Bob's node.Thereare
two possibilities:either Alice alreadyhascookiesfrom Bob,
or Alice and Bob have not had ary transactionsyet. (There
is yet a third possibility in which Alice hasdiscardedcookies
from Bob, but we assumehat this caseis equivalentto Alice
having no cookiesfrom Bob). In the caseAlice alreadyhas
cookiesfrom Bob, she presentgheseto Boh. Bob can verify
that theseindeedare his cookiessince he has signedthem.
Given the cookies,Bob can now computea trust value for
Alice.

Themoreinterestingcases whenAlice hasno cookiesfrom
Bob. In this case,Alice initiates a searchfor Bob's cookies
at nodesfrom whom sheholds cookies.SupposeAlice hasa
cookie from Carol, and Carol hasa cookie from Bob. Carol
gives Alice a copy of her cookie from Bob, and Alice then
presentdwo cookiesto Bob: onefrom Bob to Carol,andone
from Carol to Alice. Thus, in effect, Alice tells Bob, “You
don't know me, but you trust Carol and she trusts me!” In
general Alice can constructmultiple such“cookie paths” by
recursvely searchingthroughher neighbors.In effect, Alice
oods queriesfor Bob's cookiesalongthe cookie edgesthat
terminateat eachnode,startingwith her own node.After the
searchis over, shecan presentBob with a union of directed
paths which all start at Bob and end at Alice. Note that
thesecookie pathscorrespondxactly to the union of directed
edgeson the trust graphwhich we usedfor centralizedtrust
inference.Thus, given this set of cookies,Bob can use ary
centralizedschemeto infer a trust value for Alice.

This basicschemehasseveral desirableproperties:

If Alice wantsto useresourcest Bob, shehasto search
for Bob's cookies.This is in contrastwith the analogous
schemen which nodesthemseleskeeprecordsof their
previoustransactionsUndersucha setting,if Bob did not
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know Alice, he would have to initiate a searchfor Alice
through nodeshe trusted. A malicious user Eve could
mount an easy denial-of-serviceattack by continuously
askingothernodesto searchfor Eve's credentials.

In our system,nodesforward querieson behalf of other
nodesonly if they have assignedhema cookie,andthus,
implicitly trustthemto a certainextent.

Alice storescookieswhich arestatementsf the form “X
trustsAlice”. Thus, Alice only devotesstorageto items
that shecanuseexplicitly for her own bene t, andthus,
thereis a built-in incentive in the systemto storecookies.
In fact, if Bob assignsa low-value cookie for Alice, she
candiscardthis cookiesincethis s, in effect, a statement
thatsaysBob doesnot trust Alice. In generalusersstore
the cookiesmostbene cial to their own causeanddo not
forward messagesn behalfof usersthey do not trust.
Thetransactiorrecordstoragdn the systems completely
distributed, and if two nodesconducta large number
of spurioustransactionspnly they may chooseto hold
on to the resultantstate. In contrast,in a centralized
transactiorstore thesenodescould easilymounta denial-
of-serviceattack by overwhelmingthe transactionstore
with spurioustransactiorrecords.

D. Re nements

While the ooding-basedschemeve have describeds guar
anteedto nd all pathsbetweenusersand hasotherdesirable
properties,it is not a completesolution. Flooding queriesis
rather an inefcient usageof distributed resources,and as
pointedout before,maliciousnodescan eraseall information
of their misdeedssimply by throwing away ary low valued
cookiesthey receive. We next describethree re nementsto
the basicscheme.

1) Efcient Seaching: The recursve ooding procedure
describedabove does nd all cookiesthat exist for a given
principal. However, it is extremely inef cient, sinceit visits
an exponentially growing number of nodes at each level.
Further unlessthe ooding is somehwv curtailed, e.g. by
using duplicate suppressioror by using a time-to-live eld
in queries,somesearchesnay circulatein the systemforever.

It is obvious to considerusing a peerto-peersearchstruc-
ture, such as Chord, to locate cookies.However, this is not
possiblesince in NICE we do not assumethe existenceof
arything more sophisticatedthan plain unicast forwarding.
NICE is the baseplatform over which other protocols,such
asChord,canbe implementedThe NICE protocolsare much
like routing protocolson the Internet:they cannotassumehe
existenceof routing tablesetc., and must be robust against
paclet lossandin the caseof NICE, againstmaliciousnodes.
Thus,we mustemploy other mechanismso make the cookie
searchesnore ef cient.

Insteadof following all pathscorrespondingo all cookies,
we only forward a queryto a numberof nodes(typically 5)
from any onenode.However, if we chosetheforwardingnodes
at random,we would still have an exponentialsearch,albeit
with a smallerbase!instead,we add the following extension
to our baseprotocol: whenerer nodereceives a cookie from
someothernode,it alsorecevesa digestof all othercookies
attheremotenode.Since,in ourimplementationsthe number
of cookiesat eachnodeis quite small (typically around40 for
a 2048nodesystem) this digestcanbe encodedusingaround
lessthan 1000 bits in a Bloom lter 3 [7]. Thus, the storage
spacerequiredfor the digestsare trivial (around128 bytes),
but they allow usto directthe searchfor speci ¢ cookieswith
very high precision. The idea of using digestsfor searches
hasbeenusedpreviously, e.g.in lookaroundcaching[6] and
summarycached8]. It is, in fact, a basecaseof probabilistic
searchusingattenuatedloom Iters [12]; in our experiments,
we found that we did not needto usefull attenuatedBloom

Iters — only onelevel of Iters wassufcient. Lastly, each
node also keepsa digest of recently executedsearchesand
usesthis digestto suppressiuplicatequeries.

In our implementationwhenchoosingnodesto forward to,
we always choosenodeswhosedigestsindicatethey have the
cookie for which we are searching.However, it is possible
thatthereareno hits in ary digestat a node;in this casewe
onceagainchoosenodesto forward to uniformly at random.
However, we only forward to randomly chosennodesif the

3Sucha lter, with only eight hashfunctions,would have a false positive
rate of



gueryis within a pre-determinechumberof hopsaway from
the query source.Thus, in the nal versionof the search,a
query spreadsfrom the source,possibly choosingnodesat
random,but the ooding is quickly stoppedunlessthereis a
hit in a next-hop digest.

Example:Beforewe describentherextensiongo thebase
protocol,we illustrate the digest-basedearchprocedurewith
an example (correspondingo Figure 3). Alice wantsto use
resourcesBob has, but doesnot have cookie from him. She
initiates a searchfor a cookie pathto Bob. In Figure 3-0 we
shaw the initial stateof cookiesanddigestsat eachuser e.g.
Alice hasa cookie of value 0.9 from C, and her digestfrom
C shaws that C hasa cookie from D. For this example,we
assumethe searchoutdayreeis 3, and the random ooding
hoplimit is 1. Alice rst sendsa querynotonly to nodeswith

digesthit (e.g. ), but alsoto randomnodes(e.g. and )
asillustratedin Figure 3-1. After receving thequery  nds
Bob's cookieandreturnsthe queryto Alice. When receves

the query he nds thatnoneof his neighborshave a digesthit
for Bob, so doesnot forward the query further. On the other
hand, doesforwardthe queryto  (Figure 3-2) who has
a digesthit for Bob, and  returnsthe queryto Alice with
the cookieshereceivedfrom Bob. Figure 3.3 shavs two paths
Alice nds, with the strongestpathin bold.

2) Negyative Cookies: A major aw with the original
schemeis that low-valued transactionsare potentially not
recordedin the system.Considerthe following scenario:Eve
usesa set of Alice's resourcesbut does not provide the
negotiated resourcesshe promised.In our original scheme,
Alice would signover a low valuedcookieto Eve. Eve would
have no incentive to keep this cookie and would promptly
discardit, thuserasingary recordof her misdeed.

Instead,Alice createsthis cookie and storesit herself It
is in Alice's interestto hold on to this cookie; at the very
least, she will not trust Eve again as long as she has this
cookie. However, these“negative cookies” can also be used
by userswho trust Alice. SupposeEve next wantsto interact
with Bob. Before Bob acceptsa transactionwith Eve, he
can initiate a searchfor Eve's negative cookies.This search
proceedsas follows: it follows high trust edgesout of Bob
andterminateswhenit reachesa negative cookie for Eve. In
effect, the searchreturnsa list of peoplewhom Bob trusts
who have had negative transactionsvith Eve in the past. If
Bob discoversa sufcient setof negative cookiesfor Eve, he
canchooseto disrggard Eve's credentialsand not go through
with herproposedransactionlt is importantto notethat Bob
only initiates a negative cookie searchwhen Eve producesa
sufcient crediblesetof credentialsptherwise Bob is subject
to a denial of serviceattackwhere he continuouslysearches
for bad cookies.

In implementationwe keep a set of digestsfor negative
cookiesas well, but perform Bloom Iter directedsearches
for thesenegative cookiesonly on neighboringnodes.

3) PrefeencelLists: In orderto discover potentially“good”
nodesef ciently, eachuserkeepsa preferencdist. For each
user the nodesin her preferencelist consistsof a set of

otherusersthat shehasnot conducteda transactionwith yet.
However, thesenodesare preferredsince the owner of the
preferencelist believes they may be potentially high trust
peers.Nodes are included in a preferencelist as follows:
supposeAlice conductsa successfulcookie searchfor Bob,
and let be the cookie path that is discorered between
Alice and Bob. Alice addsall usersin who have very
high trustvalue (1.0 in our implementation}o her preference
list. Obviously, only usersfor whom Alice does not have
transactiorrecordsare addedto her preferencdist.

In summarythe NICE distributedtrust valuationalgorithm
works asfollows:

Nodesthatrequestesourcepresentheir credentials
to the resourceowner. Eachcredentials a signedset
of certi cateswhich originateat the resourceowner.
Dependingon the set of credentials,the resource
ownermaychoosdo conductareferencesearchThe
trust ultimately computedis a function of both the
credentialsandof thereferences.

There are a number of other pragmaticissuespertaining
to cookiesthat we addressin NICE. Theseinclude cookie
revocations,cookietime limits, etc. Due to spaceconstraints,
we do not describethesefurther in this paper

V. RESULTS

In this section,we presentresultsfrom our simulationsof
thetrustinferencealgorithmproposedn SectionlV. In all our
results,we use the minimum cookie value as path strength,
and use the strongestpath strength as the inferred trust
betweenusers.We have experimentedwith other functions
as well, and the resultsfrom this simple inferencefunction
are representatie. Each searchcarrieswith it the minimum
acceptablestrength,and searchesstop if no cookiesof the
minimum acceptablevalue are presentat the current node.
Using the minimum cookie value as the strength measure
(insteadof productof cookievalues)consumesip to anorder
of magnitudemore resourcesn the network and representa
worst-casescenariofor our schemes.

We divide our resultsinto two parts.First, we analyzethe
costof running the path searchalgorithmin termsof storage
andrun time overhead The storagecostis entirely dueto the
cachingof variouspositive and negative cookies;the run-time
overheadcomesfrom the numberof nodesthat are visited by
eachquery andthe computationcostfor forwardinga query
The computationcost of forwardingeachqueryis negligible:
we have generateé few randomnumberscomputeeight MD5
hashfunctions,andcheckeightbits in a 1000-bitBloom lter.
In theseexperiments,the digestswere always fresh. We did
not simulateupdatingof the digest,but we believe a periodic
soft-staterefreshingalgorithmwill work adequatelyThe main
overheadf thesearchalgorithmcomesn termsof thenumber
of messageandnumberof nodesvisited on the network. The
bandwidth consumedby the searchess proportionalto the
number of nodesvisited, and we report this metric in the
resultsthatfollow. In the secondpartof our results(SectionV-
B), we shaw that our trustinferenceschemesio indeedform
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robust cooperatie groups,evenin large systemswith a large
maliciouscliquesandwith small fractionsof good nodes.We
begin with an analysisof the scalability and overheadof our
pathsearches.

A. Scalability

In this rst set of results, we simulate a stable system
consistingof only good users.Thus,we assumehat all users
implement the entire searchprotocol correctly Before the
simulationsbegin, we Il the (good) cookie cacheof each
userby addingcookiesfrom otheruserschosenuniformly at
random.Each query startsat a node chosenuniformly at
randomand speci es a searchfor cookiesof anothernode

chosenuniformly at random.In the next section,we will
shav how long the systemtakesto corverge startingfrom no
cookiesin the systemandhow robustgroupsareformedwhen
thereare malicioususersin the system.

In our rst experimentwe x the numberof goodcookies
at each user to 40. The cookie values are exponentially
distriouted between[0,1], with a mean of 0.7%. Next we
conductedb00 differentsearchedor cookiesof value at least
0.85, wherethe searchoutdggreeat eachnodeis setto 5. In
Figure 4, we plot the averagesuccesgatio and the average
fraction of nodesin the systemvisited by the searchesThe

-axis in the plot correspondgo the numberof hops after
which random forwards were not allowed, and the search
proceededonly if therewas a hit in a Bloom lter. There
arefour curvesin the gure, eachcorrespondingo a different
systemsize, rangingfrom 512 usersto 2048 users.From the
gure, it is clear that only one hop of randomsearchingis
enoughto satisfythe vastmajority of queries,evenwith large
systensizes.lt is interestingto notethatevenwhenthe system
size increasesthe averagenumber of nodesvisited remain
relatively constantFor example,the averagenumberof nodes
visitedwith 2 hoprandomsearchesangefrom 42.4(for a512
node system)to 36.2 (for the 2048 node system).Thus, the

41t is not clear how cookie values should be distributed. We have also
experimentedwith uniformly distributed cookie valueswith similar results.

K=3 K=5 K=7 K =20
thrsh.| #N  #P #N #P #N #P #N #P
.8 145 42 375 10.7 711 20 499.1 1325
.85 146 36 36.2 87 687 165 380.6 883
9 146 29 351 6.8 66.0 128 2229 415
.95 157 2.0 332 42 559 7 89.2 11.2
TABLE |
EFFECT OF CHANGING OUTDEGREE (K)
C=20 C=40 C=102
thresh.| #N #P #N #P #N #P
0.8 344 29 375 10.7 328 236
085 | 347 24 362 87 373 254
0.9 347 19 351 6.8 408 254
095 | 286 14 332 42 419 215
TABLE 1l

EFFECT OF CHANGING NUMBER OF COOKIES STORED (C)

searchschemescalesextremely well with increasingsystem
size. As we shav next, the succesgatio and the number of
nodesvisited dependalmostentirely on the numberof cookies
held at eachnode,and the outdegreeof eachsearch.

In Tablel, we x the numberof nodesto 2048 and show
the effect of changingthe searchoutdegree.Eachrow shows
searchesorrespondingo adifferentminimumthresholdrang-
ing from 0.8to0 0.95.Eachnodeholds40 cookies,the average
cookie value s still x ed at 0.7, and the numberof random
hopsis setto 2. In the table, is the averagenumber
of nodesvisited by a query and denotesthe numberof
pathsfound on average.As expected,the numberof nodes
visitedincreasessthe searchthresholddecreasesndalsoas
the outdagreeincreasesin all cases.as the searchthreshold
increasesthe numberof distinct paths found decreasesin
Table Il, we showv the effects of changingthe number of
cookiesat eachnode. Theseexperimentsare conductedusing
the sameparametersexceptthe outdagygreeis x ed at 5. With
small numbersof cookiesand high thresholds,searchesdo
resultin no pathsbeing found. In Table I, the 0.9 and 0.95
threshold searcheshad 10% and 42% unsuccessfuljueries
respectiely; all othersearcheseturnedatleastoneacceptable
path. In our simulator when a searchreturnsno acceptable
paths,we retry the searchoncemore with a differentrandom
seed. The numbersfor nodesvisited in the results abose
include visits during the retries,and accountwhy the number
of nodesvisited do not decreasavhenthe searchthresholdis
increased.

In our system,thereis a cleartradeof betweenhow much
state individual nodes store (number of cookies) and the
overheadof eachsearch(fraction of nodesvisited). Note that
unlike in systemssuchas[3], usersin our systemdo not gain
by storing fewer cookiessincethis effectively deceasegsheir
own expectedtrustat othernodes.Thereis a built-in incentive
for usersto store more cookies, which, in turn, increases
searchef ciency. Usersmay chooseto storea large number



of cookiesbut not forward searchesn behalf of others.We
commenton this issuewhenwe discussdifferent modelsof
maliciousbehaior in the next section.Lastly, we notethatit
is possibleto furtherincreasehe ef ciency of the searcheby
adjustingthe two searchparameters—outdegreeand number
of randomhops—basedon the thresholdand resultsfound.
Sucha schemewill minimize the numberof nodesvisited for
“easy” searcheglow searchthreshold),and nd betterresults
for searcheswith high thresholds We have not implemented
this extensionyet.

search threshold=0.85 —+—
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searqh threshold=0‘A95 e

.
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Fig. 5. CDF of errorsin results(40 cookiesat eachnode,outdgree setto
5) with varying thresholds.

The previous two results have shavn that the number of
cookiesandsearchoutdegreeprovidesan effective mechanism
to control the overheadof individual searchesHowever, in
eachcase,we have only shavn that eachsearchreturnsa set
of results— it is possiblethat the searchesnd pathsthat
are above the searchthreshold,but are not the bestpossible
paths.For example,supposeahat a searchfor thresholdsetto
.85 returnsa pathwith minimum cookievalue.90. This is an
acceptablaesult; however, theremay be a betterpaththatthe
searchmissed(e.g. with minimum cookie value .95). In this
case,the bestpath returnedhad an absoluteerror of .05. To
guantify the quality of the found paths,we plot the absolute
error in the pathsreturnedby our searchess comparedo an
optimalsearch(full ooding). In Figure5, we plot the CDF of
the absoluteerrorfor the bestpaththatwe nd versusthe best
possiblecookie path as the searchthresholdis changed.The
higherthresholdsearchesave a lesspossibleabsolutemargin
of error, andthus producethe bestpaths.However, very high
thresholdsearchesre also morelikely to produceno results
atall.

B. Rolustness

In therestof the results,we analyzetwo component®f the
system:how long it takesfor the systemto stabilize,andhow
well our systemholds up againstmalicious users.Modeling
malicious usersis an importantopenresearchquestion:one
for which we do not provide ary particularinsightsin this

paper Instead,we usea relatively simplistic usermodelwith

threedifferenttypesof users:

Good users: Good users always implement the entire
protocol correctly If a good userinteractswith another
gooduser thenthe cookie value assigneds always 1.0.
Good usersdo not know the identity of ary other good
(or otherwise)usersat the beginning of the simulation.
Regularusers:Regularusersalwaysimplementthe entire
protocolcorrectly;however, whena regular userinteracts
with anotheruser transactionsesultin cookievaluethat
rangeexponentiallybetween0.0 and 1.0, with a meanof
0.7. Regular usersalso do not know of ary other users
whenthe simulationsbegin.

Malicious users:All malicioususersform a cooperating
cligue beforethe simulation begins. Further eachmali-
cioususeralwaysreportsimplicit trust(cookievalue 1.0)
for every other malicious user Once a malicious user
interactswith a non-malicioususey the malicious user
produceseither a high trust value cookie (between0.9
and 1.0) or a very low value cookie (between0.0 and
0.1). The probability of a transactionfailing is uniform
andrandom,andthe averageis a simulationparameter

In the experimentsthat follow, eachuser stores40 good
cookiesand 40 negative cookies.Each experimentwas con-
ductedwith 512 users,of which 24 were good.

At eachtime stepin the simulation, a user (say Alice),
is chosenuniformly at random. Alice selectsanotheruser
(say Bob) from her preferencelist to initiate a transaction
with. If Alice's preferencdist is empty shechooseghe user
Bob uniformly at random.This transactiorcommence# Bob
can nd at leastone path of strengthat least0.85 between
himself and Alice andif Bob cannotlocatea negative cookie
for Alice. If the transactionbetweenAlice and Bob cannot
proceedAlice tries hertransactiorwith a differentuser After
two unsuccessfutries, Alice chooses randomuserCaroland
the simulator allows a transactionwithout checking Alice's
credentials.Cookiesare ushed from a users cookie cache
usingthe following rule: cookiesof value 1.0 arenot ushed;
other cookiesare discardedwith uniform probability.

In the rst result,we only considergood and regular users
(there were 488 regular users and 24 good usersin this
experiment).In Figure 6, we plot the fraction of transactions
betweengood usersand the fraction of pathsbetweengood
users.The -axis shavs the total numberof transactionsn
which at leastone party was a good node. (We choosethis
measureas the -axis becausein a real system, malicious
nodescan fabricateary numberof spurioustransactionsand
the only transactionghat matterare the onesinvolving good
nodes).The effect of the preferencdists is clearfrom the plot:
even thoughthereis a lessthan 5% chanceof a good node
interactingwith anothergood node, thereis a path between
ary two good nodeswithin 1500 transactionsBy 2500 total
transactionsthe majority of which were betweengood nodes
andregular nodes,all goodnodeshave cookiesfrom all other
goodnodesandtherobustcooperatie grouphasformed.This



goodclique will not be broken unlessa goodnodeturnsbad,
since 1.0 valuedcookiesare not ushed from the system.
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Fig. 7. Failed transactionsor good users(40 cookiesat eachnode, 512

nodestotal, 0.5 transactiorfailure probability).

In the next set of results, we introduce bad (malicious)
nodes.Figure 7 illustratesthe fraction of failed transactions
involving good nodes normalized by the total number of
transactionsnvolving good nodes.The curvesin the gure
shaw failedtransactiongnvolving regularnodesandbadnodes
for varying numbersof bad nodesin the system,averaged
over 1000 transactionintervals. For theseresults,we de ne
failed transactionsas those that producea cookie of value
less than 0.2, and the probability that a transactionfails is
0.5. In the beginning of the simulation,the numberof failed
transactionsreproportionalto the numberof badusersin the
system However, for all bad userpopulationsthe goodusers
identify all badusersandthe numberof good-badransactions
approachegero. The effect of the preferencelists is again
apparentn this experiment:recall that all bad nodesalways
report 1.0 trust for otherbad nodes.Thus, bad nodesrapidly
Il thepreferencdists of goodnodesput arequickly identi ed
asmalicious.

0.4

T T T
transaction failure prob=0.9 —+—
transactoin failure prob=0.7 -
transactoin failure prob=0.5 -
transactoin failure prob=0.3

transactoin failure prob=0.1 --

X

L Jul 3

0.3

Fraction of failed transactions for good users
o
N
KT
.

ay |

4000 6000 8000 10000
Number of transactions involving good users

12000

Fig. 8. Failedtransactionsvith variedfailure probability (40 cookiesat each
node,512 nodestotal, 128 maliciousnodes)

Lastly, we report the result when we varied the failure
probability of transactionswith malicious users (Figure 8).
As expected, when the probability of failure is set high,
malicious nodesare identi ed easily and transactionswith
themare quickly avoided.More speci cally, whenthe failure
probability is 0.9, there are mary failed transactionsn the
early stage (again, due to preferencelist). However, the
numberabruptlydrops,andtherearevirtually no failuresafter
7000transactionsOn the otherhand,in caseof lower failure
probabilities,we canseethe numberof transactiongequired
to identify bad nodesincreasesln particular we notethatthe
numberof failed transactiongloesnot changemuchover time
whenthe failure probability is 0.1, andthat bad nodesare not
easilyidenti ed. However, suchbehaior (goodfor 90% of the
time) itself is not very harmful and their averagetrust values
areeven higherthanregular nodesWe canalsoobsene from
this simulationresult that in all casesthe numberof failed
transactionsventually falls belov 5%.

In our experiments,good usersdo not preferentiallyinter
act with other good users(as would be expectedin a real
system).Instead,if their preferencdists are empty they pick
arandomuserto interactwith. Recallthatthereareanorderof
magnitudemore regular usersin the systemthan good users.
Thus, good userscontinueto interactwith regular usersand
approximately5% of good usertransactiongesultin failures
(not shavn in Figure). In a deployed system, the fraction
of failed transactionsvould be much smaller sincethe vast
majority of transactionsnitiated by gooduserswould involve
othergood users.

It is importantto notethatevenwith mary malicioususersa
robustcooperatie groupemegesin our system.This property
is true, regardlessof the number of positve or negatve
cookiesgood userskeep, as long as good uses can choose
randomother uses to conducttransactionswith. Otherwise,
bad cliques can stop good usersfrom ever communicating
with anothergooduser However, aslong asbaduserscannot
stopwhom good userstalk to, a cooperatie group emeges.
The good userseventually nd and keep state from other



good users,and this state cannotbe displacedby malicious
users Obviously, the numberof transactionsequiredfor good
cliguesto form dependwon the numberof maliciousnodesin

the system,but good usersrapidly nd other good usersby

usingtheir preferencdists. It is possiblefor a maliciousnode
to in Itrate good cliquesfor prolongedperiods,but asthese
bad nodesconducttransactionghat fail, the negative cookies
will causetheseusersto be rapidly discardedfrom the good
clique.

Other user models: We have varied other parametersn
our experiments,and presenta summaryof our ndings. We
experimentedvith a differentmaliciousnodemodelin which
the bad nodesdo not forward queriesfrom non-malicious
nodes.The resultsfor this model were not appreciablydif-
ferentfrom the modelwe have usedin our results.We have
also experimentedwith modelsin which bad usersactively
publish negative cookiesfor good users.As theseusersare
identi ed asbadby the goodusers thesenegative cookiesare
rendereduseless Lastly, we note that our good user model
is probablytoo simplistic. Even good usersmay be involved
in failed transactionspossibly due to no fault of their own.
However, we believe our resultswill still hold aslong asthere
is a de nite and marked differencebetweenthe behaior of
goodandbadusers.

VI. SUMMARY AND CONCLUSIONS

The main contribution of this paperis a low overheadrust
information storageand searchalgorithm which is usedin
the NICE systemto implementa range of trust inference
algorithms. Our schemeis unique in that the searchand
inferenceperformancedor the whole groupincreasessusers
store more information that is explicitly bene cial for their
own cause.We have presenteda scalability study of our
algorithms,andhave shavn thatourtechniqués robustagainst
a variety of attacksby malicioususers We believe techniques
presentedn this paperare a crucial piecefor building large
peerto-peersystemsor deploymentover the Internet.
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