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Abstract—We consider the problem of finding near by application peers
over the Internet. We define a new peer-finding scheme (called Tiers) that
scales to large application peer groups. Tierscreates a hierarchy of the
peers, which allows an efficient and scalable solution to this problem. The
scheme can be implemented entirely in the application-layer and does not
require the deployment of either any additional measurement services, or
well-known referencelandmarksin the network.

We present detailed evaluation of Tiersand compareit to one previously
proposed scheme called Beaconing. Through analysis and detailed simula-
tions on 10,000 node Internet-like topologies we show that Tiers achieves
comparable or better performance with a significant reduction in control
overheadsfor groupsof size 32 or more.

I. INTRODUCTION

Consider adistributed peer-to-peer application, such asGnutella.

When anew member joinsthe application, it often hasto find an-
other peer that isalready part of theapplication. Usually, thegoal
isto find another application peer that is” near” the new host. We
refer to this problem as the peer-finding problem. Efficiently lo-
cating nearby peersis an important problem for many applica-
tions, including the emerging peer-to-peer applications. For ap-
plicationslike Gnutella, finding the nearest peer can reduce net-
work load for queries and responses. Distributed data storage
and lookup services like Chord [17] and CAN [14] is more ef-
ficient when the neighbors on the overlay are near to each other
on the underlying topology. Nearest-peer finding techniques can
also be used to efficiently construct overlay networks[1], [18],
[21, [7], [5], [19] where proximity between overlay peersis de-
sirable, to locate nearby mirrors for file transfers [6], to locate
nearby sources in content distribution networks 1, to naturally
implement application-layer anycasting services[3], [11].

In our prior work, we had introduced a peer-finding technique
called Beaconing [12], that efficiently, quickly and accurately
finds nearby peers on the Internet, but does not scale to large ap-
plication groups. In this paper, we present a new peer-finding
technique (called Tiers?) that is specifically designed to scaleto
large application groups. Like Beaconing, Tiersisimplemented
on an unicast-only network. There are specific challenges that
need to be addressed for such unicast-only solutions, which are
outlined in[12].

A. Existing Approaches

We can classify peer-finding techniques based on the amount
of infrastructure support that they require. The peer-finding
problem can be effectively solved by using anycast services[13],
[3],[11]. All application peerscanjoin an anycast group, and the
closest peer is then found by ssimply sending a message to the
group. However, it would require global anycast support from
all participating domains. An Internet-measurement infrastruc-
turesuch asIDMaps|[8] can beusedto efficiently solvethis prob-

1 See http://www.stardust.com/cdn
2Qur work is not related to the Tiers topology generator by M. Doar.

lem. However, it requires | nternet-wide deployment of the mea-
surement entities.

Techniques that require a very limited infrastructure sup-
port include a triangulation method, due to Hotz [10], and its
weighted variant [9], a“distributed binning” technique [15] and
Beaconing [12]. These techniques use a small set of measure-
ment reference points in the network called landmarks [15] or
beacons[12]. Distancesbetween each application peer and these
beacons are measured, and are processed to obtain the nearest
peer. Therefore, the control overheads (e.g. for distance mea-
surements) at each of these beacons are O(V), where N isthe
size of the group.

B. Tiers Approach

In the Tiers technique, proposed in this paper, we create a hi-
erarchy of the application peers. The hierarchy isbased on topo-
logical clustering of these peers, where nearby peers aregrouped
into the samecluster. The querying member (termed query-host)
findsits closest peer by successively refining its search in atop-
down manner over this hierarchy.

The Tierstechnique has benefits over previously known tech-
nigues in two significant ways:

« No infrastructural support required: All the prior proposed
schemes rely on the existence of some infrastructure support.
Schemes based on GIA and |DMapswould require awidespread
deployment of these mechanismson thelnternet. Schemesbased
on Hotz triangulation, Distributed Binning and Beaconing re-
quires the existence of special landmark entities (referred to as
landmarks or beacons) which serve asthe reference point for dif-
ferent proximity tests.

In contrast, the Tiers scheme requires no such support. In this
scheme, each application peer dynamically discoversafew other
application peers, and is required to make distance measure-
ments to a subset of them.

« Scalability: Because of its use of an appropriate peer hierar-
chy, the Tiers scheme scaleswell with increasein the application
group size. More specifically, the worst case storage and com-
munication overhead at any entity (application peers or query-
host) in this techniqueis bounded by O(log N), while the over-
heads at an average entity isaconstant. The query latency isalso
bounded by O(log N). Inthispaper, westudy in detail thetrade-
offs of the marginal increase in query latency to the significant
reduction in control overheads.

Il. TIERS: SCALABLE PEER FINDING

The Tiers peer-finding technique arranges the set of applica-
tion peersinto a hierarchy; the basic operation of the protocol is
to create and maintain the hierarchy. We use the same hierarchy
construction scheme that was used to define a scalable applica
tion layer multicast protocol [2]. Use of this hierarchy enables
scalability, since most peers are at the bottom of the hierarchy
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Fig. 1. Hierarchical arrangement of peersin Tiers. Thelayersarelogical entities
overlaid on the same underlying physical network.

and only maintain state about a constant number of other peers.
The peers at the very top of the hierarchy maintain (soft) state
about O(log N') other peers. Logically, each peer keeps detailed
state about other peers that are near in the hierarchy, and only
has limited knowledge about other peers in the group. The hi-
erarchical structureis also important for localizing the effect of
peer failures.

While constructing the Tiers hierarchy, peers that are “close”
with respect to the distance metric are mapped to the same part
of the hierarchy. In this paper, we use end-to-end latency as the
distance metric between hosts. We leverage this topological ar-
rangement in efficiently identifying the closest peer, with asmall
number of probes. The closest peer-finding operation proceeds
top-down on the hierarchy thus successively refining the search
at each step, till the appropriate peer isidentified.

In the rest of this section, we briefly describe how the Tiers
hierarchy is defined. Details and specifics of the hierarchy con-
struction mechanism can be found in [2].

A. Hierarchical Arrangement of Application Peers

The Tiers hierarchy is created by assigning peers to different
levels (or layers) asillustrated in Figure 1. Layersare numbered
sequentially with the lowest layer of the hierarchy being layer
zero (denoted by Ly). Hosts in each layer are partitioned into
aset of clusters. Each cluster is of size between k£ and 2k — 1,
where £ isaconstant, and consists of aset of hoststhat are close
to each other. Further, each cluster has a cluster leader. The
protocol distributedly choosesthe (graph-theoretic) center of the
cluster to be its leader, i.e. given a set of hostsin a cluster, the
cluster leader has the minimum maximum distance to all other
hosts in the cluster. The cluster leader, is therefore, an approxi-
mation of the location of all the cluster peers.

Hosts are mapped to layers using the following scheme: All
hosts are part of the lowest layer, L. The clustering protocol at
Ly partitionsthese hostsinto aset of clusters. Thecluster leaders
of all theclustersinlayer L; join layer L; 1. Thisisshownwith
an examplein Figure 1, using £ = 3. Thelayer L, clusters are
[ABCD], [EFGH] and[JKLM]3. Inthisexample, we assumethat
C, F and M are the centers of their respective clusters of their
Ly clusters, and are chosen to betheleaders. They form layer 1,
and are clustered to create the single cluster, [CFM], in layer L.
F'isthe center of this cluster, and hence its leader. Therefore F'
belongsto layer L, aswell.

The Tiers clusters and layers are created using a distributed
algorithm as described in [2].

3We denote a cluster comprising of hosts X,Y, Z, ... by [XY Z .. ].

B. Finding the closest peer

The closest peer finding operation proceeds top down on the
peer hierarchy. We assumetheexistence of aspecial host that the
query-hosts know of a-priori through out-of-band mechanisms.
We call this peer the Boot Strap Host (BSH) 4. Each query-host
initiates the query process by contacting the BSH. For ease of
exposition, we assume that the BSH is the leader of the single
cluster in the highest layer of the hierarchy. bypassed on the data
path. (Alternatively isis possible that the BSH is only aware of
the leader of the highest layer cluster, and therefore, not itself be
part of the hierarchy. We do not belabor this complexity further.)

Weillustrate the query procedure using the example shownin
Figure2. Inthefigure, wetheapplication group hasalready been
arranged into four L, clusters (marked by dotted lines). Hosts
Co, By, B1 and B, are the leaders of these respective clusters.
They together form a single cluster in layer L;. The leader of
this Ly clusteris Cy, and isthe only host in layer L.

Assume that host A; wants to find its closest peer in this
group. First, it contacts the BSH with its query (Panel 0). The
BSH respondswith the hoststhat are present in the highest layer
of the hierarchy. The query-host then contacts all peersin the
highest layer (Panel 1) to identify the peer closest to itself. In
the example, the highest layer 7., hasjust one peer , Cy, which
by default isthe closest peer to A; amongst layer L, peers. Host
Cy informs A of thethree other peers(By, By and Bs) inits Iy
cluster. A; then contacts each of these peers with the query to
identify the closest peer among them (Panel 2), and iteratively
uses this procedure to find the closest Ly cluster (whose leader
happens to be B;). Finaly, it queries each of these L, cluster
peer (Panel 3), and isthusable to select the closest of these peers
(i.e. Ap) asitsclosest peer in the application group.

It isimportant to note that any host, H, which belongs to any
layer L; isthe center of its L;_; cluster, and recursively, is an
approximation of the center among all peersin all ., clusters
that are below this part of the layered hierarchy. Hence, query-
ing each layer in succession fromthetop of the hierarchy to layer
Ly resultsin aprogressive refinement in finding the closest peer.
The outline of thisoperation are presented in pseudocode as Pro-
cedure FindClosest in Figure 3.

Occasionaly it might happen that the cluster membership in-
formation at the leader is stale (e.g. al members of the cluster
suddenly left the application peer group). The cluster leader de-
tects this situation when it does not receive appropriate heart-
beat messages from its members. In such cases, the query-host
isunableto elicit responsesfrom any of these membersreturned
by the cluster leader. In such cases, the query-host re-initiates
the query from the previous layer cluster leader, which had re-
sponded to it. In the worst case, the query is re-initiated from
the BSH.

C. Invariants

The following properties hold for the distribution of hostsin
the different layers:
« A host belongsto only asingle cluster at any layer.
o If ahostispresentinsomecluster inlayer L;, it must occur in
one cluster in each of thelayers, Ly, ..., L;_1. Infact, it isthe

4]t is same as the host known as the Rendezvous Point in [2].
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Fig. 2. Query-host A; findsits closest peer (4o).

Procedure : FindClosest(h)
Cl; — Query(BSH,—)
while (j > 0)
Find y st. dist(h,y) < dist(h,z),z,y € Cl;

if (7=0)
return y
endif

Clj_1(y) — Query(y,j — 1)
Decrement j, Cl; — Cl;_1(y)
endwhile

Fig. 3. Basic query operation for peer . Query(y, j — 1) seeksthe mem-
bership information of Cl;_1 (y) from peer y. Query(BSH, —) seeks
the membership information of the topmost layer of the hierarchy, from
the BSH.

cluster-leader in each of these lower layers.

«+ If ahostisnot present in layer, L;, it cannot be present in any
layer L;, wherej > 1.

+ Each cluster hasits size bounded between k& and 2k — 1. The
leader is the graph-theoretic center of the cluster.

o Thereareat mostlog; N layers, and the highest layer hasonly
asingle peer.

All the good properties of this scheme (as analyzed next) hold
aslong asthe hierarchy ismaintained. Thus, the objective of the
distributed Tiers protocol, described in [2], is to scalably main-
tain the host hierarchy as new peers join and existing peers de-
part.

D. Analysis

We analyzethe efficiency of this peer-finding scheme by eval-
uating the storage requirements for peer state, communication
overheads to exchange control messages for maintaining the hi-
erarchy and the latency incurred by the query-host in identifying
the closest peer.

Each cluster in the hierarchy has between k£ and 2k — 1 peer.
Then, ahost that belongsonly tolayer L, maintainsstatefor only
O(k) other hosts and incurs an equivalent communication over-
head for exchange of control messages. In general, a host that
belongsto layer .; and no other higher layer, maintains state for
O(k) other hosts in each of the layers Ly, ..., L;. Therefore,
the control overhead for this peer is O(k.i). Hence, the cluster-
leader of the highest layer cluster (Host C in Figure 2), main-
tains state for atotal of O(klog V) neighbors. Thisis also the
worst case control overhead at a peer.

It follows using amortized cost analysis that the control over-
head at an average peer is a constant. The number of peers
that occur in layer L; and no other higher layer is bounded by
O(N/k%). Therefore, the amortized control overhead at an aver-
age peer is

1logN
SN;

with asymptotically increasing N. Thus, the control overhead is
O(k) for the average peer, and O(k log V) in the worst case.

The query process incurs a message overhead of O(k log V)
guery-response pairs. The query-latency depends on the delays
incurred in these exchanges, which is typically about O(log N)
round-trip times.

| =

. log N
-k.i=0(k)+ N

(2

O(

)+ 0() — O(k)

o

I1l. SIMULATION EXPERIMENTS

We have analyzed the performance of Tiers using detailed
simulations on very large network topologies. The topologies
were generated using the Transit-Stub graph model, using the
GT-ITM topology generator [4]. All topologiesin these simula
tions had 10, 000 routers with an average node degree between
3 and 4. Application peerswere attached to a set of routers, cho-
sen uniformly at random. The number of such peersin the mul-
ticast group were varied between 8 and 512 for different exper-
iments. We aso placed 500 query-hosts, again distributed uni-
formly at random, on the topology, that sought to find the clos-
est peer using the proposed Tiers approach and the beaconing ap-
proach [12] for comparison. For the beaconing scheme, weusea
set of seven beacon hosts located on the topology as was shown
to be appropriate in [12]. We ran between 10 and 20 instances
for each experiment, to get atight bound on the variationsin the
results.

We observe three different metricsin this study:

« Accuracy: of the different schemesin finding the closest peer.
« Query latency: measured from the instant the query for the
nearest peer isinitiated by the query-host upto thetimewhen this
guery isresolved.

« Control overheads: of thedifferent schemesfor theapplication
peers and other entities.

We studied two different aspects of the protocolsin this paper —
the behavior of the different schemesaswe varied the number of
application peers, and the effect of membership changes to the
group of application peers.

For both Beaconing and Tiers we choose the same periodic
rate (of once every 5 seconds) with which the soft states are re-
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freshed. For the Tiers scheme, we also varied the cluster size pa-
rameter, k to study its effect on the different metrics. In the dif-
ferent plots Tiers-3, Tiers-6 and Tiers-12 represent the data for
the Tiers scheme with the cluster size parameter, k, set to 3, 6,
and 12 respectively. In thisimplementation, the cluster size up-
per bound was relaxed to 34 — 1 to avoid a cluster split and a
merge operation to occur in quick succession that may occur oth-
erwisein some special cases. Thisisexplainedin [2]. Thisdoes
not change theanalysis (in Section I1) or the nature of theresults.

Broadly, our findings can be summarized as follows: The ac-
curacy of the query and the latency incurred to satisfy the query
aresimilar for both Tiersand Beaconing. However, dueto itshi-
erarchical structure, the worst case overheads at hosts in Tiers
are significantly lower.

Application Peer Group Sze

We varied the application group between 8 and 512 to study
the effects of the application peer group size on the different met-
rics. In Figure 4 we plot the accuracy of the different schemes
(Tiersand Beaconing) infinding the closest peer. Intheplot, ‘ Or-
acle’ indicates the distance of the query-host to its actual closest
peer on the topology. Tiers-12 performs the best among all the
schemes. In particular, for the Tiers schemes, larger the cluster
size, the more accurateisthe result of the query. Beaconing per-
forms somewhat less accurately than Tiers, however the differ-
ence between the schemesisrelatively low.

In Figure 7, we plot the latency of the queriesfor the same set
of topologies. Beaconingand Tiers-12 hasvery similar latencies.
In particular, with asymptotically increasing size, the query la-
tency for Beaconing does not depend on the peer group size and

Number of peers

Fig. 8. Worst case control overheads at the end-
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Fig. 9. Query latency (Varying join/leave rates).

therefore is expected to be the lowest. For the Tiers schemes,
the query latency increases very sowly (logarithmically) with
the increase in peer group size. In Figure 7, the latency for the
Tiers schemes do not increase smoothly for a given cluster pa-
rameter, k. Thisisbecausethe query latency increase only when
the number of layersincrease, i.e. when the peer group size ap-
proximately increases by afactor of £, as can be observed in the
plots. For peer group sizes that have the same number of lay-
ers, the latency actually decreases with increase in group size.
This is because, as the topology gets more and more populated
by application peers, the nearest peers are effectively closer to
the query-host.

Finally, in Figures 5 and 8 we plot the average and the max-
imum control traffic overheads at the hosts. Note that Y-axis
in the figures are plotted in the log scale. For al the group
sizes simulated, the overheads at the average application peers
for Beaconing and Tiers-3 are very similar (about 2.6 pack-
etg/second). The overheads for Tiers-6 and Tiers-12 are corre-
spondingly higher (2.9 and 13.0 packets/second respectively for
groups of size 512). In contrast, the overheads at the beacons
(in Beaconing) are about 193.5 packets/second for the same size
group. The maximum packet overhead at any host for Tiers-
6 is significantly lower than than Beaconing for groups of size
32 or more, is about an order of magnitude lower (22.8 pack-
ets/second) for the peer groups of size 512. The overheads at the
beaconsincrease linearly with the peer group size, where asthe
worst case overheads for Tiersincrease logarithmically. There-
fore, the Beaconing schemeisefficient and fast for small groups,
but does not scale with increasing group sizes.

In Tiers, asthe cluster size parameter, k is increased the con-



trol overheads at the hosts also increase. However, the query ac-
curacy and query latency correspondingly decrease. Therefore,
this parameter can be appropriately chosen to trade-off between
the protocol performance and control overheads.

Changing Group Membership

Next, we studied the effects of dynamic changesto the group
membership for the different schemes. In this experiment, a set
of 256 application peersinitially joined the group over a 200 sec-
ond period. Subsequently, new application peersjoined and ex-
isting peersleft thegroup uniformly at random at aspecified rate.
Wevaried thisaveragejoin/leave rate from moderately changing
groups (i.e. 1 change per 40 seconds, a rate of 0.025/s) to very
rapidly changing groups (i.e. 1 change every 3 seconds, arate of
0.33/s). In Figure 6, we plot the accuracy of the results for this
experiment. Ascan be observed, the accuracy of the result is not
significantly impacted for these change rates.

The query latency, however, increases significantly for the
high change rate scenarios (Figure 9). Notethat for the most dy-
namic scenarios, the join/leave rateisfaster than the periodic re-
fresh rates (of one every 5 seconds) used for the schemes. For
the Beaconing scheme, the responses from the beacons might
include peers that have already left the group, leading to re-
initiating the query. The high join leave rate has a greater impact
on the Tiers scheme, because in this scenario, the membership of
clusters change frequently. The cluster leaders have stale infor-
mation about the cluster members (some of them might have al-
ready left). Thisalso leadsto occasional re-queries at each layer
in the hierarchy. This causes the corresponding increase in the
query latency.

IV. RELATED WORK

Guyton et. a. [9] present a taxonomy for locating peers
on the Internet. They classify existing techniques into reac-
tive gathering and proactive gathering categories. Expanding
ring searches are classified under the reactive category. Our
work can be classified under probing-based schemes along with
the triangulation-based approaches due to Hotz [10] and the
weighted variant [9]. The beaconing technique [12] also uses
similar distance-estimation probesto find the nearest peer. How-
ever, al these other schemes require incur significantly higher
traffic overhead in comparison to the Tiers approach. A com-
pletely different approach to finding the nearest peer is to use
passive measurements, as described in [16], and is particularly
useful if the nearest peer in the group remainsrelatively static.

We additionally classify peer finding techniques based on the
amount of infrastructure support necessary. Anycasting [13],
[11], [3] can be used o solve the nearest peer problem by group-
ing al peersinthe same anycast group but requiresuniversal de-
ployment of this service. IDMapsisa global distance measure-
ment infrastructure that needs deployment of “tracers’ or mea-
surement servers in the network. For N tracers and M peers
This techniqueincurs O(N? + M) overheads. Techniques like
Distributed Binning [15] and Beaconing [12] use limited infras-
tructure support — a set of well-known landmark entities that
are distributed in the network, with respect to which all distance
measurements are made. In contrast, the Tiers approach uses a

no infrastructure support except for the BSH — a single boot-
strapping host which is necessary for all schemes.

V. CONCLUSIONS

In this paper, we have presented a new protocol for scalable
peer finding on the Internet. Through detailed simulations we
show that the protocol achieves similar performance while sig-
nificantly lower overheads on groups larger than 32. The proto-
col isbased on a hierarchical clustering of the peers. Thistech-
nigque has awider applicability than this peer finding application.

Whileinthis paper, we describethe protocol to find the closest
peer with respect to the hop-count metric, it is applicableto other
metrics. For example, by performing the hierarchical clustering
based on the access bandwidths, it iseasy to seethat thisprotocol
isable to find peers with similar bandwidths. Such bandwidth-
based peer finding proved to be useful in the preference cluster-
ing approach for multicast data delivery to agroup, where mem-
bersclustered into sub-groupsbased on their bandwidths, and an
appropriate data rate is sent to these sub-groups that best meets
their capabilities.
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