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Abstract

Quality assuance(QA) tasks,sud astesting pro ling ,
and performanceevaluation, have historically beendone
in-houseon developergenetedworkloadsandregression
suites.Sincethis approad is inadequatdor manysystems,
tools and processesre being developedto improve soft-
ware quality byincreasinguserparticipationin the QA pro-
cess.A limitation of theseapproachesis that they focuson
isolatedmedanisms not on the coordination and control
policiesandtoolsneededo male theglobal QA processf-
cient, effective andscalable To addresstheseissueswe
haveinitiatedtheSloll project,which is developingandval-
idating novel softwae QA processeandtoolsthatleverage
the extensivecomputingresoucesof worldwide usercom-
munitiesin a distributed,continuousnannerto signi cantly
and rapidly improve softwae quality. This paperprovides
several contributionsto the studyof distributedcontinuous
QA. First, it illustratesthe structure and functionality of
a genericaround-the-world,around-the-clok QA process
and describesseveral sophisticatedools that supportthis
process. Second,jit describesseveral QA scenarioshuilt
usingthesetoolsandprocessFinally, it presents feasibil-
ity studyapplyingthesescenariosto a 1MLOC+ softwae
padkage called ACE+TAO. Whilemud work remainsto be
done the study sugyeststhat the Sloll processand tools
effectivelymanaye and contmol distributed, continuousQA
processesUsing Sloll we rapidly identi ed problemsthat
hadtakenthe ACE+TAO developes substantiallylonger to
nd and several of which had previously not beenfound.
Moreover, automaticanalysisof QA taskresultsoftenpro-
vided developes information that quickly led themto the
root causeof the problems.

1. Intr oduction

Emerging trendsand challenges.Softwarequality assur
ance(QA) tasksaretypically performedn-houseby devel-
opers,on developerplatforms, using developergenerated
input workloads. Onebene t of in-houseQA is that pro-
gramscan be analyzedat a ne level of detail since QA
teamshave extensive knowledge of, and unrestrictedac-
cessto, the software. The shortcomingsof in-houseQA
efforts, however, arewell-known andsevere,including (1)
increased)A costandscheduleand(2) misleadingresults
whenthe test-casesinput workload, software versionand
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platform at the developers site differ from thosein the
eld. Theseproblemsaremagni ed in performance-intens-
ive software,suchasthatfoundin high-performanceom-
puting systems,distributed real-time and embeddedsys-
temsand the accompaying systemssoftware (e.g., oper
ating systemsmiddlewvare,andlanguagegprocessingools).
This is becauséhis softwareis increasinglysubjectto the
following trends:

Demand for userspecic customization. Since
performance-intenge software pushesthe limits of tech-
nology, it mustbeoptimizedfor particularrun-timecontexts
andapplicationrequirementsOne-size- ts-allsoftwareso-
lutions oftenhave unacceptablperformance.

Severecostand time-to-mark et pressues.Globalcom-
petition and market dergyulationare shrinkingbudgetsfor
the developmentand QA of softwarein-house. In partic-
ular, customersare often unwilling to pay for customized
software. The resultis that limited resourcesare avail-
able for the developmentand QA of highly customizable
performance-intense software.

Distrib uted and evolution-oriented development pro-
cesses. Today's developmentprocessesare distributed
acrosgyeographicalocations time zonesandbusinessor-
ganizations. This is doneto reducecycle time by having
developerswork simultaneouslywith minimal directinter-
developercoordination. But it canalsoincreasesoftware
churnrates,which in turn increaseshe needto detect,di-
agnoseand x faulty changeguickly. Thesameis truefor
evolution-orientedrocessesyheremary smallincrements
areroutinelyaddedo thebasesystem.

Thesethreetrendspresennew challengeso developers.
Onemajor new challengeis the explosionof the softwae
con guration space To supportcustomizationslemanded
by usersperformance-intengesoftwaremustrunonmary
hardware and OS platformsand typically have mary op-
tionsto con gure the systemat compile-and/orrun-time.
For example webseners(e.g., Apache) objectrequesbro-
kers(e.g., TAO), anddatabasege.g., Oracle)have dozenor
hundredsof options. While this e xibility promotescus-
tomization,it createsnary potentialsystemcon gurations,
eachof which deseresextensive QA.

When increasingcon guration spaceis coupledwith
shrinking software developmentresourcesijt becomesn-
feasibleto handleall QA in-house For instancedevelopers



may not have accesgo all the hardware,OS,andcompiler
platformson which their software will run. In this envi-
ronmentdevelopersareforcedto releasesoftwarewith con-
gurations that have not beensubjectedto extensie QA.
Moreover, the combinationof an enormouscon guration
spaceandtight developmentonstraintsneanthatdevelop-
ers must make designand optimizationdecisionswithout
preciseknowledgeof the consequenceas elded systems.
Solution approach: distrib uted continuous QA. To ad-
dressthesechallengeswe are conductinga collaboratve
researctprojectcalled Skoll. Skoll is a general,continu-
ous,feedback-dwenprocesssupportedy automatedools
to carry out around-the-wrld, around-the-cloclQA. Our
approachdivides QA processeito multiple subtaskghat
areintelligently distributedto client machinesaroundthe
world, executedby them,andtheir resultsreturnedto cen-
tral collectionsiteswherethey arefusedtogetherto com-
pletethe overall QA process.

CreatingSkoll presenteathallengedor which we have
createdthe following novel solutions,mary of which are
demonstrateth thefeasibility studiesof Section4:

Modeling the QA subtaskcon guration space:We for-
mally model aspectsof the QA subtasksand underlying
softwarethatwill bevariedundercontrolof thedistributed
process.This includesnot only processandsoftware con-

guration parametershut alsoconstraintamongthem. To

do this, we developeda generalrepresentationwith con-
gur ation options option settings and inter-option con-
straints. We alsodevelopedthe notion of tempoary inter-
optionconstaintsto helpusreducecon gurationspacesize
arti cially in certainsituations.

Exploring the con guration space: The con guration
spaceof a QA procesdor a performance-intenge infras-
tructuresystemcanbe quite large. Evenwith a large pool
of usersuppliedresourcesbrute-forceapproachesnay be
infeasibleor simply undesirable.Consequentlywe devel-
opedtechniquego explore/searchhe con guration space.
We developeda generalsearchstratey basedon uniform
samplingof the con guration spaceand supplementedt
with customizedadaptationstrategiesto allow goal-driven
processadaptation.

Feedback: As subtasksare scheduledand executedin
parallel at several sites, feedback(subtaskresults)is col-
lected.QA processesananalyzethis feedbackandmodify
their behaior basedon it. We have developedtechniques
for automaticallycharacterizinguchfeedbackyisualizing
it, andadaptingthe QA process.

Resource availability: SinceQA subtasksare assigned
to remotemachinesyolunteeredby end users,we cannot
know whenresourceswill be available. Moreover, some
volunteersmaywish to maintainsomecontrol of how their
resourcesvill beused;for examplelimiting which version
of a systemcan undego QA on their resources.In such
casesit is impossibleto pre-computeQA subtasksched-

ules. Therefore we have developedschedulingechniques
that adaptbasedon a variety of factorsincluding resource
availability.

Processxecutionframework: We developedanew pro-

cessgalledthe Skoll processthatprovidesa e xible frame-
work to integratethe abose mentionedQA techniquesand
tools.
Paper organization. In therestof the paper we presenin
more detail, the Skoll processandinfrastructure QA pro-
cessedilt using Skoll, a feasibility study applying Skoll
to the QA of two large software projects,and since Skoll
is a new andevolving project,discusdirectionsfor future
work.

2. Relatedwork

In this sectionwe brie y discusssomecurrenteffortsin
theareaof distributedQA assurancanddescribetheir ma-
jor limitationson which Skoll triesto improve.

Online crashreporting systems,such as the Netscape
Quality FeedbackAgent and Microsoft XP Error Report-
ing, gathersystemstatewhenever a systemcrashes.This
simpli es userparticipationin QA by automatingproblem
reporting. Several otherwith distributedin-the- eld tech-
niques[7, 2, 6] have beendevelopedaswell. Eachof these
approachesiowever hasa very limited scope,performing
only avery smallfractionof typical QA actuities.

Many well-known projects,suchasGNU GCC, CRAN,
Mozilla, VTK (The VisualizationToolkit), andACE+TAO,
distribute testsuitesthat end-usersun to evaluateinstalla-
tion successUserscan,but quiteoftendon't, returnthetest
resultsto the developers. Onelimitation of this approach
is that the processs undocumented Developershave no
recordof whatwastestedor how it wastestedor whatthe
resultswere.We believe thata greatdealof usefulinforma-
tionis lostthis way.

Auto-huild scoreboardsredistributedtestingtools that
allow softwareto bebuilt/testedat multiple internal/external
siteson various platforms (e.g., hardware, operatingsys-
tems,andcompilers).The Mozilla andACE+TAO projects
usethesesystemgo track build resultsacrossvariousplat-
forms. Bugs are reportedvia the Bugzilla issuetracking
system,which provides inter-bug dependeng recording,
adwancedreporting capabilities,extensive con gurability,
andintegrationwith automatedoftwarecon gurationman-
agemensystemssuchas CVS. While thesesystemshelp
with documentinghe QA processthe decisionof whatto
testis left to end users. Unlessdeveloperscan control at
leastsomeaspectof the QA processjmportantgapsand
inef ciencies creepin.

The VTK projectusesan auto-huild scoreboargsystem
calledDart [1]. Dart supportsa continuousbuild andtest
procesghat canstartwheneser repositorycheckinsoccur



Usersinstall a Dart client on their platform and usethis
client to automaticallycheckout software from a remote
repository build it, executethe tests,andsubmitthe results
to the Dart sener. Onemajor limitation of this systemis
thattheunderlyingQA processs hardwired.OtherQA pro-
cessesr otherimplementationsf thebuild andtestprocess
arenot supporteceasily Oncestarted the processdoesnt
change It cannotexploit incomingresultsnor avoid newly
discoveredproblems which leadsto wastedresourcegnd
lostimprovementopportunities.

Althoughexisting distributedQA approachekelptoim-
prove the quality and performanceof software,they have
signi cant limitations. Many of thesesystemsave limited
scope-— e.g.,they canbe usedonly whensoftwarecrashes.
GeneralQA supportneedsto be much broader Another
problemis thatmary of thesesystemdail to documentthe
QA actiitiesthathave beenperformed.lt is thereforeusu-
ally impossibleto determinethe full extentof (or gapsin)
the QA process.Thessystemggive developerslittle or no
control overthe QA processTypically usersdecide(often
by default)whataspect®f thesystenthey will examine;so
somecon gurationsareevaluatednultiple times,othersnot
atall. Finally, theseapproachedo notautomaticallyadapt
to or learnfrom thetestresultsobtainedy otherusers.The
resultis anopaquejnef cient, andad hoc QA processes.

3. The Skoll project

To addresghe shortcoming®f currentQA approaches,
the Skoll projectis developingand empirically evaluating
processegnethodsandsupporttools for distributed, con-
tinuousQA. For our researcha distributedcontinuousQA
processs onein which software quality and performance
areimproved- iteratively, opportunisticallyandef ciently
— around-the-clockn multiple, geographicallydistributed
locations.To supportsuchprocessesye haveimplemented
a generalsetof componentsand servicesthat we call the
Skoll infrastructure. We usedthis infrastructureto proto-
type somedistributed,continuousQA processefor highly
con gurable,softwareprogramfamilies.We have alsoeval-
uatedthis approacton a large-scalesoftwareproject.

At a high level, Skoll processesesemblecertaintradi-
tional distributed computations.Generaltasksare decom-
posedinto mary subtasks.Subtasksarethen allocatedto
computingnodes,wherethey are executed. As subtasks
run, control logic may dynamically steerthe global com-
putationfor reason®f performanceandcorrectness.

In Skoll, tasksare QA actiities, suchastesting, cap-
turing usagepatterns and measuringsystemperformance.
They arebrokendown into subtaskswhich performpartof
the overalltask. For example,a subtaskmight testa subset
of systemfunctions,monitor a subgroupof users,or mea-
sureperformancainderoneparticularworkloadcharacter

ization. The subtasksn onefeasibility studyin Section4
do functionaltestingfor a single, speci ¢ systemcon g-
uration. The global processhy executingthe right set of
subtasksdoesfunctionaltestingthat“covers” the spaceof
systemcon gurations.

In Skoll, computing nodesare machinesvolunteered
by end users. Thesenodesrequestwork from a sener
whenthey decidethey are available. Ultimately, we en-
vision Skoll processe#volving geographicallydecentral-
ized computingpools madeup of thousandsf machines
provided by users,developers,and companiesaroundthe
world. This environmentwill allow largeamountof QA to
beperformedat elded sitesusing elded resourcesgiving
developeraunprecedentedccess$o usemresourcesgnviron-
ments,andusagepatterns.

Skoll's default behavior is to allocatesubtasksiponre-
guest.No effort is madeto optimizeor adaptheglobalpro-
cesshasedon subtaskesults.Whenmoredynamicbeha-
ior is desired procesgslesignersnustwrite program<alled
“adaptationstratgjies” Theseprogramsmonitorthe global
processstate,analyzeit, and modify how Skoll makesfu-
turesubtaskassignmentsderethegoalis to steettheglobal
processn away thatimprovesprocesgerformancéwhere
improvementcriteriaareapplicationspeci c).

Theremainderof this sectiondescribegshe components,
servicesandinteractionswithin the Skoll infrastructureand
providesa samplescenarioshoving how they canbe used
to implementSkoll processes.

3.1 The Skoll infrastructur e

Skoll processesare basedon a client/sener model,

in which clients requestjob con gurations (QA subtask
scripts)from a sener that determinesvhich subtaskto al-
locate, bundlesup all necessanscriptsand artifacts, and
sendsthemto the client. To realize sucha processhow-
ever involvesnumerougdecisions,e.g.; how taskswill be
decomposedhto subtaskspn what basisandin what or-
dersubtaskswill they beallocatedhow will they beimple-
mentedso they run on a very wide setof client platforms;
how will resultsbe memgedtogetherandinterpretedjf and
how shouldthe processadaptto incomingresults,andhow
will the resultsof the overall processbe summarizedand
communicatedo softwaredevelopers.To supporttheseis-
sueswe have developedsereral componentsand services
for useby Skoll procesglesigners.
Con guration SpaceModel. A cornerstoneof our ap-
proachis a formal model of a QA process'con guration
space.The modelcapturesall valid con gurationsfor QA
subtasks.This informationis usedin planningthe global
QA processfor adaptingthe processdynamically andto
aidin interpretingresults.

In our model,subtasksaregenericprocesseparameter
ized by con guration options. Con guration optionscap-



Table 1. Some options and constraints.

Option Settings Inter pretation
COMPILER gcc2.96, SUNCCh1 | compiler

AMI 1=Yes,0=No EnableFeature
CORBA_MSG 1=Yes,0=No EnableFeature
run(T) 1="True,0 = False TestT runnable
ORBCollocation global,perorb,NO runtimecontrol

Constraints
AMI =1 CORBAMSG=1
run(Multiple/runtest.pl)=1

(Compiler= SUNCCA1)

ture information (1) thatwill be variedunderprocesson-
trol or (2) thatis neededy thesoftwareto build andexecute
properly Suchoptionsare applicationspeci c, but could
includeworkloadparameterspperatingsystem|ibrary im-
plementationscompiler ags, run-time optimizationcon-
trols, etc. Currently eachoption musttake its valuefrom a
discretenumberof settings.

De ning asubtaskheninvolvesmappingeachoptionto
oneof its allowable settings. We call this mappinga con-
gur ationandrepresentt asa set , .

, Whereeach isacon gurationoptionand

is its value,dravn from the allowablesettingsof

In practicenot all con gurationsmake sensegle.g.,fea-
ture X not supportecbn operatingsystemyY). We therefore
allow inter-option constaints that limit the settingof one
option basedon the settingof another We representon-

straintsas ( ), meaning‘if predicate evaluates
to , thenpredicate mustevaluateto DA
predicate canbeoftheform , , , orsim-
ply ,where , arepredicates, isanoptionand

is oneof its allowablevalues.A valid con gurationis a
con gurationthatviolatesno inter-optionconstraints.

Table 1 presentssome sampleoptions and constraints
takenfrom the feasibility studiesin Section4. The sample
optionsreferto thingslike the endusers compiler (COM-
PILER); whetherto compilein certainfeatureAMI, CO-
RBA_MSG); whethercertaintest casesare runnablein a
given con guration (run(T)), and at what level to seta
run-timeoptimization(ORBCollocation).Onesamplecon-
straint shawvs that AMI supportrequiresthe presenceof
CORBA messagingservices. The other shavs that a test
canonly run on aplatformthatusesthe SUN CC compiler
version5.1.
Intelligent Steering Agent. A distinguishingfeature of
Skoll is its useof anintelligentsteeringagent(ISA) to con-
trol the global QA process. The ISA controlsthe global
processhy decidingwhich valid con guration to allocate
to eachincoming Skoll client request.Oncethe valid con-
guration is chosenthe ISA packageghe corresponding
QA subtaskimplementationconsistingof the application
code,con guration parameterdyuild instructionsandQA-
speci c code(e.g.,regression/performandestslassociated

with asoftwareproject. This packages calledajob con g-
uration.

Skoll's formal con guration modellets us castcon g-
uration selectionand implementationas a planning prob-
lem. This problemrequiresautomatedconstraintsolving,
scheduling,andlearning. Consequentlywe implemented
thelSA usingplanningtechnology

Given an initial state a goal state a setof opefators
(speci edin termsof parameterizegreconditionsand ef-
fects on variables),and a set of objects the ISA planner
(currently Blackbox [5]) returnsa setof actions(or com-
mands)with orderingconstraintghatachieve the goal. In
Skoll, theinitial stateis thebasesubtaskcon guration. The
basesubtaskcon gurationincludesany optionsettingsthat
the ISA mustnot modify (e.g., the client machines OS).
The goal statedescribeghe desiredcon guration, consis-
tentwith the option settingsspeci ed by theenduser The
operatorencodeall the constraintsincluding thoseresult-
ing from previously run subtasksTheoutputis thejob con-
guration.

For mary planningproblems a singleplanis sufcient.
For Skoll, however, we needto generatanary or evenall
acceptablglans(i.e., subtaskimplementations)We there-
fore modi ed the Blackboxplannersothatit caniteratively
generateall acceptablgplans. We alsoaddeda parameter
to the ISA by which eachacceptablglanis generateax-
actly once(randomselectionwithoutreplacementor zero
or moretimes(randomselectionwith replacement

Going back to our sampleoptionsin Table 1, if the
processdesignerwantsto ensurethat all software con g-
urationscompile cleanly he/shewould usea con guration
modelwithoutthetestcase-or runtime-speci coptionsand
would instructthe ISA to generateplansusingthe random
selectionwithout replacemenstratey (eachvalid con g-
uration is generatedexactly once). If on the other hand
the taskwereto captureperformancemeasure®n a wide
variety of usermachinesthenthe processdesignemight
useall availableoptionsandhave the ISA usetherandom
selectionwith replacemenstrategyy (which could generate
speci ¢ valid con gurationsmorethanonce).

Adaptation Strategies. As QA subtasksare performed,
theirresultsarereturnedo the ISA. By default,thelSA ig-
norestheseresults. Often, however, we wantto learnfrom
incomingresults. For example,whensomecon gurations
proveto befaulty, why notrefocusresource®notherunex-
ploredpartsof thecon gurationspace Whensuchdynamic
behaior is desired procesdesignersievelop customized
adaptationstrategies thatmonitorthe global processstate,
analyzeit, andusetheinformationto modify future subtask
assignments waysthatimprove procesgperformance.

In Skoll, adaptatiorstratgiesareindependenprograms
executedby the Skoll sener when subtaskresultsarrive.
ThislooselycouplesSkoll andthe adaptatiorstratgjiesand
allows usto develop,add,andremove adaptatiorstratgies



Figure 1. Nearest neighbor strategy .

atwill. As they mustprocesssubtaskresults,adaptation
stratgyies mustbe tailoredfor eachQA process.Next we
describéhreegenerabhdaptatiorstratgiesusedn laterfea-
sibility studies.Otherstratgiesarediscussedn Section5.

Nearestneighbor: Supposetestreportsacon gura-
tion in which testcasesarefailing. Developersmight want
to quickly identify othersimilar con gurationsthat passor
fail. The nearesheighborstratey is designedo generate
suchcon gurations. For example,supposdhatateston a
con guration spacewith threebinary optionsfails in con-
guration . The nearesteighborsearchstratgy
marksthatcon guration asfailedandrecordsits failurein-
formation. It thenschedulesor immediatetestingall valid
con gurationsthat differ from the failed onein the value
of exactly oneoption: , and e,
all distanceone neighbors. This processcontinuesrecur
sively. Figurel depictsthe nearesneighborstratgy on a
con gurationspaceakenfrom our feasibility study Nodes
represenvalid con gurations; edgesconnectdistanceone
neighbors.The dottedellipse encirclescon gurationsthat
failed for the samereason. The arrow indicatesan initial
failing node.Onceit fails, its neighborsaretestedthey fail
sotheir neighborsaretestedandso on. The processstops
when nodesoutsidethe ellipse are tested(sincethey will
passor fail for adifferentreason) As we shaw in thefeasi-
bility study thisapproachguickly identi es whethersimilar
con gurationspassor fail. Thisinformationis thenusedby
theautomatiacharacterizatioservicedescribedaterin this
section.

Temporary constraints: Supposehat a softwarein-
correctlyfailsto build whenevercon gurationoptionsAMI
= 0 and CORBA_MSG = 1. Developers,however, are
unableto x the bug immediately Therefore,we may
want prevent further selectionof job con gurations with
theseparameterauntil the problemis x ed. This adapta-
tion stratgy thereforewould inserttempogry constaints,
suchasCORBA_MSG=1 AMI =1 into thecon gura-
tion model. Thisexcludescon gurationswith theoffending
option settingsfrom further exploration. Oncethe problem
thatpromptedthetemporaryconstrainthasbeen x ed,the
constraintsareremoved, thusallowing normal ISA execu-

CORBA_MSG =0
I f 1
POLLER =0 AMI=0

|
[
CALLBACK =0
ERR-1 ERR-3
OK

OK ERR-2
Figure 2. Sample classi cation

tree.

tion. In fact, aswe mentionin our feasibility study (Sec-
tion 4.2), we found thesetemporaryconstraintscould be
usedto spavn new Skoll processethattestpatchesonly on
thepreviously failing con gurations.

Terminate/modify subtasks: Supposea testprogram

is run at mary usersites, failing continuously At some
point, continuingto runthattestprogramprovideslittle new
information. Time andresourcesnight be betterspentrun-
ning somepreviously unexecutedtestprogram.This adap-
tation stratgly monitorsfor suchsituationsand,depending
on how it is implementedcanmodify subtaskcharacteris-
tics or eventerminatethe globalprocess.
Automatic characterization of subtaskresults.SinceQA
processegan unfold over long periodsof time, we often
wantto interpretsubtaskresultsincrementally This is use-
ful bothfor adaptingheprocessandfor providing develop-
erswith feedback Giventheamountandcomplexity of the
data,this processnustbeautomated.

To this endwe have includedimplementation®f Clas-
si cation Tree Analysis (CTA) [3] in the Skoll infrastruc-
ture. CTA approachesrebasedon algorithmsthattake a
setof objects, , eachof which is describedby a setof
features, , andaclassassignment, . Typically, class
assignmentsre binary and categorical (e.g., passor fail,
yesor no), but approachesxist for multi-valuedcategori-
cal, integer, andreal valuedclassassignmentsCTA's out-
putis atree-basedanodelthat predictsobjectclassassign-
ment basedon the valuesof a subsetof object features.
Nodescontain predicates;when the predicateis true the
right branchis followed; otherwisetheleft. Notethe other
approachegbeyondthe scopeof this paper)suchasregres-
sion modeling, patternrecognition,neuralnetworks, each
with their own strengthsandweaknessegouldbe usedin-
steadof CTA.

We usedCTA in our feasibility studies for example,to
determinawvhich con gurationoptionandtheirspeci ¢ set-
tings bestexplained obsenred test casefailures. Figure 2
shaws a classi cation tree model that characterize$ dif-
ferentcompilationfailuresand 1 successonditionfor the
resultsof 89 different con gurations. The gure shaws,
amongotherthings, that compilationfails with error mes-
sage“ERR-1", whenever CORBA_MSG is disabledand
AMI is enabled.lt is alsopossibleand often preferableto
modeldifferentfailure classesndividually.

Visualization. To help developersorganizeand visual-



ize large amountsof processresults, we emplgy web-
basedscoreboardshat use XML to display job con gu-
ration results. The serverscoeboad manajer providesa
web-basedjueryform allowing developersto browseSkoll
databasefor theresultsof particularjob con gurations.
Subtask Execution. This sectionpresentseveral services
aimedatimplementingQA subtaskghatwill runon client
machines.

Endusergegisterwith theSkoll serverregistrationman-
ager via aweb-basedegistrationform, characterizingheir
client platforms.Thisinformationis usedby the ISA when
it selectsandgenerategob con gurationsto tailor generic
subtaskmplementatiorcode. For example,sometailoring
is for client-speci cissuessuchasoperatingsystemtypeor
compiler; somefor task-speci cissuessuchasidentifying
thelocationof the project's CVSserver

After aregistrationform hasbeensubmitted the server
registration manajer returnsa uniquelD andcon guration
templateto the enduser The con guration templatecon-
tainsary userspeci ¢ information that may not be modi-

ed by the ISA whengeneratingob con gurations. The
templatecanbe modi ed by enduserswho wish to restrict
which job con gurationsthey will acceptfrom the Skoll
sener.

The enduseralsorecevesa Skoll client which period-
ically or on-demandequestgob con gurationsfrom the
sener. The sener respondswith a job con guration that
hasbeencustomizedy the ISA usingthe techniquede-
scribedin Section3.1.

For eachjob con guration, the Skoll client logsits ac-
tivities. When QA subtasksompletethelog les aresent
to the Skoll sener, wherethey arestoredandprocessedby
adaptatiorstratgies.

3.2 Skoll in action

At ahighlevel, the Skoll processunsasfollows:
1. Developerscreatethe con guration modeland adapta-
tion stratgjies. The ISA automaticallytranslateshe model
into planningoperators.Developerscreatethe genericQA
subtaskcodethatwill be specializedvhen creatingactual
job con gurations.
2. A userrequestsSkoll client softwarevia theregistration
procesglescribeckarlier The userrecevesthe Skoll client
anda con guration template. If userswish to temporarily
changecon guration settingsor constrainspeci ¢ options
they do soby modifying thecon gurationtemplate.
3. The client periodically (or on-demandyequestsa job
con gurationfrom asener.
4. The sener queriesits databaseandthe userprovided
con guration templateto determinewhich con guration
option settingsare x ed for that userand which mustbe
setby theISA. It thenpackageshis informationasa plan-

ning goal and queriesthe ISA. The ISA generates plan,

createghejob con gurationandreturnsit to theclient.

5. Theclientinvokesthejob con guration andreturnsthe

resultsto the sener.

6. The sener examinestheseresultsandinvokesall adap-
tation strat@ies, which updatethe ISA operatorgo adapt
the global process. Currently adaptationstrategies can

malke useof built-in statisticalanalysegshat help develop-

ersquickly identify large subspaces which QA subtasks
have failed (or performedpoorly).

7. Periodicallyandwhenpromptedby developerghesener

preparesa virtual scoeboad, which summarizesubtask
resultsandthe currentstateof the overall process.

4. Feasibility study

The Skoll project’s goalsareambitious.To helpachieve
them, we conducteda large feasibility study using the
ACE+TAO projects. ACE + TAO are large middlevare
projectsfor performance-intense distributedsoftware ap-
plications. ACE [8] implementscore concurreng anddis-
tribution services.TAO is a CORBA ORB built on top of
ACE[9].

We chosethese projects for several reasons. First,
they sharethe key characteristiceommonto performance-
intensive infrastructuresoftware. They have a IMLOC+
sourcecodebaseandsubstantiatestcode. ACE+TAO run
ondozenof OSandcompilerplatformsandarehighly con-
gurable, with hundredsf optionssupportinga wide vari-
ety of programfamilies. ACE+TAO are maintainedby a
geographicallydistributed coreteamof 140 developers.
Their codebases dynamicallychangingandgrowing with
400+ CVS repositorycommitsper weekon the avg. Cur-
rently, the ACE+TAO developersrun the regressiontests
continuouslyon 100+workstationsand senersat a dozen
sitesaroundtheworld. Theinterval betweerbuild/testruns
rangedrom 3 hoursonquad-CPULinux machinego 12-18
hourson lesspowerful machines.

The secondreasonis that, like mary performancen-
tensie infrastructuresystems ACE+TAO developerscan-
not test all possibleplatform and OS combinationsbe-
causethere simply are not enoughpeople, OS/compiley
platforms, CPU cycles, or disk spaceto run the hundreds
of ACE+TAO regressiontestsin a timely manner More-
over, since ACE+TAO are designedfor easeof subset-
ting, several hundredorthogonalfeatures/optionsan be
enabled/disablefbr application-speci cuse-cases.Thus,
number of possiblecon gurations is far beyond the re-
source®f thecoreACE+TAO developmenteam.

We conjecturethe Skoll infrastructurdas easyto useand
canimplementa variety of QA processes.We also con-
jecturethat our prototypeSkoll QA processs superiorto
ACE+TAO's ad hoc QA processessit (1) automatically



managesndcoordinateshe QA process(2) detectsprob-
lems more quickly on the average,and (3) automatically
characterizesubtaskesults directingdevelopergo poten-
tial cause®f agivenproblem.This sectiondescribes fea-
sibility studythataddressetheseconjecturesWe focuson
several scenariostestingACE+TAO for differentpurposes
acrosgts numerouson gurations. We usedthreeQA task
scenariosappliedto a speci ¢ versionof ACE+TAQO: (1)
checkingfor cleancompilation,(2) testingwith defaultrun-
time options,and(3) testingwith con gurableruntime op-
tions. In addition,we enabledautomaticcharacterizatiomo
give ACE+TAO developersconcisedescriptionsof failing
subspacesAs we identi ed problemswith the ACE+TAO,
we time-stampedhemandrecordedoertinentinformation.
This allowed us to qualitatively compareSkoll's perfor
manceto thatof ACE+TAO's ad hocprocess.

We installed Skoll clients and one Skoll sener across
10+ workstationsdistributed throughoutcomputerscience
labs at the University of Maryland. All Skoll clientsran
Linux 2.4.9-3andusedgcc2.96astheir compiler We used
TAO v1.2.3with ACE v5.2.3asthe subjectsoftware.

4.1 Setting up the Skoll infrastructur e

We implementedall the component®f the Skoll infras-
tructuredescribedn Section3.1.
Con guration model: We developedcon guration mod-
elsfor eachscenarioThe Skoll systemautomaticallytrans-
latedthe modelsinto the ISA's planninglanguage.
ISA: We con guredthe ISA asa stand-along@rocessun-
ning the Blackbox plannerand using random sampling
withoutreplacement.
Adaptation strategies: Weimplementedhenearesheigh-
bor, temporaryconstraintsand terminate/modifysubtasks
adaptationstratgies. We usedtemporaryconstraintsand
terminate/modifysubtasksadaptatiorin eachscenario put
usednearesheighboronly whenthevalid subtaskcon gu-
ration spacewasconsideredarge. In practice,procesde-
signersdeterminethe criteriafor decidingwhena con gu-
rationspacds large or small.
Automatic Characterization: We developedscriptsthat
preparesubtaskresultsand feed theminto the CTA algo-
rithms. We also wrote scriptsthat usedthe classi cation
treemodelsasinputto visualizations.
Subtask execution: We developedportablePerl scriptsto
berun by Skoll clients. Thesescriptsrequesinen QA job
con gurations,receve, parseandexecutethejobs,andre-
turn resultsto the sener. We also developedweb regis-
tration forms and Skoll client software. Skoll clients are
initialized with the registrationinformation, but this infor-
mationis rechecled on the client machinebeforesending
a job request.We developedMySQL databaseschemado
manageuserdataandtestresults.

4.2 Study 1: Cleancompilation

ACE+TAO allow mary featuredo be compiledin or out
of thesystem Featuregreoftenleft out, for example to re-
ducememoryfootprintin embeddedystemsThe QA task
for this study wasto determinewhethereachACE+TAO
featurecombinationcompiled without error. This is im-
portantfor systemddistributedin sourcecodeform, since
ary valid featurecombinationshouldcompile. Unexpected
build failuresnot only frustrateusers,but alsowastea lot
of time. In fact,compilingthe LIMLOC+ took usroughly 4
hoursona933MHz Pentiumlll with 400Mbytesof RAM.
Con guration model. The featureinteractionmodel for
ACE+TAO is undocumentedso we built our initial con-
guration modelbottom-up. First, we analyzedhe source
andintervieved several seniorACE+TAO developers.We
selecteda subsebf 17 binary-valuedcompile-timeoptions
that controlsbuild time inclusion of variousCORBA fea-
tures. We alsoidenti ed 35 inter-option constraints.One
constraints (AMI =1 MIN _CORBA = 0). This means
that asynchronousnethod invocation (AMI) is not sup-
portedby the minimal CORBA implementation.This con-
guration spacehasover 82,000valid con gurations.
Study execution. Becauseéhe con guration waslarge,we
usedthe nearesheighboradaptatiorstrateyy. We alsocon-
gured thelSA to userandomsamplingreplacementvith-
outreplacemensincewe felt thatoneobsenationpervalid
con gurationwassufcient.

After testing 500con gurations,theterminate/modify
adaptationstratgyy signaledthat every con guration had
failedto compile.We terminatedhe processanddiscussed
theresultswith ACE + TAO developers. The problemlay
in 7 options providing ne-grained control over CORBA
messagingpolicies. It turnedout that the codehad been
modi ed andmovedto anothedibrary anddevelopersand
users)ailedto establishif theseoptionsstill worked.

Basedon this feedbackACE+TAO developerschoseto
controlthesepoliciesat link-time, not at compiletime. We
thereforere ned our con guration modelby remaoving the
optionsandcorrespondingonstraints.Sincetheseoptions
appearedn mary constraints- andbecausehe remaining
constraintsaretightly coupled(e.g., wereof theform (A=1

B=1)and(B=1 C=1))-removingthemsimpli ed the
con guration modelconsiderablyAs a result,the con gu-
ration modelcontainedlO optionsand7 constraintsyield-
ing only 89 valid con gurations. Of course this wasjusta
smallsubsebf thetotal, sotheactualcon gurationis much
largerthan89.

We then continuedthe study using the new con gura-
tion model and remaoving the nearesineighboradaptation
stratgyy (sincenow we could easilybuild all valid con g-
urations).Of the 89 valid con gurationsonly 29 compiled
without errors.For the 60 con gurationsthatdid not build,
automaticcharacterizatiormelpedto clarify the conditions



in whichthey failed.

Resultsand obsewations. Beyondidentifying failures,in

sev/eral casesautomaticcharacterizatiomprovided concise,
statisticallysigni cant description®f thefailing con gura-

tion subspace Below we describethe failure, presenthe
automaticallygeneratedcharacterizationand discussthe
actiontakenby ACE+TAO developers.

The ACE+TAO build failed at line 630 in
userorbconf.h (32 con gurations)whenerer AMI = 1
andCORBA_MSG = 0. ACE+TAO developersdetermined
that the constraintAMI = 1 CORBA_MSG = 1 was
missingfrom the model. Therefore we re ned the model
by addingthis constraint.

The ACE+TAO huild alsofailed line 38 in Asynch_
Reply_Dispatcher.h (8 con gurations) wheneer
CALLBACK =0 andPOLLER= 1. Sincethis con gura-
tion shouldbelegal, thiswasdeterminedo be a previously
undiscaoveredbug. Until the bug could be x ed, we tem-
porarily addeda new constraintPOLLER=1  CALL-
BACK =1.

The ACE+TAO build failed at line 137 in RT_
ORBinitializer.cpp (20 con gurations) whenever
CORBA_MSG = 0. The problemwasdueto a#include
statementmissing becauseat was conditionally included
(viaa#define block)only whenCORBA_MSG= 1.

Lessondearned. We foundthateven ACE+TAO develop-
ersdo not completelyunderstandhe con guration model
for their very complex system. In fact, they provided us
with botherroneousindmissingmodelconstraints Model
building is thereforean iterative process. Using Skoll we
quickly identi ed codingerrors(somepreviouslyundiscw-
ered)that preventedthe software from compiling in cer
tain con gurations. We learnedthat the temporarycon-
straintsandterminate/modifysubtasksdaptatiorstrateies
performedwell, directingthe global processowardsuseful
actuities, ratherthanwastingeffort on con gurationsthat
would surelyfail without providing ary new information.

ACE+TAO developersalsotold us that automaticchar
acterizationwasusefulto thembecausét greatlynarraved
down the issuesthey hadto examinein trackingdown the
root causeof the failure. We also learnedthat as x es
to problemswere proposedwe could easily testthem by
spavning a new Skoll processasedon the previously in-
sertedemporaryconstraintsThatis, thenew Skoll process
testedhepatchedsoftwareonly for thosecon gurationthat
hadfailed previously.

Beforemoving onto thenext studywe x edthoseerrors
we could. We worked aroundthe mostcomplex onesby
leaving the appropriateemporaryconstraintsn the second
study's con gurationmodel.

4.3 Study 2: Testingwith default runtime options

The QA task for the secondstudy was to determine
whethereachcon guration would run the ACE+TAO re-
gressiontestswithout error with the systems default run-
time options. This actwity is importantfor systemsthat
distribute teststo run at installationtime becausat is in-
tendedto give the usercon dencethat he or shehascor-
rectlyinstalledthe system.To performthis task,userscom-
pile ACE+TAO, compilethetests,andexecutethetests.On
our machinegthis took around8 hours: about4 hoursto
compile ACE+TAO, about3.5 hoursto compile all tests,
and30 minutesto executethem.

Con guration model. In this studywe used96 ACE+TAO
tests,eachcontainingits own testoracleandreportingsuc-
cessor failure on exit. Thesetestsare often intendedto
runin limited situations,sowe extendedthe con guration
spaceaddingtest-speci coptions.We alsoaddedsomeop-
tionscapturinglow-level systeminformation,indicatingthe
useof static or dynamiclibraries, whethermultithreading
supports enabledetc. Thislaststepisn't strictly necessary
sinceall clientswererunningLinux machinesith the sys-
temsoftware.We did it justto gainexperiencen modifying
thecon guration model.

Thenew test-speci coptionscontainoneoptionpertest.
They indicatewhetherthat testis runnablein the con gu-
ration representedyy the compiletime options. For con-
venience,we namedtheseoptions . We alsode-
ned constraintsover theseoptions. For example, some
testsshouldrun only on con gurationswith morethanthe
Minimum CORBA features. So for all suchtests, , we
addeda constraint =1 MIN_CORBA =0. This
preventsusfrom runningteststhatareboundto fail. By de-
fault,we assumehatall testarerunnableunlessconstrained
to be otherwise.

Study execution. After makingthesechangesthe space
had 14 compile time optionswith 13 constraintsand 96
test-speci coptionswith anadditional120 constraints We
againcon gured the ISA for randomsamplingwithout re-
placementWe do not usethe NearesiNeighboradaptation
stratgyy sincewe only testecthe 29 con gurationsthatbuilt
in Study1. In this study automaticcharacterizatiois done
separatelyor eachtestanderrormessageombination put
is basedonly onthe settingsof the compiletime-options.
Results and obsewations. Overall, we compiled 2,077
individual tests. Of these98 did not compile, 1,979did.
Of these, 152 failed, while 1,827 passed. This process
took 52 hoursof computertime. As in the rst study
we now describesomeof the failureswe uncovered, the
automatically-generatethilure characterizationsand the
actiontakenby ACE+TAO developers.

In several cases,testsfailed for the samereasonon
the samecon gurations. For example, test compilation
failedatline 596 of ami_testC.h  for 7 tests,eachwhen



(CORBA_MSG = 1 and POLLER = 0 and CALLBACK
= 0). This was a previously undiscaweredbug. It turned
out that certain les within TAO implementingCORBA
Messagingincorrectly assumedthat at least one of the
POLLER or CALLBACK optionswould always be setto
1. ACE+TAO developersalsonoticedthatthe failure man-
ifesteditself no matterwhat the settingof the AMI was.
This was a secondpreviously undiscaered problem be-
causehesetestsshouldnot have beenrunnablewhen AMI
= 0. Consequentlytherewasa missingtestingconstraint,
whichwe thenincludedin thetestconstraintset.
ThetestMT_Timeout/run_test.pl failedin 14 of
29con gurationswith anerrormessag@dicatingresponse
timeout. No statisticallysigni cant modelcould be found.
This suggestshat the error reportmight be covering mul-
tiple underlyingfailures,thatthe failure(s)manifestghem-
sehesintermittently or that someotherfactor not related
to con guration options,is causingthe problem. It appears
thatparticularproblemappearsntermittentlyandis related
to inconsistentimer behaior on certainOS/hardvareplat-
form combinations.
Lessondearned. We easilyextendedandre ned theinitial

con gurationmodelto createmorecomplex QA processes.

We againwere able to carry out a sophisticatedQA pro-
cessacrossnetworked usersiteson a continuoushasis. In
this case we exhaustvely exploredthe con guration space
in lessthana day andquickly agged numerougeal prob-
lemswith ACE+TAO. Someof theseproblemshadnotbeen
foundwith ACE+TAO'sad hoc QA processes.

We alsolearnedsereralthingsaboutautomaticproblem
characterizationln particular the generateanodelscanbe
unreliable. We usenotionsof statisticalsigni canceto help
indicateweakmodels,but moreinvestigationis necessary
Also, thetreemodelswe usemaynot bereliablewhenfail-
uresarenon-deterministi@andthe ISA hasbeencon gured
to generateonly a single obsenation per valid con gura-
tion. In the presenceof potentially non-deterministidail-
ures,therefore,it may desirableto con gure the ISA for
randomselectionwith replacement.

4.4, Study 3: Testingwith con gurable options

TheQA taskfor thethird studywasto determinevhether
each con guration would run the ACE+TAO regression
testswithout errorover all settingsof the systems runtime
options. This is importantfor building con dencein the
systems correctnessTo do this userscompile ACE+TAO,
compilethe tests,setthe appropriateruntime options,and
executethetests.For us,eachtaskwould have takenabout
8 hours.

Con guration model. To examineACE+TAQ's behaior
underdiffering runtimeconditions we modi ed thecon g-

urationmodelto re ect 6 multi-valued(non-binaryyuntime
con gurationoptions.Theseoptionssetup to 648different

combinationsof CORBA runtime policies: whento ush
cachedconnectionswhat concurrenyg stratgiesthe ORB
shouldsupport,etc. Sincetheseruntime optionsareinde-
pendentye did notaddarny new constraints.

After making thesechangesthe compile-time option
spacehad 14 options and 13 constraints,there were 96
test-speci coptionswith anadditional120constraintsand
therewere6 runtimeoptionswith no new constraints.
Study execution. The con guration spacefor this study
had18,792valid con gurations.At roughly 30 minutesper
testsuite,the entireprocessnvolvedaround9,400hoursof
computertime. Giventhe large numberof con gurations,
we usedthe nearesheighboradaptatiorstrateyy.
Resultsand obsewations. Oneobsenationis thatseveral
testsfailedin this studyeventhoughthey hadnot failedin
Study 2 (whenrunningtestswith default runtimeoptions).
Someeven failed on every single con guration (including
the default con guration testedearlier), despitenot failing
in Study 2! In the latter case,the problemswere often
causedby bugsin option settingand processingcode. In
theformercasetheproblemswereoftenin feature-speci ¢
code. ACE+TAO developerswereintrigued by these nd-
ingsbecausehey rely heavily ontestingby usersatinstal-
lationtime, not justto verify properinstallation,but to pro-
vide feedbaclon systemcorrectness.

Another group of tests had particularly interesting
failure patterns. Three of these tests failed between
2,500 and 4,400 times. In each case automatic char
acterization shoved that the failures occurred when
ORBCollocation  =NO. No otheroptionin uencedfail-
uremanifestationln fact,it turnedout thatthis settingwas
in effectover99%of thetimewhenTestsBig_Twoways/
run_test.pl , Param_Test/run_test.pl ,orMT_
BiDir/run_test.pl failed.

TAO's ORBCollocation  option controlsthe condi-

tions underwhich the ORB shouldtreat objectsas being
co-located. The NO setting meansthat objectsare never
co-located. When objectsare not co-locatedthey talk to
eachothervia the network. Whenthey areco-locatedthey
cancommunicatelirectly. Thefactthatthesetestsworked
whenobjectscommunicatedlirectly, but failed whenthey
talkedoverthenetwork clearlysuggested problemrelated
to messag@assing.In fact, the sourceof the problemwas
abugin theirroutinesfor marshalling/unmarshallingbject
references.
Lessongdearned. We learnedseveralthingsfrom Study3.
First, we con rmed that our generalapproachcould scale
well to larger con guration spaces.We alsorecon rmed
one of our key conjectures:that datafrom the distributed
QA processcan be analyzedand automaticallycharacter
izedto provide usefulinformationto developers. We also
sav how the Skoll procesgyivesbettercoverageof the con-
guration spacethandoesthe procesausedby ACE+TAO
(and,by inference mary otherprojects).



We alsonotethatour NearesiNeighboradaptatiorstrat-
egy explorescon gurationsuntil it nds no more failing
con gurations. In caseswhere a large subspacds fail-
ing a lot of work will be done(e.g., as describedabore
in roughly 5,000 out of a total 20,000 con gurations,
ORBCollocation = NO andthe testfailed). Looking
backatthedatait's clearthatwe could have madestopped
the searchmuch earlier and still correctly identi ed the
problem.We intendto explorethisissuein thefuture.

5. Summary

This paper presentsthe Skoll project, a processand
infrastructurefor implementingfeedback-dren processes
that leverageworldwide usercommunityresourcego im-
prove softwarequality. It alsopresentsaninitial feasibility
study applying Skoll to ACE+TAO — two large scalesys-
temscontainingover IMLOC. Thestudyprovidesvaluable
insightinto Skoll's currentbene tsandlimitations.

Using Skoll, we iteratively modeledcomplex subtask
con guration spacesdevelopedlarge scaleQA processes,
andexecutedhemonmultipleclients.As aresult,wefound
realbugsin ACE+TAO, someof which hadnot beeniden-
tied previously. ACE+TAO developersalsoreportedthat
Skoll's automatidfailure characterizatiogreatlysimpli ed
trackingdown theroot cause®f certainfailures.

Skoll is a researctproject, so the feasibility study also
helpsdirectfuturework. Our futurework focuseson more
experimentationye ning the infrastructureand extending
functionality.

We will continueto work with ACE+TAO projectand
arereplicatingour studyusingthe dozentestsitesandhun-
dredsof machinegprovidedby thecoreACE+TAO develop-
ersin two continentsWe ultimatelyplanto involve abroad
segmentof the ACE+TAO worldwide usercommunityto
establisha large-scaledistributed continuousQA test-bed.
Skoll is beingusedto helprefactorACE to shrinkits mem-
ory footprintandincreaséts performanceWe have devel-
opednew QA subtask$o measuréACE'sfootprintandper
formanceat every check-inacrossdifferentcon gurations
while ensuringcorrectnessia testing.

We areenrichingSkoll con guration models.We will
addhierarchicaimodels,notjustthe at optionspacesur
rently supported. We are incorporatingpriorities in the
modelsothatdifferentpartsof the con guration spacecan
be exploredwith differentfrequenciesWe arealsolooking
at how to incorporatereal-valuedoption settingsinto con-
guration model.

We areenhancinghe ISA to allow planningbasedon
costmodelsandprobabilisticinformation,e.g., if historical
datasuggestshatuserswith certainplatformssendrequests
atcertainratesjt cantake thisinformationin accountwhen
allocatingjob con gurations. We arealsoexploring higher

level plannergto simultaneouslylanfor multiple QA pro-
cessegnotjustoneatatime asthelSA doesnow).

We areinvestigatingnew adaptatiorstrat@iesapply-
ing Designof Experiment(DOE) theoryto subtaskselec-
tion. The objective of DOE is to selecta minimal set of
input values(experimentaldesign)that still allows oneto
determinewhich combinationsof dependentariables(op-
tionsandsettings)signi cantly affecttheindependentari-
ables(e.qg. testfailures,performancealegradation).For ex-
ample,supposewe have 10 optionswith 4 possiblesettings
each.Exhaustve testingof this spacerequires ( 1M)
con gurationsto be testedwhereassomeDOE approaches
thatrestrictthemselesto 2-way effectsrequireonly 25con-
gurations [4]. Theseapproachewill bemodi ed to com-
puteschedulesnlineasthe QA processxecutes.
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