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Background: 
Secure Multiparty 

Computation

3Thursday, December 12, 2013



Secure Multi-party 
Computation (SMC)

• SMC between A and B is an abstraction

•  Simulates a trusted third party  T 

• obliviously computes a public function f

• input/output is private data of A and B
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Secure Multi-party 
Computation (SMC)

TA B

A BT

1. Send inputs

2. Compute f

3. Recv outputs

in in

out out
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Simple Examples of f

• Millionaire's problem

• Who is richer?

• Private set intersection

• What elements are common?

• Statistical calculations (e.g., median)

• Which element is ranked in the middle?
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Privacy Model for SMC
• Ideal functionality: All data computed is 

unknown*, up to knowledge implied by 
output of f

• (*) computationally infeasible

• Each output generally depends on all inputs

• Information leakage is inherent to SMC

• SMCs “declassify” private knowledge

•Design goal: Protocols should be clear & 
concise!
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Example of SMC in Practice
• Danish Beet Auction 

(2008--?) 

• Three servers: 
Danisco, DKS, 
SIMAP

• 1200 bidders

• 30 min to compute 
market clearing 
price  for beets, via a 
double auction
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Mixing SMC with Local 
Computation

TA B

A BT

1. Send inputs

2. Compute f

3. Recv outputs

in in

out out

What about multiple interactions with T ?
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Reactive SMC

A BT

A BT

A BTRound 1

Round 2

Round 3

Shares

Shares

Shares

in

out
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(Potential) Reactive Examples
• Card games with betting (poker, bridge, etc.)

• SMC used to deal random cards

• Secure state consists of card piles, private hands

• Shares force commitment to private decisions

• Strategy games with shared, private maps:

• SMC used to roll dice and simulate physics

• Secure state consists of a shared map

• Shares enforce coherence of private maps
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Strategy games

Detailed view

Shared
Map 

(partially 
unknown)
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Related Work
• Fairplay [USENIX 2004]

• FairplayMP [CCS 2008]

• SMCL [PLAS 2007]

• TASTY [CCS 2010]

• L1 [COMPSAC 2011]

• PCF [USENIX 2013]

• Jif/Split [~2002]

No functional languages!

Compositionality?

Library reuse?

How to prove
Correctness?

No formal semantics!
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Wysteria: Design 
Elements and Examples
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Wysteria
• Wysteria is an experimental PL design

• Design goal: 

• Compositional PL abstractions for 
generic, mixed-mode SMC protocols

• Design formula: 

• Simply-Typed Lambda Calculus + ???
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Example: Millionaire's Problem

let a    =par(Alice)=           read () in
let b    =par(Bob)=            read () in
let out =sec({Alice,Bob})= ( a > b ) in
print out
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Example: Millionaire's Problem

let a    =par(Alice)=           read () in
let b    =par(Bob)=            read () in
let out =sec({Alice,Bob})= ( a > b ) in
print out

This is mixed 
mode Not yet generic
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Abstracting the Millionaire’s Problem

is_richer = 
 λx:W Alice int.
λy:W Bob int.
  let out =sec({Alice,Bob})= 

x[Alice] > y[Bob]
in out

let a    =par(Alice)=         read () in
let b    =par(Bob)=          read () in
let out =par(Alice,Bob)= is_richer (wire Alice a) (wire Bob b)
in print out

Function abstracts 
over private inputs
via wire bundles
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Abstracting the Millionaire’s Problem

is_richer = 
 λx:W {Alice,Bob} int.
  let out =sec({Alice,Bob})= 

x[Alice] > x[Bob]
in out

let a    =par(Alice)=         read () in
let b    =par(Bob)=          read () in
let out =par(Alice,Bob)= 
         is_richer ((wire Alice a) ++ (wire Bob b))
in print out

wire bundles 
concatenate
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Abstracting the Millionaire’s Problem

richest_of =  λms : ps.  λx : W ms int.
  let out =sec(ms)= 

wfold None x
λrichest. λp. λn.  match richest with

| None ⇒ Some p

| Some q ⇒ if n > x[q] then Some p else Some q

in out

Generic protocol: 
Abstracts over variable principal set
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Abstracting the Millionaire’s Problem

richest_of =  λms : ps.  λx : W ms int.
  let out =sec(ms)= 

wfold None x
λrichest. λp. λn.  match richest with

| None ⇒ Some p

| Some q ⇒ if n > x[q] then Some p else Some q

in out

let all = {A, B} in
let input = (wire A a) ++ (wire B b) in
let r : ps{singl ∧ ⊆all} option = (richest_of all) input in

21Thursday, December 12, 2013



Abstracting the Millionaire’s Problem

richest_of =  λms : ps.  λx : W ms int.
  let out =sec(ms)= 

wfold None x
λrichest. λp. λn.  match richest with

| None ⇒ Some p

| Some q ⇒ if n > x[q] then Some p else Some q

in out

let all = {A, B, C} in
let input = (wire A a) ++ (wire B b) ++ (wire C c) in
let r : ps{singl ∧ ⊆all} option = (richest_of all) input in
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Two-round Betting Game (1/2)

let a1 =par(A)= read () in
let b1 =par(B)= read () in
let in1 = (wire A a1) ++ (wire B b1) in
let (higher1, sa, sb) =sec(A,B)=
  let c = if in1[A] > in2[B] then A else B in
  (c,  makesh in1[A],  makesh in2[B])
in print higher1

. . .

Round 1
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Two-round Betting Game (2/2)

. . .
let a2 =par(A)= read () in
let b2 =par(B)= read () in
let in2 = (wire A a2) ++ (wire B b2) in
let higher2 =sec(A,B)=

let (a1, b1) = (combsh sa, combsh sb) in
let bida = (a1 + in2[A]) / 2 in
let bidb = (b1 + in2[B]) / 2 in
let c = if bida > bidb then A else B in

in print higher2

Round 2
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Wysteria’s Design Elements

• Principals as data

• Principals can be inputs and outputs of 
computation

• Mixed-mode computation

• Designates: Secure vs parallel

• Designates: Participants

• Wire bundles of private data

• Shares of secure state

25Thursday, December 12, 2013



Wysteria Language: 
Theory & Meta Theory
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Wysteria Language Theory

• Type system reasons about special abstractions

• (i.e., principals, wire bundles, modal computation, 
shares, etc.)

• (Two) Operational semantics:

• Single-threaded view for synchrony

• Multi-threaded view for privacy + parallelism
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Γ �M e : τ ; � (Expression typing: “Under Γ, expression e has type τ , and may be run at M . ”)

T-FST
Γ �M v : τ1 × τ2

Γ �M fst (v) : τ1; .

T-SND
Γ �M v : τ1 × τ2

Γ �M snd (v) : τ2; .

T-CASE
(M = p(_) ∧ � = M) ∨ (τ IsFO)

Γ �M v : τ1 + τ2
Γ, xi :M τi �M ei : τ ; �i

Γ �M case (v , x1.e1, x2.e2) : τ ; �, �1, �2

T-APP
M = s(_) ⇒ τ IsFO Γ �app

M ẽ : τ ; �

Γ �M ẽ : τ ; �

T-LET
M = m(_) N = _(w)

Γ � M ✄N Γ �N e1 : τ1; �1
Γ, x :m(w) τ1 �M e2 : τ2; �2 Γ �M τ2

Γ �M let x N
= e1 in e2 : τ2;N, �1, ��2�ΓM

T-FIX
M = p(_) Γ � M ✄ �

Γ, x :M (y:τ1
�→ τ2) �M e : (y:τ1

�→ τ2); �

Γ �M fix x : (y:τ1
�→ τ2).e : (y:τ1

�→ τ2); �,M

T-ARRAY
M = p(_)

Γ �M v1 : nat Γ �M v2 : τ

Γ �M array v1 v2 : Array τ ; .

T-SELECT
Γ �M v1 : Array τ Γ �M v2 : nat

Γ �M select v1 v2 : τ ; .

T-UPDATE
M = p(_)

mode(v1,Γ) = M Γ �M v1 : Array τ
Γ �M v2 : nat Γ �M v3 : τ

Γ �M update v1 v2 v3 : unit; .

T-WIRE
m = s ⇒ τ IsFO

τ IsFlat Γ �p(w2) w1 : ps (ν ⊆ w2)
Γ �m(w1) v : τ

Γ �m(w2) wirew1 (v) : Ww1 τ ; .

T-WPROJ
m = p ⇒ φ = (ν = w1)
m = s ⇒ φ = (ν ⊆ w1)
Γ �m(w1) v : Ww2 τ

Γ �p(w1) w2 : ps (φ ∧ singl(ν))
Γ �m(w1) v [w2] : τ ; .

T-WIREUN
Γ �M v1 : Ww1 τ Γ �M v2 : Ww2 τ

Γ �M v1 ++ v2 : W (w1 ∪ w2) τ ; .

T-WFOLD
M = s(_)

τ2 IsFO φ = (ν ⊆ w ∧ singl(ν))
Γ �M v1 : Ww τ Γ �M v2 : τ2
Γ �app

M ẽ : τ2
.→ ps φ

.→ τ
.→ τ2; .

Γ �M wfoldw (v1, v2, ẽ) : τ2; .

T-WAPP
M = p(_) Γ �M v1 : Ww τ1

Γ �M v2 : Ww (τ1
.→ τ2)

Γ �M wappw (v1, v2) : Ww τ2; .

T-WAPS
M = s(_) τ2 IsFO

Γ �M v1 : Ww τ1 Γ �M v2 : τ1
.→ τ2

Γ �M wapsw (v1, v2) : Ww τ2; .

T-WCOPY
M = p(w1) Γ �M w2 : ps (ν ⊆ w1)

Γ �p(w2) v : Ww2 τ

Γ �M wcopyw2
v : Ww2 τ ; .

T-MAKESH
M = s(w)

τ IsFO τ IsFlat Γ �M v : τ

Γ �M makesh v : Shw τ ; .

T-COMBSH
M = s(w) Γ �M v : Shw τ

Γ �M combsh v : τ ; .

Γ �app

M ẽ : τ ; � (Application typing)

TA-LAM
Γ �M τ Γ, x :M τ �M e : τ1; �

Γ �app

M λx : τ.e : (x :τ
�→ τ1); .

TA-VAR
Γ �M x : τ

Γ �app

M x : τ ; .

TA-APP
Γ �app

M ẽ : x :τ1
�→ τ2; �1

Γ �M v : τ1 Γ � M ✄ �[v/x ]

Γ �app

M ẽ v : τ2[v/x ]; �1, �[v/x ]

Fig. 4. Expression typing judgements.

within the rule’s conclusion, meaning that to run, the case
expression requires the capability to perform either branch and
its effects. The second detail concerns secure blocks, where
the premise (M = p(_) ∧ � = M) ∨ (τ IsFO) enforces that
either the case expression is only available in parallel mode,
and carries an effect � reflecting this fact, or the type returned
by the branches must be first order (viz., not a function) to
ensure that all control flow in secure blocks is oblivious to the
particular values used in the computation; higher-order values
would violate this property.

The rule T-APP checks a function application using the
ancillary judgement Γ �app

M ẽ : τ ; �, given at the bottom of the
figure, which can be read under Γ at mode M , the application
expression ẽ has type τ and effects �. Recall that the special
application form ẽ allows curried functions to be applied to a
contiguous series of arguments; for secure blocks, the premise
M = s(_) ⇒ τ IsFO insists that the result of the application be
first order, and thus disallows partial function application (i.e.,
when some but not all the arguments are provided). Of the three

rules for application typing, the first two check the head cases
(i.e., either a lambda or a variable), and the third rule checks
an actual application. The rule TA-LAM is the standard rule
for typing a dependently typed, effectful function: the variable
x may be bound in τ1 and the effect � of the function body
appears on the arrow. The rule TA-VAR is standard. Rule TA-
APP checks the case where an application head (i.e., a function)
is applied to an argument value. In the presence of dependent
types, the effect and final type of the arrow can refer to x, the
name of its argument value. In the conclusion, we resolve these
dependencies on x in τ2 and � via substitution of the argument
v, as is standard. Finally, we check that the current mode is
able to perform the effects of the applied function.

The rule T-LET enriches the standard rule for let-binding
with several details. First, the rule checks that the delegation is
legal using the delegation judgement described above (premise
Γ � M ✄ N ). Second, the rule checks the second sub-term
with the let-bound variable x bound in mode m(w). This mode
consists of the outer modal operator m and the delegated party

Γ �M v : τ (Value typing)

T-VAR
x :M τ ∈ Γ
Γ �M τ

Γ �M x : τ

T-UNIT

Γ �M () : unit

T-INJ
Γ �M v : τi
j ∈ {1, 2}
τj IsFlat

Γ �M inji v : τ1 + τ2

T-PROD
Γ �M vi : τi

Γ �M (v1, v2) : τ1 × τ2

T-PRINC

Γ �M p : ps (ν = {p})

T-PSONE
Γ �M w : ps (singl(ν))

Γ �M {w} : ps (ν = {w})

T-PSUNION
Γ �M wi : ps φi

Γ �M w1 ∪ w2 : ps (ν = w1 ∪ w2)

T-PSVAR
Γ �M x : ps φ

Γ �M x : ps (ν = x)

T-MSUB
Γ �M x : τ
Γ � M ✄N

N = s(_) ⇒ τ IsSecIn

Γ �N x : τ

T-SUB
Γ �M v : τ1
Γ �M τ1 <: τ

Γ �M v : τ

Fig. 2. Value typing judgement.

Γ �M τ1 <: τ2 (Subtyping)

S-REFL

Γ �M τ <: τ

S-TRANS
Γ �M τ1 <: τ2
Γ �M τ2 <: τ3

Γ �M τ1 <: τ3

S-SUM
Γ �M τi <: τ �i

Γ �M τ1 + τ2 <: τ �1 + τ �2

S-PROD
Γ �M τi <: τ �i

Γ �M τ1 × τ2 <: τ �1 × τ �2

S-PRINCS
�Γ� � φ1 ⇒ φ2

Γ �M ps φ1 <: ps φ2

S-WIRE
Γ �M w2 : ps (ν ⊆ w1)

Γ �M τ1 <: τ2

Γ �M Ww1 τ1 <: Ww2 τ2

S-ARRAY
Γ �M τ1 <: τ2
Γ �M τ2 <: τ1

Γ �M Array τ1 <: Array τ2

S-SHARE
Γ �M w2 : ps (ν = w1)

Γ �M τ1 <: τ2
Γ �M τ2 <: τ1

Γ �M Shw1 τ1 <: Shw2 τ2

S-ARROW
Γ �M τ �1 <: τ1
Γ �M τ2 <: τ �2

Γ �M τ1
�→ τ2 <: τ �1

�→ τ �2

Γ � M ✄N (Mode M can delegate to mode N )

D-REFL

Γ � M ✄M

D-TOP

Γ � �✄M

D-PAR
Γ �p(w1) w2 : ps (ν ⊆ w1)

Γ � p(w1)✄ p(w2)

D-SEC
Γ �p(w1) w2 : ps (ν = w1)

Γ � p(w1)✄ s(w2)

Fig. 3. Subtyping and delegation judgements.

can be compiled to a boolean circuit in our implementation. In
this section, we present the typing rules, and show how these
invariants are maintained.

Value typing: Figure 2 shows the value typing judgement
Γ �M v : τ , read as under Γ and in current mode M , value v
has type τ . Variable bindings in Γ have the form x :M τ where
τ is x ’s type, as usual, and M is the mode in which it was
defined. Rule rule T-VAR looks up the binding of x in Γ, and
matches the mode M in the binding to the current mode. It

uses an auxiliary judgement for type well-formedness, Γ �M τ ,
which enforces invariants like, for a wire bundle type Ww τ ,
w should have a ps φ type. We do not show the judgement here
for space reasons (see the technical report). The rule T-INJ uses
another auxiliary judgement τ IsFlat which holds for types τ
that lack wire bundles and shares (once again see the technical
report). WYSTERIA disallows wire bundles and shares in sum
values, since it hides their precise sizes; the size information
of wires and shares is required for boolean circuit generation.
The rules rules T-PROD, T-PRINC, T-SPRINCS, T-PSUNION,
and T-PSVAR are standard.

Subtyping: Rule T-SUB is the (declarative) subsumption rule,
and permits giving a value of type τ1 the type τ if the τ
is a subtype of τ1. More precisely, the subtyping judgement
Γ �M τ1 <: τ2 is read as under Γ and in current mode M ,
type τ1 is a subtype of τ2. The rules for this judgement are given
at the top of Figure 3. Rules S-REFL, S-TRANS, S-SUM, S-
PROD, S-ARRAY, and S-ARROW are standard. Rule S-PRINCS
offloads reasoning about refinements to an auxillary judgement
written �Γ� � φ1 ⇒ φ2, which reads assuming variables in Γ
satisfy their refinements, the refinement φ1 entails φ2. We elide
the details of this ancillary judgement, as it can be realized with
an SMT solver like Z3 [25]; we describe further details of our
implementation in Section VII. For wire bundles, the domain
of the supertype, a principal set, must be a subset of domain
of the subtype, i.e. type Ww1 τ1 is a subtype of Ww2 τ2 if
w2 ⊆ w1, and τ1 <: τ2 (rule S-WIRE). Rule S-SHARE is similar
but requires τ1 and τ2 to be invariant since circuit generation
requires an fixed size (in bits) for the shared value.

Delegations: The value typing rule T-MSUB is used to permit
reading a variable while in a mode N though the variable was
bound in mode M . This is permitted if τ IsSecIn (where τ
is the variable’s type) and Γ � M ✄N , which is read as under
type environment Γ, mode M can delegate computation to mode
N . The former condition enforces that variables accessible in
secure blocks have types that are first-order, and thus encodable
as bit strings whose lengths are determined by their types (e.g.,
function types do not enjoy this property, and are thus excluded).
The delegation judgement is defined at the bottom of Figure 3.
The rule D-REFL type checks the trivial delegation of mode
M to itself. The special mode �, that we use to type check
generic library code written in WYSTERIA, can delegate to
any mode (rule D-TOP). A parallel mode p(w1), where w1 is
a principal set, can delegate computation to another parallel
mode mode p(w2) only if all the principals in w2 are present at
the time of delegation, i.e. w2 ⊆ w1. The rule D-PAR enforces
this check by typing w2 with the ν ⊆ w1 refinement. Finally,
principals in parallel mode can begin a secure computation,
rule D-SEC again uses refinements to check this delegation.
WYSTERIA does not permit further delegation in secure blocks
since the implementation of secure blocks is a monolithic
computation over boolean circuits, and lacks the concept of
delegation. Hence, both rule D-PAR and rule D-SEC insist that
the current mode is a parallel one.

Expression typing: The top of Figure 4 gives the typing
judgement for expressions, written Γ �M e : τ ; � and read
under Γ at mode M , the expression e has type τ and effects �.

The rules T-FST and T-SND are standard. Rule T-CASE
is mostly standard, except for two details. First, the rule
concantenates the effects of both branches in the final effect

Type SystemΓ⊢M e : τ ; ε
M ::= sec(w) | par(w)
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Γ �M e : τ ; � (Expression typing: “Under Γ, expression e has type τ , and may be run at M . ”)

T-FST
Γ �M v : τ1 × τ2

Γ �M fst (v) : τ1; .

T-SND
Γ �M v : τ1 × τ2

Γ �M snd (v) : τ2; .

T-CASE
(M = p(_) ∧ � = M) ∨ (τ IsFO)

Γ �M v : τ1 + τ2
Γ, xi :M τi �M ei : τ ; �i

Γ �M case (v , x1.e1, x2.e2) : τ ; �, �1, �2

T-APP
M = s(_) ⇒ τ IsFO Γ �app

M ẽ : τ ; �

Γ �M ẽ : τ ; �

T-LET
M = m(_) N = _(w)

Γ � M ✄N Γ �N e1 : τ1; �1
Γ, x :m(w) τ1 �M e2 : τ2; �2 Γ �M τ2

Γ �M let x N
= e1 in e2 : τ2;N, �1, ��2�ΓM

T-FIX
M = p(_) Γ � M ✄ �

Γ, x :M (y:τ1
�→ τ2) �M e : (y:τ1

�→ τ2); �

Γ �M fix x : (y:τ1
�→ τ2).e : (y:τ1

�→ τ2); �,M

T-ARRAY
M = p(_)

Γ �M v1 : nat Γ �M v2 : τ

Γ �M array v1 v2 : Array τ ; .

T-SELECT
Γ �M v1 : Array τ Γ �M v2 : nat

Γ �M select v1 v2 : τ ; .

T-UPDATE
M = p(_)

mode(v1,Γ) = M Γ �M v1 : Array τ
Γ �M v2 : nat Γ �M v3 : τ

Γ �M update v1 v2 v3 : unit; .

T-WIRE
m = s ⇒ τ IsFO

τ IsFlat Γ �p(w2) w1 : ps (ν ⊆ w2)
Γ �m(w1) v : τ

Γ �m(w2) wirew1 (v) : Ww1 τ ; .

T-WPROJ
m = p ⇒ φ = (ν = w1)
m = s ⇒ φ = (ν ⊆ w1)
Γ �m(w1) v : Ww2 τ

Γ �p(w1) w2 : ps (φ ∧ singl(ν))
Γ �m(w1) v [w2] : τ ; .

T-WIREUN
Γ �M v1 : Ww1 τ Γ �M v2 : Ww2 τ

Γ �M v1 ++ v2 : W (w1 ∪ w2) τ ; .

T-WFOLD
M = s(_)

τ2 IsFO φ = (ν ⊆ w ∧ singl(ν))
Γ �M v1 : Ww τ Γ �M v2 : τ2
Γ �app

M ẽ : τ2
.→ ps φ

.→ τ
.→ τ2; .

Γ �M wfoldw (v1, v2, ẽ) : τ2; .

T-WAPP
M = p(_) Γ �M v1 : Ww τ1

Γ �M v2 : Ww (τ1
.→ τ2)

Γ �M wappw (v1, v2) : Ww τ2; .

T-WAPS
M = s(_) τ2 IsFO

Γ �M v1 : Ww τ1 Γ �M v2 : τ1
.→ τ2

Γ �M wapsw (v1, v2) : Ww τ2; .

T-WCOPY
M = p(w1) Γ �M w2 : ps (ν ⊆ w1)

Γ �p(w2) v : Ww2 τ

Γ �M wcopyw2
v : Ww2 τ ; .

T-MAKESH
M = s(w)

τ IsFO τ IsFlat Γ �M v : τ

Γ �M makesh v : Shw τ ; .

T-COMBSH
M = s(w) Γ �M v : Shw τ

Γ �M combsh v : τ ; .

Γ �app

M ẽ : τ ; � (Application typing)

TA-LAM
Γ �M τ Γ, x :M τ �M e : τ1; �

Γ �app

M λx : τ.e : (x :τ
�→ τ1); .

TA-VAR
Γ �M x : τ

Γ �app

M x : τ ; .

TA-APP
Γ �app

M ẽ : x :τ1
�→ τ2; �1

Γ �M v : τ1 Γ � M ✄ �[v/x ]

Γ �app

M ẽ v : τ2[v/x ]; �1, �[v/x ]

Fig. 4. Expression typing judgements.

within the rule’s conclusion, meaning that to run, the case
expression requires the capability to perform either branch and
its effects. The second detail concerns secure blocks, where
the premise (M = p(_) ∧ � = M) ∨ (τ IsFO) enforces that
either the case expression is only available in parallel mode,
and carries an effect � reflecting this fact, or the type returned
by the branches must be first order (viz., not a function) to
ensure that all control flow in secure blocks is oblivious to the
particular values used in the computation; higher-order values
would violate this property.

The rule T-APP checks a function application using the
ancillary judgement Γ �app

M ẽ : τ ; �, given at the bottom of the
figure, which can be read under Γ at mode M , the application
expression ẽ has type τ and effects �. Recall that the special
application form ẽ allows curried functions to be applied to a
contiguous series of arguments; for secure blocks, the premise
M = s(_) ⇒ τ IsFO insists that the result of the application be
first order, and thus disallows partial function application (i.e.,
when some but not all the arguments are provided). Of the three

rules for application typing, the first two check the head cases
(i.e., either a lambda or a variable), and the third rule checks
an actual application. The rule TA-LAM is the standard rule
for typing a dependently typed, effectful function: the variable
x may be bound in τ1 and the effect � of the function body
appears on the arrow. The rule TA-VAR is standard. Rule TA-
APP checks the case where an application head (i.e., a function)
is applied to an argument value. In the presence of dependent
types, the effect and final type of the arrow can refer to x, the
name of its argument value. In the conclusion, we resolve these
dependencies on x in τ2 and � via substitution of the argument
v, as is standard. Finally, we check that the current mode is
able to perform the effects of the applied function.

The rule T-LET enriches the standard rule for let-binding
with several details. First, the rule checks that the delegation is
legal using the delegation judgement described above (premise
Γ � M ✄ N ). Second, the rule checks the second sub-term
with the let-bound variable x bound in mode m(w). This mode
consists of the outer modal operator m and the delegated party

Γ �M v : τ (Value typing)

T-VAR
x :M τ ∈ Γ
Γ �M τ

Γ �M x : τ

T-UNIT

Γ �M () : unit

T-INJ
Γ �M v : τi
j ∈ {1, 2}
τj IsFlat

Γ �M inji v : τ1 + τ2

T-PROD
Γ �M vi : τi

Γ �M (v1, v2) : τ1 × τ2

T-PRINC

Γ �M p : ps (ν = {p})

T-PSONE
Γ �M w : ps (singl(ν))

Γ �M {w} : ps (ν = {w})

T-PSUNION
Γ �M wi : ps φi

Γ �M w1 ∪ w2 : ps (ν = w1 ∪ w2)

T-PSVAR
Γ �M x : ps φ

Γ �M x : ps (ν = x)

T-MSUB
Γ �M x : τ
Γ � M ✄N

N = s(_) ⇒ τ IsSecIn

Γ �N x : τ

T-SUB
Γ �M v : τ1
Γ �M τ1 <: τ

Γ �M v : τ

Fig. 2. Value typing judgement.

Γ �M τ1 <: τ2 (Subtyping)

S-REFL

Γ �M τ <: τ

S-TRANS
Γ �M τ1 <: τ2
Γ �M τ2 <: τ3

Γ �M τ1 <: τ3

S-SUM
Γ �M τi <: τ �i

Γ �M τ1 + τ2 <: τ �1 + τ �2

S-PROD
Γ �M τi <: τ �i

Γ �M τ1 × τ2 <: τ �1 × τ �2

S-PRINCS
�Γ� � φ1 ⇒ φ2

Γ �M ps φ1 <: ps φ2

S-WIRE
Γ �M w2 : ps (ν ⊆ w1)

Γ �M τ1 <: τ2

Γ �M Ww1 τ1 <: Ww2 τ2

S-ARRAY
Γ �M τ1 <: τ2
Γ �M τ2 <: τ1

Γ �M Array τ1 <: Array τ2

S-SHARE
Γ �M w2 : ps (ν = w1)

Γ �M τ1 <: τ2
Γ �M τ2 <: τ1

Γ �M Shw1 τ1 <: Shw2 τ2

S-ARROW
Γ �M τ �1 <: τ1
Γ �M τ2 <: τ �2

Γ �M τ1
�→ τ2 <: τ �1

�→ τ �2

Γ � M ✄N (Mode M can delegate to mode N )

D-REFL

Γ � M ✄M

D-TOP

Γ � �✄M

D-PAR
Γ �p(w1) w2 : ps (ν ⊆ w1)

Γ � p(w1)✄ p(w2)

D-SEC
Γ �p(w1) w2 : ps (ν = w1)

Γ � p(w1)✄ s(w2)

Fig. 3. Subtyping and delegation judgements.

can be compiled to a boolean circuit in our implementation. In
this section, we present the typing rules, and show how these
invariants are maintained.

Value typing: Figure 2 shows the value typing judgement
Γ �M v : τ , read as under Γ and in current mode M , value v
has type τ . Variable bindings in Γ have the form x :M τ where
τ is x ’s type, as usual, and M is the mode in which it was
defined. Rule rule T-VAR looks up the binding of x in Γ, and
matches the mode M in the binding to the current mode. It

uses an auxiliary judgement for type well-formedness, Γ �M τ ,
which enforces invariants like, for a wire bundle type Ww τ ,
w should have a ps φ type. We do not show the judgement here
for space reasons (see the technical report). The rule T-INJ uses
another auxiliary judgement τ IsFlat which holds for types τ
that lack wire bundles and shares (once again see the technical
report). WYSTERIA disallows wire bundles and shares in sum
values, since it hides their precise sizes; the size information
of wires and shares is required for boolean circuit generation.
The rules rules T-PROD, T-PRINC, T-SPRINCS, T-PSUNION,
and T-PSVAR are standard.

Subtyping: Rule T-SUB is the (declarative) subsumption rule,
and permits giving a value of type τ1 the type τ if the τ
is a subtype of τ1. More precisely, the subtyping judgement
Γ �M τ1 <: τ2 is read as under Γ and in current mode M ,
type τ1 is a subtype of τ2. The rules for this judgement are given
at the top of Figure 3. Rules S-REFL, S-TRANS, S-SUM, S-
PROD, S-ARRAY, and S-ARROW are standard. Rule S-PRINCS
offloads reasoning about refinements to an auxillary judgement
written �Γ� � φ1 ⇒ φ2, which reads assuming variables in Γ
satisfy their refinements, the refinement φ1 entails φ2. We elide
the details of this ancillary judgement, as it can be realized with
an SMT solver like Z3 [25]; we describe further details of our
implementation in Section VII. For wire bundles, the domain
of the supertype, a principal set, must be a subset of domain
of the subtype, i.e. type Ww1 τ1 is a subtype of Ww2 τ2 if
w2 ⊆ w1, and τ1 <: τ2 (rule S-WIRE). Rule S-SHARE is similar
but requires τ1 and τ2 to be invariant since circuit generation
requires an fixed size (in bits) for the shared value.

Delegations: The value typing rule T-MSUB is used to permit
reading a variable while in a mode N though the variable was
bound in mode M . This is permitted if τ IsSecIn (where τ
is the variable’s type) and Γ � M ✄N , which is read as under
type environment Γ, mode M can delegate computation to mode
N . The former condition enforces that variables accessible in
secure blocks have types that are first-order, and thus encodable
as bit strings whose lengths are determined by their types (e.g.,
function types do not enjoy this property, and are thus excluded).
The delegation judgement is defined at the bottom of Figure 3.
The rule D-REFL type checks the trivial delegation of mode
M to itself. The special mode �, that we use to type check
generic library code written in WYSTERIA, can delegate to
any mode (rule D-TOP). A parallel mode p(w1), where w1 is
a principal set, can delegate computation to another parallel
mode mode p(w2) only if all the principals in w2 are present at
the time of delegation, i.e. w2 ⊆ w1. The rule D-PAR enforces
this check by typing w2 with the ν ⊆ w1 refinement. Finally,
principals in parallel mode can begin a secure computation,
rule D-SEC again uses refinements to check this delegation.
WYSTERIA does not permit further delegation in secure blocks
since the implementation of secure blocks is a monolithic
computation over boolean circuits, and lacks the concept of
delegation. Hence, both rule D-PAR and rule D-SEC insist that
the current mode is a parallel one.

Expression typing: The top of Figure 4 gives the typing
judgement for expressions, written Γ �M e : τ ; � and read
under Γ at mode M , the expression e has type τ and effects �.

The rules T-FST and T-SND are standard. Rule T-CASE
is mostly standard, except for two details. First, the rule
concantenates the effects of both branches in the final effect

Standard stuff 
(datatypes and higher-order functions)

Standard stuff (function application)

Shares (intro & elim rules)

mode composition parallel-mode loops array (intro)

array read array write wire (intro)

Wire elim forms 
(projection, folding, mapping)

Sub-typing:
Refinement 
implication

Delegation

Values: 
Standard stuff + 

Principal 
sets

Type SystemΓ⊢M e : τ ; ε
M ::= sec(w) | par(w)
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Single-threaded Semantics
C1 −→ C2 Configuration stepping: “Configuration C1 steps to C2”

STPC-LOCAL M{σ1;κ;ψ1; e1} −→ M{σ2;κ;ψ2; e2} when σ1;ψ1; e1
M−→ σ2;ψ2; e2

STPC-LET M{σ;κ;ψ; let x = e1 in e2} −→ M{σ;κ :: �M ;ψ; x .e2� ;ψ; e1}

STPC-DELPAR p(w1 ∪ w2){σ;κ;ψ; let x p(w�)
= e1 in e2} −→ p(w2){σ;κ :: �p(w1 ∪ w2);ψ; x .e2� ;ψ; e1} when ψ(w �) = w2

STPC-DELSEC m(w){σ;κ;ψ; let x s(w�)
= e1 in e2} −→ m(w){σ;κ :: �m(w);ψ; x .e2� ;ψ; securew� (e1)}

STPC-SECENTER m(w){σ;κ;ψ; securew (e)} −→ s(w){σ;κ;ψ; e}
STPC-POPSTK N{σ;κ :: �M ;ψ1; x .e� ;ψ2; v} −→ M{σ;κ;ψ1{x �→m(w) ψ2(v)}; e} when M = m(_) and N = _(w)

σ1;ψ1; e1
M−→ σ2;ψ2; e2 Local stepping: “Under store σ1 and environment ψ1, expression e1 steps at mode M to σ2, ψ2 and e2”

STPL-CASE σ;ψ; case (v , x1.e1, x2.e2)
M−→ σ;ψ{xi �→M v �}; ei when ψ(v) = inji v �

STPL-FST σ;ψ; fst (v) M−→ σ;ψ; v1 when ψ(v) = (v1, v2)

STPL-SND σ;ψ; snd (v)
M−→ σ;ψ; v2 when ψ(v) = (v1, v2)

STPL-APP σ;ψ1; ẽ
M−→ σ;ψ2; e when ψ1; ẽ

M−→app ψ2; e

STPL-FIX σ;ψ; fix f .λx .e p(w)−→ σ;ψ�; e when ψ� = ψ{f �→p(w) clos (ψ; fix f .λx .e)}
STPL-ARRAY σ;ψ; array v1 v2

M−→ σ{� :M wk};ψ; � when ψ(v1) = k , ψ(v2) = w and nextM (σ) = �

STPL-SELECT σ;ψ; select v1 v2
M−→ σ;ψ;wi when ψ(v1) = �, ψ(v2) = i , 0 ≤ i ≤ k and σ(�) = w0, .. ,wk

STPL-SEL-ERR σ;ψ; select v1 v2
M−→ σ;ψ; error when ψ(v1) = �, ψ(v2) = i , i < 0 ∨ k < i and σ(�) = w0, .. ,wk

STPL-UPDATE σ;ψ; update v1 v2 v3
M−→ σ�;ψ;() when ψ(v1) = �, ψ(v2) = i , ψ(v3) = w �

i and σ� = σ{� :M w �
0, .. ,w

�
k}

and 0 ≤ i ≤ k , wi = w �
i for i �= j and σ(�) = w0, .. ,wk

STPL-UPD-ERR σ;ψ; update v1 v2 v3
M−→ σ;ψ; error when ψ(v1) = �, ψ(v2) = i , i < 0 ∨ k < i and σ(�) = w0, .. ,wk

STPL-MAKESH σ;ψ;makesh v
s(w)−→ σ;ψ; shw v � when ψ(v) = v �

STPL-COMBSH σ;ψ; combsh v
s(w)−→ σ;ψ; v when ψ(v) = (shw v)

STPL-WIRE σ;ψ;wirew (v)
M−→ σ;ψ; {|ψ(v)|}wires

ψ(w) where {|v |}wires
w1∪w2

= {|v |}wires
w1

++ {|v |}wires
w2

STPL-WCOPY σ;ψ;wcopywv
M−→ σ;ψ; v and {|v |}wires

{p} = {p : v} and {|v |}wires
· = ·

STPL-PARPROJ σ;ψ; v1[v2]
p({p})−→ σ;ψ; v � when ψ(v2) = p and ψ(v1) = {p : v �} ++ w �

STPL-SECPROJ σ;ψ; v1[v2]
s({p}∪w)−→ σ;ψ; v � when ψ(v2) = p and ψ(v1) = {p : v �} ++ w �

STPL-WAPP1 σ;ψ;wappw (v1, v2)
M−→ σ;ψ; · when ψ(w) = ·

STPL-WAPP2 σ;ψ;wappw (v1, v2)
M−→ σ;ψ; e when ψ(w) = {p} ∪ w �

where e = (let z1
p({p})
= v1[p] in let z2

p({p})
= v2[p] in let z3

p({p})
= z2 z1 in let z4 = wappw� (v1, v2) in ((wire{p}(z3)) ++ z4))

STPL-WAPS1 σ;ψ;wapsw (v1, v2)
M−→ σ;ψ; · when ψ(w) = ·

STPL-WAPS2 σ;ψ;wapsw (v1, v2)
M−→ σ;ψ; e when ψ(w) = {p} ∪ w �

where e = (let z1 = v1[p] in let z2 = v2 z1 in let z3 = wapsw� (v1, v2) in ((wire{p}(z2)) ++ z3))

STPL-WFOLD1 σ;ψ;wfoldw (v1, v2, v3)
M−→ σ;ψ; v2 when ψ(w) = ·

STPL-WFOLD2 σ;ψ;wfoldw (v1, v2, v3)
M−→ σ;ψ; e when ψ(w) = {p} ∪ w �

where e = (let z1 = v1[p] in let z2 = v3 v2 p z1 in wfoldw� (v1, z2, v3))

ψ1; ẽ
M−→app ψ2; e Application stepping: “Under environment ψ1 application ẽ steps at mode M to ψ2 and e”

STPA-LAMBDA ψ;λx .e
M−→app ψ;λx .e

STPA-CLOS ψ; x
M−→app ψ�;λx .e when ψ(x) = clos (ψ�;λx .e)

STPA-APPLY ψ1; ẽ v
M−→app ψ2{x �→M v �}; e when ψ1; ẽ

M−→app ψ2;λx .e and ψ1(v) = v �

Fig. 5. λWy: operational semantics of single-threaded configurations

These consist of single-principal wire bundles {p : v}, wire
bundle concatenation v1 ++ v2, array locations �, and closures.

Our “environment-passing” semantics (in contrast to a
semantics based on substitution) permits us to directly recover
the multi-threaded view of each principal in the midst of
single-threaded execution. Later, we exploit this ability to
show that the single and multi-threaded semantics enjoy a
precise correspondence. If we were to substitute values for
variables directly into the program text these distinct views of
the program’s state would either be lost completely, or at the

least, more tedious to recover.

Figure 5 gives the single-threaded semantics in the form of
three judgements. The main judement C1 −→ C2 is located at
the figure’s top and can be read as saying configuration C1 steps
to C2. Configuration stepping uses two ancillary judgements
for local stepping (middle in figure) and function applica-
tion (bottommost in figure). The local stepping judgement
σ1;ψ1; e1

M−→ σ2;ψ2; e2 covers all (common) cases where
neither the stack nor the mode of the configuration change.
This judgement can be read as under store σ1 and environment

C1 → C2

M ::= sec(w) | par(w)
C ::= M{σ;κ;ψ;e}

store
stack
environment
program counter
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Multi-Threaded Semantics
Γ �M e : τ ; � (Expression typing: “Under Γ, expression e has type τ , and may be run at M . ”)

T-FST
Γ �M v : τ1 × τ2

Γ �M fst (v) : τ1; .

T-SND
Γ �M v : τ1 × τ2

Γ �M snd (v) : τ2; .

T-CASE
(M = p(_) ∧ � = M) ∨ (τ IsFO)

Γ �M v : τ1 + τ2
Γ, xi :M τi �M ei : τ ; �i

Γ �M case (v , x1.e1, x2.e2) : τ ; �, �1, �2

T-APP
M = s(_) ⇒ τ IsFO Γ �app

M ẽ : τ ; �

Γ �M ẽ : τ ; �

T-LET
M = m(_) N = _(w)

Γ � M ✄N Γ �N e1 : τ1; �1
Γ, x :m(w) τ1 �M e2 : τ2; �2 Γ �M τ2

Γ �M let x N
= e1 in e2 : τ2;N, �1, ��2�ΓM

T-FIX
M = p(_) Γ � M ✄ �

Γ, x :M (y:τ1
�→ τ2) �M e : (y:τ1

�→ τ2); �

Γ �M fix x : (y:τ1
�→ τ2).e : (y:τ1

�→ τ2); �,M

T-ARRAY
M = p(_)

Γ �M v1 : nat Γ �M v2 : τ

Γ �M array v1 v2 : Array τ ; .

T-SELECT
Γ �M v1 : Array τ Γ �M v2 : nat

Γ �M select v1 v2 : τ ; .

T-UPDATE
M = p(_)

mode(v1,Γ) = M Γ �M v1 : Array τ
Γ �M v2 : nat Γ �M v3 : τ

Γ �M update v1 v2 v3 : unit; .

T-WIRE
m = s ⇒ τ IsFO

τ IsFlat Γ �p(w2) w1 : ps (ν ⊆ w2)
Γ �m(w1) v : τ

Γ �m(w2) wirew1 (v) : Ww1 τ ; .

T-WPROJ
m = p ⇒ φ = (ν = w1)
m = s ⇒ φ = (ν ⊆ w1)
Γ �m(w1) v : Ww2 τ

Γ �p(w1) w2 : ps (φ ∧ singl(ν))
Γ �m(w1) v [w2] : τ ; .

T-WIREUN
Γ �M v1 : Ww1 τ Γ �M v2 : Ww2 τ

Γ �M v1 ++ v2 : W (w1 ∪ w2) τ ; .

T-WFOLD
M = s(_)

τ2 IsFO φ = (ν ⊆ w ∧ singl(ν))
Γ �M v1 : Ww τ Γ �M v2 : τ2
Γ �app

M ẽ : τ2
.→ ps φ

.→ τ
.→ τ2; .

Γ �M wfoldw (v1, v2, ẽ) : τ2; .

T-WAPP
M = p(_) Γ �M v1 : Ww τ1

Γ �M v2 : Ww (τ1
.→ τ2)

Γ �M wappw (v1, v2) : Ww τ2; .

T-WAPS
M = s(_) τ2 IsFO

Γ �M v1 : Ww τ1 Γ �M v2 : τ1
.→ τ2

Γ �M wapsw (v1, v2) : Ww τ2; .

T-WCOPY
M = p(w1) Γ �M w2 : ps (ν ⊆ w1)

Γ �p(w2) v : Ww2 τ

Γ �M wcopyw2
v : Ww2 τ ; .

T-MAKESH
M = s(w)

τ IsFO τ IsFlat Γ �M v : τ

Γ �M makesh v : Shw τ ; .

T-COMBSH
M = s(w) Γ �M v : Shw τ

Γ �M combsh v : τ ; .

Γ �app

M ẽ : τ ; � (Application typing)

TA-LAM
Γ �M τ Γ, x :M τ �M e : τ1; �

Γ �app

M λx : τ.e : (x :τ
�→ τ1); .

TA-VAR
Γ �M x : τ

Γ �app

M x : τ ; .

TA-APP
Γ �app

M ẽ : x :τ1
�→ τ2; �1

Γ �M v : τ1 Γ � M ✄ �[v/x ]

Γ �app

M ẽ v : τ2[v/x ]; �1, �[v/x ]

Fig. 4. Expression typing judgements.

within the rule’s conclusion, meaning that to run, the case
expression requires the capability to perform either branch and
its effects. The second detail concerns secure blocks, where
the premise (M = p(_) ∧ � = M) ∨ (τ IsFO) enforces that
either the case expression is only available in parallel mode,
and carries an effect � reflecting this fact, or the type returned
by the branches must be first order (viz., not a function) to
ensure that all control flow in secure blocks is oblivious to the
particular values used in the computation; higher-order values
would violate this property.

The rule T-APP checks a function application using the
ancillary judgement Γ �app

M ẽ : τ ; �, given at the bottom of the
figure, which can be read under Γ at mode M , the application
expression ẽ has type τ and effects �. Recall that the special
application form ẽ allows curried functions to be applied to a
contiguous series of arguments; for secure blocks, the premise
M = s(_) ⇒ τ IsFO insists that the result of the application be
first order, and thus disallows partial function application (i.e.,
when some but not all the arguments are provided). Of the three

rules for application typing, the first two check the head cases
(i.e., either a lambda or a variable), and the third rule checks
an actual application. The rule TA-LAM is the standard rule
for typing a dependently typed, effectful function: the variable
x may be bound in τ1 and the effect � of the function body
appears on the arrow. The rule TA-VAR is standard. Rule TA-
APP checks the case where an application head (i.e., a function)
is applied to an argument value. In the presence of dependent
types, the effect and final type of the arrow can refer to x, the
name of its argument value. In the conclusion, we resolve these
dependencies on x in τ2 and � via substitution of the argument
v, as is standard. Finally, we check that the current mode is
able to perform the effects of the applied function.

The rule T-LET enriches the standard rule for let-binding
with several details. First, the rule checks that the delegation is
legal using the delegation judgement described above (premise
Γ � M ✄ N ). Second, the rule checks the second sub-term
with the let-bound variable x bound in mode m(w). This mode
consists of the outer modal operator m and the delegated party

Γ �M v : τ (Value typing)

T-VAR
x :M τ ∈ Γ
Γ �M τ

Γ �M x : τ

T-UNIT

Γ �M () : unit

T-INJ
Γ �M v : τi
j ∈ {1, 2}
τj IsFlat

Γ �M inji v : τ1 + τ2

T-PROD
Γ �M vi : τi

Γ �M (v1, v2) : τ1 × τ2

T-PRINC

Γ �M p : ps (ν = {p})

T-PSONE
Γ �M w : ps (singl(ν))

Γ �M {w} : ps (ν = {w})

T-PSUNION
Γ �M wi : ps φi

Γ �M w1 ∪ w2 : ps (ν = w1 ∪ w2)

T-PSVAR
Γ �M x : ps φ

Γ �M x : ps (ν = x)

T-MSUB
Γ �M x : τ
Γ � M ✄N

N = s(_) ⇒ τ IsSecIn

Γ �N x : τ

T-SUB
Γ �M v : τ1
Γ �M τ1 <: τ

Γ �M v : τ

Fig. 2. Value typing judgement.

Γ �M τ1 <: τ2 (Subtyping)

S-REFL

Γ �M τ <: τ

S-TRANS
Γ �M τ1 <: τ2
Γ �M τ2 <: τ3

Γ �M τ1 <: τ3

S-SUM
Γ �M τi <: τ �i

Γ �M τ1 + τ2 <: τ �1 + τ �2

S-PROD
Γ �M τi <: τ �i

Γ �M τ1 × τ2 <: τ �1 × τ �2

S-PRINCS
�Γ� � φ1 ⇒ φ2

Γ �M ps φ1 <: ps φ2

S-WIRE
Γ �M w2 : ps (ν ⊆ w1)

Γ �M τ1 <: τ2

Γ �M Ww1 τ1 <: Ww2 τ2

S-ARRAY
Γ �M τ1 <: τ2
Γ �M τ2 <: τ1

Γ �M Array τ1 <: Array τ2

S-SHARE
Γ �M w2 : ps (ν = w1)

Γ �M τ1 <: τ2
Γ �M τ2 <: τ1

Γ �M Shw1 τ1 <: Shw2 τ2

S-ARROW
Γ �M τ �1 <: τ1
Γ �M τ2 <: τ �2

Γ �M τ1
�→ τ2 <: τ �1

�→ τ �2

Γ � M ✄N (Mode M can delegate to mode N )

D-REFL

Γ � M ✄M

D-TOP

Γ � �✄M

D-PAR
Γ �p(w1) w2 : ps (ν ⊆ w1)

Γ � p(w1)✄ p(w2)

D-SEC
Γ �p(w1) w2 : ps (ν = w1)

Γ � p(w1)✄ s(w2)

Fig. 3. Subtyping and delegation judgements.

can be compiled to a boolean circuit in our implementation. In
this section, we present the typing rules, and show how these
invariants are maintained.

Value typing: Figure 2 shows the value typing judgement
Γ �M v : τ , read as under Γ and in current mode M , value v
has type τ . Variable bindings in Γ have the form x :M τ where
τ is x ’s type, as usual, and M is the mode in which it was
defined. Rule rule T-VAR looks up the binding of x in Γ, and
matches the mode M in the binding to the current mode. It

uses an auxiliary judgement for type well-formedness, Γ �M τ ,
which enforces invariants like, for a wire bundle type Ww τ ,
w should have a ps φ type. We do not show the judgement here
for space reasons (see the technical report). The rule T-INJ uses
another auxiliary judgement τ IsFlat which holds for types τ
that lack wire bundles and shares (once again see the technical
report). WYSTERIA disallows wire bundles and shares in sum
values, since it hides their precise sizes; the size information
of wires and shares is required for boolean circuit generation.
The rules rules T-PROD, T-PRINC, T-SPRINCS, T-PSUNION,
and T-PSVAR are standard.

Subtyping: Rule T-SUB is the (declarative) subsumption rule,
and permits giving a value of type τ1 the type τ if the τ
is a subtype of τ1. More precisely, the subtyping judgement
Γ �M τ1 <: τ2 is read as under Γ and in current mode M ,
type τ1 is a subtype of τ2. The rules for this judgement are given
at the top of Figure 3. Rules S-REFL, S-TRANS, S-SUM, S-
PROD, S-ARRAY, and S-ARROW are standard. Rule S-PRINCS
offloads reasoning about refinements to an auxillary judgement
written �Γ� � φ1 ⇒ φ2, which reads assuming variables in Γ
satisfy their refinements, the refinement φ1 entails φ2. We elide
the details of this ancillary judgement, as it can be realized with
an SMT solver like Z3 [25]; we describe further details of our
implementation in Section VII. For wire bundles, the domain
of the supertype, a principal set, must be a subset of domain
of the subtype, i.e. type Ww1 τ1 is a subtype of Ww2 τ2 if
w2 ⊆ w1, and τ1 <: τ2 (rule S-WIRE). Rule S-SHARE is similar
but requires τ1 and τ2 to be invariant since circuit generation
requires an fixed size (in bits) for the shared value.

Delegations: The value typing rule T-MSUB is used to permit
reading a variable while in a mode N though the variable was
bound in mode M . This is permitted if τ IsSecIn (where τ
is the variable’s type) and Γ � M ✄N , which is read as under
type environment Γ, mode M can delegate computation to mode
N . The former condition enforces that variables accessible in
secure blocks have types that are first-order, and thus encodable
as bit strings whose lengths are determined by their types (e.g.,
function types do not enjoy this property, and are thus excluded).
The delegation judgement is defined at the bottom of Figure 3.
The rule D-REFL type checks the trivial delegation of mode
M to itself. The special mode �, that we use to type check
generic library code written in WYSTERIA, can delegate to
any mode (rule D-TOP). A parallel mode p(w1), where w1 is
a principal set, can delegate computation to another parallel
mode mode p(w2) only if all the principals in w2 are present at
the time of delegation, i.e. w2 ⊆ w1. The rule D-PAR enforces
this check by typing w2 with the ν ⊆ w1 refinement. Finally,
principals in parallel mode can begin a secure computation,
rule D-SEC again uses refinements to check this delegation.
WYSTERIA does not permit further delegation in secure blocks
since the implementation of secure blocks is a monolithic
computation over boolean circuits, and lacks the concept of
delegation. Hence, both rule D-PAR and rule D-SEC insist that
the current mode is a parallel one.

Expression typing: The top of Figure 4 gives the typing
judgement for expressions, written Γ �M e : τ ; � and read
under Γ at mode M , the expression e has type τ and effects �.

The rules T-FST and T-SND are standard. Rule T-CASE
is mostly standard, except for two details. First, the rule
concantenates the effects of both branches in the final effect

π1 −→ π2 Protocol stepping: “Protocol π1 steps to π2”

STPP-PRIVATE p {σ1;κ1;ψ1; e1} −→ p {σ2;κ2;ψ2; e2} when p({p}){σ1;κ1;ψ1; e1} −→ p({p}){σ2;κ2;ψ2; e2}

STPP-PRESENT p

�
σ;κ;ψ; let x p(w)

= e1 in e2

�
−→ p {σ;κ;ψ; let x = e1 in e2} when {p} ⊆ ψ(w)

STPP-ABSENT p

�
σ;κ;ψ; let x p(w)

= e1 in e2

�
−→ p {σ;κ;ψ; let x = � in e2} when {p} �⊆ ψ(w)

STPP-FRAME π1 · π2 −→ π�
1 · π2 when π1 −→ π�

1

STPP-SECBEGIN ε −→ s(·w ) {·; ·; ·; e}

STPP-SECENTER s(w1
w2 ) {σ; ·;ψ; e} · p {σ�;κ;ψ�; securew2 (e)} −→ s(w1∪{p}

w2 ) {σ ◦ σ�; ·;ψ ◦ ψ�; e} · p {σ�;κ; ·;wait}
STPP-SECSTEP s(ww ) {σ1;κ1;ψ1; e1} −→ s(ww ) {σ2;κ2;ψ2; e2} when s(w){σ1;κ1;ψ1; e1} −→ s(w){σ2;κ2;ψ2; e2}

STPP-SECLEAVE s(w1∪{p}
w2 ) {σ�; ·;ψ; v} · p {σ;κ; ·;wait} −→ s(w1

w2 ) {σ�; ·;ψ; v} · p {σ;κ;ψ�; v} when slicep(ψ) ❀ ψ�

STPP-SECEND s(·w2
) {σ; ·;ψ; v} −→ ε

Fig. 6. λWy: operational semantics of multi-threaded target protocols

waiting for their result. Both varieties of agents consist of a
store, stack, environment and expression—the same components
as the single-threaded configurations described above. We
note that in the rules discussed below, we treat protocols as
commutative monoids, meaning that the order of composition
does not matter, and that empty protocols can be freely added
and removed without changing the meaning.

Figure 6 defines the stepping judgement for protocols
π1 −→ π2, read as protocol π1 steps to protocol π2. Rule
STPP-PRIVATE steps principal p’s computing agent in mode
p({p}) according to the single-threaded semantics. We note
that this rule covers nearly all parallel mode code, by virtue of
parallel mode meaning “each principal does the same thing in
parallel.” However, because the mode used in STPP-PRIVATE
is a singleton principal, the rule cannot perform actions that the
single-threaded semantics attributes to non-singleton principal
sets. There are two instances: multi-party parallel delegation (it
cannot use STPC-DELPAR), and entrance into secure blocks (it
cannot use STPC-SECENTER). As such, the other rules redefine
the meaning of parallel and secure blocks.

Parallel delegation reduces by case analysis on the agent’s
principal p. Rule STPP-PRESENT simplifies a parallel block
into an ordinary let-binding, in the case that p is a member
of the delegated set. Rule STPP-ABSENT simplifies a parallel
block into a let-binding where the first-subexpression is the
special value �, pronounced “unknown”.

To see the effect of these rules, consider the following code,
which is like the millionaires’ example we considered earlier.

let x1
p({Alice})

= read () in
let x2

p({Bob})
= read () in

let x3 = (wire{Alice}(x1)) ++ (wire{Bob}(x2)) in
let x4

s({Alice,Bob})
= x3[Alice] > x3[Bob] in

x4

To start, both Alice and Bob start running the program (call it e)
in protocol Alice {·; ·; ·; e} ·Bob {·; ·; ·; e}. Consider evaluation
for Bob’s portion. The protocol will take a step according to
STPP-ABSENT (via STPP-FRAME) since the first let binding
is for Alice (so Bob is not permitted to see the result). Next,
STPP-PRIVATE will bind x1 to � in ψ (due to STPC-POPSTK),
at which point we can use STPP-PRESENT to call read () and
bind x2 to whatever is read from Bob’s console; suppose it is

5. Then, Bob will construct the wire bundle x3, where Alice’s
value x1 is � and Bob’s value x2 is 5. At the same time, Alice
will evaluate her portion of the protocol similarly, eventually
producing a wire bundle where her value for x1 is whatever
was read in (6, say), and Bob’s value for x2 is �. (Of course,
up to this point each of the steps of one party might have been
interleaved with steps of the other.) The key is that elements
of the joint protocol that are private to one party are in fact
hidden from the other due to the use of �. Now, both are
nearly poised to delegate to a secure block.

Secure delegation reduces in a series of phases that involve
multi-agent coordination. In the first phase, the principal agents
involved in a secure block each reduce to a secure expression
securew (e), using STPC-DELSEC via STPP-PRIVATE. Note
that unlike STPC-DELPAR, since we do not enforce the side
condition that the party sets match, STPC-DELSEC can be used
in the case of a singleton principal set. At any point during
this process, rule STPP-BEGIN (nondeterministically) creates a
secure agent with a matching principal set w and expression e.
After which, each principal agent can enter their input into the
secure computation via STPP-SECENTER, upon which they
begin to wait, blocking until the secure block completes. Their
input takes the form of their current store σ and environment ψ,
which the rule combines with that of the secure agent. Once all
principals have entered their inputs into the secure agent, the
secure agent can step via STPP-SECSTEP. The secure agent
halts when its stack is empty and its program consists of a
value. Once halted, the secure block’s principals can leave with
the output value via STPP-SECLEAVE. As values may refer to
variables defined in the environment, each party receives the
slice of the secure block’s environment ψ that is relevant to him.
We elide the formal definition (see our technical report), but
intuitively, slicing for p leaves non-wire values in ψ untouched,
whereas for wire values only p’s component is retained.

Returning to our example execution, we can see that Bob
and Alice will step to secure{Alice,Bob}(e

�) (with the result
poised to be bound to x4 in both cases) where e � is x3[Alice] >
x3[Bob]. At this point we can begin a secure block for e �

using STPP-SECBEGIN and both Bob and Alice join up with
it using STPP-SECENTER. This causes their environments to
be merged, with the important feature that for wire bundles,
each party contributes his/her own value, and as such x3 in
the joined computation is bound to {Alice : 6} ++ {Bob : 5}.
Now the secure block performs this computation while Alice

π ::= ε | π1· π2 | A
A ::= single(p){σ;κ;ψ;e} 
    | secure(w1 / w2){σ;κ;ψ;e}

Protocols
Agents

π1→ π2

store
stack
environment
program counter
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Wysteria Meta Theory

• Theorem (Type soundness): 

•Well-typed programs make 
progress and preserve types

• Theorem (Synchrony): 

• Single- & Multi-threaded 
operational views agree
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Type Soundness
Theorem [Progress]:

Suppose Γ⊢ C1 : τ

then exists C2 such that C1 → C2

Theorem [Preservation]:

   Suppose Γ⊢ C1 : τ and that C1 → C2

   then Γ⊢ C2 : τ   
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Operational Synchrony

π1

C1 C2

π2

Single-
threaded

Multi-
threaded

*

“Slices to”
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Wysteria System: 
Preliminary Evaluation
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Prototype Implementation

Front-end
Parser

Type Checker

VM
SMC

Server

Z3

Public
Wysteria
program

Private I/O

Wysteria Client  (A)

B C D*SMC server 
currently uses 

GMW
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Implemented Examples
Application n - party? mixed?

Millionaire’s yes no

2nd-price auction yes no

2-round bidding yes yes

GPS yes no

Median 2-party yes

PSI 2-party yes

Card dealing yes yes
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Multi-party Examples
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Fig. 7. (a) n-party SMC examples. (b) Secure median vs mixed-mode median. (c) Secure PSI vs mixed-mode PSI for different density.

Private set intersection: In intersect , two principals compute
the intersection of their private sets. The set sizes are assumed
to be public knowledge. As with median, the intersect protocol
can be coded in two ways: a secure-only pairwise comparison
protocol performs n1 ×n2 comparisons inside the secure block
which result from the straight-line expansion of two nested
loops. Huang et. al. [7] propose two optimizations to this naive
pairwise comparison protocol. First, when a matching element
is found, the inner loop can be short circuited, avoiding its
remaining iterations. Second, once an index in the inner loop is
known to have a match, it need not be compared in the rest of
the computation. We refer the reader to their paper for further
explanation. We note that WYSTERIA allows programmers to
easily express these optimizations in the language, using built-in
primitives for expressing parallel-mode loops and arrays.

Figure 7(c) compares the secure-only and mixed-mode
versions of intersect . For the mixed-mode version, we consider
three different densities of matching elements: 0.5, 0.75, and
0.95 (where half, three-quaters, and 95% of the elements are
common). For the unoptimized version, these densities do not
affact performance, since it always executes all program paths,
performing comparisons for every pair of input elements. As
can be seen in the figure, as the density of matching elements
increases, the mixed-mode version is far more performant,
even for larger input sizes. By contrast, the optimization fails
to improve performance at lower densities, as the algorithm
starts to exhibit quadratic-time behavior (as in the secure-only
version).

All the examples presented here, and more, are given in
full in the Appendix of our supplemental technical report.

IX. RELATED WORK

Several research groups have looked at compiling high-level
language programs expressed involving multiple parties’ data
to secure protocols. Our work is distinguished from all of these
in several respects.

Support for multi-party (n > 2) computations: Our language
design has carefully considered support for secure computations
among more than two parties. Most prior work has focused
on the two-party case. Fairplay [17] compiles a garbled circuit
from a Pascal-like imperative program. The entry point to this
program is a function whose two arguments are players, which
are records defining each participant’s expected input and output
type. More recently, Holzer et al [18] developed a compiler
for program with a similarly specified entry point, but written
in (a subset of) ANSI C. Alternatively, at the lowest level

there are libraries for building garbled circuits directly, e.g.,
those developed by Malka [13], Huang et al [14], and Mood et
al [15]. These lines of work provide important building blocks
for the (two party case) of the back end of our language.

The only language of which we are aware that supports
n > 2 parties is FairplayMP [19]. Its programs are similar to
those of FairPlay, but now the entry point can contain many
player arguments, including arrays of players, where the size
of the array is statically known. Our wire bundles have a
similar feel to arrays of players. Just as FairPlayMP programs
can iterate over (arbitrary-but-known-length) arrays of players
in a secure computation, we provide constructs for iterating
over wire bundles. Unlike the arrays in FairplayMP, however,
our wire bundles have the possibility of representing different
subsets of principals’ data, rather than assume that all principals
are always present; moreover, in WYSTERIA these subsets can
themselves be treated as variable.

Support for mixed-mode computations: All of the above
languages specify secure computations in their entirety, e.g., a
complete garbled circuit, but much recent work (including
this work) has focused on the advantage of mixed-mode
computations.

As first mentioned in Section I, L1 [24] is an intermediate
language for mixed-mode SMC, but is limited to two parties.
Compared to L1, WYSTERIA provides more generality and ease
of use. Further, WYSTERIA programmers need not be concerned
with the low-level mechanics of inter-party communication
and secret sharing, avoiding entire classes of potential misuse
(e.g., when two parties wait to receive from eachother at the
same time, or when they attempt to combine shares of distinct
objects).

PCF [16] is a circuit format language for expressing mixed-
mode secure computations for two parties. As with L1, it
allows programmers to distinguish secure computation from
surrounding computation that is run locally, in the clear. It also
suffers from limitations that are similar to those of L1, in that
it is (by design) very low level, and in that it lacks abstractions
for supporting multiple parties, as well as a formal semantics.

SMCL [8] is a language for secure computations involving
a replicated client and a shared “server” which represents
secure multiparty computations. Our approach is less rigid in its
specification of roles: we have secure and parallel computations
involving arbitrary numbers of principals, rather than all of
them, or just one, as in SMCL. On the other hand, the number of
principals in our approach is static; generalizing our approach to
support an arbitrary number of principals (e.g., using existential
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Secure-only vs Mixed-mode
(Two-party Median)
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Fig. 7. (a) n-party SMC examples. (b) Secure median vs mixed-mode median. (c) Secure PSI vs mixed-mode PSI for different density.

Private set intersection: In intersect , two principals compute
the intersection of their private sets. The set sizes are assumed
to be public knowledge. As with median, the intersect protocol
can be coded in two ways: a secure-only pairwise comparison
protocol performs n1 ×n2 comparisons inside the secure block
which result from the straight-line expansion of two nested
loops. Huang et. al. [7] propose two optimizations to this naive
pairwise comparison protocol. First, when a matching element
is found, the inner loop can be short circuited, avoiding its
remaining iterations. Second, once an index in the inner loop is
known to have a match, it need not be compared in the rest of
the computation. We refer the reader to their paper for further
explanation. We note that WYSTERIA allows programmers to
easily express these optimizations in the language, using built-in
primitives for expressing parallel-mode loops and arrays.

Figure 7(c) compares the secure-only and mixed-mode
versions of intersect . For the mixed-mode version, we consider
three different densities of matching elements: 0.5, 0.75, and
0.95 (where half, three-quaters, and 95% of the elements are
common). For the unoptimized version, these densities do not
affact performance, since it always executes all program paths,
performing comparisons for every pair of input elements. As
can be seen in the figure, as the density of matching elements
increases, the mixed-mode version is far more performant,
even for larger input sizes. By contrast, the optimization fails
to improve performance at lower densities, as the algorithm
starts to exhibit quadratic-time behavior (as in the secure-only
version).

All the examples presented here, and more, are given in
full in the Appendix of our supplemental technical report.

IX. RELATED WORK

Several research groups have looked at compiling high-level
language programs expressed involving multiple parties’ data
to secure protocols. Our work is distinguished from all of these
in several respects.

Support for multi-party (n > 2) computations: Our language
design has carefully considered support for secure computations
among more than two parties. Most prior work has focused
on the two-party case. Fairplay [17] compiles a garbled circuit
from a Pascal-like imperative program. The entry point to this
program is a function whose two arguments are players, which
are records defining each participant’s expected input and output
type. More recently, Holzer et al [18] developed a compiler
for program with a similarly specified entry point, but written
in (a subset of) ANSI C. Alternatively, at the lowest level

there are libraries for building garbled circuits directly, e.g.,
those developed by Malka [13], Huang et al [14], and Mood et
al [15]. These lines of work provide important building blocks
for the (two party case) of the back end of our language.

The only language of which we are aware that supports
n > 2 parties is FairplayMP [19]. Its programs are similar to
those of FairPlay, but now the entry point can contain many
player arguments, including arrays of players, where the size
of the array is statically known. Our wire bundles have a
similar feel to arrays of players. Just as FairPlayMP programs
can iterate over (arbitrary-but-known-length) arrays of players
in a secure computation, we provide constructs for iterating
over wire bundles. Unlike the arrays in FairplayMP, however,
our wire bundles have the possibility of representing different
subsets of principals’ data, rather than assume that all principals
are always present; moreover, in WYSTERIA these subsets can
themselves be treated as variable.

Support for mixed-mode computations: All of the above
languages specify secure computations in their entirety, e.g., a
complete garbled circuit, but much recent work (including
this work) has focused on the advantage of mixed-mode
computations.

As first mentioned in Section I, L1 [24] is an intermediate
language for mixed-mode SMC, but is limited to two parties.
Compared to L1, WYSTERIA provides more generality and ease
of use. Further, WYSTERIA programmers need not be concerned
with the low-level mechanics of inter-party communication
and secret sharing, avoiding entire classes of potential misuse
(e.g., when two parties wait to receive from eachother at the
same time, or when they attempt to combine shares of distinct
objects).

PCF [16] is a circuit format language for expressing mixed-
mode secure computations for two parties. As with L1, it
allows programmers to distinguish secure computation from
surrounding computation that is run locally, in the clear. It also
suffers from limitations that are similar to those of L1, in that
it is (by design) very low level, and in that it lacks abstractions
for supporting multiple parties, as well as a formal semantics.

SMCL [8] is a language for secure computations involving
a replicated client and a shared “server” which represents
secure multiparty computations. Our approach is less rigid in its
specification of roles: we have secure and parallel computations
involving arbitrary numbers of principals, rather than all of
them, or just one, as in SMCL. On the other hand, the number of
principals in our approach is static; generalizing our approach to
support an arbitrary number of principals (e.g., using existential
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Secure-only vs Mixed-mode
(Private set intersection)
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Fig. 7. (a) n-party SMC examples. (b) Secure median vs mixed-mode median. (c) Secure PSI vs mixed-mode PSI for different density.

Private set intersection: In intersect , two principals compute
the intersection of their private sets. The set sizes are assumed
to be public knowledge. As with median, the intersect protocol
can be coded in two ways: a secure-only pairwise comparison
protocol performs n1 ×n2 comparisons inside the secure block
which result from the straight-line expansion of two nested
loops. Huang et. al. [7] propose two optimizations to this naive
pairwise comparison protocol. First, when a matching element
is found, the inner loop can be short circuited, avoiding its
remaining iterations. Second, once an index in the inner loop is
known to have a match, it need not be compared in the rest of
the computation. We refer the reader to their paper for further
explanation. We note that WYSTERIA allows programmers to
easily express these optimizations in the language, using built-in
primitives for expressing parallel-mode loops and arrays.

Figure 7(c) compares the secure-only and mixed-mode
versions of intersect . For the mixed-mode version, we consider
three different densities of matching elements: 0.5, 0.75, and
0.95 (where half, three-quaters, and 95% of the elements are
common). For the unoptimized version, these densities do not
affact performance, since it always executes all program paths,
performing comparisons for every pair of input elements. As
can be seen in the figure, as the density of matching elements
increases, the mixed-mode version is far more performant,
even for larger input sizes. By contrast, the optimization fails
to improve performance at lower densities, as the algorithm
starts to exhibit quadratic-time behavior (as in the secure-only
version).

All the examples presented here, and more, are given in
full in the Appendix of our supplemental technical report.

IX. RELATED WORK

Several research groups have looked at compiling high-level
language programs expressed involving multiple parties’ data
to secure protocols. Our work is distinguished from all of these
in several respects.

Support for multi-party (n > 2) computations: Our language
design has carefully considered support for secure computations
among more than two parties. Most prior work has focused
on the two-party case. Fairplay [17] compiles a garbled circuit
from a Pascal-like imperative program. The entry point to this
program is a function whose two arguments are players, which
are records defining each participant’s expected input and output
type. More recently, Holzer et al [18] developed a compiler
for program with a similarly specified entry point, but written
in (a subset of) ANSI C. Alternatively, at the lowest level

there are libraries for building garbled circuits directly, e.g.,
those developed by Malka [13], Huang et al [14], and Mood et
al [15]. These lines of work provide important building blocks
for the (two party case) of the back end of our language.

The only language of which we are aware that supports
n > 2 parties is FairplayMP [19]. Its programs are similar to
those of FairPlay, but now the entry point can contain many
player arguments, including arrays of players, where the size
of the array is statically known. Our wire bundles have a
similar feel to arrays of players. Just as FairPlayMP programs
can iterate over (arbitrary-but-known-length) arrays of players
in a secure computation, we provide constructs for iterating
over wire bundles. Unlike the arrays in FairplayMP, however,
our wire bundles have the possibility of representing different
subsets of principals’ data, rather than assume that all principals
are always present; moreover, in WYSTERIA these subsets can
themselves be treated as variable.

Support for mixed-mode computations: All of the above
languages specify secure computations in their entirety, e.g., a
complete garbled circuit, but much recent work (including
this work) has focused on the advantage of mixed-mode
computations.

As first mentioned in Section I, L1 [24] is an intermediate
language for mixed-mode SMC, but is limited to two parties.
Compared to L1, WYSTERIA provides more generality and ease
of use. Further, WYSTERIA programmers need not be concerned
with the low-level mechanics of inter-party communication
and secret sharing, avoiding entire classes of potential misuse
(e.g., when two parties wait to receive from eachother at the
same time, or when they attempt to combine shares of distinct
objects).

PCF [16] is a circuit format language for expressing mixed-
mode secure computations for two parties. As with L1, it
allows programmers to distinguish secure computation from
surrounding computation that is run locally, in the clear. It also
suffers from limitations that are similar to those of L1, in that
it is (by design) very low level, and in that it lacks abstractions
for supporting multiple parties, as well as a formal semantics.

SMCL [8] is a language for secure computations involving
a replicated client and a shared “server” which represents
secure multiparty computations. Our approach is less rigid in its
specification of roles: we have secure and parallel computations
involving arbitrary numbers of principals, rather than all of
them, or just one, as in SMCL. On the other hand, the number of
principals in our approach is static; generalizing our approach to
support an arbitrary number of principals (e.g., using existential
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Summary and Future 
Directions
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Summary
• Secure Multiparty Computation is a useful abstraction

• SMC simulates interaction with a trusted third party

• Wysteria gives compositional PL abstractions for SMC

• Protocols are (higher-order) functional programs

• Protocols can be generic in the involved principals

• Protocols can mix modes, capturing Reactive SMCs
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Future Directions
• More Applications:

• Card game library: Poker, Bridge, etc.

• RTS game engine (?)

• Front-end enhancements:

• Integration into OCaml (as an EDSL)

• Back-end enhancements:

• Malicious attackers (now: Semi-honest)

• Integration with Bitcoin:

• Protocols with monetary transactions

• Fairness, and disincentive for early quit
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