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• Process of determining whether a 
task has been correctly carried out 
[Schach ’96]

• Goals of testing
– Reveal faults

• Correctness
• Reliability 
• Usability
• Robustness
• Performance

What Is Testing?

Conflicting Goals?

Facts About Testing
• Question “does program P obey 

specification S” is undecidable!
• Every testing technique embodies some 

compromise between accuracy and 
computational cost

• Facts
– Inaccuracy is not a limitation of the 

technique
– It is theoretically impossible to devise a 

completely accurate technique
– Every practical technique must sacrifice 

accuracy in some way
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Cost/benefit
• Testing takes more than 50% of 
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Execution-based Testing
• Generating and executing test cases on 

the software
• Types of execution-based testing

– Testing to specifications
• Black-box testing 

– Testing to code
• Glass-box (white-box) testing

– Remember: difference is in generating test 
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White-box Testing
• Example

INPUT-FROM-USER(x);

If (x <= 300) {

INPUT-FROM-FILE(BALANCE);

If (x <= BALANCE)

GiveMoney x;

else Print “You don’t have $x in your account!!”}

else

Print “You cannot withdraw more than $300”;
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Testing Approaches
• Top-down
• Bottom-up
• Big bang

• Unit testing
• Integration testing
• Stubs
•
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Mutation Testing
•
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Example
• VCR command-line software
• Commands

– Rewind
• If at the end of tape

– Play
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w=u
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Test Coverage & Adequacy
• How much testing is enough?
• When to stop testing
• Test data selection criteria
•
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Classification according to 
underlying testing approach
• Structural testing

– Coverage of a particular set of 
elements in the structure of the 
program

• Fault-based testing
– Some measurement of the fault 
detecting ability of test sets

• Error-based testing
– Check on some error-prone points

Structural Testing
• Program-based structural testing

– Control-flow based adequacy criteria
• Statement coverage
• Branch coverage
• Path coverage

– Length-i path coverage
• Multiple condition coverage

– All possible combinations of truth values of 
predicates

– Data-flow based adequacy criteria
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Structural Testing
– Data-flow based adequacy criteria

• All definitions criterion
– Each definition to some reachable
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Test Oracles
• Discussion

–
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Parts of an Oracle
• Oracle information

– Specifies what constitutes correct behavior
• Examples: input/output pairs, embedded assertions

• Oracle procedure
– Verifies the test execution results with 
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Formal Definition
• Given a program P, 
• Its modified version P’, and 
• A test set T

– Used previously to test P
• Find a way, making use of T to gain 
sufficient confidence in the 
correctness of P’

Selective Retesting

• Tests to rerun
– Select those tests that will produce 

different output when run on P’
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