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Abstract

Today’s software-intensive systems contain an important
class of software, namely event-drvensoftware(EDS). All
EDS take events as input, change their state, and (perhaps)
output an event sequence. EDS is typically implemented as
a collection of event-handlers designed to respond to indi-
vidual events. The nature of EDS creates new challenges
for test automation. In this paper, we focus on those rele-
vant to automated testoracles A test oracle is a mechanism
that determines whether a software executed correctly for
a test case. A test case for an EDS consists of a sequence
of events. The test case is executed on the EDS, one event
at a time. Errors in the EDS may “appear” and later “dis-
appear” at several points (e.g., after an event is executed)
during test case execution. Because of the behavior of these
transient (those that disappear) and persistent (those that
don’t disappear) errors, EDS require complex and expen-
sive test oracles that compare the expected and actual out-
put multiple times during test case execution. We leverage
our previous work to study several applications and observe
the occurrence of persistent/transierdrrors. Our studies
show that in practice, a large number of errors in EDS are
transient and that there are specific classes of events that
lead to transient errors. We use the results of this study to
develop a new test oracle that compares the expected and
actual output at strategic points during test case execution.
We show that the oracle is effective at detecting errors and
efficient in terms of resource utilization.

1 Introduction

Motivation: Today's large, complex software-intensie
systemscontain an important class of software, namely
event-driven software (EDS). Several researchershave
modeledthe event-driven natureof differenttype of soft-

ware including simulationsoftware [5], component-based

software[34], web applicationg38], graphical-useinter
faceg(GUI) [12], visualizationsoftware[19], network pro-

tocols[33], device drivers[16], databas@applicationd18],
andembedde@dndmiddlevaresoftware[31]. Whatdistin-
guishesan EDS from corventionalsoftware is the EDS's
event-driven model. All EDS take usergeneratedand/or
system-generatedvents (e.g., simulation control events,
messagesmouse-clicks)as input, changetheir state,and
(perhaps)utputan event sequence EDS is typically im-
plementedasa collectionof event-handlerslesignedo re-
spondto individual events. The natureof EDS createsew
challengedor quality assurancectvities suchastestau-
tomation.

Challenges: TestingEDS is complex becauseof several
factors;we focuson two relevantto test oracles. A testor-
acleis usedto determinewhetherthe applicationundertest
(AUT) executedasexpected?]. Thetestoraclemayeither
be automatedr manual;in both casesthe actualoutputis
comparedo apresumablyorrectexpectedbutput. The rst
challengestemsfrom the representatiof an EDS's test-
case[25]; atestcasefor an EDS consistsof a sequencef
events.Thetestcaseis executedonthe EDS,oneeventata
time. Errorsin theEDSmay“appear”andlater“disappear”
atseveralpoints(e.g.,afteraneventis executedduringtest
caseexecution,requiringthe needfor comple testoracles
thatcomparethe expectedandactualoutputmultiple times
during testcaseexecution. Second,t is dif cult to deter
mine how muchexpectedoutputto useduringtesting[23].

Preliminary obsewations: In previous work, we devel-
oped several types of test oraclesfor GUIs and empiri-
cally shavedtheirrelative strengthsyweaknessesindcosts
[23,24]. Borrowing terminology from Richardsonet al.
[30], we de ned a testoracleto containtwo parts: oracle
information thatis usedasthe expectedoutputandanora-
cle procedure thatcompareshe oracleinformationwith the
actualoutput. We shoved that the test oracle contritutes
signi cantly to testeffectivenessaandcost. In [23] we cre-
ateddifferenttest oraclesprimarily by varying the oracle
information. We almostignoredthe frequeng of compar
ison exceptat two extreme points during test caseexecu-



tion: (1) Oy —“checkfor equality  of the oracleinfor-
mationandactualoutputaftereachevent’ and(2) Ojast —
“checkfor equality  of oracleinformationandactualout-
putafterthelastevent’ of thetestcase.Sincethen,wehave
developedalgorithmsto generatalifferenttypesof longtest
cases. We have found that a large numberof test cases
detecttransienterrors(informally, theseerrors“disappear”
during testcaseexecution). In orderto detectsucherrors,
we invoke the oracleprocedureafter eacheventin thetest
case,i.e., we useOy . Not only is the comparisonpro-
cessexpensve, it alsorequiresthatwe maintainthe oracle
informationaftereachevent;for longtestcasesthis is sig-
ni cantly large. Oyt , althoughcheaperwould misssuch
errors. Whatwe needis a testoraclethatis comparabldo
Oga in termsof fault detectioneffectivenessand Ot in
termsof cost.

Approach: In this paper we leverageour previous work
to studyseveralapplicationsandobsenre the occurrencef
persistenfaindtransienterrors! We thenusethe resultsof
our study to develop a new testoraclethat is effective at
detectingerrorsand ef cient in termsof resourceutiliza-
tion. Ourempiricalstudiesshaw that(1) in practice alarge
numberof errorsin GUIs aretransient(2) therearespeci ¢
classef GUI eventsthatleadto transienterrors,and (3)
we can createa new automatedestoracle(Opew ) thatis
comparabldo Oy in termsof fault-detectioreffectiveness
andOjast in termsof cost.

Contrib utions: The contritutionsof this paperinclude:

1. Modelof persistenandtransienterrorsfor GUIs.
2. Empiricalstudyshawing characteristicsf errors.
3. RelationshippbetweenGUI faultsanderrors.

4. New automatedestoraclefor GUIs.

Structur e of the paper: In Section2, we presenta brief
overview of our previouswork. In Section3 we de ne the
termspersistentndtransienterrors. Our empiricalstudies
aredescribedn Sectiond. In Section5 we brie y discuss
relatedwork and nally concludein Section6 with a dis-
cussionof currentandfutureresearch.

2 GUI Test Oracles Overview

A high-level overvien of our GUI testoracleis shavn
in Figure 1. The oracle information generator automati-
cally derivesthe oracle information (expectedstate)using
eithera formal speci cationof the GUI asdescribedn our
earlierwork [24] or by usinga “correct” versionof thesoft-
ware[36,37] (asdescribedn Sectiond). Likewise,theac-
tual state is obtainedfrom an execution monitor. The ex-
ecutionmonitor may useary of the techniquesdescribed

INote that the same (and similar) terms have been used by other re-
searchers [3,7,10,14,20,21,35]. Later, we formally define them for GUIs
in this paper.
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Figure 1. An Overview of the GUI Oracle.

in [24], suchasscreenscrapingand/orqueryingto obtain
the actualstateof the executingGUI. An oracle procedure
thenautomaticallycompareshetwo statesandreportsGUI
errors.

Intuitively, aGUI error is amismatchbetweertheactual
GUI stateandoracleinformation. We now brie y 2 describe
therepresentatioof a GUI state.

We model a GUI as a set of widgets W =
{wy; we; 5w } (e.g.,buttons,panelstext elds) thatcon-
stitutetheGUI, asetof properties P = {p1; p2:::; pm } (€.9-,
backgroundtolor, size,font) of thesewidgets,anda setof

ciatedwith the properties. EachGUI will containcertain
typesof widgetswith associateghroperties. At any point
duringits execution,the GUI canbe describedn termsof
thespeci ¢ widgetsthatit currentlycontainsandthe values
of their properties.

The setof widgetsandtheir propertiess usedto create
amodelof the state of the GUI.

De nition: Thesrate of a GUI ata particulartimet is the
setS of triples{(w;; pj; vk ) }, wherew; ¢ W, p; € P,
andvy € V. O

In earlierwork [23], we usedthe statede nition to de-
velop four typesof oracleinformationin increasinglevel
of detailandcost: widget, active window, visible windows,
andall windows. The oracleprocedurgoo hadseveralin-
creasindevels of compleity andcost: “checkfor equality
of widget, active window, visible window, all windows after
eachevent” and“checkall windows afterthe lastevent” of
thetestcase.Combiningthe oracleinformationandoracle
proceduregave us 11 differenttypesof oracles.In this pa-
per, for lack of spacewe considertwo of the11 oracleswe
de ne oraclesD,; andOj,st asfollows.

De nition: TestoracleO,, compareghe setof all triples

2The reader is referred to [23,24] for details.



for all widgetsof all visible GUI windows with the
correspondingexpectedstate aftereachevent in the
testcase. Note that visibility is a propertyof a win-
dow, which canbe set, for example, by invoking the
SetVisible() methodin Java. Windows that are
partially or fully hiddenby otheroverlappingwindows
arealsoconsideredo be visible aslong asthis prop-
ertyis set. a

De nition: TestoracleOy,s; compareshesetof all triples
for all widgetsof all visible GUI windows with the
correspondingxpectedstateafterthelasteventin the
testcase. O

In our empirical studies,we compareour new testora-
cleto Oy andOyps - To help createthe testoracle, we
study the relationshipbetweenclassesof GUI eventsand
GUI errors. We now brie y describethe eventclassi ca-
tion. At all timesduringinteractionwith the GUI, the user
interactswith eventswithin a modal dialog. This modal
dialog consistsof a modalwindow X anda setof mod-
elesswindows that have beeninvoked, either directly or
indirectly by X . The modaldialog remainsin placeuntil
X is explicitly terminated.The rst classof events,called
restricted-focuseventsopernmodal windows. For example,
Set Language in MS Word is a restricted-focusvent.
The secondclass, called unrestricted-focus events open
modeless windows. For example,Replace in MS Word
is an unrestricted-focugvent. Termination events close
modalwindows; commonexamplesinclude Ok andCan-
cel .

The GUI containsothertypesof eventsthatdo not open
or close windows but make other GUI events available.
Theseevents, called menu-openevents are usedto open
menus.They expandthe setof GUI eventsavailableto the
user Menu-opereventsdo notinteractwith theunderlying
software.Notethatthe only differencebetweermenu-open
eventsand unrestricted-focugventsis thatthe latter open
windowsthatmustbeexplicitly terminated Themostcom-
mon example of menu-opereventsare generatedy but-
tonsthatopenpull-down menus.For example,in MS Word,
File andSendTo aremenu-opervents.Finally, system-
interaction eventsinteractwith the underlyingsoftwareto
performsomeaction;commonexamplesincludethe Copy
eventusedfor copying objectsto theclipboard.

The above classi cation will be usedin the empirical
studyto identify strateic pointsin the testcaseat which
comparisorbetweenexpectedandactualstatesvould lead
to GUI errordetection.We formally de ne GUI errorsnext.

3 GUI Errors

Intuitively, aGUI erroris amismatchbetweertheactual
andexpectedstates.

De nition: A GUI error occursduring executionof a test
casejf Aj # Sj, for ary eventeg in thetestcase.S;
is the oracleinformationandA; is the actualstateob-
tainedafterthe executionof g . O

Duringtestcaseexecution themismatchmaypersistun-
til afterthelasteventin thetestcase.Sucherrorsarecalled
persistenandmay be detectedy Oj,s; -

De nition: A persistent GUI error occursduring execu-
tion of atestcasejf A; # S;, for all eventsg in atest
caseof lengthn (j <i < n for somej). O

Ontheotherhand,mary mismatchesnaynotpersistun-
til thelasteventin thetestcasej.e., they disappeaafterthe
executionof someeventin the testcase. Note that such
eventswould be missedby O, but would be detectedby
Oan -

De nition: A transient GUI error occursduringexecution
of atestcase,if A; # Si, for anevente in thetest
casewhereS; is the oracleinformationandA; is the
actualstateandA; == §;,forsomei < j <n. O

Oa1 and Ot May be viewed as extreme pointsin a
spectrumof testoraclesorderedby frequeng of compari-
son. Although Oy is ableto detectthe maximumnumber
of errors,it performsexpensveandredundantomparisons.
Ouast » on the other hand, containsonly one comparison,
causingit to misstransienterrors. The key to designing
an ef cient and effective testoracleis to comparethe ex-
pectedand actualstatesat stratgic pointsduring testcase
execution.Ourempiricalstudy describedhext, will helpus
identify suchstratayic points.

4 Empirical Studies

In this section,we presentdetails of empirical studies
thatdemonstrat¢he existenceandcharacteristicef persis-
tent/transienerrorsin GUI program$. We shaw that cer
tain classe®f GUI eventscontributeto transienerrors,and
thatwe canusetheseclassego designeffective automated
testoracles.We useoraclesOg,; andOj,st ascontrolsfor
thesestudies. More speci cally, we are interestedn an-
sweringthefollowing questions:

1. In practice, do persistent/transienerrors occur in
GUIs?Whatpercentagef errorsaretransient?

2. Are therespeci ¢ classesf GUI eventsthat lead to
transienterrors?

3. Canwe build a new automatedestoracle(Opey ) that
is comparableo Oy in termsof fault-detectioreffec-
tivenessaandOj,st in termsof cost?

3 All the tools, artifacts, and data, along with the study process diagram
are available for download at the authors’ web-site.



Subject Application| Windows| Widgets| LOC | ClassesMethods| Branches eventdistribution of all the testcasesshawving thatwe had
TerpWord 11 132 | 4893 104 | 236 452 .
TerpSpreadSheet] 9 ot (o701 o5 T 579 T 1531 good event coverage. The gure shows multiple cqu_mn
TerpPaint 10 220 18376 219 | 644 | 1277 graphson oneaxis. The columnsare groupedby applica-
TOTAL 30 517 |36060 448 | 1459 | 3250 tion. The x-axis shows all the eventsin eachapplication.

They-axisshovsthenumberof timesaparticulareventwas

executedby atestcase.To allow visualcomparisorof the

Table 1. Our Subject Applications. total numberof eventsin eachapplicationwe have usedthe
same x ed-widthfor eachapplication.SinceTerpRaint has
the maximumnumberof events,its columnis lled com-
pletely The otherapplicationshave missingareas. How-
To answerQuestionsl and2, we performthe following ever, we notedthatall the eventsin eachapplicationwere
stepsin this study: covered. We generatedB19 test casesof varying lengths.

Figure3 shavs thelengthdistribution of our testcases.

4.1 Study 1: Investigating Err or Characteristics

1. Choosesoftwaresubjectswith GUI front-ends,

2. Generatdestcases,

3. Generat®racleinformation,

4. Usefault seedingechniquedo arti cially seedfaults
in the softwaresubjects,

5. Executeall testcaseson the software subjects. Dur-
ing execution,comparethe actualGUI stateto the or-
acleinformation. (Notethatstateis representedy all
thewidgetsin the visible windows of the GUI.) Mea-
surethe numberof faultsdetectedandthe positionin
thetestcasewhenthe fault wasdetected Measurehe
spacerequiredto storethe oracleinformationandthe
time requiredfor eachcomparison. 1

1000

100

Number of Times the Events Executed

TerpPaint TerpSpreadSheet TerpWord
Events in the Applications

Stepl, Subject Applications: The subjectapplicationgor
ourstudiesarepartof anopen-sourcef ce suitedeveloped
atthe Departmenbf ComputerScienceof the University of
Marylandby undegraduatestudentof the seniorSoftware
Engineeringcourse. It is called TerpOfce # and consists
of six applicationsout of which we usethree— TerpRaint
(animageediting/manipulatiorprogram)TerpSpreadSheet 20
(a spreadsheetpplication),and TerpWord (a small word-
processor),They have beenimplementedusing Java. Ta- 161
ble 1 summarizeghe characteristicef theseapplications.
The numberof widgetslisted in the table are the oneson
which usereventscanbe executed(e.g.,text-labelsarenot
included).Notethattheseapplicationsarefairly large with
complex GUI front-ends.
Step 2, Test Cases: We generateds Ul testcasesf vary- N
ing lengthsusingevent-flow graphs (EFG)[23]. A detailed
discussiorof this approachs beyondthe scopeof this pa-
per. Intuitively, the EFG modelsall possibleGUI eventse-
guencesNodesin the EFGrepresenevents.An edgefrom
nodeny to ny is usedto show thatthe eventrepresentetly
ny may be executedby a userimmediatelyafter the event
representedy ny. Testcasesaregeneratedy traversing
the EFG usingvariousgraph-walking algorithmsand enu-
meratingall the nodesencountered We performeda ran-
domwalk of the EFG,which wasdesignedo give uniform
coverageof all the eventsin the GUI. Figure 2 shaws the
4

Figure 2. Event Distribution.

——TerpPaint —&— TerpSpreadSheet —a— TerpWord

Number of Test Cases

Test Case Length

Figure 3. Test Case Length Distribution.

Step 3, Generating Oracle Information: We usedanap-
proachthat we call execution extraction to obtainthe or-
acleinformation. During this processeachtestcasewas
executedon the correctversion(with no seededaults) of
www.cs.umd.edu/users/atif/TerpOffice the subjectapplicationsand the GUI statewas extracted




andstoredas oracleinformation. We employed platform-
speci c technologysuchasJara API to obtainthisinforma-
tion.

Step 4, Fault Seeding: Fault seedingis a commontech-
nigueto introduceknown faultsinto programs.It hasser-

eral applications;in this paper we useit to createmutants
of code. We createtestcasesandexecutethemon the mu-

tants. We then study the propertiesof the test casesthat
weresuccessfuhtkilling the mutants.Careis takensothat
thearti cially seededaultsaresimilar to faultsthatoccur
in programsdueto mistakesmadeby developerq15,26].

We adoptedan obsenation-base@pproactto seedGUI
faults,i.e., we obsened “real” GUI faultsin real applica-
tions. Duringthedevelopmenof TerpOfce, abugtracking
tool called Bugzilla® was usedby the developersto report
andtrack faultsin TerpOfce versionl1.0 while they were
working to extendits functionality and developingversion
2.0. Thereportedfaults are an excellentrepresentatie of
faultsthatareintroducedby developersduringimplementa-
tion.

We created?00 faulty versionsfor eachsoftware. Only
onefaultwasintroducedn eachversion.Thismodelis use-
ful to avoid fault-interactionyhichcanbeathorny problem
in thesaypesof studiesandalsosimpli es thecomputation
of the numberof faultsdetectednow we cansimply count
thefaulty versionghatledto anerror.

Sincethis is a controlledstudy we were carefulto de-

ne classeof faultsfor seeding. We now summarizethe
theseclassesn oneshortstatemenandprovide anexample
of eachin Table2. Note thatthe row numberin the table
correspondso thenumberingoelow.

1. Modify relationaloperator(>, <, >=, <=, ==,1=);

. Invertthethe conditionstatement;

. Modify arithmeticoperatorn(+, -, *, /, =, ++, —, +=, -=,
*=, I=);

. Modify logical operaton&&, |

w N

4 )i
5. Set/returrdifferentboolearvalue(true ,false );
6. Invoke different(syntacticallysimilar) method,;

7. Set/returndifferentattributes;
8. Modify bit operaton(&, |, A, &=, 1=, A=);
9. Set/returrdifferentvariablename;

10. Set/returrdifferentintegervalue;

11. Exchangdwo parameterin amethod;

12. Set/returrdifferentstringvalue.

Figure4 shovsthedistribution of the600faultsthatwere
seededn the subjectapplications. The x-axis shavs the
type/clasof fault, asde ned earlier andthe y-axis shavs
the numberof faults seeded.Note that while every effort
wasmadeto seedfaultsof all typesuniformly, somefaults
wereeasierto seedthanothersbecaus®f the opportunities

Shttp://bugs.cs.umd.edu

in the code. For example,fault Type 1, i.e., modify rela-
tional operator was seededB23 timesbecausef the large
numberof relationaloperatorsn the code.

350

300 T

Number of Faults Seeded

@
3

o

H UTHDD?? |

1 ‘ 2 ‘ 5 6 7 10 1 12
Fault Type

Figure 4. Different Type of Faults Frequency
Distribution.

Step 5, Test Execution: We designeda testexecutorthat
is capableof executinganentiretestsuiteautomaticallyon
the AUT. It performsall the eventsin eachtestcaseand
comparesheactualoutputwith theexpectedutput.Events
aretriggeredonthe AUT usingthe Jara API doClick.

The executionincludedlaunchingthe applicationunder
test, replayingGUI eventsfrom a testcaseon it and ana-
lyzing the resultingGUI states. The analysisconsistedof
recordingthe actual GUI statesof the faulty versionand
determiningthe resultof the testcaseexecution. The test
casesxecutedon four machinegPentiumd, 2.2GHz,each
with 256MB RAM) simultaneouslyfor morethana week.
Althoughmuchof the executionwasautomatedye hadto
restartsomemachines(and test scripts) becauseof prob-
lemswith the JVM.

4.1.1 Threatsto Validity

Threats to external validity areconditionsthatlimit theabil-

ity to generalizeheresultsof our studiesto industrialprac-
tice. We have usedfour Java applicationsare our subject
programs Althoughthey have differenttypesof GUIs, this

doesnot re ect a wide spectrunof possibleGUIs thatare
availabletoday Althoughour modelof the GUI maintains
uniformity betweenJava and Win32 applications,the re-

sultsmayvary for Win32 applications.

Threats to internal validity areconditionsthatcanaffect
thedependentariablef thestudywithouttheresearches
knowledge. We have usedan obsenation-basedpproach
for seedingfaultsin the GUI applications. This may have
affectedthe detectionof faultsby thetestcases Faultsnot
exercisedby ary testcasewill go undetectedWe madean



Fault Original Code Mutated Code
Type

1 if (this.row > y.row) if (this.row < y.row)

2 if (newValue) if (InewValue)

3 prev = index+1; prev = index-1;

4 if (done || border == null || if (done && border == null ||

5 if(contentArea.closeDocument(true)) if(contentArea.closeDocument(false))

6 int rowLimit = model.getRowCount() - 1; int rowLimit = model.getColumnCount() - 1;

7 int style = Font.ITALIC; int style = Font.BOLD;

8 style |= Font.BOLD; style &= Font.BOLD;

9 buttonPanel.add(okButton); buttonPanel.add(cancelButton);

10 int size = 12; int size = 15;

11 tmp = data.substring(0, i2); tmp = data.substring(i2,0);

12 [if(findString.equals(")) { return; } if(findString.equals(" ")) { return; }

Table 2. Classes of Seeded Faults.

effort to male the faults as close as possibleto naturally
occurringfaults. Someof thesefaults might not manifest
themselesthroughthe GUI.

Threats to construct validity arisewhenmeasuremenn-
strumentsdo not adequatelycapturethe conceptghey are
supposedo measureFor example,in this studyoneof our
measure®f costis time. Since GUI programsare often
multi-threaded and interactwith the windowing systems
managerour experiencehasshowvn thatthe executiontime
variesfrom onerunto another Onewayto minimizetheef-
fectof suchvariationsis to run the studiesmultiple number
of timesandreportaveragetime.

The resultsof our studies presentedhext, shouldbe in-
terpreteckeepingin mindthe above threatgo validity.

4.2 Study 1 Results

Number of Persistent/Transient Err ors: We immediately
noticedthe large numberof transienterrorsfound during
executionof ourtestcasesFigure5 shavs a columngraph
with the total numberof persistent/transiergrrorsthat our
testcasedound. The x-axis shavs two columnsper appli-
cation. Thetwo columnsrepresenpersistenfaindtransient
errors.They-axisshavs the numberof errorsfound.
Detailed View of Errors: We next wantedto seeparts
of test casesthat causedthe expectedand actual states
to mismatch. For compactnessywe will use one graph
per application. Figure 6 shaws the resultsfor TerpRaint.
The x-axis shavs the event number (i.e., its position in
the sequence)n the testcase. The y-axis representgest
casesthat successfullykilled a mutant. For each test
case,we have a line, with 2 levels of shading. The dark
band shavs the events after which the actual and ex-
pectedstatesmismatched.The light bandshaows the event
numbernafterwhichtheactualandexpectedstatesnatched:

Match Mismatch Match
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TerpWord

Subject Applications

Figure 5. Number of Errors.

If atestcasekilled morethanonemutant,it is counted
morethanonce.

We have sortedthe test casesto showv the dark/light
bandslearly We notethatmary testcasediave smallareas
of mismatch.In all casesvherethetestcaseendsin alight
band(i.e.,amatch), thetestoracleO,,s; would havefailed
to reportanerror. Similar resultsare seenfor TerpSpread-
Sheetand TerpWord in Figures7 and8 respectiely.

Eventsthat Reveal/ConceakErr ors: Having obsenedthat
long testcasesduring execution,cantransitfrequentlybe-
tweenmatchingandmismatchingwe wantedto seeif there
were certain classesof eventsthat causedthe transitions.
We mined our executiondatato nd eventsthatled from

a matchto a mismatchandvise versa. We summarizeour

resultsin Figure9. The gure shows a columngraphwith

eventtypeson the x-axis. The y-axis shavs the numberof

timesaneventtypeledto atransition.As seenin thegraph,
termination restricted-focusandsystem-interactioevents
causethe maximumnumberof transitions. A testoracle
thatcompareghe expectedandactualstatesof the GUI at
theseeventsis mostlik ely to reporttransienterrors.
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Figure 7. Errors for TerpSpreadSheet.

We manually examinedthe test caseexecutionreports
and obsened that object creationand destructionplay an
importantrole in transienterrors. Examplesof suchob-
jectsfor GUIs include windows, menus,widgets, etc. A
restricted-focusvent that opensa erroneousvindow will
causean error to be detectedby the testoracle. On the
otherhand,aterminationeventthatdestrgys awindow will
closethe erroneousvindow, resultingin a matchbetween
expectedandactualstates.

4.3 Study 2: Creatingand Studying Onew

We usedtheresultsof Studyl to extendourresearctand
designanew oraclecalledOye,, . We speci cally wantedto
compareOpney With Opst and Oy in termsof error detec-
tion and cost. We simulatedthreetesters,eachequipped
with oneof the oraclesanda setof testcaseshatwereex-

Figure 8. Errors for TerpWord.
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Figure 9. Event Classes and Error Types.

ecutedon all mutants? A testcasewasterminatedassoon
asit detectedanerror. Thetime andstoragevasmeasured.

Onew Was createdby modifying Ot . Oracle infor-
mationwas generatedor terminationandrestricted-focus
events. The oracleprocedurevasmodi ed to comparethe
expectedand actual statesat thesepoints. We chosenot
to usesystem-interactiopventsbecaus®ur testcaseson-
tain a large numberof theseevents,i.e., hadwe compared
at system-interactiomvents,Oney Would have degradedo
Oan in termsof costbecausdt would have requiredfre-
guentcomparison.

4.4 Study 2 Results

Err or detection: Figure 10 shavs threecolumsfor Opey ,
Oan , andOys; respectiely for eachapplication. The y-
axisshovsthe numberof errorsreported.As seerfrom the

Note that, to reduce threats to validity, we performed Study 2 on two
applications that were not part of Study 1 — the results are not presented in
pp p y p
this paper due to lack of space.



graph,Onew is ableto reportalmostasmary errorsasOgj; .
Onst performedworst becausat missedall the transient
errors.
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Figure 10. Error detection of Oy, -

We also wantedto determinehow Opey comparedto
Oa1 andOy,st With respecto storagespaceandtime.
Space: Figure 11 shows threecolumsfor Opew , Oa , and
Onst respectiely for eachapplication. The y-axis (log
scale)showvsthespaceaequiredin MB for all thetestcases.
As seenfrom the graph, Onenw requiressigni cantly less
spaceghanQ,; and(asexpected)morespacehanOj,g; -
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Figure 11. Space Required for O, .

Time: Figure 12 shaws threecolumsfor Opey , Oay , and
Onst respectiely for eachapplication. The y-axis shavs
thetime requiredin seconddor all the testcases.As seen
from the graph,Oney requiressigni cantly lesstime than
O andmoretime thanOag; .

The resultsof this study shaved that O,y Wasalmost
aseffective asOg in termsof errordetection.However, it
wasmuchcheapeto executeandstore.
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Figure 12. Time Required for Oy, -

4.5 Faultsand Errors

In astudysuchasours,thearti cially seededaultsplay
animportantrole in determiningits outcome. We wanted
to seeif particularclassesof seededaultsleadto persis-
tent/transienerrors,i.e., whetherwe hasinadwertentlyfa-
voredary errortype. For all threeapplications,a column
graphin Figure 13 shaws for our seededault typestheto-
tal numberof timeseachled to a persistenor transienter-
ror. Thex-axisshaws all fault classesFor eachfault class
we have two columns representingersistenaindtransient
faultsrespectiely. They-axisis thetotal numberof times,
for all testcasesthefault manifestedtself asanerror.
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Figure 13. Faults classes and Error Types.

We note that eachfault type led to both persisteniand
transienterrors. Henceour seededaultsdid not in uence
theresultsof this study



5 Related Work

Although thereis no prior work that directly addresses
theresearclpresentedh this paperseveralresearcherand
practitionershave discussedonceptghatarerelevantto its
speci ¢ parts. We discussthe following broadcategories:
persistent and transient errors, methods to specify oracles,
reference testing, andGUI oracles.

Persistent and transient errors: Very few researchers
have applied the conceptsof persistentand transienter-
rors for softwaretesting. Cheynetet al. presentan auto-
matedapproactto detecttransienterrorsfor safety-critical
software [7]. However, mary researcherbave usedper
sistentandtransienterrors(alsocalledpersistenandtran-
sientfaults)for fault-tolerantsoftware[3, 10,35]. Schrey-
jak de ned two typesof faults for component-basesoft-
ware[32] — persistenfaultsarethosethatarereproducible
in certainsystemstatesransientfaultsoccuroccasionally
duringexecution[14]. Similarly, Laprieetal. [20,21] pro-
posedfault classesaccordingto their persistence.|If the
faultsarepermanentthey areclassi ed aspersistent/solid;
otherwiseif they aretemporarythey areclassi ed astran-
sient/intermittent/soft/elatile.

Methods to specifyoracles: Softwaresystemgarely have
an automatecbracle[9, 27,29,30]. In mostcasesthe ex-
pectedbehaior of the softwareis assumedo be provided
by the testdesigner It canbe speci ed in several ways:
(1) the form of a table of pairs (actual output, expected
output) [27], (2) astemporalconstraintsthat specify con-
ditions that must not be violated during software execu-
tion [8,9,29,30], and (3) aslogical expressiongo be sat-
is ed by the software[11]. This expectedbehaior is then
usedby theveri er by eitherperformingatablelookup[27],
FSM creation[9, 17], or booleanformula evaluation[11]
to determinethe correctnes®of the actualoutput. In few
casesformal speci cationshave alsobeenusedto specify
andgeneratéestoracleinformation[1,4,13,28]. A runtime
assertiorchecleris usedasthe oracleprocedurd6].
Referencetesting: A popularalternatve to manuallyspec-
ifying the expectedoutputis to perform referencetesting
[36,37]. Actual outputsarerecordedhe rst time the soft-
wareis executed.Therecordedutputsarelaterusedasex-
pectedoutputfor regressiortesting. This is a populartech-
nigue usedfor regressiontesting of GUI-basedsoftware.
Capture/Replayools suchas thosethat are part of GUI-
TAR (http://guitar.cs.umd.edu ) capturebitmap
imagesof GUI objectsinto atestscript. Thesebitmapsare
thenusedastestoraclesto compareagainstactualoutput
during regressiortestcasesxecution. However, the prob-
lem associateavith suchtoolsis evenaslightchangean the
GUI'slayoutwill make thebitmap/tesbracleobsoletd25].
GUI oracles: Finally, our own earlierwork describedau-
tomatedGUI testoraclesfor the PATHS (PlanningAssisted
Testeffor grapHicaluserinterfaceSystemspysteni22,24].

PATHS usesAl planningtechniqueso automatdestingfor
GUIs. Theoracledescribedn PATHS usesa formal model
of a GUI to automaticallyderive the oracleinformationfor
agiventestcase.

6 Conclusions

In this paperwe designedanew testoraclefor GUI soft-
ware.We usedtheobsenationthatGUI errors‘appear”and
later“disappearat severalpoints(e.g.,afteraneventis ex-
ecuted)duringtestcaseexecution.We de ned two typesof
GUI errors— transient, thosethat disappeaandpersistent,
thosethatdon't disappearWe leveragecdur previouswork
to studyseveralapplicationsandobsene the occurrencef
persistent/transiemrrors.Our studiesshovedthatin prac-
tice, alargenumberof errorsin GUlIs aretransientandthat
therearespeci c classe®of eventsthatleadto transienter-
rors. We usedthis studyto developour new testoraclethat
compareshe expectedandactualoutputat strateic points
duringtestcaseexecution.We shavedthattheoracleis ef-
fective at detectingerrorsandef cient in termsof resource
utilization.

We are currently extendingour approacho otherEDS
andobject-orientecorogramsin which objectsare created
and destrged during testing. We are also examining the
impact of differenttestoracleson falsepositivesthat are
reportedduring GUI testing.
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