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Abstract
Today’s software-intensive systems contain an important

class of software, namely event-drivensoftware(EDS). All
EDS take events as input, change their state, and (perhaps)
output an event sequence. EDS is typically implemented as
a collection of event-handlers designed to respond to indi-
vidual events. The nature of EDS creates new challenges
for test automation. In this paper, we focus on those rele-
vant to automated testoracles. A test oracle is a mechanism
that determines whether a software executed correctly for
a test case. A test case for an EDS consists of a sequence
of events. The test case is executed on the EDS, one event
at a time. Errors in the EDS may “appear” and later “dis-
appear” at several points (e.g., after an event is executed)
during test case execution. Because of the behavior of these
transient (those that disappear) and persistent (those that
don’t disappear) errors, EDS require complex and expen-
sive test oracles that compare the expected and actual out-
put multiple times during test case execution. We leverage
our previous work to study several applications and observe
the occurrence of persistent/transienterrors. Our studies
show that in practice, a large number of errors in EDS are
transient and that there are specific classes of events that
lead to transient errors. We use the results of this study to
develop a new test oracle that compares the expected and
actual output at strategic points during test case execution.
We show that the oracle is effective at detecting errors and
efficient in terms of resource utilization.

1 Introduction
Moti vation: Today's large, complex software-intensive
systemscontain an important class of software, namely
event-driven software (EDS). Several researchershave
modeledthe event-driven natureof different type of soft-
ware including simulationsoftware [5], component-based
software[34], web applications[38], graphical-userinter-
faces(GUI) [12], visualizationsoftware[19], network pro-

tocols[33], device drivers[16], databaseapplications[18],
andembeddedandmiddlewaresoftware[31]. Whatdistin-
guishesan EDS from conventionalsoftware is the EDS's
event-driven model. All EDS take user-generatedand/or
system-generatedevents (e.g., simulation control events,
messages,mouse-clicks)as input, changetheir state,and
(perhaps)outputan event sequence.EDS is typically im-
plementedasa collectionof event-handlersdesignedto re-
spondto individual events.Thenatureof EDScreatesnew
challengesfor quality assuranceactivities suchas testau-
tomation.

Challenges: TestingEDS is complex becauseof several
factors;we focuson two relevantto test oracles. A testor-
acleis usedto determinewhethertheapplicationundertest
(AUT) executedasexpected[2]. Thetestoraclemayeither
beautomatedor manual;in bothcases,theactualoutputis
comparedto apresumablycorrectexpectedoutput.The�rst
challengestemsfrom the representationof an EDS's test-
case[25]; a testcasefor anEDSconsistsof a sequenceof
events.Thetestcaseis executedon theEDS,oneeventata
time. Errorsin theEDSmay“appear”andlater“disappear”
atseveralpoints(e.g.,afteraneventis executed)duringtest
caseexecution,requiringtheneedfor complex testoracles
thatcomparetheexpectedandactualoutputmultiple times
during testcaseexecution. Second,it is dif�cult to deter-
minehow muchexpectedoutputto useduringtesting[23].

Preliminary observations: In previous work, we devel-
oped several types of test oraclesfor GUIs and empiri-
cally showedtheir relativestrengths,weaknesses,andcosts
[23, 24]. Borrowing terminology from Richardsonet al.
[30], we de�ned a testoracleto containtwo parts: oracle
information that is usedastheexpectedoutputandanora-
cle procedure thatcomparestheoracleinformationwith the
actualoutput. We showed that the testoraclecontributes
signi�cantly to testeffectivenessandcost. In [23] we cre-
ateddifferent test oraclesprimarily by varying the oracle
information. We almostignoredthe frequency of compar-
ison exceptat two extremepointsduring test caseexecu-



tion: (1) Oall – “check for equality of theoracleinfor-
mationandactualoutputaftereachevent” and(2) Olast –
“checkfor equality of oracleinformationandactualout-
putafterthelastevent” of thetestcase.Sincethen,wehave
developedalgorithmsto generatedifferenttypesof longtest
cases. We have found that a large numberof test cases
detecttransienterrors(informally, theseerrors“disappear”
during testcaseexecution). In orderto detectsucherrors,
we invoke theoracleprocedureaftereachevent in the test
case,i.e., we useOall . Not only is the comparisonpro-
cessexpensive, it alsorequiresthatwe maintaintheoracle
informationaftereachevent;for long testcases,this is sig-
ni�cantly large. Olast , althoughcheaper, would misssuch
errors.Whatwe needis a testoraclethat is comparableto
Oall in termsof fault detectioneffectivenessandOlast in
termsof cost.
Approach: In this paper, we leverageour previous work
to studyseveralapplicationsandobserve theoccurrenceof
persistentandtransienterrors.1 We thenusethe resultsof
our study to develop a new test oraclethat is effective at
detectingerrorsand ef�cient in termsof resourceutiliza-
tion. Ourempiricalstudiesshow that(1) in practice,a large
numberof errorsin GUIsaretransient,(2) therearespeci�c
classesof GUI eventsthat leadto transienterrors,and(3)
we cancreatea new automatedtestoracle(Onew ) that is
comparableto Oall in termsof fault-detectioneffectiveness
andOlast in termsof cost.
Contrib utions: Thecontributionsof thispaperinclude:

1. Modelof persistentandtransienterrorsfor GUIs.
2. Empiricalstudyshowing characteristicsof errors.
3. RelationshipbetweenGUI faultsanderrors.
4. New automatedtestoraclefor GUIs.

Structur e of the paper: In Section2, we presenta brief
overview of our previouswork. In Section3 we de�ne the
termspersistentandtransienterrors.Our empiricalstudies
aredescribedin Section4. In Section5 we brie�y discuss
relatedwork and�nally concludein Section6 with a dis-
cussionof currentandfutureresearch.

2 GUI Test Oracles Overview

A high-level overview of our GUI testoracleis shown
in Figure 1. The oracle information generator automati-
cally derivesthe oracle information (expectedstate)using
eithera formal speci�cationof theGUI asdescribedin our
earlierwork [24] or by usinga“correct” versionof thesoft-
ware[36,37] (asdescribedin Section4). Likewise,theac-
tual state is obtainedfrom an execution monitor. The ex-
ecutionmonitor may useany of the techniquesdescribed

1Note that the same (and similar) terms have been used by other re-
searchers [3,7,10,14,20,21,35]. Later, we formally define them for GUIs
in this paper.
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Figure 1. An Overview of the GUI Oracle.

in [24], suchasscreenscrapingand/orqueryingto obtain
theactualstateof theexecutingGUI. An oracle procedure
thenautomaticallycomparesthetwo statesandreportsGUI
errors.

Intuitively, aGUI error is amismatchbetweentheactual
GUI stateandoracleinformation.Wenow brie�y 2 describe
therepresentationof a GUI state.

We model a GUI as a set of widgets W =
{w1; w2; :::; wl } (e.g.,buttons,panels,text �elds) thatcon-
stitutetheGUI, asetof properties P = {p1; p2:::; pm } (e.g.,
backgroundcolor, size,font) of thesewidgets,anda setof
values V = {v1; v2; : : : ; vn } (e.g., red, bold, 16pt) asso-
ciatedwith the properties.EachGUI will containcertain
typesof widgetswith associatedproperties.At any point
during its execution,theGUI canbe describedin termsof
thespeci�c widgetsthatit currentlycontainsandthevalues
of their properties.

Thesetof widgetsandtheir propertiesis usedto create
amodelof thestate of theGUI.

De�nition: Thestate of a GUI at a particulartime t is the
setS of triples{(wi ; pj ; vk )}, wherewi ∈ W , pj ∈ P,
andvk ∈ V . 2

In earlierwork [23], we usedthe statede�nition to de-
velop four typesof oracleinformation in increasinglevel
of detailandcost: widget, active window, visible windows,
andall windows. Theoracleproceduretoo hadseveral in-
creasinglevelsof complexity andcost: “checkfor equality
of widget, active window, visible window, all windows after
eachevent” and“checkall windows afterthelastevent” of
thetestcase.Combiningtheoracleinformationandoracle
proceduresgaveus11differenttypesof oracles.In this pa-
per, for lackof spaceweconsidertwo of the11oracles;we
de�ne oraclesOall andOlast asfollows.

De�nition: TestoracleOall comparesthesetof all triples
2The reader is referred to [23, 24] for details.



for all widgetsof all visible GUI windows with the
correspondingexpectedstateaftereachevent in the
testcase. Note that visibility is a propertyof a win-
dow, which canbe set, for example,by invoking the
SetVisible() methodin Java. Windows that are
partiallyor fully hiddenby otheroverlappingwindows
arealsoconsideredto be visible aslong asthis prop-
erty is set. 2

De�nition: TestoracleOlast comparesthesetof all triples
for all widgetsof all visible GUI windows with the
correspondingexpectedstateafterthelasteventin the
testcase. 2

In our empiricalstudies,we compareour new testora-
cle to Oall and Olast . To help createthe test oracle,we
study the relationshipbetweenclassesof GUI eventsand
GUI errors. We now brie�y describethe event classi�ca-
tion. At all timesduringinteractionwith theGUI, theuser
interactswith eventswithin a modal dialog. This modal
dialog consistsof a modal window X and a set of mod-
elesswindows that have beeninvoked, either directly or
indirectly by X . The modaldialog remainsin placeuntil
X is explicitly terminated.The�rst classof events,called
restricted-focuseventsopenmodal windows. For example,
Set Language in MS Word is a restricted-focusevent.
The secondclass,called unrestricted-focus events open
modeless windows. For example,Replace in MS Word
is an unrestricted-focusevent. Termination events close
modalwindows; commonexamplesincludeOk andCan-
cel .

TheGUI containsothertypesof eventsthatdo not open
or close windows but make other GUI events available.
Theseevents,called menu-openevents are usedto open
menus.They expandthesetof GUI eventsavailableto the
user. Menu-openeventsdo not interactwith theunderlying
software.Notethattheonly differencebetweenmenu-open
eventsandunrestricted-focuseventsis that the latter open
windowsthatmustbeexplicitly terminated.Themostcom-
mon exampleof menu-openeventsare generatedby but-
tonsthatopenpull-downmenus.For example,in MS Word,
File andSendTo aremenu-openevents.Finally, system-
interaction eventsinteractwith theunderlyingsoftwareto
performsomeaction;commonexamplesincludetheCopy
eventusedfor copying objectsto theclipboard.

The above classi�cation will be usedin the empirical
study to identify strategic points in the testcaseat which
comparisonbetweenexpectedandactualstateswould lead
to GUI errordetection.Weformally de�ne GUI errorsnext.

3 GUI Errors

Intuitively, aGUI erroris amismatchbetweentheactual
andexpectedstates.

De�nition: A GUI error occursduringexecutionof a test
case,if A i 6= Si , for any eventei in the testcase.Si

is theoracleinformationandA i is theactualstateob-
tainedaftertheexecutionof ei . 2

Duringtestcaseexecution,themismatchmaypersistun-
til afterthelasteventin thetestcase.Sucherrorsarecalled
persistentandmaybedetectedby Olast .

De�nition: A persistent GUI error occursduring execu-
tion of a testcase,if A i 6= Si , for all eventsei in a test
caseof lengthn (j ≤ i ≤ n for somej ). 2

Ontheotherhand,many mismatchesmaynotpersistun-
til thelasteventin thetestcase,i.e.,they disappearafterthe
executionof someevent in the test case. Note that such
eventswould bemissedby Olast but would bedetectedby
Oall .

De�nition: A transient GUI error occursduringexecution
of a testcase,if A i 6= Si , for an event ei in the test
case,whereSi is theoracleinformationandA i is the
actualstateandA j == Sj , for somei < j ≤ n. 2

Oall and Olast may be viewed as extremepoints in a
spectrumof testoraclesorderedby frequency of compari-
son. AlthoughOall is ableto detectthemaximumnumber
of errors,it performsexpensiveandredundantcomparisons.
Olast , on the other hand,containsonly one comparison,
causingit to miss transienterrors. The key to designing
an ef�cient andeffective testoracleis to comparethe ex-
pectedandactualstatesat strategic pointsduring testcase
execution.Ourempiricalstudy, describednext, will helpus
identify suchstrategic points.

4 Empirical Studies
In this section,we presentdetailsof empirical studies

thatdemonstratetheexistenceandcharacteristicsof persis-
tent/transienterrorsin GUI programs3. We show that cer-
tainclassesof GUI eventscontributeto transienterrors,and
thatwe canusetheseclassesto designeffective automated
testoracles.We useoraclesOall andOlast ascontrolsfor
thesestudies. More speci�cally, we are interestedin an-
sweringthefollowing questions:

1. In practice, do persistent/transienterrors occur in
GUIs?Whatpercentageof errorsaretransient?

2. Are therespeci�c classesof GUI eventsthat lead to
transienterrors?

3. Canwe build a new automatedtestoracle(Onew ) that
is comparableto Oall in termsof fault-detectioneffec-
tivenessandOlast in termsof cost?

3All the tools, artifacts, and data, along with the study process diagram
are available for download at the authors’ web-site.



Subject Application Windows Widgets LOC ClassesMethods Branches
TerpWord 11 132 4893 104 236 452

TerpSpreadSheet 9 165 12791 125 579 1521
TerpPaint 10 220 18376 219 644 1277
TOTAL 30 517 36060 448 1459 3250

Table 1. Our Subject Applications.

4.1 Study 1: InvestigatingErr or Characteristics

To answerQuestions1 and2, we performthefollowing
stepsin thisstudy:

1. Choosesoftwaresubjectswith GUI front-ends,
2. Generatetestcases,
3. Generateoracleinformation,
4. Usefault seedingtechniquesto arti�cially seedfaults

in thesoftwaresubjects,
5. Executeall testcaseson the softwaresubjects.Dur-

ing execution,comparetheactualGUI stateto theor-
acleinformation.(Notethatstateis representedby all
thewidgetsin thevisible windows of theGUI.) Mea-
surethenumberof faultsdetected,andthepositionin
thetestcasewhenthefault wasdetected.Measurethe
spacerequiredto storetheoracleinformationandthe
timerequiredfor eachcomparison.

Step1, SubjectApplications: Thesubjectapplicationsfor
ourstudiesarepartof anopen-sourceof�ce suitedeveloped
at theDepartmentof ComputerScienceof theUniversityof
Marylandby undergraduatestudentsof theseniorSoftware
Engineeringcourse. It is called TerpOf�ce 4 and consists
of six applicationsout of which we usethree– TerpPaint
(animageediting/manipulationprogram)TerpSpreadSheet
(a spreadsheetapplication),andTerpWord (a small word-
processor),They have beenimplementedusingJava. Ta-
ble 1 summarizesthe characteristicsof theseapplications.
The numberof widgetslisted in the tableare the oneson
which usereventscanbeexecuted(e.g.,text-labelsarenot
included).Notethat theseapplicationsarefairly largewith
complex GUI front-ends.
Step2, Test Cases:We generatedGUI testcasesof vary-
ing lengthsusingevent-flow graphs (EFG)[23]. A detailed
discussionof this approachis beyondthescopeof this pa-
per. Intuitively, theEFGmodelsall possibleGUI eventse-
quences.Nodesin theEFGrepresentevents.An edgefrom
nodenx to ny is usedto show thattheeventrepresentedby
ny may be executedby a userimmediatelyafter the event
representedby nx . Testcasesaregeneratedby traversing
theEFG usingvariousgraph-walking algorithmsandenu-
meratingall the nodesencountered.We performeda ran-
domwalk of theEFG,whichwasdesignedto giveuniform
coverageof all the eventsin the GUI. Figure2 shows the

4www.cs.umd.edu/users/atif/TerpOffice

eventdistribution of all the testcasesshowing thatwe had
good event coverage. The �gure shows multiple column
graphson oneaxis. The columnsaregroupedby applica-
tion. The x-axis shows all the eventsin eachapplication.
They-axisshowsthenumberof timesaparticulareventwas
executedby a testcase.To allow visualcomparisonof the
totalnumberof eventsin eachapplication,wehaveusedthe
same�x ed-widthfor eachapplication.SinceTerpPaint has
the maximumnumberof events,its columnis �lled com-
pletely. The otherapplicationshave missingareas.How-
ever, we notedthat all the eventsin eachapplicationwere
covered. We generated819 test casesof varying lengths.
Figure3 showsthelengthdistributionof our testcases.
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Figure 2. Event Distribution.
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Step3, Generating Oracle Inf ormation: We usedanap-
proachthat we call execution extraction to obtain the or-
acle information. During this process,eachtest casewas
executedon the correctversion(with no seededfaults)of
the subjectapplicationsand the GUI statewas extracted



andstoredasoracleinformation. We employed platform-
speci�c technologysuchasJavaAPI to obtainthis informa-
tion.
Step 4, Fault Seeding: Fault seedingis a commontech-
niqueto introduceknown faultsinto programs.It hassev-
eralapplications;in this paper, we useit to createmutants
of code.We createtestcasesandexecutethemon themu-
tants. We then study the propertiesof the test casesthat
weresuccessfulat killing themutants.Careis takensothat
thearti�cially seededfaultsaresimilar to faultsthatoccur
in programsdueto mistakesmadeby developers[15,26].

We adoptedanobservation-basedapproachto seedGUI
faults, i.e., we observed “real” GUI faults in real applica-
tions.Duringthedevelopmentof TerpOf�ce, abugtracking
tool calledBugzilla5 wasusedby the developersto report
andtrack faultsin TerpOf�ce version1.0 while they were
working to extendits functionalityanddevelopingversion
2.0. The reportedfaultsarean excellent representative of
faultsthatareintroducedby developersduringimplementa-
tion.

We created200faulty versionsfor eachsoftware. Only
onefaultwasintroducedin eachversion.Thismodelis use-
ful to avoid fault-interaction,whichcanbeathorny problem
in thesetypesof studiesandalsosimpli�es thecomputation
of thenumberof faultsdetected;now we cansimply count
thefaultyversionsthatled to anerror.

Sincethis is a controlledstudy, we werecareful to de-
�ne classesof faults for seeding.We now summarizethe
theseclassesin oneshortstatementandprovideanexample
of eachin Table2. Note that the row numberin the table
correspondsto thenumberingbelow.

1. Modify relationaloperator(> , < , > =, < =, ==, !=);
2. Invert thetheconditionstatement;
3. Modify arithmeticoperator(+, -, *, /, =, ++, –, +=, -=,

*=, /=);
4. Modify logical operator(&&, ||);
5. Set/returndifferentbooleanvalue(true , false );
6. Invokedifferent(syntacticallysimilar)method;
7. Set/returndifferentattributes;
8. Modify bit operator(&, |, ∧, &=, !=, ∧=);
9. Set/returndifferentvariablename;

10. Set/returndifferentintegervalue;
11. Exchangetwo parametersin amethod;
12. Set/returndifferentstringvalue.

Figure4showsthedistributionof the600faultsthatwere
seededin the subjectapplications. The x-axis shows the
type/classof fault, asde�ned earlier, andthey-axisshows
the numberof faultsseeded.Note that while every effort
wasmadeto seedfaultsof all typesuniformly, somefaults
wereeasierto seedthanothersbecauseof theopportunities

5http://bugs.cs.umd.edu

in the code. For example,fault Type 1, i.e., modify rela-
tional operator wasseeded323 timesbecauseof the large
numberof relationaloperatorsin thecode.
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Figure 4. Different Type of Faults Frequency
Distribution.

Step 5, Test Execution: We designeda testexecutorthat
is capableof executinganentiretestsuiteautomaticallyon
the AUT. It performsall the eventsin eachtest caseand
comparestheactualoutputwith theexpectedoutput.Events
aretriggeredon theAUT usingtheJava API doClick.

Theexecutionincludedlaunchingtheapplicationunder
test, replayingGUI eventsfrom a testcaseon it andana-
lyzing the resultingGUI states.The analysisconsistedof
recordingthe actualGUI statesof the faulty versionand
determiningthe resultof the testcaseexecution. The test
casesexecutedon four machines(Pentium4, 2.2GHz,each
with 256MB RAM) simultaneouslyfor morethana week.
Althoughmuchof theexecutionwasautomated,we hadto
restartsomemachines(and test scripts)becauseof prob-
lemswith theJVM.

4.1.1 Thr eatsto Validity
Threats to external validity areconditionsthatlimit theabil-
ity to generalizetheresultsof ourstudiesto industrialprac-
tice. We have usedfour Java applicationsareour subject
programs.Althoughthey have differenttypesof GUIs, this
doesnot re�ect a wide spectrumof possibleGUIs thatare
availabletoday. Althoughour modelof theGUI maintains
uniformity betweenJava and Win32 applications,the re-
sultsmayvary for Win32 applications.

Threats to internal validity areconditionsthatcanaffect
thedependentvariablesof thestudywithouttheresearcher's
knowledge. We have usedan observation-basedapproach
for seedingfaultsin the GUI applications.This may have
affectedthedetectionof faultsby thetestcases.Faultsnot
exercisedby any testcasewill go undetected.We madean



Fault
Type

Original Code Mutated Code

1 if (this.row > y.row) if (this.row < y.row)
2 if (newValue) if (!newValue)
3 prev = index+1; prev = index-1;
4 if (done || border == null || if (done && border == null ||
5 if(contentArea.closeDocument(true)) if(contentArea.closeDocument(false))
6 int rowLimit = model.getRowCount() - 1; int rowLimit = model.getColumnCount() - 1;
7 int style = Font.ITALIC; int style = Font.BOLD;
8 style |= Font.BOLD; style &= Font.BOLD;
9 buttonPanel.add(okButton); buttonPanel.add(cancelButton);
10 int size = 12; int size = 15;
11 tmp = data.substring(0, i2); tmp = data.substring(i2,0);
12 if(findString.equals("")) { return; } if(findString.equals(" ")) { return; }

Table 2. Classes of Seeded Faults.

effort to make the faults as closeas possibleto naturally
occurringfaults. Someof thesefaultsmight not manifest
themselvesthroughtheGUI.

Threats to construct validity arisewhenmeasurementin-
strumentsdo not adequatelycapturethe conceptsthey are
supposedto measure.For example,in this studyoneof our
measuresof cost is time. SinceGUI programsare often
multi-threaded,and interactwith the windowing system's
manager, our experiencehasshown thattheexecutiontime
variesfrom onerunto another. Onewayto minimizetheef-
fectof suchvariationsis to run thestudiesmultiple number
of timesandreportaveragetime.

Theresultsof our studies,presentednext, shouldbe in-
terpretedkeepingin mind theabovethreatsto validity.

4.2 Study 1 Results

Number of Persistent/Transient Err ors: We immediately
noticedthe large numberof transienterrorsfound during
executionof our testcases.Figure5 showsa columngraph
with the total numberof persistent/transienterrorsthatour
testcasesfound. Thex-axisshows two columnsperappli-
cation. Thetwo columnsrepresentpersistentandtransient
errors.They-axisshowsthenumberof errorsfound.
Detailed View of Err ors: We next wantedto seeparts
of test casesthat causedthe expectedand actual states
to mismatch. For compactness,we will use one graph
per application. Figure6 shows the resultsfor TerpPaint.
The x-axis shows the event number(i.e., its position in
the sequence)in the test case. The y-axis representstest
casesthat successfullykilled a mutant. For each test
case,we have a line, with 2 levels of shading. The dark
band shows the events after which the actual and ex-
pectedstatesmismatched.The light bandshows theevent
numberafterwhichtheactualandexpectedstatesmatched:
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Figure 5. Number of Errors.

If a testcasekilled morethanonemutant,it is counted
morethanonce.

We have sorted the test casesto show the dark/light
bandsclearly. Wenotethatmany testcaseshavesmallareas
of mismatch.In all caseswherethetestcaseendsin a light
band(i.e.,amatch), thetestoracleOlast wouldhavefailed
to reportanerror. Similar resultsareseenfor TerpSpread-
SheetandTerpWord in Figures7 and8 respectively.
Eventsthat Reveal/ConcealErr ors: Having observedthat
long testcases,duringexecution,cantransitfrequentlybe-
tweenmatchingandmismatching,wewantedto seeif there
were certainclassesof eventsthat causedthe transitions.
We minedour executiondatato �nd eventsthat led from
a matchto a mismatchandvise versa.We summarizeour
resultsin Figure9. The�gure shows a columngraphwith
eventtypeson thex-axis. They-axisshows thenumberof
timesaneventtypeled to atransition.As seenin thegraph,
termination,restricted-focus,andsystem-interactionevents
causethe maximumnumberof transitions. A test oracle
thatcomparestheexpectedandactualstatesof theGUI at
theseeventsis mostlikely to reporttransienterrors.
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Figure 6. Errors for TerpPaint.
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Figure 7. Errors for TerpSpreadSheet.

We manuallyexaminedthe test caseexecutionreports
andobserved that object creationand destructionplay an
importantrole in transienterrors. Examplesof suchob-
jects for GUIs include windows, menus,widgets,etc. A
restricted-focusevent that opensa erroneouswindow will
causean error to be detectedby the test oracle. On the
otherhand,a terminationeventthatdestroysa window will
closethe erroneouswindow, resultingin a matchbetween
expectedandactualstates.

4.3 Study 2: Creatingand Studying Onew

Weusedtheresultsof Study1 to extendourresearchand
designanew oraclecalledOnew . Wespeci�cally wantedto
compareOnew with Olast andOall in termsof errordetec-
tion and cost. We simulatedthreetesters,eachequipped
with oneof theoraclesanda setof testcasesthatwereex-
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Figure 8. Errors for TerpWord.
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ecutedon all mutants.6 A testcasewasterminatedassoon
asit detectedanerror. Thetime andstoragewasmeasured.

Onew was createdby modifying Olast . Oracle infor-
mationwasgeneratedfor terminationandrestricted-focus
events.Theoracleprocedurewasmodi�ed to comparethe
expectedand actualstatesat thesepoints. We chosenot
to usesystem-interactioneventsbecauseour testcasescon-
tain a largenumberof theseevents,i.e., hadwe compared
at system-interactionevents,Onew would havedegradedto
Oall in termsof cost becauseit would have requiredfre-
quentcomparison.

4.4 Study 2 Results

Err or detection: Figure10 shows threecolumsfor Onew ,
Oall , andOlast respectively for eachapplication. The y-
axisshowsthenumberof errorsreported.As seenfrom the

6Note that, to reduce threats to validity, we performed Study 2 on two
applications that were not part of Study 1 – the results are not presented in
this paper due to lack of space.



graph,Onew is ableto reportalmostasmany errorsasOall .
Olast performedworst becauseit missedall the transient
errors.
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Figure 10. Error detection of Onew .

We also wantedto determinehow Onew comparedto
Oall andOlast with respectto storagespaceandtime.
Space:Figure11 shows threecolumsfor Onew , Oall , and
Olast respectively for eachapplication. The y-axis (log
scale)showsthespacerequiredin MB for all thetestcases.
As seenfrom the graph,Onew requiressigni�cantly less
spacethanOall and(asexpected)morespacethanOlast .
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Figure 11. Space Required for Onew .

Time: Figure12 shows threecolumsfor Onew , Oall , and
Olast respectively for eachapplication. The y-axis shows
the time requiredin secondsfor all the testcases.As seen
from the graph,Onew requiressigni�cantly lesstime than
Oall andmoretime thanOlast .

The resultsof this studyshowed that Onew wasalmost
aseffectiveasOall in termsof errordetection.However, it
wasmuchcheaperto executeandstore.
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Figure 12. Time Required for Onew .

4.5 Faults and Err ors

In astudysuchasours,thearti�cially seededfaultsplay
an importantrole in determiningits outcome.We wanted
to seeif particularclassesof seededfaults lead to persis-
tent/transienterrors,i.e., whetherwe hasinadvertentlyfa-
voredany error type. For all threeapplications,a column
graphin Figure13 shows for our seededfault typestheto-
tal numberof timeseachled to a persistentor transienter-
ror. Thex-axisshows all fault classes.For eachfault class
we have two columns,representingpersistentandtransient
faultsrespectively. They-axis is thetotal numberof times,
for all testcases,thefaultmanifesteditself asanerror.
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Figure 13. Faults classes and Error Types.

We note that eachfault type led to both persistentand
transienterrors. Henceour seededfaultsdid not in�uence
theresultsof this study.



5 Related Work
Although thereis no prior work that directly addresses

theresearchpresentedin thispaper, severalresearchersand
practitionershavediscussedconceptsthatarerelevantto its
speci�c parts. We discussthe following broadcategories:
persistent and transient errors, methods to specify oracles,
reference testing, andGUI oracles.
Persistent and transient errors: Very few researchers
have applied the conceptsof persistentand transienter-
rors for software testing. Cheynet et al. presentan auto-
matedapproachto detecttransienterrorsfor safety-critical
software [7]. However, many researchershave usedper-
sistentandtransienterrors(alsocalledpersistentandtran-
sientfaults)for fault-tolerantsoftware[3, 10,35]. Schrey-
jak de�ned two typesof faults for component-basedsoft-
ware[32] – persistentfaultsarethosethatarereproducible
in certainsystemstates;transientfaultsoccuroccasionally
duringexecution[14]. Similarly, Laprieet al. [20,21] pro-
posedfault classesaccordingto their persistence.If the
faultsarepermanent,they areclassi�ed aspersistent/solid;
otherwiseif they aretemporary, they areclassi�ed astran-
sient/intermittent/soft/volatile.
Methods to specifyoracles: Softwaresystemsrarelyhave
an automatedoracle[9, 27,29,30]. In mostcases,the ex-
pectedbehavior of thesoftwareis assumedto beprovided
by the test designer. It can be speci�ed in several ways:
(1) the form of a table of pairs (actual output, expected
output) [27], (2) as temporalconstraintsthat specifycon-
ditions that must not be violated during software execu-
tion [8, 9,29,30], and(3) as logical expressionsto be sat-
is�ed by thesoftware[11]. This expectedbehavior is then
usedby theveri�er byeitherperformingatablelookup[27],
FSM creation[9, 17], or booleanformula evaluation[11]
to determinethe correctnessof the actualoutput. In few
cases,formal speci�cationshave alsobeenusedto specify
andgeneratetestoracleinformation[1,4,13,28]. A runtime
assertionchecker is usedastheoracleprocedure[6].
Referencetesting: A popularalternativeto manuallyspec-
ifying the expectedoutput is to perform referencetesting
[36,37]. Actual outputsarerecordedthe�rst time thesoft-
wareis executed.Therecordedoutputsarelaterusedasex-
pectedoutputfor regressiontesting.This is a populartech-
nique usedfor regressiontestingof GUI-basedsoftware.
Capture/Replaytools suchas thosethat are part of GUI-
TAR (http://guitar.cs.umd.edu ) capturebitmap
imagesof GUI objectsinto a testscript. Thesebitmapsare
thenusedas testoraclesto compareagainstactualoutput
duringregressiontestcasesexecution.However, theprob-
lemassociatedwith suchtoolsis evenaslightchangein the
GUI'slayoutwill makethebitmap/testoracleobsolete[25].
GUI oracles: Finally, our own earlierwork describedau-
tomatedGUI testoraclesfor thePATHS(PlanningAssisted
Testerfor grapHicaluserinterfaceSystems)system[22,24].

PATHSusesAI planningtechniquesto automatetestingfor
GUIs. Theoracledescribedin PATHS usesa formal model
of a GUI to automaticallyderive theoracleinformationfor
agiventestcase.

6 Conclusions
In thispaper, wedesignedanew testoraclefor GUI soft-

ware.WeusedtheobservationthatGUI errors“appear”and
later“disappear”atseveralpoints(e.g.,afteraneventis ex-
ecuted)duringtestcaseexecution.Wede�ned two typesof
GUI errors– transient, thosethatdisappearandpersistent,
thosethatdon't disappear. We leveragedour previouswork
to studyseveralapplicationsandobserve theoccurrenceof
persistent/transienterrors.Ourstudiesshowedthatin prac-
tice,a largenumberof errorsin GUIs aretransientandthat
therearespeci�c classesof eventsthat leadto transienter-
rors. We usedthis studyto developour new testoraclethat
comparestheexpectedandactualoutputat strategic points
duringtestcaseexecution.We showedthattheoracleis ef-
fective at detectingerrorsandef�cient in termsof resource
utilization.

We arecurrentlyextendingour approachto otherEDS
andobject-orientedprogramsin which objectsarecreated
and destroyed during testing. We are also examining the
impact of different test oracleson falsepositives that are
reportedduringGUI testing.

References

[1] S. Antoy and R. G. Hamlet. Automatically checking an im-
plementation against its formal specification. Software Engi-
neering, 26(1):55–69, 2000.

[2] L. Baresi and M. Young. Test oracles. Technical Report CIS-
TR-01-02, University of Oregon, Dept. of Computer and In-
formation Science, Eugene, Oregon, U.S.A., August 2001.
http://www.cs.uoregon.edu/ michal/pubs/oracles.html.

[3] A. Bondavalli, S. Chiaradonna, and F. D. Giandomenico. Ef-
ficient fault tolerance: an approach to deal with transient
faults in multiprocessor architectures. In Proceedings of
1994 International Conference on Parllel and Distributed
Systemsm, pages 354–359. IEEE, 1994.

[4] L. Burdy, Y. Cheon, D. Cok, M. Ernst, J. Kiniry, G. T. Leav-
ens, K. R. M. Leino, and E. Poll. An overview of jml tools
and applications.

[5] A. Carloganu and J. Raguideau. Claire: An event-driven
simulation tool for test and validation of software programs.
In Proceedings of the 2002 International Conference on De-
pendable Systems and Networks, page 538. IEEE Computer
Society, 2002.

[6] Y. Cheon and G. T. Leavens. A simple and practical approach
to unit testing: The JML and JUnit way. Technical Report
01–12, 2001.

[7] P. Cheynet, B. Nicolescu, R. Velazco, M. rebaudengo, M. S.
Reorda, and M. Violante. Experimentally evaluating an au-
tomatic approach for generating safety-critical software with



respect to transient errors. IEEE Transactions on Nuclear
Science, 47(6):2231–2236, 2000.

[8] L. K. Dillon and Y. S. Ramakrishna. Generating oracles from
your favorite temporal logic specifications. In Proceedings
of the Fourth ACM SIGSOFT Symposium on the Foundations
of Software Engineering, volume 21 of ACM Software Engi-
neering Notes, pages 106–117, New York, Oct.16–18 1996.
ACM Press.

[9] L. K. Dillon and Q. Yu. Oracles for checking temporal prop-
erties of concurrent systems. In Proceedings of the ACM
SIGSOFT ’94 Symposium on the Foundations of Software
Engineering, pages 140–153, Dec. 1994.

[10] L. Dong, R. Melhem, D. Mossé, S. Ghosh, W. Heimerdinger,
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