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66.40%). In addition, our GUI subjects have numerous
callbacks that never get invoked, either because they
are dead code or get invoked in specific environments.
Faults: Table 6 shows the list of faults detected by
OME*. Many of these faults were reported and fixed.
Because of lack of space, we will discuss the 7 new
faults that were detected in Buddi. All 7 were detected
by the withMap technique. Of these 7, one fault was
also detected by noMap. These faults are also indicated
in Figure 6. The faulty events (i.e., the last events in
the failed test cases) are solid dark nodes with their
IDs (bd1-bd7) pointed by an arrow. We now discuss
these faults and the test cases that detected them.

Fault bdl results in an Illegal ArgumentException
when setting an out-of-range proxy port for network
configuration. It is detected by a test case consisting
of 6 events: (e1: Expand Edit menu; es: Open Preferences
window; e3: Select Network tab; es: Enable Use Proxy
option; es: Enter a large number for proxy port; es: Click
OK). This fault did not occur earlier in the BL iteration
because, by default, the Proxy Port text box (i.e., es)
is disabled. It is unable to change the proxy port
unless the Enable Use Proxy check box is checked
(i.e., performing e4). However, this information is not
available at BL. During the BL process, event e5 was
observed after the execution of event e,. Hence, a new
context aware mapping entry was created to reach es.
In the next iteration, test cases were generated to cover
es. One of them led to the failure. Fault bd2 is similar
to bdl except that it throws an UnknownHostException
when using a non-existing proxy URL (with a valid
port).

This is a particularly interesting test case because
event eg, i.e., Click OK, the one that revealed the failure
had been executed several times in BL. However,
the failure was manifested only when eg executed in
the context of e5. Moreover, eg revealed a different
failure, bd2, when executed after setting a non-existing
proxy URL. All events in the fault-revealing test cases
were available in the initial model (as marked in
Figure 6(a)). However, the faults were revealed only
when the events were tested in specific combinations.

The remaining faults in Buddi were detected due
to the discovery of new events. For example, fault bd3
causes an InvalidValueException when saving a trans-
action with an empty name. In Buddi, a transaction
can be saved only after a document change. However,
during ripping, the events related to the save func-
tionality (e.g., Save, Save All buttons) were all executed
before any document changing event. Hence, the Save
Transaction dialog, which is opened by these events,
did not show up. In subsequent iterations, however,
it was opened and tested in new executing contexts.
As a result, the fault was detected.

Faults bd5, bd6, bd7 were detected during Iteration 2
when new events were observed and exercised. De-
tecting faults in later iterations is not uncommon, as
can be seen in Table 5. The reason for this is that ex-

ercising fault-revealing events requires going through
multiple other events, performed in a sequence. By
iteratively identifying the enabling/opening relation-
ships between events, the OME* test case generator is
able to compose test cases that reveal faults. Consider,
for instance, Fault rc7 in Rachota; this was detected
in Iteration 3. It is an uncaught NullPointerException,
thrown when simultaneously adjusting the current
date, and setting the starting time of an active task
to empty (recall that Rachota is an application for
tracking project time). The event sequence leading
to this fault is: (e11: Select a task; eyo: Start selected
task; e13: Expand Tool menu; e14: Open Adjust start time
window; eq5: Change to a previous date; eq4: Click OK to
confirm the start time adjustment). This sequence brings
the GUI through a series of states where events are
reached in a chain: first, e;; enables e;» in BL, and
then e;o In turn enables ey in Iteration 1. When
performed in Iteration 2, ej4 opens a new Adjust
starting time window (e;3 is known earlier to expand
the Tool menu to reach e14). This window contains the
events allowing the user to adjust the starting time of
the active task (e.g. e16). Finally, the pair (e;s,e16) is
exercised in Iteration 3, leading to the exception.

We conclude our discussion of these faults by not-

ing that due to the complexity of the GUI, the state-
based relationships between events that led to failures
are difficult to predict manually. Similarly, because
GUI event handlers are often spread across multiple
independent modules/classes [35], such faults cannot
be detected by code analysis techniques such as static
analysis.
Comparison with RND: The data for RND is the
average over 5 runs. In all cases, we saw RND
perform worse than OME*. We attribute this weakness
of RND to its non-systematic GUI exploration strategy.
In contrast, because OME* used the underlying crite-
rion of covering all EFG edges, its test-case generator
was forced to generate test cases that covered all parts
of the GUI, including context-sensitive parts. RND did
not have this advantage of an underlying event-based
criterion.

Going back to our research questions, we were able
to show that OME* is more effective than BL, when
using FDE, EC, and CC as our metrics, thereby ad-
dressing RQ1. Further, we implemented OME* in two
ways, with and without the mapping, and showed
that because noMap does not maintain the context-
aware mapping to reach coverage elements, it yields
many infeasible test cases. The mapping is key to the
success of OME*. This result answers RQ2.

5 RELATED WORK

This work belongs to the family of model-based tech-
niques for testing GUI-based applications. A model
is developed to represent the GUIs behaviors and
the test cases are generated by traversing the model.
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TABLE 6
List of new faults detected by OME*
ID Iteration | Confirmed | Fixed | Description
AU4 1 v v ProfileException when using ‘/crash/crash’ as name to save a user profile
AU5 2 v v NullPointerException when changing layout of an empty Activity diagram
AU6 1 v v NullPointerException when trying to ‘Revert to Saved” an unsaved document
AU7 2 v v InvalidObjectException when keeping the ‘Open Project” window open and saving another project
BD1 1 v v Illegal ArgumentException with an out-of-range Proxy Port
BD2 1 v v Tllegal ArgumentException when updating with an non-existing proxy address
BD3 1 v v InvalidValueException when creating a transaction with an empty name
BD4 1 v v FileNotFoundException when saving with a non-encrypted file with name containing special
characters
BD5 2 v v FileNotFoundException when saving with an encrypted file with name containing special characters
BD6 2 v v ZipException when using a plugin name containing special characters
BD7 2 v v FileNotFoundException when configuring with a non-existing language file
CS1 1 X X FileNotFoundException when providing an invalid file name to save
CS2 1 X X NullPointerException when generating Write Clue with an empty crossword
CS3 1 X X NullPointerException when generating Suggest Word with an empty crossword
DJ1 1 v v IOException when saving file with a file name containing special characters
JR1 1 X X StringIndexOutOfBoundsException when using ”'#” as a ‘Preview text’ in Preferences
JR2 1 v v ArrayIndexOutOfBoundsException when allowing to generate keyword for a disabled bibtex entry
JR3 1 v v ArrayIndexOutOfBoundsException when generating keyword for an already closed bibtex file
JR4 2 v v Pattern Exception when searching with an regular expression containing the special characters * []’
JR5 2 X X IOException when setting default owner name containing a ‘{ character
JR6 1 v v ClassNotFoundException when providing a non-existing class to setup the ‘Look and Feel’
JR7 1 v v ServerSocketException with an out-of-range Proxy port
JR12 1 v v ArrayIndexOutOfBoundsException when changing properties of an already closed bibtex file
JR13 2 X X StringIndexOutOfBoundsException when import with a non-exist ImportFormat plugin
OT1 1 v v NullPointerException when checking spell with a blank spell-checking plugin name
PS1 1 X X ParseException when providing a non-numeric value for the split after these pages text filed
PS2 1 X X ParseException when providing a non-numeric value for the split every “n” pages text field
PS3 1 X X ParseException when providing a non-numeric value for the split at this size text file
PS4 1 ' v NullPointerException when providing an invalid split by bookmarks level
PS7 1 X X FileNotFoundException when saving with an invalid environment file name
RC1 2 v v NullPointerException when generating report with a non-existing file name
RC2 2 X X NullPointerException when adjusting time after switching to a previous day
RC3 1 v v NumberFormatException when entering a non-numberic value to the Inactivity time text field
RC7 3 X X NullPointerException when simultaneously adjusting starting time and correcting the scheduled time

v = Yes; x = No

The most popular models used are state machines.
Examples include variable FSM [15], Complete Inter-
action Sequences [16], hierarchical state-machine models
represented as UML state diagrams [2], off-normal
FSM [17], multiple FSMs called Label Transition Sys-
tems [18], and semantic models [14], [19], [20]. Al plan-
ning has also been used for test case generation [4].
A specification of the GUI is manually created by
a tester in form of planning operators. Test cases are
automatically generated by invoking a planner which
searches for a path from the initial to the goal state.
Memon et al. [36], provide a more detailed survey
on model-based testing techniques for GUI-based ap-
plications. In some proposed techniques, the event
context is partially captured in their models (e.g., in

the states or planning operators). However since the
models are manually created, those techniques suffer
from the scalability issues.

Our first reported work on GUI Ripping, already
discussed in Section 1, in the year 2003 [23] set the
stage for using the executing GUI software itself to
automatically model its own input space. In sum-
mary, the Ripper starts at the main window of a soft-
ware application under test, automatically detects all
‘clickable” GUI widgets and exercises the application
by systematically executing these elements. The GUI
structure obtained is then converted to an EFG for test
case generation. Since then, we developed techniques
to augment the EFG model using annotations. For
example, Yuan et al. [25] annotated the EFG with
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semantic information derived from the runtime state
of the GUI. With the augmented model, we are able
to prioritize in the input space and generate longer
test cases. Marchetto et al. [37] proposed a similar ap-
proach but applied to Web testing domain. However,
none of the previous approaches was able to discover
unexplored parts of the input space. This is something
we do in the current paper.

In the context of random testing, Pacheco ef al. [33]
propose an object-oriented unit testing approach
called Randoop. Similar to our approach, Randoop
starts with a seed test suite consisting of short
method-call sequences. The longer test cases are then
incrementally obtained by randomly combining the
shorter ones. The feedback from previous test exe-
cutions are used to avoid generating redundant and
illegal combinations. The key difference between Ran-
doop and our approach is that in unit testing, it
is trivial to obtain the input space, ie., the list of
available methods. Execution feedback is primarily
used to effectively explore the input space. However,
this assumption does not hold true for the GUI test-
ing domain where GUI events are often dynamically
produced. Therefore, in our approach, the feedback is
not only used to effectively explore the input space
but also to discover it (i.e., adding new GUI events).

A technique called exploratory testing [1], [38] is
most related to our current approach. In exploratory
testing, human testers explore the system under test
without fully knowing the input space of the system
under test. As the system is being tested, they learn
the system’s behaviors and manually decide what
to do next. There is no predetermined test script
or test input. This technique takes advantage of the
testers’ experiences and provides rapid feedback to
the developers. However, because it heavily relies on
human skills, the results are often subjective, hard to
replicate [1], and do not scale to large systems [3].

Extending our work on GUI ripping, Mesbah et
al. [28], [39] leverage a crawl-based technique to reverse
engineer the structure of the website under test. A tool
called CRAWLJAX automatically detects all ‘clickable’
web elements and crawls the website by exercising
these elements. The website structure is then analyzed
to construct an intermediate abstract state machine
model, which is used as a skeleton to systematically
generate test cases. Saxena et al. [40] extend this
technique by adding a string constraint solver to the
crawler to better explore the event space.

The remainder of the papers in this section share
a common theme. During test execution, they keep
track of all new event handlers, object states, web ser-
vices, observed during execution and try to generate
additional test cases to exercise them.

In web application testing, Artzi et al. [41] use execu-
tion states to generate additional test inputs. Due to
the nature of the web applications, the event handlers
can be dynamically registered to and removed from

the client at runtime. An execution unit dynamically
monitors the set of event registered at a particular
time and attempts to exercise them.

In object oriented unit testing, Dallmeier et al. [42] dy-
namically synthesize a state-machine model by moni-
toring the object states in different executions. As test
cases are executed, new object states are observed and
incrementally incorporated into the original model.
The extended model is then used to generate addi-
tional test cases until some stopping criterion is met.
To further enhance the model, a source code scanning
technique is used to extract all available method calls
and invoke them from all obtained states, in a trial-
error process, to reveal the possibly unobserved class
behaviors. Zhang et al. [43] present a similar approach
but use some advanced static analysis techniques to
infer the constraints between method calls and their
arguments. The constraints help to avoid generating
illegal test cases as well as to direct test case gen-
eration toward the unexplored program behaviors to
achieve a higher code coverage.

In service oriented application (SOA) testing, Bar-
tolini et al. [44] introduce an approach to “whiten”
the external binary services in support for testing
the service consumers. An intermediate agent is in-
strumented to the services to expose their coverage
level as the test cases are executed. Based on the data
collected, the test case generator can infer the internal
behaviors of the services and then decides how to
generate test cases for the service consumers.

Our work differs from the above in several ways.
First, our target domain is that of GUIs, which have
enormous, even infinite, input spaces. GUI appli-
cations increasingly integrate multiple source code
languages and object code formats, along with virtual
function calls, reflection, multi-threading, and event-
handler callbacks. These features severely impair the
applicability of techniques that rely on static analysis
or the availability of language-specific and format-
specific instrumentation tools. Second, we have a fully
automated technique. Our underlying model is an
EFG, not a state machine, which, for reasons discussed
in prior work [22], [25] are more appropriate for
this domain. Third, our model enhancement is based
on new events, not states, i.e., we are extending the
input alphabet of the model. Finally, most of the
above approaches rely on code instrumentation. Our
approach, in contrast, does not require code.

6 CONCLUSIONS

As software systems have grown increasingly com-
plex, our testers are tasked with verifying that these
systems function correctly; but the testers do not fully
understand these systems’ input spaces. This problem
is severely compounded in GUIs that have immense,
even infinite, input spaces. GUI testers routinely miss
allowable event sequences, any of which may cause
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failures once the software is fielded. And the tester
may fail to discover that the softwares implemen-
tation allows the execution of some disallowed se-
quences. All this is because the tester has no knowl-
edge of softwares overall input space, i.e., the set of
all possible event sequences that may be input to the
software.

To address some of these challenges, we presented
a new paradigm for GUI testing that we call Observe-
Model-Exercise* (OME?*). We described the key features
of OME* and the algorithms used to realize it. An ex-
periment on 8 open-source applications showed that
OME* did much better compared to the current state-
of-the-art. In some cases, we observed more than 200%
improvement in the set of events that we executed.
We also discovered 34 new faults that have not been
detected before.

Our work has implications on the overall GUI
testing lifecycle, which may include the development
of test cases via model-based techniques, capture/re-
play tools, and hand-coding. Armed with our OME*
model—essentially a blueprint of the GUI—the tester
now has a more complete picture of allowed/dis-
allowed sequences of events. We envision that in a
practical testing scenario, a tester will first run the
OME* approach, obtaining the complete EFG, and use
the EFG to further create test cases.

This work presents numerous opportunities for fu-
ture research. In the immediate future, we will extend
our subject application pool. In particular, we want
to use non-Java, non-desktop (e.g., web, mobile) as
well as industrial applications to reduce the external
threats to validity in our empirical studies. Further-
more, we used natural faults (i.e., crashes) to measure
fault detection effectiveness. This approach, on one
hand, provides evidence that our technique can detect
actual faults. On the other hand, we are limited in the
analysis that we can perform. For example, we cannot
examine faults that were missed. For this reason, we
will seed artificial faults in future work. We will also
develop metrics to evaluate the completeness (or more
generally, the quality) of a constructed EFG. This is
necessary because even though OME* substantially
expands the test space (measured by the size of EFG)
than other approaches, it is unclear how much the
constructed EFG can cover a perfectly completed EFG.
Finally, for input supplied to text fields, we intend
to use domain specific data instead of our current
general purpose database.

In the medium term, we will apply our paradigm to
other test case generation techniques (e.g., capture/re-
play, Al planning [4], feedback-driven [25]). Finally,
in the long term, we will apply our techniques to test
web applications and object-oriented software as they
also use test cases that are sequences of events (e.g.,
web user actions and method calls).
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