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Test designers widely believe that the overall effectiveness and cost of software testing depends
largely on the type and number of test cases executed on the software. This paper shows that
the test oracle, a mechanism that determines whether a software executed correctly for a test
case, also significantly impacts the fault-detection effectiveness and cost of a test case. Graphical
user interfaces (GUIs), which have become ubiquitous for interacting with today’s software, have
created new challenges for test oracle development. Test designers manually “assert” the expected
values of specific properties of certain GUI widgets in each test case; during test execution, these
assertions are used as test oracles to determine whether the GUI executed correctly. Since a
test case for a GUI is a sequence of events, a test designer must decide (1) what to assert,
and (2) how frequently to check an assertion, e.g., after each event in the test case or after the
entire test case has completed execution. Variations of these two factors significantly impact the
fault-detection ability and cost of a GUI test case. A technique to declaratively specify different
types of automated GUI test oracles is described. Six instances of test oracles are developed and
compared in an experiment on four software systems. The results show that test oracles do affect
the fault-detection ability of test cases in different and interesting ways: (1) test cases significantly
lose their fault-detection ability when using “weak” test oracles, (2) in many cases, invoking a
“thorough” oracle at the end of test case execution yields the best cost-benefit ratio, (3) certain
test cases detect faults only if the oracle is invoked during a small “window of opportunity” during
test execution, and (4) using thorough and frequently-executing test oracles can make up for not
having long test cases.

Categories and Subject Descriptors: D.2.4 [Software/Program Verification]: Assertion check-
ers; D.2.5 [Testing and Debugging]: Monitors

General Terms: Verification, Human Factors
Additional Key Words and Phrases: Test oracles, GUI testing, GUI state, Graphical user inter-
faces, user interfaces, widgets

1. INTRODUCTION

Testingis widely recognizedasa key quality assurancg(QA) activity in the software
developmert process.During testing, a set of test casesis generatedand executed
on an application under test (AUT). Test adequacy criteria are usedto evaluate
the adequacyof test casesand generatemore test casesif needed[Zhu et al. 1997].
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During testing, test oracles are usedto determine whether the AUT executed as
expected [Weyuker 1982; Baresi and Young 2001]. The test oracle may either be
automated or manual; in both casesthe actual output is comparedto a presumably
correct expected output.

Although researd in testing hasreceived considerableattention in the last decade,
testing of graphical user interfaces (GUIs), which have becomenearly ubiquitous
as a meansof interaction with today's software systems,has remained a neglected
researd area. GUIs today constitute as much as 45-60%of the total software code
[Myers 1995]. The result of this neglectis that current GUI testing techniquesused
in practice are ad hac [Memon et al. 2001]and largely manual ([Ostrand et al. 1998]
and Chapter 27 of [Green 2000]).

In practice, four approachesare usedto create test oraclesfor GUI software, all
of which are resourceintensive. First, and the most popular, is to usea \manual
oracle" [Marick 1998],i.e., a tester manually interacts with the GUI, performing
events (actions performed by the user) sudch as click-on-CUT, ! click-on-PASTE,
and type-in-text- eld, and visually cheds the GUI for errors. Secondis to usecap-
ture/replay tools [Hicinbothom and Zachary 1993]such as WinRunner? [Memon
2003]. A tester usesthesetools in two phases:a capture and then a replay phase.
During the capture phase,a tester manually interacts with the GUI being tested,
performing everts. The tool recordsthe interactions; the tester also visually \as-
serts" that a part of the GUI's response/state be stored with the test caseas
\exp ected output." The recordedtest casesare replayed automatically on (a mod-
ied version of) the GUI using the replay part of the tool. The \assertions" are
usedto ched whether the GUI executedcorrectly. Third is to useexplicit \assert"
statemerts in programmed GUI test cases;a tester programs the test cases(and
expected output) by using tools [Finsterwalder 2001; White et al. 2001] such as
extensionsof JUnit including JFCUnit, Ablot, Pounder, and Jemmy Module.? As
thesetest casesexecute,the assertionsare usedto ched the correctnessof the GUI.
Finally, testershard-code the expected output into test harnesseghat call methods
of the underlying businesslogic asif initiated by the GUI. This approac requires
changesto the software architecture (e.g., keepthe GUI software \ligh t* and code
all \imp ortant" decisionsin the businesslogic [Marick 2002]); moreover, it doesnot
perform testing of the end-usersoftware. Test designersmay alsousea combination
of the above approades. For example, test designersmay use capture/replay tools
to capture a session(which is stored as a script) with the GUI and later manually
edit the script, inserting method calls, assertions,etc. to enhancethe test cases.
All the above techniquesrequire a signi cant amourt of manual e ort. If assertions
are not inserted/chedked at proper locations (i.e., relative to events) in the test
case,GUI errors may remain undetected during testing.

Since the existing techniques for creating test oraclesfor GUIs are resourcein-
tensive, and software quality assurancehasa limited budget (both in terms of time
and money), GUI testers are faced with a number of decisionson how to best ex-

1In the future, for brevity, we will call these events only by their corresponding widget names,
e.g., CUT.

2http://mercuryinteractive.com

Shttp://junit.org/news/extension/gui/index.htm
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pend their precious resources,while maximizing their chancesof nding defects.
The nature of GUI test cases(i.e., sequencef everts) raisesnew questions for
testers. Answersto thesequestionsmay have an impact on the e ectiv enessof the
overall testing process. Someof the questionsrelevant to test oraclesinclude: (1)
how much information needsto be speci ed in the expectedoutput, i.e., how many
properties/valuesof widgets needto be cheded during testing and (2) sincea test
caseis a sequenceof everts, is it cost-e ective to ched intermediate outputs of the
GUI after each evert, or is it su cien t to ched the nal GUI output after the last
even?

This paper preseris a general approach to automate GUI test oracles. Six in-
stancesof GUI test oraclesare created to answer the above questionsempirically.
Note that the scope of this paper is restricted to oraclesthat test the GUI only, not
the entire application. For example, considera GUI with atext- eld and a submit
button, where pressingthe submit button retrievesrecords(related to the contents
of the text- eld) from a database. The test oraclesdeweloped in this paper have no
way of cheding the correctnessof the databaseoperation, except for a few hand-
coded instances. The classof GUIs of interest to this researd is formally de ned in
Section3.1. The automated test oracle creation algorithms mimic test designersby
automatically inserting the equivalent of \assert" statemerts in test cases,which
are usedto ched whether the GUI executed correctly during testing. These test
oraclecreation algorithms have beenincorporated into a GUI testing infrastructure,
thereby enabling large empirical studies involving test oracles. An earlier report
of this work showed that the type of GUI test oracle has a signi cant impact on
test e ectiv enessand cost [Memon et al. 2003b]. This paper extendsthe useof the
general GUI test oracle automation approad to create six instancesof automated
GUI test oracles, which are usedin a detailed experiment to determine whether
the additional cost of dewveloping/recording more details in expected output, and
higher frequency of using the approach yields better fault-detection e ectiv eness.
The results show that test oraclesdo a ect the fault-detection abilit y of test casesn
di erent and interesting ways: (1) test casessigni cantly losetheir fault-detection
ability when using \w eak" test oracles, (2) in many cases,invoking a \thorough"
oracleat the end of test caseexecutionyields the best cost-bene t ratio, (3) certain
test casesdetect faults only if the oracleis invoked during a small \windo w of op-
portunit y" during test execution, and (4) using thorough and frequertly-executing
test oraclescan make up for not having long test cases.

This work advancesthe state-of-the-art in GUI testing by making the following
speci ¢ contributions:

(1) A generalmethod to \declarativ ely" specify di erent typesof automated GUI
oracles.

(2) A rst experiment comparing GUI test oracles. GUI testers can make better
decisionsabout the typesof test oraclesthat they create.

(3) Guidelines for test designerson how to dewelop test oracles, their relative
strengths and weaknesses.

(4) A relationship betweentest caselength and test oracles. Testerscan decide
what type of oracleto useif they have long or short test cases.
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(5 A new \number of faults detected per comparison" measurethat provides a
starting point for GUI oracle comparison.

(6) Discussionof domain-speci ¢ characteristics of GUIs that in uence test oracle
e ectiv enessand cost.

Structure of the paper: In the next section, we discussrelated work. In Sec-
tion 3, we rst de ne GUI states and test cases;we then use these de nitions to
declaratively specify two parts of a GUI test oracle, namely oracle information
(Section 3.3) and oracle procedure (Section 3.4). We also shaw that our general
approadc to specify oracle information and procedure may be usedto develop six
di erent instancesof test oracles. In Section4, we preser details of our experiment
comparing the six oracles. Finally, we concludewith a discussionof future researd
opportunities in Section 5.

2. RELATED WORK

Although there is no prior work that directly addressesthe researt preseried in
this paper, seweral researtiers and practitioners have discussedconceptsthat are
relevant to its specic parts; we build upon their researd. In particular, sewral
researders have discussedthe di cult y of creating test oraclesfor programs that
have a large volume of output [Weyuker 1982; Elbaum et al. 2003; Doong and
Frankl 1994];this is the casewith GUI software, where each GUI screenis a part
of the program's output. This sectiondescribesrelated work in the following broad
categories: multiple test oracles methals to specify oracles tool support, reference
testing, and GUI oracles

Multiple oracles: Somereseartershave recognizedthe needto have multiple
types of test oracles. Notable is the work by Richardsonin TAOS (Testing with
Analysis and Oracle Support) [Richardson 1994]who proposesseveral levels of test
oracle support. One level of test oracle support is given by the Range-checker
which cheds for rangesof values of variables during test-caseexecution. A higher
level of support is given by the GIL and RTIL languagesin which the test designer
speci es temporal properties of the software. Siepmann et al. in their TOBAC
system [Siepmannand Newton 1994]assumethat the expected output is speci ed
by the test designerand provide sewen ways of automatically comparing the ex-
pected output to the software's actual output. Empirical evaluation of thesetypes
of oraclesis needed.

Methods to specify oracles: As noted by seweral other researters, software
systemsrarely have an automated oracle[Petersand Parnas 1994;Richardsonet al.
1992; Richardson 1994; Dillon and Yu 1994]. In most casesthe expected behavior
of the software is assumedto be provided by the test designer. This behavior
may be speci ed in sewral ways: (1) as predicatesrepreseried in a tabular form
to expressfunctional speci cations of the software [Peters and Parnas 1994], (2)
as temporal constraints that specify conditions that must not be violated during
software execution [Richardson 1994; Dillon and Ramakrishna 1996; Dillon and
Yu 1994; Richardson et al. 1992], (3) as logical expressionsto be satis ed by the
software [du Bousquet et al. 1999], and (4) as formal speci cations [Burdy et al.
2003; Antoy and Hamlet 2000; Peters and Parnas 1998; Gall and Arnould 1995;
Gannon et al. 1981; Doong and Frankl 1994; Bernot et al. 1991], e.g, algebraic
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speci cations to represert abstract data types(ADTs) [Gannon et al. 1981;Doong
and Frankl 1994; Bernot et al. 1991]. This expected behavior is then used by a
veri er that either performs a table lookup [Peters and Parnas 1994], creates a
state-macine model [Jagadeesaret al. 1997; Dillon and Yu 1994], or ewvaluates a
boolean expression[du Bousquet et al. 1999]to determine the correctnessof the
actual output.

Tools for test oracles: Information speci ed manually by test designerscan be
usedby seeral toolsto createtest oracles. For example,runtime assertionchedkers
[Cheon and Leavens 2002; Roserblum 1991;1992; Luckham and Henke 1985]and
runtime monitoring tools such asMaC [Kim et al. 1998],JPaX [Havelund and Rou
2004] and Eagle [Barringer et al. 2004] have been used as oracles. Burdy et al.
describe the test oracle process [Burdy et al. 2003] in which the Java Modeling
Language (JML) is combined with the unit testing tool JUnit [JUnit, Java Unit
Testing Framework 2003]for Java. Se\eral tools (e.g., the jmlunit tool, developed
at lowa State University) may be usedto generateJUnit test classesthat rely on
the JML runtime assertion chedker. The test classessend messagedo objects of
the Java classeaunder test. The generatedtest classesserve as a test oracle whose
behavior is derived from the speci ed behavior of the class being tested. This
approadch requires speci cations to be fairly complete descriptions of the desired
behavior, asthe quality of the generatedtest oraclesdependson the quality of the
speci cations. Similarly, the DAS-BOOT approadc [Vieira et al. 2000] usesclass
speci cations, represeried as UML state-chart diagrams, to automatically produce
test drivers(with embeddedtest oracles)to satisfy the testers’ criterion and execute
the test drivers using a test script. Discrepanciesbetweenthe software's behavior
and the state-chart speci cation are reported as failures by the test oracle.

Blackburn et al. describe the T-VEC system [Blackburn et al. 2002]for model-
basedveri cation and interface-driven analysis. They combine textual requiremert
modeling to support automated test generation. The T-VEC systemgeneratestest
vectorsand test drivers, with requirement-to-test traceability information, allowing
failures to be traced badk to the requiremert. The test driver createsa test oracle
databasein which the test data is derived from the model. Likewise, Robinson
proposesthe semantic test process [Robinson 1999] that generatestests and test
oraclesusing models of the application.

Reference testing: A popular alternativ e to manually specifying the expected
output is to perform referencetesting [Su and Ritter 1991; Vogel 1993]. Actual
outputs are recordedwhen the software is executedfor the rst time. The recorded
outputs are later usedas expected output for regressiontesting. This is a popular
technique usedfor regressiontesting of GUI-based software. Capture/replay tools
such as CAPBAK [Software Researt, Inc., Capture-Replay Tool 2003] capture
bitmap imagesof GUI objects. Thesebitmaps are then usedastest oraclesto com-
pare against actual output during regressiontesting. The problem with such tools
is that even a small changein the GUI's layout will make the bitmap/test oracle
obsolete[Memon and So a 2003]. Instead of using bitmaps, modern capture/replay
tools, discussedearlier, provide sophisticated mechanismsto assertspeci ¢ widgets
and somevalues of their properties.

GUI oracles: Finally, an earlier report of this researd described automated GUI
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test oraclesfor the Planning Assisted Tester for grapHical user interface Systems
(PATHS) system [Memon et al. 2000]. PATHS usesAl planning techniques to
automate testing for GUIs. The oracle described in PATHS usesa formal model
(in the form of pre/p ostconditions of eat evernt) of a GUI to automatically derive
the oracle information for a given test case.

This researt builds upon the above approadces by developing techniques to
declaratively specify and empirically compare multiple types of automated test
oraclesfor GUI-based applications. The general architecture of these oraclesis
described next.

3. GUI TEST ORACLES

Expected Actual
_E:|;19 _Edlt _gnrmai th‘u:tinns Graphs He‘lp _Eﬁe _Edil _Enrmal Fgr‘n:linns Graphs He‘lp . -
B e T BECRE R E R (2]

] 5] I ] A | B ] C ] |
Tl |
2
a 25 95
4 32 29
5 11 34
5

3

a. Oracle Procedure
FORALL cells(i,j) in oracle_information
if (Expected, == Actual, )
return TRUE
elsereturn FALSE;

b. Oracle Procedure
FORALL cells i j) in oracle_information
if ((Expscledl_J -05) <= Actualu <= (Expecled‘ﬁ 0.5))
return TRUE
elsereturn FALSE;

1. Oracle information
All cells

2. Oracle information
Single cell } *

1a. Test Oracle
FORALL cells(i,j) ={(A.3), (B.3),
(A4), (B4), (A5), (BH}
if (Expected, ; == Actual, )
return TRUE
else Return FALSE;

1b. Test Oracle

return TRUE
else Return FALSE;

FORALL cells(i,j) ={(A,3), (B,3), (A4), (B.,4), (A5),
B.5)

if ((Expecled‘v] -05) <= Actualw <= (Expecled”*r 0.5))

2a. Test Oracle

if (Expected, ; == Actua , )
return TRUE

else Return FALSE;

2b. Test Oracle

if (2.0<=Actual , 5 <= 3.0)
return TRUE

else Return FALSE;

Fig. 1. Four different types of oracles for a spreadsheet program.

This section presents a high-level architecture of our automated GUI test oracle.
But rst, an intuitiv e overview of its parts is demonstrated via an example. Bor-
rowing terminology from Richardson et al. [Richardson et al. 1992], a test oracleis
de ned to contain two parts: oracle information that is usedasthe expected out-
put and an oracle procedure that comparesthe oracle information with the actual
output. Dierent typesof oraclesmay be obtained by changing the oracle informa-
tion and using di erent oracle procedures. For example, for testing a spreadsheet
shown in Figure 1, the following two typesof oracle information may be used: (1)
the expected valuesof all the cells,and (2) the expected value of a single cell. The
choice of oracle information depends on the goals of the specic testing process
used. Similarly, as Figure 1 shows, the oracle procedurefor a spreadsheetmay (a)
ched for equality betweenexpectedand actual cell value, or (b) determine whether
a cell value falls within a speci ed expectedrange. Combining the two oracle infor-
mation typesand two proceduretypesyields four oracles: (1a) ched for equality
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betweenall expected and actual cells, (1b) ched whether all cell valuesfall within
a speci ed expected range, (2a) ched for equality betweena single expected and
actual cell values,and (2b) ched whether a speci ¢ cell's value falls within a spec-
ied expectedrange. Note that the cost of maintaining and computing di erent
typesof oracleinformation will di er aswill the costof implementing and executing
di erent oracle procedures.

In subsequen sections,three typesof GUI oracle information in increasinglevel
of detail and cost are declaratively speci ed: widget, active window, and all win-
dows The oraclesare speci ed using six levels of complexity and cost: \ched for
equality of widget active window, all windows after eadh evert" and \c hed for
equality of widget active window, all windows after the last event" of the test
case. Details and examplesare provided in Sections3.3 and 3.4.

We now describe the architecture of GUI test oracles. The automated test oracle
creation algorithms mimic a human test designerby automatically computing \as-
sert" statemerts that are usedto verify the correctnessof the GUI during test case
execution. These assert statemerts contain two parts: (1) the expected values of
certain properties of speci ¢ GUI widgets, and (2) the comparison process(which
we have hard-coded to \equality") and its frequency of execution. Hereafter, the
former is referred to as\oracle information” and the latter as\oracle procedure."

Test Case

v

Run-time
information from
executing GUI

Oracle
Information
Generator

Oracle|Information

Execution
Monitor

Oracle
Procedure

Oracle

Actual
State

Verdict
Fig. 2.  An overview of the GUI oracle.

As shown in Figure 2, the oracle information genemtor automatically derives
the oracle information (expected state) using either a formal speci cation of the
GUI as described in our earlier work [Memon et al. 2000] or by using a \golden"
(assumedcorrect baseline)version of the software [Su and Ritter 1991;Vogel 1993]
(asdescribedin Section4). Likewise,the actual state is obtained from an execution
monitor. The executionmonitor may useany of the techniquesdescribedin [Memon
et al. 2000],such asscreenscrapingand/or querying to obtain the actual state of the
executingGUI. An oracle procedure then automatically comparesthe two statesand
determinesif the GUI is executing as expected. As described later in Section 3.1,
the state of a GUI is represerted as a set of all triples (w;, p;,vr), where w; is a
GUI widget, p; is its property, and vy, is its value.

The above partitioning of functionalit y allowsthe de nition of a simple algorithm
for test execution. Givenatest case,the algorithm executesall its events, computes
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ALGORITHM :: ExecTestCase(

T: Test case; /* T = < So, e1; e2; ...;en > */ 1
OPF f1,2,3,...,n0; /* oracle procedure freq. */ 2
Cor: Boolean Constraint; /* on oracle information */ 3
C4s: Boolean Constraint; /* on actual state */)f 4
FOREACH e; in T DO f /* for all events */ 5

EXECUTE(e;); /* perform the event on the GUI */ 6

/* obtain the expected state for event e; */

(0] 9 GETORACLEINFO(i, Cor); 7

/* extract the GUI’s actual state */

AS; GETACTUALSTATE(Z, C4gs); 8

/* invoke the oracle procedure */

IF |(OP(AS;, OL;, C 45, OPF, 7)) THEN f 9

RETURN(FAIL)gQg /* test case fails */ 10

RETURN(PASS)g /* if no failure, report success */ 11

Fig. 3. Test execution algorithm.

the expected state, obtains the GUI's actual state, comparesthe two states, and
determinesif the actual is as expected. This algorithm is shown in Figure 3. The
algorithm ExecTestCase takesfour parameters: (1) a test caseT (Line 1) of the
form < Sy, e1; ea; ..., e, >, Where Sy is the state of the GUI before the test case
is executedand ej; es; ...; e, iS an event sequence;(2) a set of integers OPF
(Line 2) that determineshow frequertly the oracle procedureis invoked (details in
Section3.4); (3) Co; (Line 3), abooleanconstraint usedto obtain relevant triples
for the oracleinformation (examplesof someconstraints are shown in Section 3.3);
and (4) C 45 (Line 4), asimilar booleanconstraint but usedby the oracleprocedure
to obtain relevant triples for the actual state.

The algorithm traversesthe test case'sevents one by one(Line 5) and executes
them on the GUI (Line 6). The oracle information OI; is obtained for the event
e; (Line 7); 4, the index of the current evert, ties the evert ¢; to the correspond-
ing oracle information OI;. The constraint Cp; is usedto selecta subsetof the
complete expected state. This constraint is discussedin Section 3.3. Similarly, the
actual state AS; of the GUI, also constrained by C 4, is obtained (Line 8). The
oracle procedureis then invoked (Line 9) that determineswhether the software's
execution was correct for the even.

Having outlined how a GUI test oracleis usedduring test caseexecution, we now
describe details of GUI state, and oracle information and procedure.

3.1 GUI Model

Somebasic terms that are neededto understand the design of the test oraclesare
de ned rst. The techniques and tools used for this researt require that a GUI
be modeledin terms of the widgets(basic building blocks) the GUI cortains, their
properties, and the values of the properties. We also require GUI eventsto be
deterministic so asto be able to predict their outcome. Hence,to provide focus,
the discussionin this paper is limited to a particular subclassof GUIs, de ned next.
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Definition: A Graphical User Interface is a hierarchical, graphical front-end
to a software system that acceptsas input user-generatedand system-generated
everts, from a xed set of everts, and producesdeterministic graphical output. A
GUI cortains graphical widgets eat widget hasa xed set of properties. At any
time during the execution of the GUI, theseproperties have discrete values the set
of which constitutes the state of the GUI. 2

Note that this de nition would needto be extended for other GUI classessuch
asweb-userinterfacesthat have syndironization/timing constraints amongobjects,
movie players that shawv a continuous stream of video rather than a sequenceof
discrete frames, and non-deterministic GUIs in which it is not possible (or not
practical/feasible) to model the state of the software in its entirety and hencethe
e ect of an event cannot be predicted. Sincethe software'sbadk-end is not modeled
in this researt, GUIs that are tightly coupled with the badk-end code, e.g., ones
whosecortent is created dynamically using a database,are also excluded.

A GUI is modeledasa setof widgetsW = fwy,ws,...,w;g(e.g, buttons, panels,
text elds) that constitute the GUI, a set of properties P = fpy,po,...,pmg (€.,
badkground color, size,font) of thesewidgets, and asetof valuesV = fvy,vs...,v,0
(e.g, red, bold, 16pt) assaiated with the properties. Note that the discrete values
may depend on certain system parameters(e.g. the font-size may be a function of
the font-size being usedby the windowing system). However, at any point during
the GUI's execution, thesevaluesare instantiated. We alsoassumethat the system
parametersthat may e ect certain valuesremain unchanged. Hence,the GUI can
be fully describedin terms of the speci ¢ widgetsthat it currently corntains and the
valuesof their properties.

A GUI Window

Find 2UxI| | some propertiesof | Cancal |
I Match whale ward only Height = 40

Width = 100
I~ Match case
Text = “Cancel”

A WIDGET
(@ (b)

State = { (CANCEL, COLOR, “ Grey’), (CANCEL, HEIGHT, 40), (CANCEL, WIDTH, “100"),
(CANCEL, TEXT, “ Cancel”), ...}

(c)

Fig. 4. (a) Find GUI, (b) some properties of the CANCEL button, and (c) the partial state of the
Find window.

For example, consider the Find GUI window shown in Figure 4(a). This GUI
cortains several widgets; oneis explicitly labeled, namely CANCEL; a small subsetof
its propertiesis shavn in Figure 4(b). Note that all widget typeshave a designated
set of properties and all properties can take valuesfrom a designatedset.
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The setof widgets and their properties can be usedto create a model of the state
of the GUI.

Definition: The state of a GUI at a particular time ¢ is the non-empty set S of
triples f (w;, pj, vk)9, wherew; 2 W, p; 2 P, and v, 2 V. 2

A description of the complete state would contain information about the types
of all the widgets currently extant in the GUI, aswell as all of the properties and
their valuesfor ead of those widgets. The state of the Find GUI, partially shown
in Figure 4(c), corntains all the properties of all the widgets in Find.

In this researd, the de nition of the state of a GUI is extensively usedto develop
the oracle information and procedure. As will be seenlater, oracle information is
assciated with ead test case.Hence,a GUI test caseis formally de ned next.

3.2 GUI Test Cases

With ead GUI is assaiated a distinguished set of states called its valid initial state
set

Definition: A setof states Sy is called the valid initial state setfor a particular
GUI i the GUI may bein any state S; 2 S; whenit is rst invoked. 2

The state of a GUI is not static; eventsperformedon the GUI widgets changeits
state. Statesthat result from applying sequence®f events to valid initial statesare
called the reachablestates of the GUI. The events are modeled as functions from
one state to another.

Definition: The events E = feq, es, ..., ¢,0 assaiated with a GUI widget
are functions from one state to another state of the GUI. 2

Events may be strung together into sequences. Of importance to testers are
sequenceghat are permitted by the structure of the GUI [Memon et al. 2001].
Theseevent sequencesre called legal and are de ned as follows:

Definition: A legal eventseguene of a GUI is ey ez e3;...;e, Wheree; 11 can
be performed immediately after e;. 2

The de nitions of everts, widgets, properties, and valuescan be usedto formally
de ne a GUI test case:

Definition: A GUI test case T is a pair < Sy, e1; es; ...; e, >, consisting of a
state Sy 2 Sy, calledthe initial statefor T, and a legal evert sequencees;es;. .. ;en.
2

Having de ned the basic GUI concepts (the interested reader is referred to
[Memon and Xie 2005; Memon et al. 2001; Memon et al. 2005] for details and
examples),we now describe test oracle information.

3.3 Test Oracle Information

The oracle information is a description of the GUI's expected state for a test case.
Definition: For a giventest caseT = < Sy, e1; eo; ...; e, >, the test oracle
information is a sequence< 51,55, ...,5, >, sud that S; is the (possibly partial)
expected state of the GUI immediately after event e¢; hasbeenexecutedonit. 2
Recall from Section 3.1 that the GUI's state is a set of triples of the form
(w;i, pj,vi), where w; is a widget, p; is a property of w;, and vy is a value for
pj. Hencethe oracle information for a test caseis a sequenceof these sets. Note
that oracle information has been deliberately de ned in very generalterms, thus
allowing the creation of di erent instancesof oracles. The least descriptive oracle
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information set may contain a single triple, describing one value of a property of
a single widget. The most descriptive oracle information would cortain values of
all properties of all the widgets, i.e., the GUI's complete expected state. In fact,
all the non-null subsetsof the complete state may be viewed as a spectrum of all
possibleoracle information types,with the single triple set being the smallestand
the complete state being the largest. A declarative medcanism (in the form of a
boolean constraint called Co; on Line 6 in Figure 3) is usedto specify a point in
this spectrum. Three instancesof oracle information are preserned next; for every
triple that is included in the state description, the constraint Co; must evaluate
to TRUE.

(1) widget (LOI1): the set of all triples for the single widget w assaiated with
the evert e; being executed. The constraint is written as (#1 == w), where
#1 represerts the rst elemen of the triple. If applied to a triple with \w" as
its rst elemern, the constraint would evaluate to TRUE; in all other cases,it
would evaluate to FALSE. Figure 5 shaws an example of the oracle information.
The test casecontains the Cancel event in the Find window. The complete
expected state S; of the GUI after Cancel has been executedis also shown.
For the widget level test oracle information, only the (boxed) triples relevant
to Cancel are stored.

Test Case = | € ” € " ” Cancel" oo llena | en
Oracle
Information = | S > S > S ™ ... 2 Sar2 S ™2 - 72Sa S
COMPLETE STATE OF GUI AFTER CANCEL

(Wg 15 Py, V4) (Wy 1 P15 V) | Wy g Py vy)

Fd 2| (We,Pa, Vi) (W P v) | Wy, s v)
Ya

Find what |T9><ﬁ (We__ P V4) Wy P Ve) [l Wy 0 Py V1)

Gancal (CANCEL, COLOR, GREY) [ Wy, py. vy) | (Wy00 P v)

I~ Match whole word only ancel ] (CANGEL. HEIGHT, 40) (Wi__ , p;, v:) (w:'j“ p; Vi)
I~ Match case (CANCEL, WIDTH, 100) Ya

(CANCEL, TEXT, CANCEL) (Wx_.» Py Vq) | Wy ss0 Py Vy)

TRIPLES (We_,ps, V4) (W P Vq) [l (Wy s Pyo Ve)

FOR (We__, P2, V1) (Wx‘...]v/pzx Vi) (Wv.%;/pzv Vi)

CANCEL (W s Pss V4) Wy Py Vi) | (Wy o0 P, vy)

Window Find Window X Window Y

Fig. 5. Oracle information for the Cancel event.

(2) active window (LOI2): the setof all triples for all widgets that are a part of

the currently activewindow IW. The constraint is written as(inWindow(#1 , W)),

whereinWindow(a, b) is a predicatethat is TRUE if widget « is a part of window
b.
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(3) all windows (LOI3): the setof all triples for all widgets of all windows. Note
that the constraint for this setis simply TRUE sinceit is the complete state of
the GUI.

For brevity, the terms LOI1 to LOI3 will be usedfor the above three levels of
oracle information . Note that although only three instancesof test oracle informa-
tion have beenspeci ed, the speci cation mecanism is generaland may be used
to specify many other instances. In Figure 3, the subroutine GetOra clelnf o(7,
Cor) is usedto compute the oracle information. There are seweral di erent ways
to realize GetOra cleInf o, three of which are outlined next:

(1) As discussedin Section 2, using capture/replay tools is a popular method
to obtain the oracle information for GUIs [Kepple 1994]. Recall that cap-
ture/replay tools are semi-automatedtools usedto record and store a tester's
manual interaction with the GUI; the goal is to replay the interactions and
obsene the GUI's output. Testersmanually selectsomewidgets and some of
their properties that they are interested in storing during a capture session.
This partial state is usedasoracleinformation during replay. Any mismatches
are reported as possibledefects.

(2) In the experiment preserted in this paper, we have automated the above ap-
proach by developing a technique that we call execution extraction, a form
of referencetesting discussedin Section 2. The key idea of using execution
extraction is to designate the current version of an application as \correct"
and useit asa speci cation of the software. During the execution extraction
process,oracle information is collected via reverse engineering[Memon et al.
2003a]from the \golden" versionof the application. Platform-speci c technolo-
giessudh as Java API,* Windows API,®> and MSAA® are usedto obtain this
information. The oracle information is then usedto test future versionsof the
software or onesthat have beenarti cially seededwith faults.

(3) We have used formal specifications in earlier work [Memon et al. 2000]to
automatically derive oracle information. These speci cations are in the form
of pre/p ostconditions for each GUI evert.

3.4 Oracle Procedure

The oracle procedureis the processusedto compare the oracle information with
the executing GUI's actual state. It returns TRUE if the actual and expected states
match, FALSE otherwise. Formally, an oracle procedureis de ned as:

Definition: A test oracle procedure is a function {(OI, AS, Coy, Cas, )

I fTRUE, FALSEQ, where OI is the oracle information, AS is the actual state of
the executing GUI, Cp; is a booleanconstraint on OI, C 45 is a boolean constraint
on AS, and is a comparisonoperator. { returns TRUE if OI and AS \matc h" as
de ned by ; FALSE otherwise. 2

The oracle procedure may be invoked as frequertly as once after every evernt
of the test caseor lessfrequertly, e.g, after the last event. The algorithm for

4java.sun.com
5msdn.microsoft.com/library/default.asp?url=/library/en-us/winprog/winprog/windows_api _reference.asp
6 msdn.microsoft.com/library/default.asp?url=/library /en-us/msaa/msaaccrf_87ja.asp
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ALGORITHM :: 0p(

AS;: Actual state; /* for event e; */ 1
OI;: Oracle information; /* for event e; */ 2
C4s: Boolean Constraint; /* on actual state */ 3
OPF f1,2,3,...,ng /* oracle procedure freq. */ 4
i: event number; /* current event index1 i n */)f 5
IF (¢ 2 OPF) THEN /* compare? */ 6

RETURN(FILTER(OI;, C45) == AS;) 7
ELSE RETURN(TRUE)g 8

Fig. 6. Oracle procedure algorithm.

the oracle procedureis shown in Figure 6. Note that our speci ¢ implementation
0P of ¢ takes extra parameters i and OPF that account for this frequency; i is
the event numkber in the test case and OPF is a set of numbers that specify when
the comparison is done. Also note that is hard-coded to \set equality”, hence
omitted from 0OP's parameters (Line 7 of Figure 6). Cp; is also omitted since OI
has already been Itered before OP is invoked from Line 9 of Figure 3. 0P takes
v e parameters described earlier. The comparison processis straightforward { if
the GUI needsto be cheded at the current index i of the test case(Line 6), then
the oracleinformation is Itered 7 using the constraint C 45 to allow for set equality
comparison. The constraint C45 (not Cp;) ensuresthat the result of the ltering
is compatible with AS;. The oracle procedurereturns TRUE if the actual state and
oracleinformation setsare equal.

Note that it is important to provide the constraint C 45 and the set OPF to
completely specify the oracle procedure. The de nition of OP is now usedto specify
six di erent instancesof test oracles.

| L1: After each event of the test case compare the set of all triples for the
single widget w assaiated with that evert. The constraint C g is written as
#1 == w) and OPF = f1,2 3 ...,ng. Note that C,g is rst usedto select
relevant triples for the actual state (Line 8 of Figure 3) and then later to lter
the oracleinformation (Line 7 of Figure 6). We show L1 in Figure 7; it compares
the state triples relevant to the widget Wy .

| L2: After each eventof the test case comparethe set of all triples for all widgets
that are a part of the currently active window W. The constraint C 45 is written
as (inWindow(#1 ,W)) and OPF = 1,2 3,... ng.

| L3: After each event of the test case compare the set of all triples for all
widgets of all windows. The constraint C4g is written as TRUE and OPF =
f1,2,3,...,ng.

| L4, L5, L6: After the last event of the test casg compare the set assiated
with the current widget, active window, and all windows, respectively. OPF =
fng for all these oracles.

7Note that this filtering is unnecessary if OP is invoked by our test case executor, since it already
filters the oracle information. We include the filtering step here for completeness.
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Actual State Oracle Information

(Wy 1, Pys V) (Wy 1, Pys V) (Wy 1, Py, Vy) (Wy 1, Pys Vy)
(Wy 5, Pas V) (Wy 5, Pas V) (Wy o0 Poy V) (Wy 5, Po, V4)

Ya
Wy Pe Va) || Wy s Py V) Wy Po Va) || (Wy_s Py Vy)
(Wy,.» Pys Vq) || (Wy, . Py Vy) Wy, P Vi [ Wy, Py Vy)
Aacl)JfaltI?etaIe (Wy_ 5 Pas Vq) || (Wy s P vy) Expected State| [ (Wx ., P2 V4) [[ (Wy > P Vi)

of the

widget W, ;
¢ Wy Pus Vo) || (Wy R V) widget Wy (Wy s Py Vq) || (Wy,_ Py, Vy)
7

(Wy,.» P1s Vi) || Wy 1 V) (Wy,..s Pys Vi) || (Wy, s Py, Vy)
(Wy,.» P2y V4) || Wy, P2 Vi) (Wy,..» P2y Vi) || Wy, Py Vy)

Ya
Wy Py V3) [ Wy g, P, Vy) (Wyns Py V4) || (Wy o, P, V)
Window X Window Y Window X Window Y

Verdict

Fig. 7. L1 compares widget-relevant triples after each event in the test case.

Even though only six instancesof oracleshave beendeveloped, the de nition of
0P is very generaland may be usedto develop a variety of test oracles.

4. EXPERIMENT

Having preseried the designof GUI test oraclesand our ability to specify multiple
oracles, we now presen details of an experiment using actual software and test
casesto comparethe di erent oracles.

4.1 Research Questions

We introduce two notations: C(7, L) { the cost of executing a test caseT" with
oracle L; F(T, L) { the number of faults that test caseT detects when using test
oracle L.

The way we have de ned test oraclesLl to L6 leadsto someimmediate ob-
senations. First, we note that L1 to L3 have beende ned with increasing com-
plexity (as have L4 to L6), which will have a direct impact on their relative cost
(i.e., time to generate/execute); L3 will be most expensive and L1 the least ex-
pensive (hence, for all test casesT’, C(T,L3) C(T,L2) C(T,L1)). Similarly,
Cc(T,L6) C(T,L5) C(T,L4). Wecanalsosafelysaythat C(T,L4) C(T,L1),
Cc(T,L5) C(T,L2),and C(T,L6) C(T,L3). Second, T with oracleL3 is ex-
pectedto reveal more faults than T with oracleL1 or L2, simply becausel3 \lo oks
at" a larger set of GUI widgets during T"s execution (i.e., F(T,L3) F(T,L2)
F(T, L1)); it can certainly do no worse. Similarly, 7" with L6 is expectedto reveal
more faults than with either L4 or L5 (i.e., F(T,L6) F(T,L5) F(T,L4)). Itis,
however, not clear how L1 comparesto L4 in terms of T"s fault-detection e ectiv e-
ness,.e., is F(T,L4) < F(T,L1)oris F(T, L4) = F(T, L1)? (similar questionscan
be asked about the pairs (L2, L5) and (L3, L6)). Also, even though the above re-
lationships have beenpreserted as\obvious," the magnitude of theserelationships
needsfurther study to determine practical signi cance. For example, even though,
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in theory, the relationship C(T,L5) C(T,L2) holds, how much more does L2
cost? Is the additional costworth the extra faults that may be found (if any) when
using L2? Answersto thesequestionswill demonstrate the practical signi cance of
using di erent test oracles.

In particular, the following questionsneedto be answeredto show the relative
strengths of the test oracles and to explore the cost of using dierent types of
oracles.

| Q1: What e ect doesthe oracle information have on the fault-detection e ec-
tivenessof a test case?ls the additional e ectiv enessworth the cost?

| Q2: What e ect doesthe invocation frequency of a test oracle have on the fault-
detection e ectiv enessof a test case? Is the additional e ectivenessworth the
cost?

| Q3: What combination of oracle information and procedure provide the best
cost-benet ratio?

While answering the above questions, we will also informally study situations
in which generating/using a complex (more expensiwe) oracle are justied. For
example, if a tester hasonly short test casegand/or a small number of test cases),
will the test results improve if complex oracles are used? We will refer to this
guestion as Q4.

4.2 Modeling Cost and Fault Detection Effectiveness
One factor of costis the time neededto executea test casewith a given oracle; this

time is directly proportional to the number of comparisonsof (widget, property, value)

triples during test caseexecution. Another factor of costis the e ort neededto cre-
ate the test oracle, which as explained earlier is a manual process. This factor is
also directly related to the number of triples speci ed by a tester. For example,a
tester using a capture/replay tool needsto specify ead triple that must be stored
and compared. Hence, we usethe number of widget comparisons done (during ex-
ecution of test caseT’) by test oracle L as a measureof cost. We usethe notation
(T, L) for this measure. For example, C(T', L4) = 1 for all test cases,since L4
involves comparing the triples for a single widget.

Sincewe are interested in studying the impact of using di erent test oracleson
ead test case,we model fault-detection e ectiv enesson a per test casebasis. We
de ne F (7T, L) of atest caseT asthe number of faults it detects with test oracle
L. Obviously, a higher value of F is desirable but at a reasonablecost. A more
appropriate measurecalled the \n umber of faults detected per comparison” (&) is
computed as:

&T,0)= { CTD) ff T,L) >0,
undefined if C(T,L) = 0.

The secondcaseof the de nition is included only for completeness;as long as
T is a non-empty sequence, (7', L) will be positive. The ¢ value givesus a good
measureof the relative cost and bene t of test oracles. A test oraclethat performs
very few comparisonsyet revealsa large number of faults will have a high ¢ value,
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which is desirabledue to the larger number of faults that it detects. Howewer, ¢ has
seweral weaknessesFirst, a test oraclethat performsvery few (say z) (.9, x = 1
for L4) comparisonsand revealstoo few faults (say y) will have a higher £ value than

one that performs more comparisons(e.g, 10z) but detects more faults (e.g. 5y).

However, the latter oracle may be more desirable. In practice, the cost of missinga
fault may be extremely high. Indeed, in particular domains, a tester may be willing

to spend considerableresourcesto detect evena singlefault. In such domainsa test
oraclewith a high averageF value is clearly desirable. Second,all faults are given
equal weight in this model. The ¢ formula can be easily modi ed if the \severity"

of faults is to be considered;in this experiment we consider all faults to be of
equal sewerity. Although ¢ su ers from someof theseproblems, it provides us with

an adequate starting point for oracle comparison. Recognizingthe weaknesse®f
the cost/benet model, we presen details of the actual number of faults detected;
readerscan interpret the results for their particular domains/situations. We also
refer the interestedreaderto related literature that providesan excellert discussion
on such cost-bene t modelsand their advantages/disadvantages[Graveset al. 2001;
Rothermel et al. 2004].

To answer Q1, we will comparethe F and ¢ valuesfor oraclesL1{L3 and L4{L6.
To answer Q2, we will comparethe F and ¢ valuesfor the oracle pairs (L1,L4),
(L2,L5), and (L3,L6). For Q3, we will comparethe average¢ valuesof all oracles.
Finally, for Q4, we will study the impact of test caselength and their number on
the ¢ valuesfor eat oracle.

4.3 Experimental Procedure

We selectdi erent software subject applications with GUI front-ends and, for eat
application, perform the following steps:

Step 1.. generatetest cases,

Step 2:. generatedierent levels of oracle information (using execution extrac-
tion),

Step 3:. execute the test caseson the application using di erent oracle proce-
dures. Measurethe following variables:

Number of Faults Detected:. A \fault is detected" if the expected and actual
states mismatch.

Number of Comparisons:. This is the number of widget comparisonsbetweenthe
expected and actual states for ead oracle.

Step 4:. from the execution results, eliminate test runs that were a ected by
factors beyond our control, e.g, thosethat crashthe subject application irrespective
of the test oracle used.

We discussdetails of these stepsin subsequeh sections.

4.3.1 Subject Applications. We had to satisfy seweral requiremerts when choos-
ing our subject applications. First, we wanted to have accessto the sourcecode,
CVS dewelopmernt history, and bug reports (for oracle creation, described later).
Second,we wanted applications that were\GUI-in tensive," i.e., oneswithout com-
plex back-end code. The GUIs of such applications are typically static, i.e., not
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Table I.  Our Subject Applications.

Subject Application LOC Classes | Windows | Widgets | Properties
TerpPaint 9,287 42 8 173 2076
TerpPresent 4,769 4 5 95 1140
TerpSpreadSheet 9,964 25 6 124 1488
TerpWord 1,747 9 8 86 1032
TOTAL 25,767 80 27 478 5736

generateddynamically from back-end data. Finally, we wanted non-trivial applica-
tions, consisting of seweral windows and widgets.

The subject applications for our experimert are part of an open-sourceo ce suite
developed at the Department of Computer Scienceof the University of Maryland
by undergraduate students of the senior Software Engineering course. It is called
TerpO ce 8 and includes the applications TerpWord, TerpPresen, TerpPaint and
TerpSpreadSheet.TerpWord is a word-processoiwith drawing capability; TerpPre-
sen is usedto prepareslidesand presen them online; TerpPaint is animaging tool;
TerpSpreadSheeis a compact spreadsheetprogram. They have beenimplemented
using Java. Table | summarizesthe characteristics (lines of code, number of classes,
windows, widgets, and the properties of widgets) of theseapplications. The widget
counts shawn include only those widgets on which events can be performed. Most
of the code written for the implementation of ead application is for the GUI. None
of the applications have complex underlying \business logic."

4.3.2 Step 1: Genemte Test Cases. We used an automated tool (GUIT AR?)
to generate 600 test casesfor eat application. We chosethe number 600 since
we could execute them in a reasonableamount of time; we later describe that
we created 100 fault-seededversions of eadh application; with 600 test cases,100
versions,and 4 applications, we would need 240K test runs; since an averagetest
run takes 30 seconds,our experiment would run for months. The number 600
allowed us to keepthe experiment within the realm of practicality.

GUIT AR employs previously developed graph structures (event- ow graphsand
integration trees[Memon et al. 2001])to generatetest cases.A detailed discussion
of the algorithms usedby GUIT AR is beyond the scope of this paper (see[Memon
and Xie 2005]for additional details and analysis). The key idea is that oncethe
graph structures have been created, a simple graph traversal algorithm is usedto
generatesequencef everts, eat of which is a test case.

Sincewe wanted to study the role of test caselength in GUI testing (Q4), we used
an algorithm that allowed us to cortrol the length of the test caseby specifying
a limit on the graph traversal. Hence, we created buckets of test casesby length.
One of the problems with automated GUI testing is the creation and execution of
long test cases. Our experiencewith GUI testing tools has shawvn that test cases
longer than 20 everts typically run into problems during execution, mostly due to
timing issueswith windows rendering. As events in a test caseare executed, the
test casereplayer keepstrack of GUI state information for ead event. For long

8 Available at http://www.cs.und.edu/users/atif/Terp0ffice
9guitar.cs.umd.edu
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sequencesthe overhead of keeping track of this information signi cantly a ects
the performance of the JVM, which is also responsible for executing the subject
application. After 20 events, window rendering becomesso slow that everts are
executed even before the corresponding widget is available, resulting in uncaugh
exceptions. Becauseof this limitation of our tool, we capped the GUI length at 20,
i.e., we had 20 buckets, one for eadh length. Sincewe did not want to favor any
one bucket, we generatedan equal number of test cases,.e., 30, per bucket. In all
we had 600 test casesper application.

4.3.3 Step 2: Generate Oracle Information. The next step wasto obtain the
oracle information for ead test case. Since approades (1) and (3) discussedin
Section 3.3 are extremely resourceintensive, we choseto useapproac (2). We used
an automated tool (also a part of GUIT AR) that implements execution extraction.
This tool automatically executesa giventest caseon a software systemand captures
its state (widgets, properties, and values) by using the Java Swing API. Due to the
limitations of this API, we were able to extract only 12 properties for eac widget.
By running this tool on the four subject applications for all 600 test cases,we
obtained the oracle information. Note that the tool extracted all three levels of
oracle information.

Table II. Seeding GUI Faults.

Reported Fault in Bug Database Corrected Code Fault #1 Fault #2
for(row =0 ; row < 1024 ; ++row ) | for(row = 0 ; row < 1024 ; ++row ) | for(row = 0 ; row < 26 ; ++row ) | for(row =0 ; row < 1024 ; ++row )
for(col =0 ; col < 26 ; ++col ) for(col = 0 ; col < 26 ; ++col ) for(col =0 ; col <26 ; ++col) |  for(col =0 ; FOW < 26 ; ++col )
display_cell( col, row ); display_cell( row, col ); display_cell( row, col ); display_cell( row, col );
(a) (b) (© (d)

There are several waysto obtain di erent versionsof an application. One popular
way is to useCVS history and bug reports; the latest versionat the headof the CVS
is treated asthe \correct” version;the previous versionsmay contain (now known)
faults that may have been xed overtime. Indeed the latest versionmay have been
the result of numerous bug xes. During the dewelopmert of TerpO ce, a bug
tracking tool was used by the dewvelopers to report and track faults in TerpO ce
version 1.0 while they were working to extend its functionality and developing
version 2.0. We studied the CVS logs and bug reports for our subject applications.
We were careful to identify only GUI faults, i.e., those that were manifestedon the
visible GUI at somepoint of time during the software's execution. Unfortunately,
we were unableto nd a su cien t number of faults relevant to the GUI. However,
recognizingthat the small number of reported faults that wedid nd arean excellert
represenativ e of faults that are introduced by developers during implemertation,
we used a variation of this approach. We usedthe real faults as \templates" and
created instances of similar faults and seededthem in the latest version of each
application. Table Il(a) shows an example of a fault reported in our bug database
and Table I1(b) shows the (later) corrected segmet of the samecode. Table Il(c)
and I1(d) show examplesof faults seededinto this code.
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One common issuewith fault-seeding is that somewill never be manifested on
the GUI. Hence,we chosea large enoughnumber to seedsothat we could still get
useful results, even if someof them were not manifested. We seeded100 faults in
ead application. Four graduate students seededthe faults independertly. These
students had taken a graduate coursein software testing and were familiar with
popular testing techniques.

Only one fault was introduced in ead version. This model is useful to avoid
fault-in teraction, which can be a thorny problem in thesetypesof experiments and
also simpli es the computation of the variable \Num ber of Faults Detected"; now
we can simply court the faulty versionsthat led to a mismatch betweenactual state
and oracle information. Note, however, that this approach may overestimate fault
detection; in caseswhere multiple faults would actually mask eact other's e ects,
causingno GUI errorsto be manifested. Other researhershave also studied issues
of such masking [Rothermel et al. 2004]; their studies have shownn that there are
low incidents of masking, causing no signi cant impact on results. We use these
results to side-stepthe issueof fault masking, except for faults that causesofware
crashes;we eliminate thesefaults as discussedin Section4.3.5.

4.3.4 Step 3: Oracle Procedure and Test Executor. We executed all 600 test
caseson all 100 versionsof ead subject application (hencewe had 60,000runs per
application). When ead application was being executed,we extracted its run-time
state basedon the six oraclesand comparedit with the stored oracle information
and reported mismatches. We used\set equality” to comparethe actual state with
the oracle information. Note that we ignored widget positions during this process
sincethe windowing systemlaunchesthe software at a di erent screenlocation each
time it is invoked.

We noted seeral points about our test executor. We assciated Java methods
that would invoke the default event assaiated with ead GUI widget. Whenewer a
widget wasencourtered in a test case,we executedthe corresponding method. The
most common method was doClick () assaiated with widgets sud as buttons. If
the widget wasa text- eld, we read valuesfrom a databaseand automatically lled
in the text- eld. We initialized the databasemanually with commonly-usedvalues
depending on the text- eld type.

Each test caserequired between 10 and 60 secondsto execute. The time varied
by application and the number of GUI everts in the test case. The total execution
time wasslightly lessthan one month for ead application. The executionincluded
launching the application under test, replaying GUI ewvents from a test caseon it
and analyzing the resulting GUI states. The analysis consisted of recording the
actual GUI states of the faulty version and determining the result of the test case
execution basedon the oracle.

Our resulting data can be viewed as a (hypothetical) table (hereafter referred
to asthe \data table") for eat application. Each row of this table represers the
result of executing ead test caseon ead fault-seededversion. Hencethe table has
600 100= 60,000rows. It has 6 columns, one for eac test oracle. Each entry
of the table is a boolean value (Match/ Mismatch) indicating whether at least one
mismatch occurred (the fault was detected) during test caseexecution when using
the corresponding oracle.
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4.3.5 Step4: Cleaning up the Data Table. During test execution, two factors
that wereindependert of test oracle causedusto Iter out someof the rowsin the
data table. Thesefactors include the impact of seededfaults on software execution
and interactions between test casesand faults. The former is due to the way a
fault is manifested during execution. The latter is due to test-casedesign,whether
the test casecausedthe execution of the program statemert in which the fault
was seeded,and whether the seededfault was manifested on the GUI. We list and
discussead of theseissuesnext:

(1)

(2)

3)

(4)

E ect of fault on software exeution: sewral test cases(during execution)
crashed speci ¢ fault-seeded versions, irrespective of the test oracle. These
test casesexecuted properly on other versions. We eliminated sud crashes
from our data. There were 954, 1595,2302,and 4829 crashesfor TerpPresen,

TerpWord, TerpPaint, and TerpSpreadSheetrespectively. Each of these (test
case, fault-seeded version) pairs causedthe ltering of onerow in the table.

Fault design: se\eral faults were never detected by even a single test case. We
call these faults \unobserved." There were 58, 5, 43, and 1 unobsened faults
for TerpPresen, TerpWord, TerpPaint, and TerpSpreadSheetespectively. We
discarded these faults from our data. For ead sudc fault, we ltered out a
maximum of 600 table rows, one for ead test case.

Test case design: one test casein TerpPaint did not detect even a single fault
for any oracle. We eliminated this test case,causingthe Itering of 57 rows,
one for eadt of the remaining fault-seededversionsof TerpPaint.

Finally, a large number of test casesdid not detect certain faults for any test
oracle. We eliminated theserows from the table.

Table III. The Data Table Cleanup Steps.

Subject Applications TerpPresent TerpWord TerpPaint TerpSpreadSheet
Total Rows 60000 60000 60000 60000
Rows Rows Rows Rows
Filtering Steps # Filtered # Filtered # Filtered # Filtered
1 Crashes 954 1595 2302 4829
2 Unobserved faults 58 34800| 5 3000} 43 25800] 1 600
3 Test cases not detecting any faults 0 [o] K0 0] 1 57| 0 0
4 Test cases not detecting specific faults 20566 54013 31779 52323
ﬁemaining Rows 3680 1392 62 2248

These\ Itering steps" are also shown in Table I11. Note that we executedthem
in the order preserted. Also note that after the last ltering step, somefault-seeded
versionsmay have been ltered out ertirely, sincetest caseseither crashedthem or
did not detect the faults.

The remaining data, which we use for our analysis, are the rows of the data
table that contain at leastoneMismatch entry. Theserows represen test runs that
yielded a successfufault detectedfor at least onetest oracle. That is, the test case
successfullyexecutedthe program statemert in which the fault was seededand the
fault manifestedas a GUI error. This data is relevant to the results sinceit helps
us to compare test oracles. We note that other entries may be useful for other
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analyses,e.g., to study characteristics of test caseswhich are beyond the scope of
this work.

The number of test casesthat appearedin at least onerow of the resulting data
table were 600 for TerpPresen, 424 for TerpWord, 18 for TerpPaint, and 358 for
TerpSpreadSheet.Similarly, the number of faults that appearedin at least one row
in the table were 25 for TerpPresen, 82 for TerpWord, 18 for TerpPaint, and 83
for TerpSpreadSheet.These numberswill be usedin the analysespresened.

4.4  Threats to Validity

Threats to external validity [Wohlin et al. 2000] are conditions that limit the abil-
ity to generalizethe results of our experiment to industrial practice. Our subject
applications, types of faults that we seed, and the way we create the oracle in-
formation are the biggest threats to external validity. First, we have used four
applications, developed by studerts, as our subject applications. Although they
have di erent types of GUIs, this does not re ect the wide spectrum of possible
GUIs that are available today. Second,all our subject programs were developed in
Java. Although our abstraction of the GUI maintains uniformity betweenJava and
non-Java applications, the results may vary for non-Java applications. Third, our
GUIs are static, in that we do not have widgets that are created on-the-y from
badk-end data. We expect that our results do not generalizeto more \dynamic"

GUIs. Fourth, the faults that were seededin this experiment represer a small
subsetof faults that are prevalent in student-developed software. Our test oracles
may behave di erently for other classesf faults. Fifth, for text- elds, weinitialized

values manually and stored them in a database. Although we made every attempt

to identify categoriesof text elds (e.g, humbers, le-names, alphanumeric strings)
and their choices,the GUIs may have executeddi erently for other values. Finally,
we have usedexecutionextraction to createoracleinformation. While this provided
an e cien t medanism to create di erent types of oracles,in practice testers use
manual techniquesto specify oracles. Moreover, they usedi erent types of asser-
tions, e.g, chedking ranges, not just state comparisonsas test oracles. Our work
needsto be extendedto handle such assertions.

Threats to internal validity are conditions that can a ect the dependert vari-
ables of the experiment without the researter's knowledge. The biggest threats
to internal validity are related to the way we create test cases. In order to keep
our running time reasonable,we created 600 test cases;due to the limitations of
our tools, we capped the length at 20 events. The results may vary for longer test
cases.We also usedonetechnique to generatetest cases| using event- o0 w graphs.
Other techniques, e.g., using capture/replay tools and programming the test cases
manually may producedi erent typesof test caseswhich may show dierent exe-
cution behavior. Another threat to internal validity is related to our measuremen
of fault detection e ectiv eness;eat fault was seededand activated individually .
Note that, as discussedearlier, multiple faults present simultaneously can lead to
more complex scenariosthat include fault masking.

Threats to construct validity arise when measuremen instruments do not ade-
quately capture the conceptsthey are supposedto measure. For example, in this
experiment our measure of cost combines human e ort and execution cost. A
more accurate measurewould usedomain-speci ¢ knowledgeto assignappropriate
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\w eights" to these cost componerts.

Other threats related to our cost-bene t model werediscussedearlier. The results
of our experiment, should be interpreted keepingin mind the above threats to
validity.

4.5 Results

4.5.1 Fault-Detection E e ctiveness. Recallthat F (7', L) wasde ned asthe num-
ber of faults detected by test caseT” when using oracle L. This value is computed
from the data table asF (7', L) = Z DT(T, f, L), where the function DT returns

feF
1 if the the entry for column L in the row corresponding to test 7" and fault f is
Mismatch; O otherwise. F' is the set of all faults in the data table.
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Fig. 8. Distribution of F values by test oracle

The F valuesfor eat test caseare summarizedas box-plots in Figure 8. A box-
plot is a conciserepreseration of multiple data distributions; ead distribution is
shown asonebox. The top and bottom edgesof ead box mark the third and rst
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quartiles respectively. The plus sign inside the box marks the mean value and the
horizontal line inside the box (it sometimesoverlaps with the rst/third quartile)
marks the median value. The whiskers extend from the quartiles and cover 90% of
the distribution. The remaining data-points (10%) are consideredoutliers and are
shown as dots beyond the whiskers.

There are four box-plots in Figure 8, one for ead subject application. For ex-
ample, Figure 8(a) shows the results for TerpPresen. This plot contains six boxes,
corresponding to the six test oracles. The x-axis lists the oraclesand the y-axis
shawsthe F values. From visual examination of the graph, we seethat L2 (meanF
value = 5) doesbetter than L1 (meanF = 1). Howewer, L3 (meanF = 6) is very
closeto L2. Comparing L4, L5, and L6, we note that the di erence betweenlL4 and
L5 is not as stark asthe di erence betweenLl1 and L2; moreover, L6 does better
than L5 (which was not the casefor L2 vs. L3). Comparisonof L1 to L4 (mean F
= 0.5) showsthat L1 doesbetter than L4. Similarly L2 doesbetter than L5 (mean
F = 3.5). However, L3 and L6 are very close. The results for the other applications
are more or lesssimilar; the only visual di erence is that L3 doesbetter than L6
for these applications.

In summary, visual examination of the box-plots suggestthat the \e ectiv eness
order" of test oracles (as measuredby their mean F values)is fL3, L6, L2, L5,
L1, L4g, i.e., L3 is the best and L4 is the worst. This result suggeststhat the
oracleinformation and execution frequencydoeshave an impact on fault-detection
e ectiveness. Cheding the ertire state as opposedto only the active window is
e ectiv eif the oracleis invoked after the last event in the test case. If, on the other
hand, the oracleis invoked after eac evert, then chedking only the active window
doeswell. With the exception of TerpPresen, cheding the current widget seems
ine ectiv e. The characteristics of GUIs that lead to theseresults will be discussed
in detail in Section4.6.

As demonstrated above, box-plots are useful to get an overview of data distri-
butions. Howevwer, valuable information is lost in creating the abstraction. For
example, it is not clear how many test casesdetected speci ¢ numbers of faults.
This is important to partially addressQ4. Even though L3 and L6 more or less
shaowed similar results in the box-plots, do more test casesdetect more faults with
L3 than L6? If this is the case,a tester who has a small number of test casesmay
get better results with L3 and L6.

We now shaw the number of test casesthat detected speci ¢ numbers of faults
for dierent test oracles. Figure 9 shaows six histograms for TerpPresen, one for
ead test oracle. The x-axis represens the F values;the y-axis shows the number
of test casesthat had the particular F values. There are seweral important points
to note about theseplots. First, they havean F = 0 column (the rst dark column;
in some casesthis column is very tall; in these cases,it has been chopped { the
number adjacert to the top of the column represens its height); this column is
important sinceit accouns for test caseshat detected faults with at least onetest
oracle but not with the current oracle. Second,the sum of all the columnsis equal
to the number of test casesin the \ Itered" data table.

To allow easyvisual comparison,we have usedthe samex-axis and y-axis scales
for all six plots. For TerpPresen, we seethat a larger number of test caseshave
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a larger F value for L3 and L6. In fact, the zero column for L3 and L6 contains
no test cases,i.e., all test casesdetected at least one fault when using L3 and L6.
The zero column is tallest for L4, followed by L1. Hencea large number of test
caseddid not detect even a single fault whenusingL1 and L4. In caseof TerpWord
(Figure 10), approximately 60 test casesdid not detect even a single fault for L6.
Moreover, the column corresponding to F = 1 for oracle L3 is shorter than that

Qing Xie et al.
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of L2; however, a larger number of test caseshave higher F values. For TerpPaint
(Figure 11), the oracle L4 detected no faults, represeried by a single zero column
of height 18. For TerpSpreadShee(Figure 12), L3 did signi cantly better than L2,
indicated by ataller F = 1 column; L2 hasa very tall F = 0 column.

The probability that a test casewill detect a larger number of faults with L3 is
high. We also note that oracle L6 doesreasonablywell. Oracle L4 hasthe largest
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number of test caseswith zero faults detected. In summary, a tester with a small
number of test casescanimprove overall fault detection e ectiv enesshy using oracle
L3. This result partly answers Q4.

4.5.2 Statistical Analysis. The results discussedthus far have been basedon
visual examination of the data. While visual examination provides an intuitiv e
overview of the data, valuable information is lost. For example, eat test casehas
six data-points (the six F values) that are correlated. This correlation is di cult
to show and comparevisually, especially for large data-sets.

We now want to determine whether the di erences in F valuesobsened for eat
test caseper test oracle are statistically signi cant. In particular, we want to study
the di erences betweenthe oracleswithin the setsfL1, L2, L3g, fL4, L5, L6g, fL1,
L4g, fL2, L5g, and fL3, L6g. Se\eral statistical tests may be usedfor this study.
Choosing the right test is basedon the number and the nature of the dependert
(in this casethe F values)and the independert variables (i.e., the test oracle). For
this experiment, the distribution of the data (Normal vs. non-Normal), the number
of groups (2 or 3), size of groups, and whether the groups are matched or not will
be considered.

Since our sample sizesare small (e.g, 18 for TerpPaint), we needto determine
normality of the data before we choosethe statistical tests. For illustration, the
solid line superimposedon the histograms (Figures 9 through 12) shows the normal
distribution approximation; this illustration suggeststhat the data is not normal.
Finally, our data is matched, i.e., eact data point (e.g, F value for oracle L1 with
test caseT’) in one distribution (for oracle L1) hasa corresponding matched point
in all other distributions (the matched points are the F values for oraclesL2{L6
with test caseT’). Considering all these factors, we chosethe Friedman test for
the three matched groups statistical comparison(fL1, L2, L3g, fL4, L5, L6g) and
Wilcoxon signed ranks test for two matched groups comparison (f L1, L4g, fL2,
L5g, fL3, L6@g). We will not run atest to comparefLl, L4g for TerpPaint.

Table IV. Friedman Test Results.

Sample Size | Friedman Test | Statistic Value | P-Value

e R s e
e I e
N -
TerpSpreadSheet 1074 tl; tgﬁ tg gggg%g zggg}

Friedman Test: This test comparesthe mean F values for the test oracle sets
fL1, L2, L3g, and fL4, L5, L6g basedon their rank scores. The null hypothesis
here is that the mean values do not dier. Table IV summarizesthe results of
this test. The statistic value shonn hereis the standard Cochran-Mantel-Haenszel
(CMH) statistic used by most popular statistical software padkages. The p-values
are obtained by atable lookup using the samplesizeand CMH value. As the result
shaws, all p-valuesare lessthan 0.05. Hence, the null hypothesisis rejected. The

ACM Transactions on Computational Logic, Vol. V, No. N, March 2006.



Designing and Comparing Automated Test Oracles for GUI-based Software Applications

Table V. Wilcoxon Test Results.

Sample Size Wilcoxon Test | Statistic Value | P-Value
L1/L4 20808 <.0001
TerpPresent 600 L2/L5 33764 <.0001
L3/L6 115.5 <.0001
L1/L4 1785 <.0001
TerpWord 424 L2/L5 17490 <.0001
L3/L6 6440 <.0001
L1/L4 * *
TerpPaint 18 L2/L5 275 0.0020
L3/L6 14 0.0156
L1/L4 1387.5 <.0001
TerpSpreadSheet 358 L2/L5 10764 <.0001
L3/L6 1870.5 <.0001

Table VI. Average Number of Widget Comparisons Per Test Case.

L1 L2 L3 L4 LS L6
TerpPresent 11.5 567.69 947.6 1 48.51 82.56
TerpWord 12.93 404.79 671.56 1 30.29 59.56
TerpPaint 14.17 1106.56 | 1667.17 1 63.33 125.83
TerpSpreadSheet 13.61 600.29 | 1268.06 1 43.24 104.7

alternativ e hypothesis,i.e., the meanF valuesdo di er in a statistically signi cant
way, is accepted. An additional Wilcoxon matched pairs test on the oracle pairs
fL1, L2g, fL2, L3g, fL1, L3g, fL4, L5g, fL5, L6g, and f L4, L6g shoved that the
di erences betweentheseoracle pairs are also statistically signi cant.

Wilcoxon Signed Ranks Test: The null hypothesis here is that there is no
statistically signi cant di erence betweenthe meansamongthe oraclesin the sets
fL1, L4g, fL2, L5g, and fL3, L6g. The results of the tests are summarized in
Table V. All p-values are lessthan 0.05, resulting in the rejection of the null
hypothesisand acceptanceof the alternativ e hypothesis.

The above two analyseshelped us to answer the rst parts of Q1 and Q2. Based
on the results of the Friedman test, and the earlier visual comparison, we conclude
that the oracle information hasa signi cant impact on fault detection e ectiv eness
of a test case; chedking more widgets is bene cial. Based on the results of the
Wilcoxon signedranks test, and the earlier visual obsenations, we conclude that
the frequencyof invoking the test oracle doeshave a signi cant impact on the fault
detection e ectiv enesof a test case;invoking the test oraclefrequertly is bene cial.

4.5.3 Faults Detected Per Comparison. We now addressthe issueof the cost of
the oracles. First we look at the number of comparisonsthat ead oracle performs
per test case. The average number of comparisonsper test casefor oracle L is
representied as ( L), and is shown in Table VI. As expected, ( L4) = 1. The
value of ( L1) is larger than ( L4) due to one comparison per evert in the test
case. The valuesof ( L2) and ( L3) depend on the number of widgets in the
active window and in all the open windows respectively. Similarly, ( L5) and
( L6) depend on the number of widgets in the active window and in all the open
windows when the test caseends, respectively.

Recall that we have de ned ¢ asthe faults-detected-per-comparisonfor ead test
case. Higher valuesof ¢ are consideredbetter. We now compute ¢ and presert the
results as box-plots.

ACM Transactions on Computational Logic, Vol. V, No. N, March 2006.

27



28 : Qing Xie et al.

0.2 - :
s
18 018 3 .
161 1 otsf T . 1
[ . -+
L4F 1 L .
) Q014 . H
212 = : T
<L 1 =012k ' -
- 1= 0.1 E ‘ b
wr W h ' .
0.81 1 008 1 I
: ' :
0.6r o 1 006 ) 1 E
. ! : .
0.4F ' 1
i : | -
j
0.2 [ L]
.
; P = + -
L1 L2 L3 L4 L5 L6 L1 L2 L3 L4 L5 L6
Test Oracles Test Oracles
(a) TerpPresent (b) TerpWord
0.4 T T T T T T 0.5 T T T
05k odsy
B oaf !
j ) .
0.3F H ' .
! 03s5- ! -
. j
0257 ! 1 vost !
= 1 = . :
S 02t i 1 "Roast !
> : > : : M
uso.15¢ ! 1wt ! _'_
H 0.15} E ! 1
04F ! L ! . . ' i
. T H o1 3 ' :
005t 1 v T H ' ; n
’ i , 005 1 4 H + )
0 T S SO S =l P = — e L
L L2 13 L4 L5 L6 L1 L2 L3 L4 L5 L6
Test Oracles Test Oracles
(c) TerpPaint (d) TerpSpreadSheet

Fig. 13. & values for all test cases.

The results for TerpPresen are summarizedin Figure 13(a). Since L3 requires
the maximum number of comparisons(the ertire state of the GUI after eat event
in the test case),it is penalized the most by the ¢ measure;L2 is close behind.
Sincethe number of comparisonsis smaller for L5 and L6, their £ valuesare better.
In the caseof TerpPresen, cheding the widget alone helped to detect a non-trivial
number of faults; combined with a very small number of comparisonsrequired, the
¢ value of L4 was better than all other oracles,followed by L1.

The results for TerpWord (Figure 13(b)) are di erent primarily becausel1 and
L4 did not detect many faults; simply cheding the widget was inadequate. L2
and L3 again su ered due to the large number of comparisonsthey require. L5 did
much better dueto its reducedfrequencyof comparison. Although L6 comparesthe
ertire state whereasL5 comparesonly the active window, L6 did much better due
to its larger F value. This di erence did not help L6 for TerpPaint (Figure 13(c))
sincethe entire state is much larger for this application. Since L5 did not detect
many faults for TerpSpreadSheetjts ¢ value is very low (Figure 13(d)).

We are now ready to answer Q1, Q2, and Q3. In caseof Q1, we sav that
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the oracle information does have an impact on the fault-detection e ectiv enessof
a test case. In caseof Q2, the invocation frequency of a test oracle has a very
signi cant impact on the fault-detection e ectiv enessof a test case. Considering
the £ measure,the additional e ectiv enessis not worth the cost for L2 and L3 due
to the extremely large number of comparisonsrequired for L2 and L3; using L5 and
L6 is more practical. Howewer, for L1 vs. L4, the additional costis very low and
helps fault detection.

In caseof Q3, the combination of oracleinformation and procedurethat provides
the best cost-benet ratio dependslargely on the GUI. We will discussdetails of
GUI characteristics in Section 4.6.

4.5.4 Relationship Between Test Oraclesand Fault-Detection Position. We ob-
sened that whenewer the test oraclesL3, L2, and L1 detected a fault at event
position a, b, and ¢ respectively, then in many cases(e.g., 33%for TerpWord, 62%
for TerpPresen) one of the relationships a < b or b < ¢ held (we had expected
a = b= ¢). In other words, when oraclescontained more information, they tended
to detect faults earlier in the event sequence.

L ea ! o] e, ! ee ' L e
~— ~— ~—
L3 L2 L1

This was an interesting result sinceit provided a link betweentest oraclesand
the length of a test case. Longer test casesare more expensive to generate and
execute. Hence, if a test designerhas a suite containing short test cases,oracle
L3 has better chancesof detecting more faults. The box-plots showvn in Figure 14
illustrate the results. No results are shown for TerpPaint sinceonly two test cases
detected a fault using L1. The box-plots show that the position at which the fault
is detected using L1 is later than that using L2 or L3. Howewer, for TerpWord and
TerpSpreadSheetthe position at which the fault is detected using L2 is almost the
sameasthat using L3.

Hencegenerating/using a complex (more expensiwe) oracle is justi ed if a tester
has short test cases.This result partly answers Q4.

4.6 Discussion

Our results are consistert with the characteristics of today's GUIs. First, GUIs
cortain seweral types of widgets. Some of these widgets have a state (e.g., chedk-
boxes, radio-buttons) whereasothers are stateless(e.g, buttons, pull-down merus).
Events (sudh asclicking on a chedk-box) performed on state-basedwidgets are used
to change (usually toggle) their state. A test oraclethat cheds the correctnessof
the state of the current widget (i.e., on which an evernt wasjust executed)is able to
detect speci ¢ typesof faults { onesthat may adverselya ect the current widget's
state only; other faults are missed. TerpPresent has many such faults. L1 is an
example of this type of oracle. Second,many ewents a ect the state of multiple
widgets of the active window, not just the current widget. L2 is able to detect all
faults that are manifested anywhere on the active window. Finally, seweral everts
a ect the state of the ertire GUI. For example, 0K in \preferencessetting" has a
global impact on the overall GUI. L3 is able to detect faults in such everts.

The frequency of oracle invocation has a signi cant impact on fault detection
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Fig. 14. Position where the fault is detected vs. oracle for (a) TerpPresent, (b) TerpWord, and
(¢) TerpSpreadSheet.

e ectiv enesssincethe constartly changing structure (e.g., currently open windows,
active window) of the executing GUI provides a small \windo w of opportunit y" for
fault detection. A test oracle (such as L1 or L4) that examinesonly the current

widget, if not invoked immediately after a faulty widget state is encourtered, will

fail to detect the problem. Hencel4, which waits until the last event, to examine
the then-current widget detects fewer faults than L1. L4 is successfulonly if the
widget assaiated with the test case'slast evert is problematic, as was the case
with TerpPresen. Similarly, L5 detects fewer faults than L2 becausea faulty
active window is either closedor is no longer the active window by the time the
last event in the test caseexecutes;L5 missesthese faults. On the other hand,
L2 is able to detect such faults immediately asthey are manifested on the active
window. The small di erence betweenlL3 and L6 is due to the windows/widgets
that are available at any time for examination. Errors that persist anywhere (i.e.,

in any window or widget) acrossthe ertire test caseexecution are easily detected
by L6 sinceit examinesthe ertire state of the GUI after the last evert. L6 misses
only those errors that occurred in windows that were later closedor \disapp eared"
due to other reasons.The small number of such disappearing errors in TerpWord,

TerpPaint, and TerpSpreadSheeshow the reducedimpact of comparing the ertire

ACM Transactions on Computational Logic, Vol. V, No. N, March 2006.



Designing and Comparing Automated Test Oracles for GUI-based Software Applications

state after ead evert.

The cost of test oraclesis directly related to GUI layout issuesthat stem from
usability concerns. Factors that impact the cost of our test oraclesinclude the
number of windows in the GUI that are open at any time (sincelL3 and L6 compare
a larger number of widgets) and the number of widgets per window (since L2 and
L5 compareall the widgets in the active window).

There are seweral lessons-learnedor GUI developers and test designers. First,
testerswho usecapture/replay tools typically create assertionsfor very few widgets
after each event (e.g. the oneon which the current evert is being executed). Seeing
that L1 and L4 werethe least e ectiv e at detecting faults, testers needto capture
more information with their test casesperhapsby using a reverseengineeringtool
such asours; useof such automated tools will alsoreducethe overall e ort required
to create these oracles. Second,sinceit is di cult and expensiwe to create many
long GUI test casestesters who consene their resourcesand create few short test
casesshould usetest oraclessuch asL3 and L6 that chedk a more complete state
of the GUI to improve fault-detection e ectiv eness. Third, testers should realize
that the dynamic nature of GUIs provides a small window of opportunit y to detect
faults. They should place their assertionsat strategic placesin the test case(e.g.
beforea window/menu is closed)to maximize fault-detection e ectiv eness.Finally,
GUI designersmust realize that their decisionswill not only have an impact on
usability but also on its \testabilit y."

5. CONCLUSIONS

In this paper, we showed that test oracles play an important role in determining
the e ectiv enessand cost of the testing process. We de ned two important parts
of a test oracle: oracle information that represens expected output, and an or-
acle procedure that comparesthe oracle information with the actual output. We
described a technique to specify di erent typesof test oraclesby varying the level
of detail of oracleinformation and changingthe oracle procedure;we employed this
technique to create six instancesof test oraclesfor an experiment. The results shon
that test oraclesdo a ect the fault-detection ability of test casesin dierent and
interesting ways: (1) test casessigni cantly losetheir fault-detection ability when
using \w eak" test oracles, (2) in many cases,invoking a \thorough" oracle at the
end of test caseexecution yields the best cost-bene t ratio, (3) certain test cases
detect faults only if the oracle is invoked during a small \windo w of opportunit y"
during test execution, and (4) using thorough and frequertly-executing test oracles
can make up for not having long test cases.

The results in this paper open several new researd opportunities, someof which
we outline next:

We feel that the GUI domain was an ideal starting point for this type of
study sincethe way we de ne a GUI oracle, in terms of objects (widgets) and their
properties that change over time, allows us to \ ne-tune" the oracle information
and procedure. Our results may be applicable to all event-based software that can
be modeled in terms of objects, properties, and their values (e.g., object-oriented
software). Test oracles for such software would determine whether the objects
executed correctly. In the future, we will extend our pool of subject applications
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to include non-Java and non-GUI programs.

We used a technique to generate one class of test cases. This technique is
basedon a traversalof a graph represenation of the GUI, namely evert- 0 w graphs
[Memon and Xie 2005]. In the future, we will generateother classesof test cases
using techniquessuc asAl planning [Memon et al. 2001]and capture/replay tools,
and obsene the e ect of using di erent test oracleswith thesetest cases.

Since we have identi ed di erences in fault-detection ability of dierent test
oracles, which is clearly linked to the number of GUI objects that the oracles
\cover," we will develop adequacycriteria for test oraclesin a way similar to those
already available for test casegZhu et al. 1997].

We feel that the relationship that was revealed betweentest caselength and
fault-detection e ectiv enessis signi cant and requires further study. In the future,
we intend to conduct a detailed experiment involving a large number of test cases
of varying length; we will also model the relationship betweenthe length of these
test casesand the faults that they reveal.

The simplifying assumptionto minimally model the badk-end using xed data
allowed us to focuson issuesrelevant to the GUI only. In the future, we will extend
our badk-end models, seedfaults in the badk-end code, and study the e ectiv eness
of GUI test oracleson badk-end faults.

We currently modeled one type of assertion, i.e., ched for equality between
expected and actual widget properties. In the future, we will extend our test
oracleswith additional types of assertions,e.g, those that specify timing issues,
range cheding, etc.
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