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Abstract— We describe � -spaces,a replica control protocol de-
�ned in terms of quorum setson multi-dimensional logical struc-
tur es. Our work is motivated by asymmetrical accesspatterns,
where the number of read accessesto data are dominant relative
to update accesses,i.e. where the protocols should be read-few
write-many. � -spacesare optimal with respectto quorum group
sizes.The quality of the trade-off between read ef�ciency and
update availability is not matched by existing quorum protocols.
We also proposea novel schemefor implementing � -spacesthat
combinescaching and local information to provide a best-effort
form of global views. This allows quorum recon�guration to be
lightweight without impacting accesslatencies,even when the rate
of membership changesis very high.

I . INTRODUCTION

This paperpresentsa new quorumprotocolbasedon multi-
dimensionallogical structurescalled d-spaces. Our work is
motivated by two dominant characteristicsof presently de-
ployedpeer-to-peer(P2P)infrastructuresandproposedoverlay
networks[1], [2], [3]. First, datareadsaccountfor thevastma-
jority of accessesto itemsexportedby P2Pservices.Presently
deployed P2P�le-sharing utilities �t this description,with the
vast majority of dataexportedby participantsunalteredafter
creation.Second,activeparticipationin suchnetworksis highly
transient,with users/sitesfrequently joining and leaving the
service[4].

Useof � -spacequorumsprovidesthe following advantages:
� They provide a bettercombinationof ef�ciency andavail-

ability thanexisting methods.In particular, a � -spacecan
be con�gured to give optimal communicationcomplexity
(quorumset sizes)for any given read/writeaccessratio,
without compromisingavailability.

� Their useof local informationallows muchmore�e xibil-
ity thanapproachesbasedon global views. One implica-
tion of this �e xibility is that membershipchangesdo not
requireglobal recon�gurationphases.

We supportone-copy equivalence[5] andserializableexecu-
tions.Together, thesegive usone-copy serializability, which is
alsothecorrectnesscriteriasupportedby theread-onewrite-all
approach(ROWA) [6], the quorumconsensusscheme[7], and
the availablecopiesmethod[8].

Supportingone-copy equivalenceimplies that all copiesof
an object shouldappearasa single item to clients.Ef�ciency
requiresthat only a small fraction of the set of all copiesbe
accessedduring any reador write operation.This is especially
important for read operations,which tend to representthe
dominantwrite accessesfor most applicationclasses.Finally,

wewould like to achievebothstrict consistency andoperational
ef�ciency without sacri�cing the availability of data, as this
is the main reasonfor datareplication.All theserequirements
(readef�ciency, updateavailability, andstrict correctness)hold
for applicationsthatbelongto theclassicaldistributedsystems
domain even as they are being migratedor re-engineeredto
work in a P2Penvironment.For instance,distributeddatabases
is one such applicationdomain, and the PIER project [9] a
notableeffort in this direction.

Thereis a cleartrade-off betweentheef�ciency of a quorum
protocoland its operationalavailability. The break-even point
dependsprimarily on the logical structure(or the lack thereof)
thatarrangesparticipatingsites.We arguethat protocolsbased
on � -spacequorumsaresuperiorto existing protocolsboth in
termsof ef�ciency and in availability.

The remainderof this paper is structuredas follows. In
Section II we brie�y describe existing quorum protocols
with emphasison structuredquorums.SectionIII de�nes � -
spaces,a quorumconsensusreplicacontrol protocolon multi-
dimensionalspaces.In SectionIV we show that theprotocolis
optimalwith respectto communicationcomplexity (ef�ciency).
In SectionV we analyzethe � -spaceoperationalavailability.
SectionVI contraststhe protocol's performancewith two well
known replicacontrol protocols.A lightweight recon�guration
mechanismthat combineslocal information and global views
is discussedin SectionVII. We summarizeour �ndings and
concludethe paperin SectionVIII.

I I . RELATED WORK

Synchronizationin quorum-basedreplica control protocols
takesplaceby de�ning groupsof sitesthatneedto agreebefore
launchingan activity, and requiring the intersectionof groups
de�ned for con�icting activities. A readoperationon a copy
con�icts with all write operationson any copy of the object.
A write operationon a copy con�icts with all readand write
operations.Wewill referto thegroupof sitesneededto perform
a read(write) operationasthequorumgroupfor thatoperation.
The collection of read(write) quorumgroupsis calleda read
(write) quorumset. Thus, any elementof a read quorumset
mustintersectall elementsof a write quorumset,which in turn
must intersectamongthemselvesin a pairwisefashion.

A. Voting

Gifford de�nes quorumsetsin termsof weightedvoting [7]
for synchronizingconcurrentaccessesto shared�les. If the
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total numberof votesis � , ��� votesareneededto reada �le,
and �
	 votesareneededto write a �le, suchthat(i) ���
�
�
	����

and(ii) �
�
	���� .
Thomasde�nes majority quorumsasquorumsetsfor which

eachquorumgroupcontainsa majority of copies[10]. Again,
this is a special case of weighted voting for which � ���

� 	���� ���
������� . This assignmentprovidesthe bestsymmetric
availability for readandwrite operations.

B. Structured Quorums

Quorum sets de�ned on logical structuresuse structural
information to de�ne intersectingquorumgroups.We brie�y
presenttheGrid protocol,thetreeprotocol,andthehierarchical
quorumconsensusprotocol.

Cheung el al. de�ned a replica control protocol using
quorumson a � -dimensionalgrid [11]. Quorum groups for
read operationsconsist of one line, and quorum groups for
write operationsconsist of one line and one column. The
authorsobserve that insteadof a line, for both readandwrite
quorums,a more relaxed con�guration that requiresonenode
in eachcolumn can be employed. The Grid protocol haslow
communicationcosts( �! #" $&% ), andis bestsuitedfor scenarios
where the frequency of read and write operationsare on the
same order. Many variants and improvementsof the Grid
protocolhave sincebeenproposedby theresearchcommunity.

The treeprotocolproposedby Agrawal andEl Abbadiorga-
nizesthe setof copiesin a binary treewith ')(�*+$ levels [12].
A quorumgroup is formed by including all the sitesin some
arbitrarypathfrom theroot to a leaf. The treeprotocolhasthe
lowest messagecomplexity ( �! ,'-(�*+$ )) amongall structured
quorum schemes,assumingno site failures. In the presence
of failures,the algorithmdegradesgracefullyasprogressively
more sites are involved in a quorum group, for a maximum
of $.��� . The approachis lessappealingwhenconsideringthe
distribution of accessesover the set of copies.The root site
is part of all quorum groups(assumingno failures),while a
leaf site is part of $.��� times fewer quorumgroups.The tree
protocol is not truly distributed and employs a weak form of
decentralizationto ensureexclusionof accesses.

Kumarextendsweightedvoting to voting on multiple levels
of a hierarchycomprisingthesetof all replicas[13]. In contrast
to the tree protocol, physical copies of objects are stored
only at the leaves of the tree, while all other levels serve a
logical grouping purpose.In effect, the protocol performsa
hierarchicalpartitioning of the replica set. Given a perfectly
balancedtree with /0�1� levels (with the root on level 2

and replicason level / ) suchthat a nodeon level 3 has 465)798

children, the overall number of replicas is :<;

5-=>8

4?5 . A node
assembledon level 3 must in turn recursively assemble@�5)7>8

( AB5-7>8 ) of its 4?5-7>8 children nodeson level 3+�C� for a read
(write) quorumgroup.The root nodeis part of all read(write)
quorumgroups.The quorumintersectioncondition is satis�ed
if (i) @

5
�DA

5
��4

5 , and(ii) �
A
5

��4
5 for all levels 3

�
��E-E)E / .

A read quorum group de�ned by the hierarchicalquorum
consensusschemeconsistsof :&;

5-=>8

@
5 copies, and a write

quorum groups of :
;

5-=>8

A
5 copies. Optimal quorum group

sizesareobtainedfor thehierarchicalconsensusmethodwhen
each group contains three subgroups,i.e. 4F5

�HG
. In this

casesymmetricalquorumgroupsconsistof $<IKJ LNM sites.The
method allows for imbalancedquorum groups for read and
write operationsto be speci�ed. For thesereasonswe have
chosenit to contrastthe performanceand availability of the

� -spaceapproach.
Logically structuredquorum setscannotbe modeledwith

voting assignmentsin the general case [14], making the
quorum consensusapproachmore appealingthan weighted
voting in a number of instances.Multidimensional (MD-)
voting [14] addressesthis problem by generalizingweighted
voting to voting in multiple dimensions.The � -spacequorum
consensusmethod is conceptuallydifferent than MD-voting.
The latter de�nes an abstractvoting space,and requires a
quorumof votesto be gatheredin every dimensionof interest.
MD-voting canemulate� -spacequorumsinef�ciently .

I I I . O -SPACE QUORUMS

We de�ne quorumgroupson multi-dimensionalspacesand
show how read-few write-many replica control protocolscan
be implementedusingour method.

A. De�nition

Assumewe have $ replicasof a data item arrangedin a
� -dimensionaldiscretespaceO , and that eachdimension3 in
O is indexedfrom � to PQ5 , i.e. $

�

:<R

5-=>8

PS5 . O is an abstract
space,and the $ replicas do not necessarilycorrespondto
physical copies.For this reasonwe will refer to replicasas
nodesand not sites. In SectionVII-B we discusshow nodes
aremappedto sites.Until thenwe assumethatnodes(replicas)
aresites(servers).

We choose T of the � dimensions in O , and let
U

5WVYX

U

5-Z
XKE[EKE\X

U

5-] be T arbitrary coordinateson selecteddi-
mensions3

8
X^3#_�XKE[E[EN3a` . Similarly, let �cbaV
X^�Yb#Z
X[EKE[E\XN�Yb#dfe

] be ar-
bitrary coordinateson the rest of the �hgiT dimensions
(j

8
XkjY_
XKE[EKE[Xkj

RYl

` ). We de�ne subspacem to be:

m
�

�

 ,no8�XNn
_

X[E[EKE\X^n

R

%\p

 Fnq8
X^n
_

XKE[E[EKX^n

R

%+rsOut� ,nv5)w
�

U

5-wf%#x,=>8

JyJyJ

`
�

(1)

andsubspacez to be:

z
�

�

 Fnq8
X^n
_

X[EKE[E\XNn

R

%\p

 ,no8�XNn
_

X[E[EKE[XNn

R

%+r{Out� Fn
b

w
�

�
b

w|%}x,=98

JyJyJ

RYl

`
�

(2)

Subspacesm and z overlapandtheir intersectionis minimal.
There exists a single point (node) common to m and z .
The intersectionpoint is given by coordinatesU

5?VcXKE[EKE\X

U

5-]~X

�
b

V�X[EKE[E[XN�
b#dfe

] written in canonicalorder. In a � -dimensional
space,m and z representintersectinglines parallel to the two
axes.Note that m and z factorizespaceO in the sensethat

p O<p = p m.p)p z•p . Thus eachof the two subspacescontainsconsid-
erablyfewer nodesthat theoriginal spaceO . In particular, the
sum p m€pK�•p z•p is minimizedwhen p m€p

�
p z‚p .

Let a readquorumgroupbe z , anda write quorumgroupbe
z„ƒ…m . Any two write quorumgroupsintersect,andany read
quorum group intersectsany other write quorum group. The
quorumintersectionpropertyis satis�ed and readsand writes
are serializable.In particular, one-copy serializability [15] is
guaranteed.On the left sideof Figure1 we illustratereadand
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Fig. 1. Exampleof ˜ -spacereadandwrite quorumgroups.a) A readquorum
( ™ or ™Qš ) is a line and intersectsall write quorums.A write quorum( › or

›œš ) is a planeanda line, and intersectsall readquorumsandall otherwrite
quorums.b) A cover of a plane(�lled points)canbeusedinsteadof theplane
to form a write quorumgroup.

write quorumgroupsfor a G -spacequorumset.A readquorum
requires G nodes,and a write quorum requires •€�ž� � ���

nodes.For a
G
-spacethereexistsanotherspacefactorization( 2

versus
G

dimensions)which is in effect ROWA.
For clarity of exposition we will assumehereafterthat the

extensionof thereplicaspaceis thesamealongall dimensions,
i.e. P

5Ÿ�
$

V

d for all 3
�

� E[EKE^� . All the resultspresentedcan
easily be extendedto accountfor the generalcaseformally
de�ned above. Given the new constraints,the replica space
becomesa regular � -dimensionalspace,with spacez contain-
ing $

]

d points and spacem containing $

dfe
]

d points.A read
quorum group will thus consistof $

]

d nodeswhile a write
quorumgroupwill consistof $

]

d

��$

dfe
]

d

g�� nodes.

B. TheRead-Few Write-ManyApproach

More interestingfor distributed systemsare quorumssets
thatarehighly asymmetrical,i.e. for which � is relatively high
comparedto T . We call this instantiationof � -spacequorum
sets the read-few write-many approach(RFWM). One such
instanceis given by read quorum groupsconsistingeachof

$

V

d nodes(a line), and write quorumgroupsconsistingeach
of $

V

d

�&$

dfe

V

d

g¡� nodes(a line anda hyper-plane).For ease
of presentationwe will alsorefer to $

]

d asa line andto $

dfe
]

d

asa hyper-plane.
Read-few write-many replicacontrolprotocolsareamenable

to scenarioswherethe frequency of readoperationsis orders
of magnitudehigher than the frequency of write operations.
We call the ratio of frequenciesfor readandwrite operations
the read/writeaccessratio. The communicationcomplexity of
a replica control protocol is the expectednumberof replicas
to be contactedper operation.Our goal is to minimize the
protocol's communicationcomplexity, irrespective of operation
type (i.e. reador write). Therefore,the ratio of quorumgroup
sizes for read and write operationsshould be inverseto the
read/write accessratio. By ¢

	o� we denote the ratio of the
write quorumsize to the readquorumsize.When ¢

	o� equals
the read/writeaccessratio, the communicationcomplexity of
a read-few write many replica control protocol is minimized.
Any proportionof readand write operationscan be modeled
by choosingappropriatevaluesfor T and � (or moregenerally,
for � anddimensionextensionsP>5 ).

C. Hyper-PlaneCovers

Although we have de�ned read and write quorum groups
in termsof projective subspaces,the set of $

dfe ]

d nodesin a
write quorumgroupneednot strictly conformto thede�nition.
We allow any cover of a hyper-plane to act as the second
componentof a write quorum group. A cover of a hyper-
planeis any setof pointssuchthat their projectioncoversthe
whole hyper-plane.For our discretespacewe are interested
in the minimal cover of a hyper-plane, i.e. a cover having
exactly $

dfe ]

d points.Relaxinga write quorumgroupto a line
combinedwith thecover of a hyper-planegreatlyimprovesthe
availability of write operations.On the right side of Figure 1
we show a (minimal) cover for a planethat can be part of a

G -spacewrite quorumgroup.Note that any of the threeplanes
parallelto thebaseof thecubeis coveredby the cover shown.

D. ReplicaControl Protocol

As an exampleof a RFWM replica control protocol using
quorumconsensuson � -spaces,we notetheclassicalapproach
of using version numbersto identify the latest update,and
locking to enforcemutualexclusion.

For both read and write operations,all the nodes in the
correspondingquorum group are locked. If locking fails for
a read group, a different group is chosenrandomly or de-
terministically. Similarly, if locking of a write group fails on
the read component,the whole read componentneedsto be
replaced.If locking of a write group fails on the cover (the
write component),the cover is changedby replacingonly the
unsuccessfullylockednodes.Performingoperationsonquorum
groupscan bene�t from multicastservicesprovided at either
the network layer or the applicationlayer. All the nodesin a
quorum group can be membersof the samemulticast group
andaccessedusingavailablemulticastprimitives.

The granularity of replication determinesthe amount of
statemaintainedper dataitem by the replicacontrol protocol.
The stateoverheadis minimal if a single � -spacestructureis
maintainedfor the whole database.Flexibility is sacri�ced as
eachnodewill eitherhave to replicatethe whole databaseor
noneof it. At the other extremea � -spacecan be maintained
for eachdataitem. This settingfavors �e xibility but incursthe
maximumamountof stateoverhead.The two approachescan
be reconciledby trading off stateoverheadversus�e xibility
andmaintaininga � -spacefor eachgroupof dataitems.In this
casethe unit of replicationis a groupof items.

IV. OPTIMALITY OF COMMUNICATION COMPLEXITY

As notedaboveweexpectreadandwrite quorumgroupsizes
to beinverselyproportionalto theaccessfrequency for thecor-
respondingoperations.We arguethat replicacontrol protocols
using � -spacesprovideoptimalcommunicationcomplexity, i.e.
read and write quorum sizesare minimal for a given access
ratio. We requirethe following constraintson any quorumset
de�ned on � -spaces:

QS1 Each read (write) quorum group in the set has @

( A ) nodes.The condition ensuresthat the message
complexity of an operation is independentof the
quorumgroupchosen.
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QS2 Eachnodeappearsin at leastonequorumgroup.The
conditionensuresthat all copiesareusedeffectively.

QS3 Eachnodeis containedin the samenumberof read
(write) quorum groups.The condition ensuresuni-
form loadsharingover thesetof all copies(assuming
quorum groups are selecteduniformly at random
whenperformingoperations).

Given conditions QS1-3, Theorem1 statesthe optimality
of the approach.The following lemmawill help us prove the
theorem.

Lemma1: A set £ that intersectsall elementsof a read
quorumsetsatisfyingconditionsQS1-3containsat least A �

$.�c@ elements.
Proof: Assumeeachnodeis containedin ¤ distinct read

quorumgroups(by QS3).We alsohave that ¤‚�„2 (by QS2).
Thetotalnumberof nodes,consideringall duplicatesasdistinct
elements,is ¤¥$ . Sincethereare @ nodesin eachreadquorum
group(by QS1),thereare ¤¦$.�c@ readgroupsin thereadquorum
set.

We construct £ startingwith the empty set, such that £

intersectsall ¤¥$.��@ read quorum groups.Every node added
to £ is containedin exactly ¤ of the read quorum groups,
and ensuresthe intersectionof £ with the corresponding
groups.Thus,with the additionof onenodewe cancover the
intersectionof £ with at most ¤ groupsin the quorum set.
Sincethereare ¤¥$.��@ quorumgroups,at least $.�c@ nodesneed
be addedto £ to cover its intersectionwith all groupsin the
readquorumset.

Theorem1: Readquorum sets de�ned using � -spacesare
optimal with respectto quorumgroup size for any read/write
accessratio ¢¦	o� . Write quorumsetsareoptimalwithin a factor
of � .

Proof: Let T and � be such that such that $

dfe
]

d §

$

]

d

¢¥	o� . We de�ne � -spacereadquorumgroupsof size $

]

d

andwrite quorumgroupsof size $

]

d

�<$

dfe
]

d

g�� in the usual
manner. We have that  F$

]

d

��$

dfe
]

d

g���%^�|$

]

d

�
�! ,A¨��@�% , and

the quorumssatisfy the read/writeaccessratio.
A read quorum group contains $

]

d nodes. Every node
appearsin exactly one of the read quorum groups( ¤

�
� ).

In fact, the readquorumset de�nes a partition on the set of
all copies,whereeachmemberof the partition has the same
numberof nodes.ConditionsQS1-3are thus satis�ed and by
Lemma 1 we have that write quorum groups must contain
at least $

dfe
]

d elements.Since $

]

d

�©$

dfe
]

d

gª�D«¬��$

dfe
]

d

(assumingTs«­�®gDT ), we have that write quorumgroupsare
within a factorof � from the optimal size.

Read quorum groups cannot contain less than $

]

d nodes
sincethatwould proportionatelyincreasethesizeof write quo-
rums(asgiven by Lemma1). This would breakthe read/write
accessratio.Thus,readquorumgroupsareoptimalwith respect
to size.

Note thatwrite quorumgroupsarewithin a factorof � from
optimality dueto their z subspacecomponent( $

]

d ). For read-
few write-many protocols we have that $

]

d°¯

$

dfe
]

d , and
write quorumsizesare themselvescloseto optimality.

We describehow T and � canbechosensuchthat theaccess
ratioconditionis satis�ed.Given $ nodesandaccessratio ¢±	o� ,
we arelooking for quorumsizesfor write andreadoperations,

A and @ , suchthat (i) A � $.��@ , and(ii) ¢¦	o� � A
�c@ . Thuswe
have that A �

"

$œ¢¥	o� and @ �u² $.�c¢¥	o� . $ canbefactorized
in the list of its prime factors.The list canthenbe partitioned
in two sublistssuchthat the multiplication of prime factorsin
one list approximatesA , and in the secondlist approximates

@ .
Given A and @ , valuesfor T and � can easily be identi�ed

suchthat $

]

d approximates@ , and $

]

d

��$

dfe ]

d

g„� approx-
imates A . For the generalcase,where the extensionof the
replicaspacedoesnothaveto bethesamealongall dimensions,
we have more �e xibility in choosing the parameters.If $

has few prime factors (e.g. $ is a prime number itself), a
neighboringnumberof $ can be factorizedinsteadof $ . In
this case,a few holes will be presentin the structure,and
quorum groupscontainingthe holes will not be operational.
In SectionVII-B we discusshow nodescan be mappedonto
sitessuchthat $ is chosenat will, andany numberof physical
copiesis naturallyaccommodated.

V. AVAILABIL ITY ANALYSIS

Fault toleranceis re�ected in the availability of the last
update (data availability), and the availability of read and
write operations.We establishthese availabilities next. We
assumethat the network is reliable, node failures are both
independentandfail-stop[16], andall nodesareidentical.Let

³ betheprobabilityof a nodebeingoperational,i.e. thenode's
availability. Given ³ , the probability of �nding / operational
nodesamongthe $ nodesis givenby thebinomialdistribution:

´

 6$œX^/�X

³

%
�¶µ

$

/¸·

³

;

 ^�Bg

³

%a¹

l

;

(3)

A. Data Availability

Dataavailability is expressedin termsof theprobability that
the last updateof an item is accessibleon at leastone of the
nodesthat storesa copy. Since the last updateis given by
the last successfullyexecutedwrite operation,at the time of
the update $

dfe
]

d nodeshave committedthe new value. The
probability that at leastone of thesenodeswill survive until
the next updateoccursis given by:

º�»

�
�Bgh a�Bg

³

%
¹

d¼e
]

d

(4)

Note that data availability dependson the size of a write
quorum,andthus implicitly capturesthe logical structureof a

� -space.However, it doesnot dependdirectly on theparticular
organizationof nodesthat is imposedby � -spaces.The same
formula applies to any schemethat updatesquorumsof the
given size(in this case$

dfe
]

d ).

B. ReadAvailability

Theavailability of readoperationsis theprobability that the
operationconcludessuccessfully, assumingno statechanges
while it is in progress.Readoperationsarerobust: any line of

$

]

d nodesneedsto beoperationalfor a readto succeed.There
are $

dfe
]

d candidatelines to choosefrom. A line is available
with probability ³

¹

]

d

, while / selectedlinesareavailablewith
probability:

º�½ ¾À¿�Á

 ,/…%
�

³

;

¹

]

d

(5)
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Knowing thatthereare $

d¼e ]

d potentiallinesto choosefrom,
the availability of readoperationsis given by:

º9Â ÃvÄ>ÅÇÆ

� �Bgh a�Bg

ºŸ½ ¾À¿�Á

 ^�c%^%^¹

dfe ]

d

� �Bgh a�Bg

³

¹

]

d

%^¹

d¼e ]

d

(6)

C. Write Availability

ROWA is deemedunsatisfactorydueto its stringentrequire-
ment that all copiesbe available whenever an updateoccurs.
The read-few write-many approachapproximatesROWA from
the readef�ciency standpoint,anddramaticallyimprovesover
its write availability. The availability of write operationsis the
probability that theoperationconcludessuccessfully, assuming
no statechangeswhile it is in progress.A write is successfulif
oneline of $

]

d nodestogetherwith a coverof a hyper-planeof
$

dfe ]

d nodescanbe accessed.Note that sincethe line already
coversonenodein thehyper-plane,only $

dfe ]

d

g‚� nodesneed
to be further covered.More generally, a write is successfulif

/ lines anda cover of $

d¼e
]

d

g�/ nodesareoperational.
Thecoverof a hyper-planeof / nodesis availableif thereis

at leastoneavailablenodein eachof the / correspondinglines.
We further require that eachsuch line not be fully available.
At leastone node,but not all of them, is available in a line
with probability:

º>ÈKÉ
¾À¿�Ê?Ë

�

¹

]

d

l

8

Ì

;

=98

´

 F$

]

d

X^/�X

³

%

�
�Bg

³

¹

]

d

gh a�Bg

³

%
¹

]

d

(7)

The availability of a hyper-planecover of / selectednodes
is:

ºQÈ
½ÎÍ^¿
ÁfË

 F/œ%
�

 

º>ÈKÉ
¾À¿�Ê,Ë

%

;

�
 a�Bg

³

¹

]

d

g� ^�Çg

³

%a¹

]

d

%

;

(8)

To computethe availability of write operationswe add the
probabilitiesfor all combinationsof / available lines (5) and

$

dfe

V

d

g�/ additionalnodesavailable in a cover (8):

º Ï
ÃvÄ>ÅBÆ

�
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VI . D-SPACES, GRIDS, AND HIERARCHICAL QUORUMS

We comparethe communicationcomplexity and operation
availability of the � -space(DSP), Grid (GRID), and hierar-
chical quorum consensus(HQC) methods.We only examine
skewed scenarios,wherereadoperationsdominateaccessesto
data.

HQC is optimal when each logical group is decomposed
in three subgroups,and the resulting hierarchy is perfectly
balanced.We choosethenumberof nodeswith respectto such
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Fig. 2. Operationavailability for DSP, HQC and GRID with ÑYÒ}Ó|Ñ[Ô nodes
andtargetedaccessratio ÕKÖ¦× Ø{Ù[Ô .

criteria, i.e. $ �ÚG

;

( 4?5 �ÚG
). Further, the quorumsin HQC

were distributed at each level such that write availability is
optimizedsinceupdatesarethecritical componentwith respect
to failures(i.e. consistentlyhaving lower availability thanread
operations).

A. Fault Tolerance:Operational Availability

Figure2 shows the readandwrite availability asa function
of nodereliability for � -spaces,grids,andhierarchicalquorum
consensus.Û�XfÜ�Û�� nodesare consideredand the accessratio
modeledis ¢±Ý¦Þ

�©ß
� . The overall availability of a protocol is

establishedby thecurve thathaspooreravailability amongthe
readandwrite curves.1 For all threeprotocolsconsideredreads
always have betteravailability thanupdates.2 Thus,DSPcan
toleratehigherdegreeof failuresthanboth GRID andHQC.

GRID has the poorest availability for the con�guration
shown in Figure 2. The Grid protocol targets symmetrical
scenariosfor which the expectedfrequency of readand write
operationsis approximatelythe same( ¢¦	o�

§

� ). The � -space
protocol is a generalizationof Grid to multiple dimensions.It
is also reciprocalto Grid in the sensethat it de�nes inverted
quorum groups with respectto subspacecovers. Thesetwo
propertiesenableit to deliver good updateavailability even
whenreadsoccurordersof magnitudemoreoftenthanupdates.
If the frequency of executing read and write operationsis
substantiallydifferent, quorumsshould be de�ned using the

� -spaceapproach,otherwisethey shouldbe de�ned using the
Grid approach.

B. Ef�ciency: CommunicationComplexity

We arguedthat � -spacequorumsetshave optimal message
complexity for any accessratio. We now show how commu-
nication costsfor the hierarchicalquorumconsensusrelateto

1A goodmetric for establishingthe fault tolerancepropertiesof a protocol
is the expectedtime to the �rst failure (inability to gathera read or write
quorum).Givenhighly correlatedfailuresbetweentwo consecutive read(write)
operations,it canbe shown that the expectedtime of failure doesnot depend
on the frequency of operations.Thus, the read availability curve is directly
comparableto the write curve.

2Note that the three methodswould be equivalent if we were to abstract
over the degreeof asymmetry. If one approachgains for readavailability, it
losesthe sameamountfor write availability.
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� -spaces.Grid hasthe samecommunicationcomplexity as � -
spaces.

In Figure 2 we labeled the availability curves using the
numberof nodesin the readandwrite quorumgroups.For the
con�guration shown, HQC has read and write quorumsthat
are almostdoublein size as comparedto � -spaces(or Grid).
More generally, it can be shown that the cost ratio for read
operationsin HQC versusDSP is given by:
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while for write operationsis given by:

à
Ï

�

¢~	o�

¢
	o�

�­�

àqÂ (11)

We show in Figure 3 how the ef�ciency of HQC and DSP
relateto eachotherasa function of systemsize,for readand
write operationsandaccessratios • ,

ß
� , and ç��
• . For a given

¢~	o� , the ratio of communicationcostsfor both readandwrite
operationgrows with $ . Thus, the � -spaceapproachscales
betterthanHQC. ImplementingRFWM using � -spacesresults
in a messagecomplexity � –

G
times lower than implementing

it usinghierarchicalquorumconsensus.Besidesaving network
resourcesthis also materializesin better load sharingat sites
holdingcopies,andincreasedsystemthroughput.Theexpected
increasein systemthroughputis proportionalto à

Â for read
operations,and à

Ï for write operations.

VI I . QUORUM RECONFIGURATION

P2Psystemsare highly volatile networks in the sensethat
therateof membershipchanges(users/sitesjoining andleaving
the system)is very high. A site leaving the network canmake
at least one quorum unavailable. Mechanismsare neededto
recon�gure quorum groups on the � -spacestructure(or the

� -spacestructure itself) such that deadlockscenarioswhen
quorum groups can no longer be assembledare avoided.
Quorumgroupsaredynamicallyand transparentlyadjustedto
re�ect the evolution of failuresandrepairsin the system[17].

In dynamicvoting [18] quorum readjustmentis performed
within the protocol for write operations.Other approaches

such as the epoch protocol [19], [20] check for changesin
systemtopologyor evenrecon�gureit asaseparatetransaction,
asynchronouslywith regard to readandwrite operations.The
virtual partition algorithm [21] operatesby maintaining at
eachsite a view of available sites.Within a view a quorum
protocol is in effect, and eachview must include at least a
readanda write quorumof thewholesetof sites.Dynamically
adjustingquorums[22] is similar in spirit to thevirtual partition
algorithm. On failures the systemmay not be able to �nd
availablewrite quorums,and the protocol can switch to other
setsof readandwrite quorumgroupsthat featuresmallerwrite
quorumsgroupsand larger readquorumsgroups.

All theseapproachescan readily be appliedto globally re-
con�gure � -spacequorums.Commonto all of themis that they
useglobal knowledgeto recon�gure quorumgroups.In order
to consistentlyestablisha new global view, global agreement
is requiredusually in the form of having to gather a write
quorum. Further, the implicit assumptionfor many quorum
recon�guration schemesis that failures (whether isolatedor
correlated)are transient, or otherwise that the system will
experiencefew membershipchanges,if any. Globalknowledge,
evenin limited formsis not a feasibleoptionfor P2Pnetworks
that experiencefrequentmembershipchanges.

A. Global View vs. Local Information

Thefact that logically-structuredquorumapproachesarenot
accommodatingto mutations(recon�guring the space,adding
or removing nodesindividually or in group) is inherentto its
global view of a logical structure.Flexibility is sacri�ced for
the sake of ef�ciency. At the otherextreme,similar structures
aremaintainedby theCAN overlaynetwork [1] to routeamong
participantsin peer-to-peernetworks.CAN lacksa globalview
anduseslocal information(eachsitesknows its ��� immediate
neighbors)to arrangethe sitesin a � -dimensionaltorus.

Recon�gurationcanbe localizedif only local informationis
usedto route packets.However latency is hurt as an isolated
remotecontactfor a nodein CAN networks requires�! F�~$

V

d

%

incrementalhopstoward the destination.The latency to access
a quorum group in � -spaceswith local information is given
by the sizeof the correspondinggroup,i.e. $

]

d for readsand
$

dfe
]

d

��$

]

d

g©� for updates.Even thoughquorumsizesare
the sameirrespective of implementationchoice (global view
or local information), the high latency of the latter makes it
prohibitive as a support mechanismfor implementingstruc-
tured quorums.Further, the messagecomplexity of the local
informationapproachalsoincreasesasincrementalforwarding
is requiredto reacharbitrarynodesin the overlay network.

Node spacevirtualization provides a local alternative to
global recon�gurationprotocols.The methodde�nes the node
spaceindependentof the set of sites holding the physical
copies.Local information is combinedwith a best-effort form
of global views to achieve seemingly contradicting goals:
lightweight local recon�gurationsandgoodglobal latencies.

B. Virtualizing the O -space

Thoughwehaveheretoforeassumedthatthey werethesame,
thereareadvantagesto makingadistinctionbetweenthereplica
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(node)space,andthesetof sites(servers)hostingthephysical
copies.Which replicasare hostedby servers is given by the
mappingprocedure.

A server canhostmorethanonereplica;a replicais hosted
by exactly oneserver. Replicasform a pre-de�nedandstatic � -
space.The replicaspaceis virtual in the sensethat thereis no
one-to-onecorrespondencebetweennodesandphysicalcopies
of a dataitem. Instead,all nodesmappedto a site correspond
to onephysicalcopy. Serversform a dynamic(with respectto
membershipchanges)andunstructuredspace.Thus,the server
spaceis the sameasthe spaceof physicalcopies,andthereis
a many-to-onehostingrelationshipamongnodesand servers.
Datavaluesandversionnumbersof replicasmappedto a server
areautomaticallykept consistentat all times.

The replica spaceis very large, such that the number of
siteswill never match the numberof nodes,and will feature
high dimensionality. For instance,$ � �

R

with � �x ed (
G � for

instance)andthe � -spacebecomesa hypercube.Eachnodehas
exactly � neighborsin the replicaspace,and the shortestpath
betweenany two nodesis boundedby � .

C. TheCasefor Multi-Dimensional O -Spaces

Given the mapping of replicas to sites, the choice for
multi-dimensionalspaces(as opposedto � -dimensionalgrids)
becomesclear:

� Routinglatency in a CAN-like overlay network improves
with higherdimensionalspaces.In thenodespace,latency
is boundedby �

�
'-(�*è$ for a hypercubeas opposedto

"
$ for a � -space.If the � -spacehasa rectangularshape

(to accommodatehigh accessratios), then the bounding
factorbecomeseven larger than "

$ .
� Fault tolerance(along with the amount of state main-

tained) increaseswith the number of neighbors.More
neighboringsitesenablesaserver to remainin thenetwork
despitea considerablenumberof sites aroundit having
failed.

� Replicaspacesof the form $
�

�

R

easily accommodate
throughspacefactorizationany accessratiowithin a factor
of � . More importantly, we canpro�le the readandwrite
behavior of a system,andtheaccessratio canbeadjusted
on the�y in responseto varyingread/writeaccesspatterns.
Theadjustmentwill notaffect theneighboringrelationship
in the nodeor server space.Thus, with changingaccess
ratios only the quorumgroupsneedto be rede�ned.The
replica space,the mapping of nodes to servers, and a
node's or site's neighborsremainthe same.

D. Joining and Leavingthe Structure

A site has as many neighboring sites as de�ned by the
mapping of nodesto sites. Two sites are neighboringeach
other in the server spaceif and only if they host neighboring
nodesin the hypercubereplicaspace.Whensitesjoin or leave
the structure,we usehypercuberouting to forward requestsin
the network, anda protocolsimilar to CAN's for splitting and
merging thezones(subspaces)assignedto affectedsites.Given
the numberof sites in the system é , the assignmentprotocol
canperformanalmostperfectlybalancedmappingof nodesto
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Fig. 4. Exampleof cachedreadandwrite quorumgroupsfor a ê -dimensional
hypercube.Nodesin thewrite quorumareannotatedwith W andnodesin both
quorumswith RW.

sites: •�2¥ë of siteswill hold $.��é nodes,while the rest will
hold half or twice of that [1]. Analytical boundshave alsobeen
proven to this effect [23].

A virtual nodespacegivesusthe�e xibility to make localized
adjustmentsuponjoining andleaving. Uponjoining, thenewly
joinedsitewill initialize theversionnumbersandthedataitems
to thoseof the site splitting its volume. Upon leaving, data
transferis necessaryonly if the recipient's versionsaresmaller
than the leaving site's versions.Whena server joins or leaves
thenetwork only its neighborsneedto beinformed.Thus,even
thoughthereplicaspaceis static,themappingof nodesto sites
allows arbitrarymutationsof the network throughpurely local
recon�gurations.

E. Caching QuorumGroups

Theresultingsystemusescachingto matchthelow latencies
achievedwith global views. Every site cachesa write quorum.
Sincea write quorumincludesa readcomponent,sitesimplic-
itly cachea readquorumaswell. Cachinga quorumtranslates
to caching a list of mappingsfrom subspacerangesto site
identities(a site's identity is the tuple of its network address
andport number).Note that the amountof statecachedfor a
write quorum is smaller than with global views, where each
server knows the full mappingof replicasin the network.

When a read or write requestarrives at a site, the cor-
respondingquorum cachedat the site is used.Some of the
mappingscachedfor a quorumgroupmaybestaledueto zone
reassignmentstrigeredby membershipchanges.Stalemappings
are detectedby timing out, or by confronting the cached
mappingwith the actualmapping.Mappingsare refreshedby
identifying the correct mapping using hypercuberouting in
the overlay network. This is re�ected in latency overheadand
increasednumber of messages.However, refreshinga stale
cachedmapping does not necessarilyincur full hypercube
routing. For all practicalpurposes,refreshingan entry incurs
oneor at most two overlay hops.

We illustratethis in Figure4 with a �
ìè� -space,andexamples
of cachedquorumsat oneof theservers(assumethattherealso

�KÛ servers in the network, and that eachnodeis mappedto a
different server). For every node in a cachedquorum there
are other cachednodesin its proximity. For instance,if the
mappingof node �[í needsto be refreshed,we can optimize
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the routing by startingat node Û which is only onehop away
and has just beenvalidated.Similarly, nodes � ,

ß
, • and �Y�

are within two hops from �Kí . The overall cost of keeping
cachedquorumsup-to-datein light of membershipchangesis
low, andtheapproachapproximatestheperformanceof global
views even for high ratesof changes.Note that if there are
no membershipchangesin the network, cachedquorumsare
constantlyup-to-dateand the performancepenaltyis null.

F. Fault Tolerance

Virtualizing the nodespaceenablessites to join and leave
thestructurewithout invalidatingexistingquorums(by creating
holes in the structure),or requiring a global recon�guration
mechanism.Faulty sites that do not recover (or recover too
late) canalsobe eliminatedthroughlocal recon�guration.

With quorumconsensusschemes,transientfailures require
no special treatment.If a site fails and recovers too late, or
doesnot recover at all, the failure is consideredpermanent.
Sitesthat fail permanentlyandrecover subsequentlymust join
thestructureanew beforefurtherprocessingrequests.Thedata
andassociatedversionshostedby the permanentlyfailing site
are lost and cannotbe recovered.To ensureconsistency, the
neighborthat takes over the subspaceand the lock will need
to performa readoperationfor the reassigneddataitems.

VI I I . CONCLUDING REMARKS

We have described� -space,a replicacontrol protocolusing
quorum consensuson replicas logically arrangedin multi-
dimensionalspaces.O -spaceis a generalizationof the Grid
protocolto multiple dimensions.It is alsoreciprocalto Grid in
thesensethat it de�nes invertedreadandwrite quorumgroups
with respectto subspacecovers.

The centralargumentof our study is that � -spacequorums
offer a �e xible way to build protocols with ideal balances
of low communicationcomplexity andhigh availability. First,

� -spacesallow the more frequentread operationsto execute
ef�ciently , at a limited andcontrollableexpenseof morerarely
executedwrite operations.This leadsto our �rst result:for any
given read/writeaccessratio, a � -spacecan be con�gured to
give optimal communicationcomplexity. Second,readopera-
tions can be performedef�ciently without adverselyaffecting
the availability of updates.To our knowledge,the quality of
trade-off betweenreadef�ciency andupdateavailability of our
approachis not matchedby existing quorum protocols.Sur-
prisingly, for high accessratios the availability of updatescan
approximateor even matchthe availability of readoperations.

Existing structuredquorum schemesare basedon global
views. This allows goodaccesslatenciesbut hurtsa protocol's
adaptivity, as it must rely on heavyweight global recon�gu-
ration mechanisms.We show how to implement lightweight

� -spacerecon�guration througha combinationof local infor-
mationandcachingof global views.
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