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Abstract—We describe -spacesa replica control protocol de-
ned in terms of quorum setson multi-dimensional logical struc-
tures. Our work is motivated by asymmetrical accesspatterns,
where the number of read accesse$o data are dominant relative
to update accessesi.e. where the protocols should be read-few
write-many. -spacesare optimal with respectto quorum group
sizes. The quality of the trade-off betweenread ef ciency and
update availability is not matched by existing quorum protocols.
We also proposea novel schemefor implementing -spacesthat
combines caching and local information to provide a best-efbrt
form of global views. This allows quorum recon guration to be
lightweight without impacting accesdatencies,even whenthe rate
of membership changesis very high.

|. INTRODUCTION

This paperpresentsa newv quorumprotocol basedon multi-
dimensionallogical structurescalled d-spaces Our work is
motivated by two dominant characteristicsof presently de-
ployed peerto-peer(P2P)infrastructuresand proposecbverlay
networks[1], [2], [3]. First, datareadsaccountfor the vastma-
jority of accessefo itemsexportedby P2PservicesPresently
deployed P2P le-sharing utilities t this descriptionwith the
vast majority of dataexportedby participantsunalteredafter
creation.Secondactive participationin suchnetworksis highly
transient,with users/sitedrequently joining and leaving the
service[4].

Useof -spacequorumsprovidesthe following advantages:

They provide a bettercombinationof ef ciency andavail-
ability thanexisting methods.In particular a -spacecan
be con gured to give optimal communicationcomplexity
(quorumsetsizes)for ary given read/writeaccesgatio,
without compromisingavailability.

Their useof local informationallows muchmore e xibil-
ity thanapproachesasedon global views. One implica-
tion of this e xibility is that membershipchangesdo not
requireglobal recon gurationphases.

We supportone-coly equivalence[5] andserializablesxecu-
tions. Togetherthesegive us one-copy serializability which is
alsothe correctnessriteriasupporteddy the read-onenrite-all
approach(ROWA) [6], the quorumconsensuschemd7], and
the available copiesmethod[8].

Supportingone-coy equivalenceimplies that all copiesof
an objectshouldappearas a singleitem to clients. Ef ciency
requiresthat only a small fraction of the set of all copiesbe
accessedluring ary reador write operation.This is especially
important for read operations,which tend to representthe
dominantwrite accesse$or mostapplicationclassesFinally,

we wouldlik e to achieve both strict consisteng andoperational
efciency without sacri cing the availability of data, as this
is the main reasonfor datareplication.All theserequirements
(readef ciency, updateavailability, andstrict correctnesshold
for applicationghat belongto the classicaldistributed systems
domain even as they are being migratedor re-engineeredo
work in a P2Pernvironment.For instancedistributeddatabases
is one such applicationdomain, and the PIER project[9] a
notableeffort in this direction.

Thereis a cleartrade-of betweerthe ef ciency of aquorum
protocoland its operationalavailability. The break-&en point
dependgprimarily on the logical structure(or the lack thereof)
thatarrangegarticipatingsites.We arguethat protocolsbhased
on -spacequorumsare superiorto existing protocolsbothin
termsof efciency andin availability.

The remainderof this paperis structuredas follows. In
Section Il we briey describe existing quorum protocols
with emphasison structuredquorums.Sectionlll de nes -
spacesa quorumconsensuseplicacontrol protocolon multi-
dimensionakpacesln SectionlV we shav thatthe protocolis
optimalwith respecto communicatiorcompleity (ef ciency).
In SectionV we analyzethe -spaceoperationalavailability.
SectionVI contrastghe protocol's performancewith two well
known replicacontrol protocols.A lightweightrecon guration
mechanisnthat combineslocal information and global views
is discussedn SectionVIl. We summarizeour ndings and
concludethe paperin SectionVIII.

Il. RELATED WORK

Synchronizationn quorum-basedeplica control protocols
takesplaceby de ning groupsof sitesthatneedto agreebefore
launchingan actiity, andrequiring the intersectionof groups
de ned for conicting actvities. A read operationon a copy
con icts with all write operationson ary copy of the object.
A write operationon a copy con icts with all readand write
operationsWewill referto thegroupof sitesneededo perform
aread(write) operationasthe quorumgroupfor thatoperation.
The collection of read (write) quorumgroupsis called a read
(write) quorumset. Thus, ary elementof a read quorum set
mustintersectall elementf awrite quorumset,whichin turn
mustintersectamongthemselesin a pairwisefashion.

A. \Voting

Gifford de nes quorumsetsin termsof weightedvoting [7]
for synchronizingconcurrentaccessedo shared les. If the



total numberof votesis ,  votesareneededo reada le,
and votesareneededo write a le, suchthat(i)
and (ii)

Thomasde nes majority quorumsasquorumsetsfor which
eachquorumgroup containsa majority of copies[10]. Again,
this is a special case of weighted voting for which

. This assignmenprovidesthe bestsymmetric
availability for readandwrite operations.

B. Structued Quorums

Quorum sets de ned on logical structuresuse structural
information to de ne intersectingquorumgroups.We brie y
presenthe Grid protocol,thetreeprotocol,andthe hierarchical
quorumeconsensugprotocol.

Cheung el al. dened a replica control protocol using
guorumson a -dimensionalgrid [11]. Quorum groups for
read operationsconsistof one line, and quorum groups for
write operationsconsist of one line and one column. The
authorsobsene thatinsteadof a line, for both readand write
guorums,a morerelaxed con guration that requiresone node
in eachcolumn can be employed. The Grid protocol haslow
communicatiorcosts( ), andis bestsuitedfor scenarios
where the frequeng of read and write operationsare on the
same order Many variants and improvementsof the Grid
protocolhave sincebeenproposedy the researcicommunity

The treeprotocolproposeddy Agrawal and El Abbadiorga-
nizesthe setof copiesin a binary tree with levels[12].
A quorumgroupis formed by including all the sitesin some
arbitrarypathfrom the root to a leaf. The tree protocolhasthe
lowest messagecomplexity ( )) amongall structured
guorum schemesassumingno site failures. In the presence
of failures,the algorithm degradesgracefully as progressiely
more sites are involved in a quorumgroup, for a maximum
of . The approachis lessappealingwhen consideringthe
distribution of accesse®ver the set of copies.The root site
is part of all quorum groups(assumingno failures), while a
leaf site is part of times fewer quorumgroups.The tree
protocolis not truly distributed and employs a weak form of
decentralizatiorio ensureexclusion of accesses.

Kumar extendsweightedvoting to voting on multiple levels
of a hierarchycomprisingthe setof all replicas[13]. In contrast
to the tree protocol, physical copies of objects are stored
only at the leaves of the tree, while all other levels sene a
logical grouping purpose.In effect, the protocol performsa
hierarchicalpartitioning of the replica set. Given a perfectly
balancedtree with levels (with the root on level
andreplicason level ) suchthata nodeon level has
children, the overall numberof replicasis . A node
assembledn level mustin turn recursvely assemble
( ) of its children nodeson level for a read
(write) quorumgroup.The root nodeis partof all read(write)
guorumgroups.The quorumintersectionconditionis satis ed
if (i) , and (ii) for all levels

A read quorum group de ned by the hierarchicalquorum
consensusschemeconsists of copies, and a write
guorum groups of copies. Optimal quorum group
sizesare obtainedfor the hierarchicalconsensusnethodwhen
each group contains three subgroups,i.e. . In this

casesymmetricalquorum groupsconsistof sites. The

method allows for imbalancedquorum groups for read and

write operationsto be speci ed. For thesereasonswe have

chosenit to contrastthe performanceand availability of the
-spaceapproach.

Logically structuredquorum sets cannotbe modeledwith
voting assignmentsn the general case [14], making the
guorum consensusapproachmore appealingthan weighted
voting in a number of instances.Multidimensional (MD-)
voting [14] addresseshis problem by generalizingweighted
voting to voting in multiple dimensionsThe -spacequorum
consensusnethodis conceptuallydifferent than MD-voting.
The latter de nes an abstractvoting space,and requires a
guorumof votesto be gatheredn every dimensionof interest.
MD-voting canemulate -spacequorumsinef ciently .

I11. -SPACE QUORUMS

We de ne quorumgroupson multi-dimensionalspacesand
shav how read-fav write-mary replica control protocolscan
be implementedusing our method.

A. De nition

Assumewe have  replicasof a dataitem arrangedin a
-dimensionaldiscretespace , andthat eachdimension in
isindexedfrom to ,i.e. is an abstract
space,and the  replicasdo not necessarilycorrespondto
physical copies. For this reasonwe will refer to replicasas
nodesand not sites In SectionVII-B we discusshow nodes
aremappedo sites.Until thenwe assumehatnodes(replicas)

aresites(seners).
We choose of the dimensions in , and let
be arbitrary coordinateson selecteddi-
mensions . Similarly, let be ar-
bitrary coordinateson the rest of the dimensions
( ). We de ne subspace to be:
1)
andsubspace to be:
2)

Subspaces and overlapandtheirintersectioris minimal.

There exists a single point (node) common to and
The intersectionpoint is given by coordinates
written in canonicalorder In a -dimensional

space, and represenintersectinglines parallelto the two
axes.Notethat and factorizespace in the sensethat
= . Thus eachof the two subspacesontainsconsid-
erablyfewer nodesthat the original space . In particular the
sum is minimizedwhen
Let areadquorumgroupbe , andawrite quorumgroupbe
. Any two write quorumgroupsintersect,and ary read
guorum group intersectsary other write quorum group. The
guorumintersectionpropertyis satis ed and readsand writes
are serializable.In particulay one-copy serializability [15] is
guaranteedOn the left side of Figure 1 we illustrate readand
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Fig. 1. Exampleof -spacereadandwrite quorumgroups.a)A readquorum
( or )isaline andintersectsall write quorums.A write quorum(  or

) is a planeanda line, andintersectsall readquorumsandall otherwrite
quorumsb) A cover of aplane(lled points)canbe usedinsteadof the plane
to form a write quorumgroup.

a) b)

write quorumgroupsfor a -spacequorumset.A readquorum
requires nodes,and a write quorum requires

nodesFor a -spacethereexists anotherspacefactorization(
versus dimensions)which is in effect ROWA.

For clarity of expositionwe will assumehereafterthat the
extensionof thereplicaspaces the samealongall dimensions,
ie. - for all . All the resultspresentectan
easily be extendedto accountfor the generalcaseformally
de ned above. Given the new constraints,the replica space
becomesregular -dimensionakpacewith space contain-
ing ~ pointsandspace containing — points.A read
quorum group will thus consistof ~ nodeswhile a write
quorumgroupwill consistof - — nodes.

B. The Read-few Write-ManyAppmach

More interestingfor distributed systemsare quorumssets
thatare highly asymmetricalj.e. for which is relatively high
comparedto . We call this instantiationof -spacequorum
setsthe read-fav write-many approach(RFWM). One such
instanceis given by read quorum groups consistingeach of
~ nodes(a line), and write quorumgroupsconsistingeach
of -~ - nodes(a line anda hyperplane).For ease
of presentationwve will alsoreferto ~ asaline andto
asa hyperplane.

Read-fev write-mary replicacontrol protocolsareamenable
to scenarioswvherethe frequeng of read operationss orders
of magnitudehigher than the frequeng of write operations.
We call the ratio of frequenciedor readandwrite operations
the read/writeaccesgatio. The communicatiorcomplexity of
a replica control protocol is the expectednumberof replicas
to be contactedper operation.Our goal is to minimize the
protocol's communicatiorcompleity, irrespectve of operation
type (i.e. reador write). Therefore the ratio of quorumgroup
sizesfor read and write operationsshould be inverseto the
read/write accessratio. By we denotethe ratio of the
write quorumsize to the readquorumsize. When equals
the read/writeaccesgatio, the communicationcompleity of
a read-fev write mary replica control protocol is minimized.
Any proportionof read and write operationscan be modeled
by choosingappropriatevaluesfor and (or moregenerally
for anddimensionextensions ).

C. HyperPlane Covers

Although we have de ned read and write quorum groups
in termsof projectve subspaceshe setof —— nodesin a
write quorumgroupneednot strictly conformto the de nition.
We allow ary cover of a hyperplaneto act as the second
componentof a write quorum group. A cover of a hyper
planeis ary setof points suchthat their projectioncoversthe
whole hyperplane. For our discretespacewe are interested
in the minimal cover of a hyperplane,i.e. a cover having
exactly — points.Relaxinga write quorumgroupto aline
combinedwith the cover of a hyperplanegreatlyimprovesthe
availability of write operationsOn the right side of Figure 1
we shav a (minimal) cover for a planethat can be part of a

-spacewrite quorumgroup.Note thatary of the threeplanes
parallelto the baseof the cubeis coveredby the cover shawvn.

D. ReplicaContmol Protocol

As an example of a RFWM replica control protocol using
guorumconsensusn -spaceswe notethe classicalapproach
of using version numbersto identify the latest update,and
locking to enforcemutual exclusion.

For both read and write operations,all the nodesin the
correspondingquorum group are locked. If locking fails for
a read group, a different group is chosenrandomly or de-
terministically Similarly, if locking of a write group fails on
the read componentthe whole read componentneedsto be
replaced.If locking of a write group fails on the cover (the
write component)the cover is changedby replacingonly the
unsuccessfulljockednodes Performingoperationon quorum
groupscan bene t from multicastservicesprovided at either
the network layer or the applicationlayer. All the nodesin a
guorum group can be membersof the samemulticast group
and accessedising available multicastprimitives.

The granularity of replication determinesthe amount of
statemaintainedper dataitem by the replica control protocol.
The stateoverheadis minimal if a single -spacestructureis
maintainedfor the whole database.Flexibility is sacri ced as
eachnodewill eitherhave to replicatethe whole databaseor
noneof it. At the otherextremea -spacecanbe maintained
for eachdataitem. This settingfavors e xibility but incursthe
maximumamountof stateoverhead.The two approachegan
be reconciledby trading off state overheadversus e xibility
andmaintaininga -spacefor eachgroupof dataitems.In this
casethe unit of replicationis a group of items.

1V. OPTIMALITY OF COMMUNICATION COMPLEXITY

As notedabore we expectreadandwrite quorumgroupsizes
to beinverselyproportionalto the accesgrequeng for the cor
respondingoperationsWe argue that replicacontrol protocols
using -spacegprovide optimalcommunicatiorcompleity, i.e.
read and write quorum sizesare minimal for a given access
ratio. We requirethe following constraintson arny quorumset
de ned on -spaces:

QS1 Each read (write) quorum group in the set has
() nodes.The condition ensuresthat the message
complity of an operationis independentof the
quorumgroup chosen.



QS2 Eachnodeappearsn atleastonequorumgroup.The

conditionensureghat all copiesare usedeffectively.

Eachnodeis containedin the samenumberof read
(write) quorum groups. The condition ensuresuni-

form load sharingover the setof all copies(assuming
guorum groups are selecteduniformly at random
when performingoperations).

Given conditions QS1-3, Theorem1 statesthe optimality
of the approach.The following lemmawill help us prove the
theorem.

Lemmal: A set thatintersectsall elementsof a read
guorumset satisfyingconditionsQS1-3containsat least

elements.

Proof: Assumeeachnodeis containedin  distinctread
quorumgroups(by QS3).We also have that (by QS2).
Thetotal numberof nodesgconsideringall duplicatesasdistinct
elementsjs . Sincethereare nodesin eachreadquorum
group(by QS1),thereare readgroupsin thereadquorum
set.

We construct

Qs3

startingwith the empty set, suchthat
intersectsall read quorum groups. Every node added
to is containedin exactly of the read quorum groups,
and ensuresthe intersection of with the corresponding
groups.Thus,with the additionof one nodewe cancover the

intersectionof with at most groupsin the quorum set.
Sincethereare quorumgroups,at least nodesneed
be addedto  to cover its intersectionwith all groupsin the

readquorumset. ]

Theoem 1: Readquorum setsde ned using -spacesare
optimal with respectto quorumgroup size for ary read/write
accesgatio . Write quorumsetsare optimalwithin a factor
of

Proof: Let and be suchthat suchthat —

- . We dene -spacereadquorumgroupsof size
andwrite quorumgroupsof size - in the usual
mannerWe havethat - , and
the quorumssatisfy the read/writeaccesgatio.

A read quorum group contains ~ nodes. Every node
appearsin exactly one of the read quorum groups( ).
In fact, the read quorum set de nes a partition on the set of
all copies,where eachmemberof the partition hasthe same
numberof nodes.ConditionsQS1-3are thus satis ed and by
Lemma 1 we have that write quorum groups must contain
at least — elements.Since -
(assuming ), we have that write quorumgroupsare
within a factorof from the optimal size.

Read quorum groups cannotcontain lessthan ~ nodes
sincethatwould proportionatelyincreasehe size of write quo-
rums (asgiven by Lemmal). This would breakthe read/write
accessatio. Thus,readquorumgroupsareoptimalwith respect

to size. [ |

Note thatwrite quorumgroupsarewithin a factorof from
optimality dueto their  subspaceomponen{ ~). For read-
few write-mary protocolswe have that ~— —, and

write quorumsizesarethemseles closeto optimality.

We describehow and canbechosersuchthattheaccess
ratio conditionis satis ed.Given nodesandaccessatio
we arelooking for quorumsizesfor write andreadoperations,

and , suchthat(i) . Thuswe
have that and canbefactorized
in the list of its prime factors.The list canthenbe partitioned
in two sublistssuchthat the multiplication of prime factorsin
one list approximates , andin the secondlist approximates

, and(ii)

Given

and , valuesfor and caneasilybe identi ed
suchthat ~ approximates, and - approx-
imates . For the generalcase,where the extensionof the

replicaspacedoesnothave to bethe samealongall dimensions,
we have more e xibility in choosingthe parametersif
has few prime factors(e.g. is a prime numberitself), a
neighboringnumberof  canbe factorizedinsteadof . In
this case,a few holes will be presentin the structure,and
guorum groups containingthe holeswill not be operational.
In SectionVII-B we discusshow nodescan be mappedonto
sitessuchthat is choseratwill, andany numberof physical
copiesis naturallyaccommodated.

V. AVAILABILITY ANALYSIS

Fault toleranceis re ected in the availability of the last
update (data availability), and the availability of read and
write operations.We establishthese availabilities next. We
assumethat the network is reliable, node failures are both
independenaindfail-stop[16], andall nodesareidentical. Let

be the probability of a nodebeingoperationalj.e. the nodes

availability. Given , the probability of nding  operational
nodesamongthe nodess givenby the binomialdistribution:
3)

A. Data Availability

Dataavailability is expressedn termsof the probability that
the last updateof an item is accessibleon at leastone of the
nodesthat storesa copy. Since the last updateis given by
the last successfullyexecutedwrite operation,at the time of
the update —— nodeshave committedthe new value. The
probability that at leastone of thesenodeswill survive until
the next updateoccursis given by:

4)

Note that data availability dependson the size of a write

qguorum,andthusimplicitly captureshe logical structureof a

-space However, it doesnot dependdirectly on the particular

organizationof nodesthatis imposedby -spacesThe same

formula appliesto ary schemethat updatesquorumsof the
givensize (in thiscase — ).

B. ReadAvailability

The availability of readoperationds the probability thatthe
operationconcludessuccessfully assumingno state changes
while it is in progressReadoperationsare robust: ary line of

~ nodesneeddo be operationafor areadto succeedThere

are ~— candidatelinesto choosefrom. A line is available
with probability ~ , while selectedinesareavailablewith
probability:

(®)



Knowing thatthereare — potentiallinesto choosefrom,
the availability of readoperationds given by:

(6)

C. Write Availability

ROWA is deemedunsatiséctorydueto its stringentrequire-
mentthat all copiesbe available whenerer an updateoccurs.
The read-fav write-mary approachapproximates)ROWA from
the readef ciency standpointand dramaticallyimprovesover
its write availability. The availability of write operationds the
probability thatthe operationconcludessuccessfullyassuming
no statechangeshile it is in progressA write is successfuif
oneline of ~ nodestogethemwith a cover of a hyperplaneof

— nodescanbe accessedNote that sincethe line already
coversonenodein thehyperplane,only — nodesneed
to be further covered.More generally a write is successfulf

lines and a cover of nodesare operational.

Thecoverof ahyperplaneof nodess availableif thereis
atleastoneavailablenodein eachof the correspondingines.
We further requirethat eachsuchline not be fully available.
At leastone node, but not all of them, is available in a line
with probability:

()

The availability of a hyperplanecover of  selectedhodes

is:
(8)

To computethe availability of write operationswe add the
probabilitiesfor all combinationsof  availablelines (5) and
additionalnodesavailablein a cover (8):

9)

V1. D-SPACES, GRIDS, AND HIERARCHICAL QUORUMS

We comparethe communicationcompleity and operation
availability of the -space(DSP), Grid (GRID), and hierar
chical quorum consensugHQC) methods.We only examine
skewed scenarioswherereadoperationsdominateaccesseto
data.

HQC is optimal when each logical group is decomposed °©

in three subgroups,and the resulting hierarchy is perfectly
balancedWe choosethe numberof nodeswith respecto such
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Fig. 2. Operationavailability for DSP HQC and GRID with nodes

andtamgetedaccesgatio

criteria, i.e. ( ). Further the quorumsin HQC

were distributed at eachlevel such that write availability is

optimizedsinceupdatesarethe critical componentvith respect
to failures(i.e. consistentlyhaving lower availability thanread
operations).

A. Fault Tolerance: Operational Availability

Figure 2 shows the readand write availability asa function
of nodereliability for -spacesgrids,andhierarchicalquorum
consensus. nodesare consideredand the accessratio
modeledis . The overall availability of a protocolis
establishedy the curve that haspooreravailability amongthe
readandwrite curves.! For all threeprotocolsconsideredeads
always have betteravailability than updates? Thus, DSP can
toleratehigherdegreeof failuresthanboth GRID and HQC.

GRID has the poorest availability for the con guration
shavn in Figure 2. The Grid protocol targets symmetrical
scenariosfor which the expectedfrequeny of readand write
operationsis approximatelythe same( ). The -space
protocolis a generalizatiorof Grid to multiple dimensionslt
is alsoreciprocalto Grid in the sensethat it de nes inverted
guorum groups with respectto subspacecovers. Thesetwo
propertiesenableit to deliver good updateavailability even
whenreadsoccurordersof magnitudemoreoftenthanupdates.
If the frequeny of executing read and write operationsis
substantiallydifferent, quorumsshould be de ned using the

-spaceapproach ptherwisethey shouldbe de ned usingthe
Grid approach.

B. Efciency: CommunicationrCompleity

We armguedthat -spacequorumsetshave optimal message
complity for any accessratio. We now shov how commu-
nication costsfor the hierarchicalquorumconsensuselateto

1A goodmetric for establishinghe fault tolerancepropertiesof a protocol

is the expectedtime to the rst failure (inability to gathera read or write
quorum).Givenhighly correlatedfailuresbetweertwo consecutie read(write)
operationsjt canbe shawvn that the expectedtime of failure doesnot depend
on the frequeng of operations.Thus, the read availability curwe is directly
omparableo the write cune.

2Note that the three methodswould be equialent if we were to abstract
over the degree of asymmetry If one approachgainsfor read availability, it
losesthe sameamountfor write availability.
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Fig. 3. Communicationcompleity ratio (HQC/DSP)for read and write
operationsas function of systemsize and accesgatio.

-spacesGrid hasthe samecommunicationcompleity as -
spaces.

In Figure 2 we labeled the availability curves using the
numberof nodesin the readandwrite quorumgroups.For the
con guration shovn, HQC hasread and write quorumsthat
are almostdoublein size as comparedto -spacegor Grid).
More generally it can be shavn that the cost ratio for read
operationsgn HQC versusDSP s given by:

(10)
while for write operationss given by:
(11)

We shaw in Figure 3 how the ef ciency of HQC and DSP
relateto eachotherasa function of systemsize,for readand
write operationsandaccesgatios , ,and . For agiven

, theratio of communicationcostsfor both readandwrite
operationgrows with . Thus, the -spaceapproachscales
betterthanHQC. ImplementingRFWM using -spacegesults
in a messageompleity — timeslower thanimplementing
it usinghierarchicalquorumconsensusBesidesaving network
resourceghis also materializesin betterload sharingat sites
holding copies,andincreasedystemthroughput The expected
increasein systemthroughputis proportionalto for read
operationsand for write operations.

VIlI. QUORUM RECONFIGURATION

P2P systemsare highly volatile networks in the sensethat
therateof membershigghangegusers/sitegoining andleaving
the system)is very high. A site leaving the network canmake
at least one quorum unavailable. Mechanismsare neededto
recon gure quorum groups on the -spacestructure (or the

-spacestructureitself) such that deadlock scenarioswhen
guorum groups can no longer be assembledare avoided.
Quorumgroupsare dynamicallyand transparentlyadjustedto
re ect the evolution of failuresandrepairsin the system[17].

In dynamicvoting [18] quorum readjustmenis performed

such as the epod protocol [19], [20] checkfor changesin
systenmtopologyor evenrecon gureit asa separatéransaction,
asynchronouslyvith regardto readand write operations.The
virtual partition algorithm [21] operatesby maintaining at
eachsite a view of available sites. Within a view a quorum
protocol is in effect, and eachview mustinclude at leasta
readanda write quorumof the whole setof sites.Dynamically
adjustingquorumg22] is similarin spirit to thevirtual partition
algorithm. On failures the systemmay not be able to nd
available write quorums,and the protocol can switch to other
setsof readandwrite quorumgroupsthatfeaturesmallerwrite
guorumsgroupsand larger read quorumsgroups.

All theseapproachegan readily be appliedto globally re-
con gure -spacegquorumsCommonto all of themis thatthey
useglobal knowledgeto recon gure quorumgroups.In order
to consistentlyestablisha new global view, global agreement
is requiredusually in the form of having to gathera write
qguorum. Further the implicit assumptionfor mary quorum
recon guration schemess that failures (whetherisolated or
correlated) are transient, or otherwise that the system will
experiencfew membershighangesif ary. Globalknowledge,
evenin limited formsis not a feasibleoptionfor P2Pnetworks
that experiencefrequentmembershipchanges.

A. Global View vs. Local Information

Thefactthatlogically-structuredquorumapproachesarenot
accommodatindgo mutations(recon guring the space,adding
or removing nodesindividually or in group)is inherentto its
global view of a logical structure.Flexibility is sacri ced for
the sale of efciency. At the other extreme,similar structures
aremaintainedoy the CAN overlaynetwork [1] to routeamong
participantdan peerto-peemetworks. CAN lacksa globalview
anduseslocal information (eachsitesknows its ~ immediate
neighbors)to arrangethe sitesin a -dimensionatltorus.

Recon gurationcanbe localizedif only local informationis
usedto route paclets. However lateng is hurt as an isolated
remotecontactfor a nodein CAN networks requires
incrementahopstoward the destination.The lateng to access
a quorumagroup in -spaceswith local information is given
by the size of the correspondingyroup,i.e. ~ for readsand

- - for updates Even thoughquorumsizesare
the sameirrespectve of implementationchoice (global view
or local information), the high lateny of the latter males it
prohibitive as a support mechanismfor implementingstruc-
tured quorums.Further the messagecompleity of the local
informationapproachalsoincreasessincrementaforwarding
is requiredto reacharbitrary nodesin the overlay network.

Node spacevirtualization provides a local alternatve to
global recon gurationprotocols.The methodde nes the node
spaceindependentof the set of sites holding the physical
copies.Local informationis combinedwith a best-efort form
of global views to achieve seemingly contradicting goals:
lightweight local recon gurationsand good global latencies.

B. Virtualizing the
Thoughwe have heretoforeassumedhatthey werethesame,

-space

within the protocol for write operations.Other approaches thereareadvantageso makingadistinctionbetweerthereplica



(node)space andthe setof sites(seners)hostingthe physical
copies.Which replicasare hostedby senersis given by the
mappingprocedure.

A sener canhostmorethanonereplica;a replicais hosted
by exactly onesener. Replicasform a pre-de nedandstatic -
space.Thereplicaspaceis virtual in the sensethat thereis no
one-to-onecorrespondencketweemodesand physicalcopies
of a dataitem. Instead,all nodesmappedto a site correspond
to one physicalcopy. Senersform a dynamic(with respecto
membershighangespandunstructuredspace Thus,the sener
spaceis the sameasthe spaceof physicalcopies,andthereis
a mary-to-one hostingrelationshipamongnodesand seners.
Datavaluesandversionnumbersof replicasmappedo asener
are automaticallykept consistentat all times.

The replica spaceis very large, such that the number of
siteswill never matchthe numberof nodes,and will feature
high dimensionality For instance, with  xed( for
instancelandthe -spacebecomes hypercubeEachnodehas
exactly neighborsin the replicaspaceandthe shortestpath
betweenary two nodesis boundedby

C. The Casefor Multi-Dimensional -Spaces

Given the mapping of replicas to sites, the choice for
multi-dimensionalspaceqas opposedio -dimensionalgrids)
become<lear:

Routinglateng in a CAN-like overlay network improves
with higherdimensionakpacesln the nodespace|ateng
is boundedby for a hypercubeas opposedto
~ fora -spacelf the -spacehasa rectangulashape
(to accommodaténigh accessratios), then the bounding
factorbecomesvenlargerthan
Fault tolerance(along with the amount of state main-
tained) increaseswith the number of neighbors.More
neighboringsitesenables senerto remainin the network
despitea considerablenumberof sitesaroundit having
failed.
Replicaspacesf the form easily accommodate
throughspacedactorizationary accessatio within afactor
of . More importantly we canpro le the readandwrite
behaior of a systemandthe accessatio canbe adjusted
onthe y inresponséo varyingread/writeaccespatterns.
Theadjustmentvill notaffectthe neighboringelationship
in the nodeor sener space.Thus, with changingaccess
ratios only the quorumgroupsneedto be rede ned. The
replica space,the mapping of nodesto seners, and a
nodes or site's neighborsremainthe same.

D. Joining and Leavingthe Structue

A site has as mary neighboringsites as de ned by the
mapping of nodesto sites. Two sites are neighboring each
otherin the sener spaceif andonly if they hostneighboring
nodesin the hypercubeeplicaspace Whensitesjoin or leave
the structure we usehypercuberouting to forward requestsn
the network, anda protocolsimilar to CAN's for splitting and
melging the zones(subspacesdssignedo affectedsites.Given
the numberof sitesin the system , the assignmenprotocol
canperforman almostperfectlybalancednappingof nodesto

Fig. 4. Exampleof cachedreadandwrite quorumgroupsfor a -dimensional
hypercubeNodesin the write quorumareannotatedvith W andnodesin both
quorumswith RW.

sites: of siteswill hold nodes,while the rest will
hold half or twice of that[1]. Analytical boundshave alsobeen
provento this effect [23].

A virtual nodespacegivesusthe e xibility to makelocalized
adjustmentsiponjoining andleaving. Uponjoining, the newly
joinedsitewill initialize theversionnumbersaandthe dataitems
to thoseof the site splitting its volume. Upon leaving, data
transferis necessargnly if therecipients versionsaresmaller
thanthe leaving site's versions.Whena sener joins or leaves
the network only its neighborseedto beinformed.Thus,even
thoughthereplicaspaceis static,the mappingof nodesto sites
allows arbitrary mutationsof the network throughpurely local
recon gurations.

E. Cadching QuorumGroups

Theresultingsystemusescachingto matchthelow latencies
achievedwith globalviews. Every site cachesa write quorum.
Sincea write quorumincludesa readcomponentsitesimplic-
itly cachea readquorumaswell. Cachinga quorumtranslates
to cachinga list of mappingsfrom subspaceangesto site
identities (a site's identity is the tuple of its network address
and port number).Note that the amountof statecachedfor a
write quorumis smallerthan with global views, where each
sener knows the full mappingof replicasin the network.

When a read or write requestarrives at a site, the cor
respondingquorum cachedat the site is used.Some of the
mappingscachedor a quorumgroupmay be staledueto zone
reassignmentsigeredby membershighangesStalemappings
are detectedby timing out, or by confronting the cached
mappingwith the actualmapping.Mappingsare refreshedby
identifying the correct mapping using hypercuberouting in
the overlay network. This is re ected in lateng overheadand
increasednumber of messagesHowever, refreshinga stale
cached mapping does not necessarilyincur full hypercube
routing. For all practical purposesrefreshingan entry incurs
oneor at mosttwo overlay hops.

Weillustratethisin Figuredwitha  -spaceandexamples
of cachedquorumsat oneof the seners(assumehattherealso

senersin the network, andthat eachnodeis mappedto a
different sener). For every nodein a cachedquorum there
are other cachednodesin its proximity. For instance,if the
mappingof node  needsto be refreshedwe can optimize



the routing by startingat node which is only one hop away
and has just beenvalidated.Similarly, nodes , , and
are within two hops from . The overall cost of keeping
cachedquorumsup-to-datein light of membershipchangeds
low, andthe approachapproximateshe performanceof global
views even for high ratesof changesNote that if thereare
no membershipchangesn the network, cachedquorumsare
constantlyup-to-dateand the performancepenaltyis null.

F. Fault Tolerance

Virtualizing the node spaceenablessitesto join and leave
the structurewithout invalidatingexisting quorums(by creating
holesin the structure),or requiring a global recon guration
mechanism Faulty sitesthat do not recover (or recover too
late) canalso be eliminatedthroughlocal recon guration.

With quorum consensuschemestransientfailuresrequire
no specialtreatment.If a site fails and recovers too late, or
doesnot recover at all, the failure is consideredpermanent.
Sitesthatfail permanentlyandrecover subsequentlynustjoin
the structureanav beforefurther processingequestsThe data
and associatedrersionshostedby the permanentlyfailing site
are lost and cannotbe recovered. To ensureconsisteng, the
neighborthat takes over the subspaceand the lock will need
to performa readoperationfor the reassignedlataitems.

VIIl. CONCLUDING REMARKS

We have described -spacea replica control protocolusing
guorum consensuson replicas logically arrangedin multi-
dimensionalspaces. -spaceis a generalizationof the Grid
protocolto multiple dimensionslt is alsoreciprocalto Grid in
the sensehatit de nesinvertedreadandwrite quorumgroups
with respectto subspaceovers.

The centralargumentof our study is that -spacequorums
offer a exible way to build protocols with ideal balances
of low communicationcompleity and high availability. First,

-spacesallow the more frequentread operationsto execute
efciently, at alimited andcontrollableexpenseof morerarely
executedwrite operationsThis leadsto our rst result:for ary
given read/writeaccessratio, a -spacecan be con gured to
give optimal communicationcomplexity. Second,read opera-
tions can be performedef ciently without adwerselyaffecting
the availability of updates.To our knowledge, the quality of
trade-of betweernreadef ciency andupdateavailability of our
approachis not matchedby existing quorum protocols. Sur
prisingly, for high accesgatiosthe availability of updatescan
approximateor even matchthe availability of readoperations.

Existing structuredquorum schemesare basedon global
views. This allows goodaccesdatenciesbut hurtsa protocol's
adaptvity, as it must rely on hearyweight global recon gu-
ration mechanismsWe shav how to implementlightweight

-spacerecon gurationthrougha combinationof local infor-
mation and cachingof global views.
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