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Abstract

Recentwork on peer-to-peersystemshasdemonstrated
the ability to deliver low latenciesand goodload balance
whendemandfor data is relativelyuniform. We describe
anadaptivereplicationprotocolthatdelivers low latencies,
good load balanceeven whendemandis heavily skewed.
The protocol can withstandarbitrary and instantaneous
changes in demanddistribution. Our approach also ad-
dressesclassicalconcernsrelatedto topologicalconstraints
of asymmetricalnamespaces,such as hierarchical bottle-
necksin thecontext of hierarchical namespaces.Theproto-
col replicatesrouting statein an ad-hocmannerbasedon
pro�led information,is lightweight,scalable, and requires
noreplicaconsistencyguarantees.

1 Intr oduction

Peer-to-peer(P2P)systemsperformany numberof dif-
ferentfunctions,but their mostfundamentaltaskis thatof
locatingdata.Recentwork [11, 17, 12, 18] hasshown the
ability to deliver low latenciesandgoodloadbalancewhen
demandfor mostitemsis relatively balanced.Thedistribu-
tion of demandfor realdatais oftenskewed,andsometimes
time-varying, leadingto poor balancinganddroppedmes-
sages.Thesituationis evenworsewith hierarchicalnames-
pacessuch as TerraDir [15], where the systemtopology
is inherentlyasymmetrical,resultingin unevenloadacross
serversevenwith uniformly distributeddemand.Thispaper
describesandevaluatesa lightweightandadaptive replica-
tion protocol that is ef�cient at redistributing dataload in
suchcircumstances,andthatcanimprovequerylatency and
reliability aswell.

In this studywe will focuson routingloadanddiscrimi-
natebetweenthelookupof anobjectandits actualretrieval
(few of theobjectslookedupor searchedfor areeffectively
retrievedif wearetoconsiderpresentlydeployedP2Pappli-
cations).Sofar, loadhasusuallybeenaddressedby caching
andreplicatingdatain an end-to-endmannerby client ap-
plicationsof P2Plookupservices(e.g.CFS[6], PAST [7]).

The resultingprotocollayeringincurstheusualinef�cien-
cies,causesfunctionalityto beduplicatedat theapplication
level, andoverall is quiteheavyweight.

To our knowledge,noneof the previous work hasad-
dressedroutingloadasadistinctphenomenonin thecontext
of P2Psystems.We believe that lightweight andef�cient
solutionscanbedevelopedmorereadily if onemakessuch
adistinction.Notethatreplicatingdataandreplicatingrout-
ing statefor lookuppurposesin theoverlayP2Pnetworkare
orthogonal.Theserviceprovidedby a lookupprocedurere-
solvesanobjectnameto oneor multiple locations,without
having to visit thoselocationsor retrievetheobjectcontent.

We evaluateour approachwith respectto the following
goalsin the context of TerraDir [15], a lightweight, hier-
archicalP2Plookup service: local informationandscala-
bility, adaptationversusstabilization,fairness,fault toler-
ance,andexclusiveuseof pro�led aposterioriinformation.
The main contribution of this study is showing that these
goalscanbemetfor hierarchicalstructuresby employing a
lightweightadaptive replicationmodel,andthat the imple-
mentationof suchamodelin realsystemsis feasible.

The restof the paperis structuredas follows. In Sec-
tion 2 wepresentahierarchicalroutingprotocolbasedupon
our replicationmodel.Thereplicationprotocolis described
in Section3. Section4 experimentallyevaluatesthe pro-
posedmodel. We addressthecontext of our approachand
relatedwork in theareain Section5. Section6 concludes
thepaper.

2 Hierar chical routing in TerraDir

We describethe assumeddata model, the semantics
of query processing,a routing procedureon hierarchical
namespaces,and �nally augmentthe routing model with
replicationandcaching.

2.1 Data modeland query semantics

A nodeis a fully quali�ed hierarchicalname,muchlike
�le namesin Unix �le-systemsor hostnamesin the DNS



space.Eachnodehasa setof neighboringnodesthat in-
cludestheparentandchildrenof thenodein thenamespace.
Herewe assumethat thestructureof thenamespaceis that
of a treewith a specialnode,the root node,asthe root of
the tree. TerraDirallows arbitrarygraph-rootedtopologies
to bespeci�ed.

Nodesexport two typesof optionalapplication-supplied
information: dataandmeta-data.Nodedatais the actual
contentsof a node,while meta-dataconsistsof nodean-
notationsmost commonlyfound in the form of attributes
(name-valuepairs). For a �le-system implementedon top
of TerraDir or a �le-sharing utility, thereis a � -to- � cor-
respondencebetween�les andnodes. The node's datain
this caseis the�le, andthemeta-dataare�le attributesand
searchablekeywordsannotatedto it.

Everynodeis ownedby exactlyoneserver(peer)known
asthe owner. The owner of a nodekeepsthe node's data
andmeta-dataaswell asadditionalstateneededby theTer-
raDir protocol in makingrouting decisions.Note that the
ownerof anodeis alsotheserverthatexportsits data.Hash-
basedpeer-to-peersystemsvirtualizetheobjectnamespace
andtheserver that exportsthe objectdatawill mostlikely
bedifferentthantheserver thatkeepstheobject'shashkey.
For suchsystemsthe location of dataand the location of
pointersto dataaredifferent.

A lookup queryreturnsthe node's name,its meta-data,
andmappinginformationfor therequestednode.Themap-
ping is a set of servers that host the node's data. Given
the resultof a query, the client applicationcanfurther re-
questthe node's datafrom oneof the servers in the map.
Note that gettingnodedatais a two-stepprocess:a node
lookup, followed by the actual data retrieval. Complex
searchqueriesaredecomposedhierarchicallyinto individ-
ual lookupqueries,theappropriatenodesareresolved,and
then the resultsare aggregatedand sent back to the re-
quester. Subsequently, the query initiator may askfor the
dataof someof thenodesin theresult.

Deployed P2P systemsmake a similar distinction be-
tweensearchingfor dataandretrievalof thedata.Thisstudy
focuseson lookupsandhow queriesareroutedin the net-
work usinga lightweightreplicationmechanism.

2.2 Hierar chical routing

A queryis initiatedat oneof theserversandthenrouted
throughoneor moreserversto its destination.

2.2.1 Routing procedure

The routing algorithmproceedsin a straightforward man-
nerby forwardingqueriesupanddown thehierarchy. Usu-
ally, a queryfor node � originatingat theownerof node �

will be routed“up” until reachingthe �rst commonances-
tor of � and � , andthen“down” to node � . For instance,if
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volvedroutingexampleusingreplicationandcaching(see
the following sections).StepD follows a child-parentlink
inducedby thehierarchicaltopology.

2.2.2 Routing state

To facilitate routing, a server maintainsfor eachowned
nodeits context in the namespace.The nodecontext con-
sistsof neighboringnodesandguaranteesrouting with in-
crementalprogresstowardsthedestination.With eachrout-
ing stepthequerygetscloserto thedestinationby at least
oneunit in thenamespacedistancemetric.

A server maintainsmappingsfor theneighboringnodes
of every nodethat it owns. Themappingis theassociation
of a node'snameanda setof servershostingthenode.For
treenamespaceswith  nodeson ! participatingservers
wecanonly boundthenumberof neighboringmaps(links)
maintainedper nodeby "$#% '& . However, the cumulative
numberof links for all nodesis exactly (�#) +*,��& , which
yields a comfortablemeanof ( links per node. In Fig. 1
neighboringlinks areshown asstraightarrowsbetweenpar-
entandchildrennodes.

2.3 Replication

Straightforward routing on a hierarchical namespace
suffers from well-known bottlenecks. Even assum-
ing uniformly distributed queries(both source-wiseand
destination-wise),servers hostingnodesat the top of the
namespacewill incur exponentiallydisproportionatemore
load thanservershostingleaf nodes. Furthermore,varia-
tions in userinput maycauseotherpartsof thenamespace
to besimilarly af�icted (e.g. hot-spots).Finally, we do re-
quiresomeform of routingstateredundancy to increasethe
resiliency of the routing procedureandrouting stateavail-
ability. While hierarchicalbottleneckscanbeaddressedby
staticreplicationmechanisms[15], the last two arguments
call for anadaptivescheme.



We therefore dynamically replicate heavily loaded
nodes.We attemptto minimize the amountof staterepli-
catedpernode,subjectto thefollowing constraints:

1. Lookupqueriescanberesolvedby reachinga replica
of thenode. Suchstateincludesnodemeta-data,and
somemappingfor thenode.Themappingcanbeused
by thequeryinitiator if it furtherwishesto retrievethe
nodedata.

2. Routing through a replica needsto be functionally
equivalentto routingthroughtheoriginalnode.There-
fore,areplicawill alsokeepthecontext of theoriginal
node:mappinginformationfor eachof its neighboring
nodes.

The term host will denotehereafterthe owner, or one
of the replicatingservers (in the sensepresentedhere)of
a node. In Fig. 1, the owner of /university/public/people
hostsa replicaof /university/private/people. StepC is thus
abstractanddoesnot incur query forwardingsor network
hops.Throughreplicationnot only is theownerof /univer-
sity/public/peoplepresentin otherpartsof the namespace
(/university/private/people), but it canalsofurther forward
and resolve requeststhat comein on behalf of the repli-
catednode.This servesa dualpurpose:improvedqueryla-
tencies(additionalshortcuts),anda mechanismto balance
routingloadby sheddingsomeof it from theownerof /uni-
versity/private/people.

Note thatwe only replicateroutingstateandmeta-data.
Inconsistentroutingstate(nodesleaving or joining thesys-
tem)will manifestin lesspreciseforwardingsteps.A query
could reacha server on behalfof somenodeeven though
theserver doesnot hostthenodeany longer. In suchcases
incrementalprogresscannotbe guaranteedfor the current
forwardingstep. We assumethatnodemeta-datais invari-
ant or elsethat thereareno consistency/freshnessrequire-
mentsfor its update/use.Only theowner server of a node
is allowed to modify meta-data,andreplicaswill keepthe
newestversionthatthey haveencountered.

2.4 Caching

A cacheentryfor anodeconsistssolelyof somemapping
for thatnode.A hit in thecachecannotby itself bringquery
resolution. The query still needsto be forwardedto one
of the resolved node's hostingservers (found in the node
map). Cachesprovide only indirect routing functionality:
they lack routing context, andact asmerepointersin the
namespace.StepB of Fig. 1 correspondsto the shortcut
takenwith acacheentry.

Cachesaread-hocstatein thesensethatthereisnocorre-
lationbetweencachecontentsatdifferentservers.Replace-
ment,eviction andaging is performedlocally. Cacheen-
triesarereplacedusinganLRU policy with anentrybeing

touchedwhenever usedin routing. Our cachesdiffer from
straightforwardcachesin that thepath“so far” is cachedat
every stepalongthequerypath(pathpropagation); culmi-
nating in the entirepathbeingcachedat the sourcewhen
thequerycompletes.

Cachesincreasethe routing statemaintainedper server
to "$#.-0/�12!3& ( ! is thenumberof servers)andsubstantially
improvequerylatency. Cachesareableto exploit bothtem-
poral andspatiallocality in thequerystream.Even in the
absenceof locality, theroutingprocedurewill bene�t from
cachingby taking shortcutsover potentially largeportions
of thenamespace.Routingresiliency is alsoaugmentedby
the ability to jump over namespacepartitionsinducedby
network failures. Path propagationnot only bringsnodes
far apartinto the cache(the sourcecachesthedestination,
andvice-versa),but alsonodesfrom differentlevelsof the
namespacetree,andnearbynodes. This mixture of close
andfarnodesperformssigni�cantly betterthancachingthe
queryendpoints.

Table 1. Server­node relationships.

Node4 State Name Map Data Meta Context

Owned 5 5 5 5 5

Replicated 5 5 5 5

Neighboring 5 5

Cached 5 5

We summarizethevariousrelationshipsbetweenservers
and nodesin Table 1, along with the type of statemain-
tained. Note that cachednodesand neighboringnodes
aresimilar except that cachednodescanbe arbitrarily re-
placedand are not imposedby topologicalconstraintsof
thenamespace.Theroutingcontext (lastcolumn)refersto
maintaininglinks to neighboringnodesin orderto guaran-
teeincrementalprogress.

3 Replication protocol

The replicationprotocoladdressesreplicaandmapping
managementoperations:(i) when,what,andwhereto repli-
cate,(ii) when,andwhat to de-replicate,(iii) what servers
to keepin amap,andhow many, (iii) whatserversin amap
to advertise,andhow many, and�nally (iii) how to combine
two mapsfor thesamenode.

3.1 Server load metrics

Replicationis usedto improve server load balanceand
routing resiliency in the faceof network failures. The�rst
objective is pursuedexplicitly while the latter follows im-
plicitly from the�rst: hostingserversfor nodeswith failed
replicaswill incur moreloadafter failure thanbefore,and



will replicateagainto meetnew loadconditions.Loadbal-
anceis our �rst andmostimportantfairnesscriterion.

We assumethatanormalizedloadmetriccanbede�ned
for all participatingservers. A server's load in this met-
ric is valuedin the interval 6 7��8�:9 with thesemanticsof the
extremesbeing“no load” and“full capacityload” respec-
tively. The normalizationprocessensuresthat systemhet-
erogeneityis accountedfor. Additionally, the load metric
mustbe:

1. Linearly comparable:given two load values, ;=< and
;?> , thevalue ;)<@��;?> shouldmeanthatserver � has ;)<8��;?>

timesmoreloadthanserver ( .

2. Locally de�ned: the loadmustbede�ned exclusively
basedon local server information(busycycles,mem-
ory requirements,incoming queueoccupancy, etc),
andindependentof otherservers' loadcondition.Load
de�nition neednotbethesamefor all servers.Thisac-
countsfor machineheterogeneity.

The replicationmodel is independentof any speci�c load
metric, as long assuchmetricsrespectthe above require-
ments.We evaluatethereplicationprotocolusinga simple
load measure:fraction of server busy time over a window
period A (e.g.half a second).

A server initiatesloadbalancingsessionsby replicating
nodeson otherserverswhenits loadexceedsa high-water
threshold, ;%BDCFE�B . This thresholdis a measureof the load-
imbalancewe arewilling to tolerate,andcanautomatically
be set in proportion to the overall systemutilization. A
server will agreeto host new replicasif thereis a differ-
enceof at least ;HG

C I betweenthe load of the requesterand
its own load.

3.2 Noderanking

Whena server's load exceedsthe high-waterthreshold,
hostednodesthat comparatively incur more load on the
server will be further replicated.Loadbasednoderanking
is achievedby identifyingthenodesfor whichprocessingis
performedwheneverroutingaquery.

Thecriteriafor noderankingis givenby assigningnode
weightsto eachnodehostedby a server. The weight for
eachnodeis proportionalto theloadincurredby theserver
onthenode'sbehalf.Simplecountervariablescanbemain-
tained to implementnodeweights. With eachincoming
querytheappropriatecounteris incremented,andall coun-
tersarerescaledperiodicallyto approximaterecentdemand
patterns.

3.3 Replicacreation

The protocol for creatingnew replicasproceedsasfol-
lows. Assumesourceserver !KJ hasload ;.J .

1. Replicationis triggeredwhena server's load exceeds
thehigh-waterthreshold,;%JL�M;%BDCFE�B . A server checks
its loadaftereachprocessedquery.

2. Amongall theserversthatit knowsabout,!NJ picksthe
onewith minimumload, !KO . !PJ makesthis decision
basedon load informationthat it hasfor servers,not
theactualloadof servers. !KJ contacts!PO andlearns
its actualload, ;%O .

3. If ;%JQ*R;.OTSU; G C I , !PJ will replicatenodeson !PO .
Given a node ranking for server !KJ , �WV s.t. � < S

� > SYX@X8XZS[�W\ , the top ranked ] nodeswill be
replicatedon !�O , where ] is thesmallestnumbers.t.
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#); J *'; O & to re�ect theidealload
redistribution targetedafter replication.This actsasa
hysteresisandwill preventreplicathrashing.

5. If ;.Jj*k;.O+Sl;
G

C I above is not met, then !KJ makes
anotherattemptof selectinga destinationserver, and
theprotocolcontinueswith step2. After a few failed
attempts,!

J abortsthecurrentreplicationsessionand
initiatesanotheroneafterashortdelay.

3.4 Controlling the extentof replication

Our secondfairnesscriterionis theamountof replicated
statemaintainedperserver. We needto boundthenumber
of replicas,eitherglobally or on a local basis. Otherwise,
nodesmaycontinuallybereplicatedin responseto �uctuat-
ing load, andthe systemcouldeasilyconvergeto extreme
con�gurationswhereeachnodeis hostedby every server.
Weconstrainthenumberof replicashostedby aserverto be
proportionalto thenumberof nodesownedby theserver.

The replication factor, monqp%r8s , controls the maximum
numberof replicashostedper server relative to theowned
nodes.The replicationfactorneednot be the samefor all
servers. Allowing serversto replicatenodesin proportion
to thenumberof hostednodesis a locally enforcedand,we
believe, fair policy. A locally enforcedreplicationfactor
translateseasilyto global constraints.The overall number
of replicasis boundedby thehighestreplicationfactorrel-
ative to the numberof all nodesin the system. Note that
we imposeconstraintsonaperserverbasis.Nodescanstill
haveasmany replicasasgloballyallowedby thereplication
factor.

3.5 Replicadeletion

To heedthe replicationfactorandat the sametime al-
low the model to continuouslyadaptto changingdemand



patterns,nodereplicashave to bedeleted.A hostingserver
maydecideat any time to evict replicasthathave not been
in usefor a long time, i.e. low rankingnodes. Addition-
ally, somereplicasmay have to be evicted (asdictatedby

m nqp%r8s ) by a server ! O whensomeotherserver ! J requests
thatsomeof its nodesbe replicatedon ! O . In suchcases,

! O will deleteasmany replicasasneededstartingwith the
lowestrankingnodeandproceedingin increasingorder.

Replicadeletionis a localprocessasit involvesonly the
server thathoststhereplica. Otherserverswill learnabout
deletionsin a lazy manner, or may not learn at all about
someof the evictions. Inconsistentviews are causedby
stalemappingcon�gurationsand adverselyaffect routing
performance.We do not specifyany consistency modelfor
managingmappingcon�gurations. A limited form of con-
trol canbe exercisedby removing staleentriesfrom maps
whenthey areroutedthroughservers.Thedegreeof incon-
sistency canbe further reducedby using inverse-mapping
information.

3.6 Inverse­mappingdigests

Mapsprovide a nameresolutionserviceby identifying
someof theserversthathostanode.Resolvingnodenames
to hostsis neededevery time routing is done on behalf
of the node. The inversefunction, resolvinga server to
nodenameshostedby that server, improvesperformance
androutingquality.

TheTerraDir replicationprotocolbene�ts from inverse-
mappingapproximations(digestsfrom now on) asfollows.
Eachserver generatesa digestregardingits hostednodes.
Thedigestis a Bloom �lter [2], andits valueis determined
by hashingthenamesof all thenodeshostedby thecorre-
spondingserver. Theonly allowedoperationon a digestis
testingnodenamesagainstit, andproducinga yes/noan-
swerwith possiblefalsepositives. Digestsareusedto dis-
coveradditionalshortcutsin thenamespaceandto maintain
up-to-datenodemaps.

3.6.1 Discovering additional shortcuts

Thestandardroutingalgorithmis a minimizing procedure.
A server ! routingquery t alwayschoosestheclosestnode
to t that it knows about, � , andforward the queryto one
of the serversin � 's map. Using inverse-mappingdigests,

! might indirectly know aboutsomeothernode, u , that is
evencloserto t than � . Node u is discoveredasfollows.

1. Assume! generatesall nodenamesthat it caninfer,
andlet this setbe v2w�x%y . vzw�x%y includeshosted,neigh-
boring,andcachednodenames,aswell asdestination
namet .

2. By performingpre�x extractions, ! also includesin
vzw�x)y ancestornames—all thewayto theroot—for all
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Figure 2. Shor tcut taken from server ! due to
a hit of /university/publicin the dig est of !�{ .

thesenodes.Eachof thenamesin v2w�x%y canbetested
againstdigestsof serversthat ! knowsabout.

3. Assumea hit for somename u�{}|	vzw�x%y occursin a
digestassociatedwith server !�{ , andthat u�{ is closer
to t than � . In this case ! canoptimize the routing
by forwardingthequeryto !�{ insteadof someserver
from � 'smap.

4. By choosing u to be the closest u
{ to t , server ! is

guaranteedto make thebestdecisionit canin termsof
namespacedistance.

We illustrate the procedure in Fig. 2. Server !

hostsnodes/university/public/people/facultyand /univer-
sity/public/people/student/John. Namesin vzw�x)y areshown
usingdashedellipses. In this case,the namesof all four
suchnodesarepre�xesof hostednodes. ! alsohasanen-
try for /university/public/people/students/Stevein its cache.
Themappingfor thecachedentryincludesoneof thenode's
hosts,!�{ , and !�{ 's digest. !~{ alsohosts/university/public,
and ! getsa hit for node/university/public in !P{ 's digest
presentat ! . Thus ! canforward the currentqueryto !K{

andskip node/university/public/people.

3.6.2 Pruning nodemaps

Considerserver ! that knows about node � by keeping
somemapof it. For eachof theserversin themap, ! keeps
thecorrespondinginverse-mappingdigest.Thus ! canpro-
ducea potentiallymoreaccuratemapfor � by testingnode

� againsteachof thesedigests.Serversin � 's mapwhose
testfails cansafelybeeliminatedfrom themap.

Falsepositivesassociatedwith digestsmay preclude!

from eliminatingoneor moreserversfrom a map.Further,
not only the node's map but someof the digestsusedto
prunethe mapmay be outdatedaswell. Despitethe fact
that nodemap pruning is a conservative operation,it en-
ablestheroutingprocedureto performwith close-to-perfect
accuracy.



3.7 Nodemapping management

A nodemapassociatesa nodenamewith a (possiblyin-
completeandinaccurate)list of serversthatown or replicate
the node. Servers keepmappinginformation for owned,
replicated,neighboringandcachednodes. The following
policiesgovernhow replicainformationis spreadin thenet-
work, andhow serversusereplicasfor routingqueries.

Map size: A nodemapcontainsat most mo•2€ r entries
for scalabilityreasons.Theconstraintis in effect for maps
keptat servers,aswell asmapspropagatedin thenetwork.
Maximum mapsize is orthogonalto how many replicasa
nodecanget,or how many replicasa serverhosts.

New replica advertisement: Serversadvertisereplicas
createdfor their hostednodes.Eachserver that hasrepli-
catedoneof its hostednodeskeepsentriesfor themostre-
centcreatedreplicas(up to m •2€ r ) in thenode'smap.These
entriesareadvertisedwith every outgoingmessagethat in-
cludesthe node's map. Traf�c in excesswill quickly be
divertedto newly createdreplicas.

Map merging: Maps are merged whenever a server
keepsa map for a node,andan incomingquery contains
anothermapfor thesamenode.Mapmerging is performed
suchthat(i) theaboveconditionsaremet,and(ii) therestof
theentriesin theresultingmaparechosenat randomfrom
thechoiceleft. Thesametwo mapsmayhaveto bemerged
twice, oncefor the resultingmapkept at the server, anda
secondtime for the resultingmapto be furtherpropagated
with thequerycurrentlyprocessed.

Disseminatingreplica information: Map replicacon-
�gurations for a nodearedisseminatedalongquerypaths
whenever information about the node is presentin for-
wardedmessages.Additionally, information aboutnewly
createdreplicasis back-propagatedat eachforwardingstep
if applicable. For instance,if server !

< forwardsa query
to !

> on behalfof node � , and !
> hasrecentlycreatedany

replicasfor � , then !
> will let !

< know aboutsuchreplicas.
Replica selection: Given a node's map presentat a

server, replicaselectionis performedby the server when-
ever a messageneedsto be forwardedto oneof thenode's
hosts.For lookupmessagesany dataor mapreplicaof the
nodecanbe selected,whereasfor dataretrieval messages
only datareplicascanbe selected.In bothcasesthedesti-
nationhostis chosenat randomfrom theavailablechoice,
i.e. serversin thenode'smappresentat theserver.

Map �ltering: Inverse-mappingdigestsareusedto �l-
teroutstaleentriesfrom maps.Map�ltering is abest-effort
procedurecarriedout locally wheneveraserverupdatesthe
inverse-mappinginformationof otherservers. Our evalu-
ation is basedon a more conservative and thus lessef�-
cient approach:�ltering is performedat replica selection
and map merging, i.e. whenever nodemapsare usedor
modi�ed ata server.

4 Evaluation

We evaluatethepresentedreplicationprotocolin a Ter-
raDir simulatedenvironment. We focus on adaptivity to
userinput, systemload balanceandglobalutilization, sta-
bilization, long-termbehavior, and�nally scalability.

4.1 Methodology

We consider•‚��7�ƒ�„ servers. Servicetimesareexponen-
tially distributedwith a meanof …P†‡�ˆ(�7 millisecondsfor
eachserver. Themeanqueryarrival rateis modeledwith a
Poissondistributionandvariesfrom ‰Š�`(���7�7�7 requestsper
secondto ‰'�‹(�7���7�7�7 requestspersecond,globally. Each
serverhasarequestqueueof size Œg( with queriesarriving in
excessbeingdropped.Theapplicationlayernetwork time
is constantat (�• milliseconds. We do not modelnetwork
contention.

Lookupsareinitiateduniformly at sourceservers. Des-
tinationnodesarechoseneitheruniformly at random( Žo•‚• y

traces),or with locality accordingto the Zipf [19] law of
popularity vs. ranking ( ‘@• ’�y traces). Our study involved
bothsyntheticandreal-world TerraDirnamespaces:

“ As exampleof a syntheticnamespace(  
J ) we con-

sider Œg(o�D”�„g” nodesarrangedin a perfectly balanced
binary tree. Uniform query streamsfor this names-
pacearedenotedby Žo•‚• y

J

, while streamswith locality
aredenotedby ‘@• ’�y~•

J

. The order – coversthe whole
domainof interest: X—”�• , � , ��XF(�• , and ��XF• for heavily
skewedrequests.

“ File-systemsarethemostcommonhierarchicalstruc-
turesin use.We consideroneof theCoda[14] servers
(barber) loggedthroughoutonemonthof activity (Jan-
uary1993).Filesaccessedduringthis monthtogether
with their ancestorswere includedin this namespace
(  ‡˜ ), for a total of ™�ƒ���Œ�™�( nodes. Uniform query
streamsfor  š˜ aredenotedby Žo•�• y

˜

, while streams
with locality aredenotedby ‘@• ’�y

•

˜

.

Both namespacesconsideredare mappeduniformly at
randomonthe •���7�ƒ�„ servers.In preparingthe ‘@• ’�y streams,
noderanking is establishedby randomlyorderingall the
nodesin thenamespace.Querystreamsarecombinationsof

Žo•‚• y and ‘@• ’�y streams.For instance,we mayprependa se-
quenceof ‘@• ’�y streamswith a Žo•‚• y streamto allow a“cold”
systemto compensatefor hierarchicalbottlenecksandrepli-
catethetopnodesin thenamespace.Thuswelimit theinter-
ferencebetweensystemwarmupeffects,andthoseinduced
by demanddistribution. Someexperimentsare run with
locality streamsthat instantlyandat randomchangenode
rankings,so thatwe canquantifyhow themodeladaptsto
suddenvariationsin popularity(i.e. shifting hot-spots).
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4.2 Adaptation

We assessthe model's capability to adapt to chang-
ing conditions,in this caselocality variationsin the query
stream. For eachof two namespacewe run two typesof
streamsfor (�•�7 seconds: Žo•�• y and Ž�‘@• ’�y

• . The latter is
givenby thesequence•�Žo•�• y��D‘:• ’�y~•��D‘:• ’�yž•���‘@• ’�y�•P��‘@• ’�yž•�Ÿ .

Fig. 3 shows the fraction of droppedqueriesrelative
to the query insertion rate for namespace  J . For ease
of presentationwe allowed for the Žo•‚• y componentof the

Ž�‘:• ’�y�• streamsto run longerin incrementsof �¡7 seconds,
for variousZipf order values. The dropsin the �rst sec-
ondsaredueto hierarchicalstabilizationwhenthe system
replicatesnodesat thetopof thenamespacehostedby over-
loadedservers. The spikesof the graphcorrespondto in-
stantaneousand randomchangesin node popularity (for

Ž�‘:• ’�y

<D¢ >�£

suchchangesoccurat seconds”�7‚�@��(�7��8��”�7 , and
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Figure 5. Fraction of dropped queries with
combinations of the base system (B), caching
(C), and replication (R).

(�(�7 ). Fig. 4 showsthesystem'sreactionfor namespace ˜

to overloadingconditionsin termsof the numberof repli-
cascreated.We doubledthequeryarrival rateto keepthe
systemat approximatelythesameutilization. Thereplica-
tion modeladaptswell to bothhierarchicalbottlenecksand
suddenhot-spot�uctuations. Theoverall numberof query
drops is at most (�X •g¤ when randomly changinghighly
skewed input ( –¥�¦��X • ) four times in a row over a short
period of time ( (�•�7 seconds).A quarterof the (oXF•�¤ are
simulationside-effectsdueto hierarchicalstabilization.The
numberof loadbalancingmessagesis at leasttwo ordersof
magnitudelessthanthenumberof queriessubmitted.

Runningthesameexperimentswith replicationdisabled
causesa large fraction of queriesto be droppedto a point
wherethesystemis barelyusable.If only cachingis used
while replicationis still disabled,we seefurther aggrava-
tion in performancefor namespace $J , andslight improve-
mentsfor namespace š˜ . Thesepointsaremadeclearby
Fig. 5 wherewe comparethe replicationprotocol with a
basesystem,andonewhichemploysonly caching.

4.3 Utilization and load balance

Utilization distribution is our main fairnesscriterion.
We de�ne the computationalutilization of a server over
a secondas the fraction of that secondthat the server is
busy processingqueries. We target three utilization fac-
tors: §Y�¨�¡7g¤Š©�(�7g¤Š©�•g7g¤ , and approximatethem with
query rates ‰,�ª(o��7�7�7�©�•���7�7�7�©�™���7�7�7 for namespace 

J ,
and ‰,�ª•‚��7�7�7‚©@�87‚��7�7�7�©�(�7‚��7�7�7 for namespace 

˜ . We
usequerystreamsŽo•‚• y and Ž�‘@• ’�y

<D¢ «�«

de�ned previously.
Fig. 6 shows on the left side the meanmeasuredload,

andthe loadon oneof themostheavily loadedserversev-
ery second,for namespace $J . Periodicalpeaksaredueto
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(left). Maximum
server load averaged over ��� seconds (right).

locality changesin the Ž�‘@• ’�y querystream. Note that the
maximumloadtendsto gobelow ;

BDCFE�B ( 7‚XF”�• in thiscase)if
givenenoughtime. With higherqueryratestheglobalmean
load is itself approachingthe threshold.In suchcasesit is
proportionatelyharderto bring themaximumloadbelow a
constanthigh-waterthreshold.Notethatserversat full uti-
lization stay thereonly for a few secondswith eachZipf
change,for all queryratesshown.

We establishthetransiency of highly-loadedservercon-
ditions whenlooking at larger than � -secondintervals. At
eachsecondwe identify the most heavily loadedservers
andaveragetheir loadover ��� seconds.We show the load
thus smoothedin the right side of the �gure. The load
distribution hasimprovedsubstantiallywith the maximum
load approachingthe mean,notably for higher ‰ values.
Highly-loadedserversexperiencetransientconditions,and
by de�ning load balanceover larger intervals we get in-
creasinglybetterresults.

In Fig. 7 we show how thesystemreactsto hierarchical
bottlenecks.For eachlevel of namespace 

J we show the
averagenumberof replicascreatedfor nodeson that level,
with Žo•�• y and Ž�‘:• ’�y

<�¢ «�«

querystreams,andvariousquery
arrival rates.Note thatnodeson level ( tendto have more
replicasthantheir ancestors.Pointersto nodeson level (

have a high chanceof stayingin a server's cache.Many of
the routesthat would normallygo all theway up to nodes
on levels 7 or � arethususinglevel ( shortcuts.Nodeson
level Œ arelesslikely to be found in a server's cachesince
therearemorenodeson this level thanon level ( , etc.

4.4 Stabilization and long­term behavior

We are interestedin establishinglong-term behavior
characteristics:(i) whetherwith no changesin input pat-
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ternsthereplicationmodelreachesa quiescentstatewhere
very few or no replicasarebeingcreated,and(ii) whether
routing accuracy andef�ciency is preserved with extreme
changesin input patternsthatwill entailmany replicascre-
ationsanddeletions.

To assesstabilizationwe presentresultsfrom runswith
Žo•‚• y and Ž�‘@• ’�y

<D¢ «�«

�¬•�Žo•�• y��D‘:• ’�y

<�¢ «�«

Ÿ queriesfor �87‚��7�7�7

seconds;theuniformcomponentof Ž�‘@• ’�y

<�¢ «�«

lastedfor �¡7�7

seconds. (�7 million querieswere run for namespace 
J

( ‰Z�`(���7�7�7 ), and •g7 million for  š˜ ( ‰Z�­•‚��7�7�7 ).
Fig. 8 shows the number of replicas created every

minute.Thereplicationprotocolreachesa rateof (oXF• repli-
cascreatedperminuteafter �87‚��7�7�7 seconds.Theratekeeps
decreasingbeyondthetimeframeshown,with thecurvefor
the whole run resemblingan exponentiallydecayingvari-
able. The replicacreationrateis equivalentto onereplica
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createdevery •�™���7�7�7 queriesrun for namespace 
J , and

ƒ�„���7�7�7 queriesfor  
˜ . Thereplicationprotocolstabilizes

with time for constantrequestdistributions.
The evaluationconductedso far was basedon a repli-

cationfactor monqp.r8sW�¬( , andleadto very few replicadele-
tions. We ran experimentswith monHp.r8s��¦7�X0�¡(�•o©�7�XF(�•o©�7�XF•

on querystreamsŽ�‘@• ’�y

<D¢ £�«

�®•�Žo•�• y��¡6 ‘@• ’�y

<D¢ £�«

9°¯�¯�Ÿ . Each
‘:• ’�y

<D¢ £�«

componentlastedfor �¡7�7 seconds,for anoverallof
�87���7�7�7 seconds.Low replicationfactorstogetherwith re-
peatedshiftsof high-orderhot-spots( –'�	��XF•�7 ) inducema-
jor changesin replicacon�gurations.For spacereasonswe
will only summarizethe results. Inverse-mappingdigests
aregoodapproximationsof optimal behavior (i.e. routing
with perfectlyaccurateinformation,asif given by an ora-
cle). Thereis enoughopportunityto transitively dissemi-
nateinverse-mappinginformationin thenetwork, suchthat
routingaccuracy is maintainedwithin theoptimalrange.

4.5 Scalability

We scalesystemsizeexponentiallyandlook atqueryla-
tency, thenumberof replicacreationsevents,andthenum-
ber of droppedqueries. Servers rangefrom (g¯ to (

<²± in
incrementalpowersof ( . Thenumberof nodesperserver is
keptconstantat ™ , with the overall numberof nodesrang-
ing from (

<�> to (

<²³ , arrangedin aperfectlybalancedbinary
tree.Cachesizesarelogarithmicin systemsize,rangingin
incrementsof ( , from �8™ to (�™ cacheslotsperserver. m�nqp%r8s

is keptconstant( , and m
•2€

r varieslogarithmicallywith sys-
temsize,from ( to ” . Finally, ‰ is proportionalto system
sizeandtakesvalues(�•�7���•�7�7WX8X@XH™���7�7�7 .

Fig. 9 shows the averagequery latency, the numberof
replicationevents,and the numberof droppedqueriesas
a function of systemsize. The last two are shown on a
logarithmicscale.Latency scaleslogarithmicallywith sys-

temsize,thedegreeof replicationscaleslinearly, while the
numberof droppedqueriesscalesproportionatelyandap-
proacheslinearity for largesystems.Thereplicationproto-
col is scalable.

5 Relatedwork

TheDomainNameSystem(DNS) [10] is a cornerstone
for Internetandoneof themostwidely deployeddirectory
serviceto date. EventhoughDNS serversarerequiredfor
their namespaceresolutionfunctionality, the infrastructure
is not provisionedto handlequeriesfor arbitraryresource
records. They key to its successlies in a carefully tuned
cachingschemethat enablesqueriesto be resolved in the
local domain. TerraDir cachesconsistof pointersin the
namespaceandprovideonly routingfunctionality.

Studies[1, 3] show that both spatialand temporalref-
erencelocality are presentin requestssubmittedto web
serversor proxies,andthatsuchrequestsfollow aZipf-lik e
distribution. Distributed cachingprotocols[8] have been
motivatedby the needto balancethe load andrelieve hot-
spotson the World-Wide-Web. Similar Zipf-lik e patterns
werefound in tracescollectedfrom Gnutella.Cachingthe
resultsof popularGnutellaqueriesfor ashortperiodof time
provesto be effective [16]. Recentwork [9, 5] considers
staticreplicationin combinationwith a variantof Gnutella
searchingusing m randomwalkers.Replicatingobjectspro-
portionally to their popularity achieves optimal load bal-
ance;replicatingthemproportionallyto thesquare-rootof
their popularityminimizestheaveragesearchlatency.

Freenet[4] replicatesobjectsboth on insertionandre-
trieval on thepathfrom theinitiator to thetargetmainly for
anonymity andavailability purposes.It is not clearhow a
systemlike Freenetwould reactto querylocality andhot-
spots.Chord[17], CAN [11], Pastry[12] andTapestry[18]
arepeer-to-peersystemsusingthe commonapproachof a
distributedhashtablefor location. Assignmentof objects
to hostsis performedby mappingthe object spaceinto a
virtual namespace,which is convenientbecauseof theuni-
form spreadof objects. Load balancingis thusautomati-
cally achievedfor uniformly distributedrequests.

CFS [6] is a P2P read-only �le systemthat usesthe
Chord lookup serviceto locate�les dispersedthroughout
the network. Dataplacementgranularityis very �ne and
consistsof �le blocks.Replicationandcachingis achieved
on a �le block basiswhich is convenientsince (i) select
portionsof a large �le may be more popularthan others,
and(ii) partsof popular�les aredistributedacrossdiffer-
entservers.CAN allows for differentredundancy schemes:
multiple coordinatespacescanbein effect simultaneously,
zonescanbeoverloadedby assigningeachof thema setof
peerservers.Replicationis achievedby usingmultiplehash
functionson thesamedataitem. Pastryreplicatesanobject



on the m serverswhoseidenti�ers areclosestto theobject
key in the namespace.Pastry's locality propertiesmake it
likely that amongthe m replicasof an object, the onethat
is closestto therequestingclient,asgivenby IP metrics,is
reached�rst.

Noneof thehash-basedschemesfeatureadaptive repli-
cationmechanismssimilar to ours.Instead,cachesareused
to spreadpopularobjectsin the network, andlookupsare
consideredresolved whenever cachehits occur along the
path. CFS for instanceuses m -replication similar to the
above for dataavailability, andpopulatesall thecacheson
the query path with the destinationdataafter the lookup
completes.A recentanalysis[13] of two popularP2P�le
sharingsystemsconcludesthatthemostdistinguishingfea-
tureof thesesystemsis their heterogeneity. We believethat
theadaptivenatureof ourreplicationmodelmakesit a �rst-
classcandidatefor exploiting systemheterogeneity.

6 Concluding remarks

We have presenteda novel approachto replication in
peer-to-peersystems. Our work stemsfrom the observa-
tion that routing load, incurredby P2Plookup services,is
orthogonalto loadincurredby dataretrieval, andcanbeef-
�ciently managedif approachedseparately. Routingstateis
replicatedin anad-hocmanner, andthereplicationprotocol
canbecombinedwith any datareplicationmechanism.

The protocol addressesboth hierarchicaland demand-
inducedbottlenecks.Adaptivity is baseduponinformation
pro�led online. This enablesit to deliver low latenciesand
good load balanceeven when demandis heavily skewed.
Further, it withstandsarbitraryandinstantaneouschangesin
demanddistribution. Ourapproachis lightweight,scalable,
anddealswith soft-statein the sensethat thereis no need
for replicaconsistency modelsto bespeci�ed.

Two lessonshave beenlearnedthroughoutour study.
First, simple heuristicsfor estimatingserver load, node
weights, and replication policies perform well. We did
not seea strongenoughcasefor moresophisticatedmeth-
ods. Second,there is enoughopportunity to transitively
disseminateinformationin the network by exclusively us-
ing in-bandmeans.Queriesarethe sourceof the problem
(host-spotsandhierarchicalbottlenecks),andthedisruption
causedby an individual querycanbe addressedby piggy-
backingonquerymessageslimited amountsof information
aboutreplicacon�gurationsandserver loadsanddigests.
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