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Abstract.  Hyperelliptic curve cryptography with gerus larger than one
has not been seriously considered for cryptographic purp osesbecause
many existing implementations are signi cantly slower than elliptic curve
versions with the same level of security. In this paper, the rst ever
complete hardware implementation of a hyperelliptic curve coprocessor
is described. This coprocessoris designedfor gerus two curvesover Fyiis .
Additionally , a modi cation to the Extended Euclidean Algorithm is
preserted for the GCD calculation required by Cantor's algorithm. On
average, this new method computes the GCD in one-fourth the time
required by the Extended Euclidean Algorithm.

1 Intro duction

Hyperelliptic curves (HEC) are a generalization of elliptic curvesand the “rst
suggestionof their cryptographic use was made by N. Koblitz at Crypto '88
([20]). Elliptic curve cryptography (ECC) has received much attention because
it o®ersseeral bene ts over other public-key cryptosystems,such asRSA. With
a higher security per bit than RSA, ECC allows for a comparablelevel of secu-
rity with a smaller key size. Additionally , many have reported ECC hardware
implementations require signi cantly fewer transistors.

This paper preseris concrete performance results from a hardware-based
gerus two hyperelliptic curve coprocessorover F,us . Additionally , these per-
formance characteristics are compared to a software implementation over the
same eld and curve.

The hardware versionwasimplemented on a Field Programmable Gate Array
(FPGA). FPGAs allow programmersto input a logic structure which will be
emulated using the extensive set of gates available on the FPGA. These logic
structures are created using Hardware Description Language (HDL). In this
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implemertation, Verilog, a popular HDL, was usedto describe the hardware.
From there, the Xilinx Integrated Software Environment was usedto synthesize
and implement the logic designfor a Xilinx Virtex Il FPGA. Additionally, the
Modeltech Microsim simulator was usedto verify the correctnessof the design.

A software version written in C++ was compiled using Microsoft's Visual
Studio and tested on a Pentium system. Further results on the software imple-
mentation will be available in a forthcoming publication.

While no other complete hardware-basedHEC coprocessorhas been previ-
ously completed, [20] preserts many of the architectural requiremerts. [20] did
not achieve a space-exciern implemertation and consequetly no accurate tim-
ing and area values were included. In cortrast, this work preserts a complete
implemertation with accuratetiming and arearequiremerts.

Se\eral theoretic results are also included. An alternate for computing the
GCD of three polynomials of small degreeis presered, which signi cantly de-
creasegprocessingtime in Cantor's Algorithm. The paper also presers a bound
on the expected computation time of point multiplication using a point adder
and a point doubler in parallel.

2 Basic Algorithms

This paper assumesthe reader possesses familiarit y with groups, rings, and
“elds, in addition to a basic understanding of elliptic curve cryptography. For
a complete review of abstract algebra, see[7] or [5]. For a badkground on the
mathematical conceptsinvolved in elliptic curves,see[17] or [2].

Elemerts in the ECC group are pairs of nite "eld elemens. The correspond-
ing group basedon the hyperelliptic curve is its Jacobian. The points are de-
scribed by pairs of polynomials over a nite “eld. For a more rigorous treatment
of hyperelliptic curves,see[12].

This sectiondewelopsthe various algorithms usedto handle binary operations
in nite elds, polynomial rings, and on the Jacobian of the hyperelliptic curve.
Additionally , sometheoretic results on the processingtime of certain algorithms
are derived.

2.1 Finite Fields

Using a polynomial basis over Fon, any nite "eld elemer can be represeried as
coezcients of powers of x, which can be corveniertly stored in memory as an
n-bit vector. Another basiscalled optimal normal basis (ONB) is alsocommonly
used becauseit allows for very excient squaring; however, ONB is very slov
when performing inversions. This implemertation usespolynomial basis.

Field Addition When adding two “eld polynomials, their sum is the sum of
the coezcients. Under a characteristic two nite “eld, implementing addition
requires bitwise XOR-ing together the two vectors represerning the polynomial
coezxcients.



Field Multiplication Multiplication can be exciently achieved by using a
slightly modi ed version of the standard grade-stiool algorithm. A method for
reducing the product asthe algorithm progressess required to prevert it from
growing too large, and is presered in Algorithm 1. An alternate "eld multipli-
cation algorithms originally preserted in [19] multiplies D bits simultaneously,
requiring dg-e clock cyclesto complete; however, implemerting sudh multipliers
in a hyperelliptic environment would not be area etcient enoughto 't on most
FPGAs.

Algorithm  1: Field Multiplication

Input: a;b2 Fan, and reduction polynomial f

Output: ¢= a£ b, with ¢ reduced

1.cA 0

. fori from nj 1downto 1
if (b = 1)thencA (c+a)¢ lelsecA c¢ 1
if (shift carry = 1) then cA c+ f

if (o= 1)thencA c+ a

return c

SRGIENITEN

Field Squaring In a characteristic p nite “eld, (x1 + ¢¢¢+ x,)P = x}) + ¢¢exp.
Hencewhen squaringin characteristic two, the powers of the basisterms double,
essetially spacingout the bits in the vector represetation. For example, (x2 +
x+1)2 = x*+ x2+ 1. After spacingthe bits, the vector is twiceits original length,
and the higher bits may needto be reduced. Algorithm 2 preseris reassignmeh
of the lower bits, and reduction of the upper bits.

Algorithm  2: Field Squaring

Input: a2 Fzn, and reduction polynomial f

Output: b= a? 2 Fan

1. gAf¢ 1

2. Let bpi = &, for0- i- b5c

3. for i from b3cto n-1 3

4. if (& = 1) then bA b+ g

5 if (gh; 1= 1)thengA (g¢ 1)+ f elsegA g¢ 1
6 repeat step 5

7. return b




Field Inversion Inversionof nite "eld elemers usesa modi ed versionof the
Extended Euclidean Algorithm asreported in [6]. This versiononly keepstrack
of the minimal set of required information, and usesbit shifting with XOR. The
details are in Algorithm 3.

Algorithm  3: Field Inversion

Input: a2 F2n, and reduction polynomial f
Output: b= ai ! 2 Fon

1. bA 1,cA O,uA a vA f

2. While deg(u)é 0

3. i A deg(u) i deg(v)

4, if (j <O)ythenu$ v,b$ ¢, jA jj
5. uA u+(v¢ j), bA b+ (c¢ j)
6. return b

2.2 Polynomial Rings

The set of all polynomials with coezcients in Fon forms a ring, and is denoted
Fan [u]. This section discussesthe mathematical aspects of dealing with these
polynomials.

Ring Addition Addition of two polynomialsovera nite “eld equatesto adding
ead term of eath coexcient. That is, to add two polynomials of degreem, with
ai;h 2 Fo
Xt o}t Xl .
au' + hu' = (a+ hb)u 1)
i=0 i=0 i=0

wherea; + by is "eld addition de ned in Section2.1.

Ring Squaring Sincea characteristic two nite "eld is being used, polynomial
squaring hasthe sameproperty aswhen performing eld squaring, whereall odd
powers of u have a coetcient of zero. The result is by = a?, 8 0- i - dega)
where a? is calculated asin Section?2.1.

Ring Multiplication To multiply two ring elemens, again deferto the grade-
school method. When multiplying a polynomial by a scalarin the "eld, multiply
ead term of the polynomial by the scalar. To multiply two polynomials, extend
these stepsto Algorithm 4.



Algorithm  4: Ring Multiplication

Input: a;b2 Fan [u]
Output: ¢c= af£ b2 Fan[u]

1.cAO

2. for j from deg(a) downto O
3. CA (ce D)+a £Db
4. return ¢

£ is scalar multiplication
¢ IS polynomial coetcient shift

Ring Division When dividing two polynomials a and b, a quotient q and
remainder r are obtained, suc that a = q£ b+ r. The algorithm required to
completethis is a slight modi cation of the Euclidean algorithm, and is presened
in Algorithm 5.

Algorithm  5: Ring Division

Input: a;b2 Fan [u]

Output: (g;r) 2 Fon[u]l: a= £ b+ r
1iA (buegr) 'ir=a

2. for j from deg(a) j deg(b) downto O
3. f:&(rdeg,Ei)g,j

4 tA bE f

5. rAr+t qA q+f

6. return (q;r)

2.3 Hyp erelliptic Curv es

Hyperelliptic curvesare a special classof algebraiccurves.The following equation
de nes a gerus g hyperelliptic curve.

vZ + H(u)v = F(u) (2)

where F (u) is a monic polynomial of degree2g + 1 and H (u) is a polynomial
with degreeat most g. In this implemertation, the ground “eld is Fous, and it
usesthe curve de nition

vZ+uv=ut+ U+ 1 (3)

whenceg= 2, F(u) = u®+ u?2+ 1, and H(u) = u.



Divisors Divisors are pairs denoted div(A; B), where A and B are polynomials
that satisfy the congruence

B2+ H(u)B ~ F(u) (mod A) 4)

Divisors are essetially points on the Jacobian of the hyperelliptic curve. Since
these polynomials could have arbitrarily large degreeand still satisfy the equa-
tion, the notion of a reduceddivisor is needed.In a reduceddivisor, the degreeof
A is no greater than g, and the degreeof B is lessthan the degreeof A. Cantor's
Algorithm includes a method for reducing divisors.

Additionally , div(A; B) can be normalized by multiplying A by ® 1, where
® is the leading coexcient of A. Using normalized divisors speedsup se\eral
portions of Cantor's Algorithm.

Jacobian The Jacobianof a hyperelliptic curveis the setof all reduceddivisors.
This setis a group under the binary operation de ned in the following section.
The largest prime dividing the size of this group determinesthe overall security
of the cryptosystem. For the implemerted curve the largest prime dividing the
size of the group is sixty-eight digits long. This prime is much larger than the
current recommendedvalue, and is therefore consideredsecure.

A more space excient implemertation could be adchieved using di®eren
curvesover smaller "elds, however the curve and "eld combination implemented
hereis signi cantly more securethan other combinations of similar complexity.
A forthcoming publication, [4], expandsthe ideas preseried here, and examines
performanceresults of gerus two curvesover other “eld sizes.

Cantor's Algorithm  Originally preseried in [3], Cantor's Algorithm hasbeen
the keystone of all computation on Jacobians of hyperelliptic curves. In [11],
Cantor's original algorithm was modi ed for compatability with binary “elds.
The Koblitz's version of Cantor's Algorithm is presened in Algorithm 6.

Algorithm  6: Cantor's Algorithm

Input: reduced D1 =div( az; ), D2 =div( az; bp)
Output: reduced div(az;bz) = D1 + D>
1. Perform two extended GCD's to compute
d= gcd(@;az b+ by + H) = sian + spap + sg(bu + b, + H)
az A a1a2:d2
bs A (siaihp + spaxby + sa(bibp + F))=d (mod as)
while deg(az) > g
asA (Fi Hbsi b5)=as
bs A i Hj by(mod asz)
return div(as;bs)

Nogak~owN




Table 1. Genus Two GCD Computation Cases

[di do ds [Result
x 0 i1 |d=1,s=(0;1;0)
1141 (If°1="°2thend=uj °2, s=(0;1,0)
Elsed= 1, (s1;S2) = L(a1;az2), ss= 0
2 1 i1 [Ifa(j°2)=0thend=uj °2,s=(0;1,0)
Elsed = 1, (s1;82) = M (a1;az2), s3= 0
2 2 il |[LetD=d¢pj ¢Zwhered= "1°2] 2°1,¢p= 2i 1,8c¢="°2j °1
If D6 Othend= 1, (s1;S2) = N(az;a2), s3=0
Elself "1 = ", thend= aj, s1 = (0;1;0)
Elsed=u+¢.¢ " s=(j ¢{%¢p0)
x x 0 |d=1,s= (0;0;1)
d=1,s= (0;1,0)
111 If °1=°,="°3thend=u+ °1,s= (0;0;1)
Elself °1 6 °> thend= 1,s3 = 0, (S1;S2) = L(a1;az2)
Elsed= 1,s, = 0, (S1;S3) = L(a1;a3)
2 11 |[f°,6°3thend= 1,5, = 0, (S2;Ss) = L(az;as)
Elself a;(j °2) 6 Othend= 1.s1 6 0,s3 = 0or s, = 0.
(s1;82) = M (az;a2) or (s1;83) = M (az; as)
Elsed= u+ °,, s= (0;0;1).
X 21 Jlaga=u+ °3
If a1(j °3) = a2(j °3) = O0thend= u+ °3,s= (0;0;1)
Elself a;(j °3) 6 Othend= 1,s, = 0, (s1;S3) = M (a1; asz)
Elsed= 1,51 = 0, (s2;83) = M (az; as)
L(a;a2) = (i (C2i °0)' % °2i °1)
M(ai;a2) = (i ar(i °2)' 55 an(i °2) 'u+ (T1i °2)a(i °2)' 1)
N(ai;a2) = (¢p=D)u+ ((2¢bi ¢c)=D; (i ¢p=D)u+ (i 1¢p+ ¢c)=D)

x
o
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The algorithm can be broken down into three independert steps. The “rst
step is computation of the extended GCD. The secondis the composition step,
corresponding to steps two and three above. Steps four through sewen corre-
spond to the reduction step. Improvemerts are discussedn ead of the following
sections.

Extended GCD Calculation Traditionally, the Extended Euclidean Algo-
rithm (EEA) is used twice to calculate the greatest common divisor of three
polynomials, resulting in d = s;a; + spa, + Szag whereaz = by + b, + H. How-
ever, for gerus two curveswith deg(H) - 1, the degreesof a;, a,, and a3 are
maximally (and most frequertly) 2, 2, and 1, respectively. Sinceas is of degree
one, it cannot be factored. Hence,the GCD of the original three polynomials
must be either 1 or az. Similar argumerts can be made for the other possible
degreecases.The complete proof of theseresults is not included in this paper,
but will be available in [4].

Table 1 shows a list of all the di®eren casesfor the degreesof a;, a;, and
az = b+ b+ H, andthe explicit solution to the GCD and s; values.For the cases



shown in Table 1, d; = ded(a;), a;(u) = u?+ “1u+ °1, ax(u) = U2+ Lu+ °y,
and az(u) = “3u+ °3. Additionally , assumethat if degla;) > deg(a;), a; and
a, are swapped prior to computation.

Comp osition Step The standard composition step in Cantor's Algorithm re-
quires two polynomial divisions, in addition to a third in the form of modular
reduction. In general,polynomial divisions are very time consumingin hardware.
Howevwer, for gerus two curves, notice that d will almost always equal one. The
only occuranceof degreeoneis when b, + b, + H exactly divides both a; and
a,. Therefore, most of the time the two polynomial divisions can be completely
removed. Additionally , notice that four multiplications in the composition step
can be completedin parallel with the GCD to further increasespeed.

Reduction Step Considerthe following:

Prop osition 1. For any hyperelliptic curve of genusg, at most d%e reduction
iterations are required to completely reduce any semi-reduced divisor.

Proof. See[15], proof 51.

Corollary 1. Semi-reduced divisors of a genustwo curve require at most a single
reduction iteration.

Given Corollary 1, the control logic for the reduction portion of Cantor's
algorithm can be simpli'ed. The while loop can be replaced with a single if
block. In [18], Nigel Smart preseris an alternate reduction algorithm, basedon
Tennerreduction. In a gerus two casewhere only onereduction is required, this
algorithm is identical to the standard algorithm.

2.4 HEC Cryptosystems

As with most public-key cryptosystems, HEC cryptosystems are usually only
usedfor a symmetric key exchange, using the Dite-Hellman protocol. Addition-
ally, they can be usedto sign messageaising the Digital Signature Algorithm
(DSA). For details on these algorithms, see[2].

Both algorithms involve scalar point multiplication (divisor P multiplied by
scalar integer k) on the Jacobian of the HEC, which is de ned as adding P to
itself k j 1 times. Sincek j 1 point additions is very slow, a square-and-add
approadc called binary expansion can be used. Given k is expressedas a binary
vector, the basescan be calculated by repeatedly doubling P. Then for each 1in
the binary represenation of k, add the appropriate basisto a running total. On
average,this requiresn doublesand 5 adds, and can be exciently implemenrted
using a point doubler and a point adder operating in parallel.

A point doubleris essetially aspecial caseof a point adderwhereboth inputs
are equal. Many multiplications can be replacedwith squaring operations, which
are signi cantly faster because eld squaring can be implemented very quickly.



Givenit takes®time units to completean add, and — time units to complete
a double, the statistical expected amourt of time required to multiply a point
by an n-bit integer can be computed. For ® < 2, the time required is discussed
in Proposition 2.

Prop osition 2. Let £ be an endomorphismof group G (e.g. the doubling map
for binary expnsion). Let k; be statistically independentand not equaling 0 with
probability +; ® be the time to perform group addition; and ke the time required
to compute ki£'P given £'i 1P, with #® < ~ and the two devices operating in
parallel. The expected time T to compute
A !
% 1 ) 1
k€' P=  ki(£'P) (5)
i=0 i=0

has a sharp upper bound of ‘225?(‘@3 +®+ (nj 1)

Proof. The overall systemcan be modeled as a discrete time D/G/1 queue(see
[9]). Evaluation of the endomorphismcorrespondsto queuearrivals with deter-
ministic interarrival times X equalto . For the servicetime processY, eadh
queuedeparture is nonzerowith probability + and hencehas servicetime ®. The
following are the "rst and secondorder statistics for stochastic processesX and
Y:
E[X]=" Var(X)=0 E[Y]=@& Var(Y)= @1 %) (6)
For a reasonablylarge n, the mean system waiting time, W, in equilibrium
convergesin distribution to the mean systemwaiting time after (nj 1) time

units due to the basic principles of renewal theory (see[9]). Therefore, T 4
W+ (nj 1) . W can be easily bounded above by the Kingman Moment Bound
(see[1)).

(I=E[X])(Var(X) + Var(Y))

W ey @
Substituting the statistics:
_ @1 9) _ @1 ¥ _
d . . - | .
T=W+(nj 1) - W+®i+(n,l) —m+®i+(n|1)
8

Notice that as ®+ approaches , the bound on the processingtime goesto
in nit y. This is becausethe queuelength builds up inde nitely and the systemis
no longer positive recurrent; the waiting time after (nj 1) time units cannot be
approximated by the equilibrium distribution, and no generalsolution is possible
using this model.

Corollary 2. In the case where u = [2] and G is the Jacobian of a genusg
hyperelliptic curve over Fon: == % ® is the time to perform point addition, and
" is the time to completepoint doubling, with ® < 2. Therefore the mean time T

to perform a point multiplication hasa sharp upper bound of %+ %+ (gnj 1)



3 Copro cessor Implemen tation

In order to e®ectiely utilize FPGA area, the nal coprocessorincludes two
polynomial multipliers and oneead of the other polynomial computation blocks.
A cortrol unit is responsible for channeling data in and out of the computation
blocks, implemerting Cantor's algorithm.

Control

—Norm—

gcd

x
|

MUX Array
MUX Array

Registers
ANINERERNRNNRRENANEE
+
|

— 2 —

Writeback Bus

Fig. 1. Overall CoprocessorArchitecture

3.1 Field Calculation Blo cks

Since eld addition is such a simple operation, a separate Verilog module was
not createdto implemert it.

Field multiplication is at the heart of most calculations, and therefore must
be done quickly and ezciently. Implemented in hardware, Algorithm 1 uses
combinatorial logic to compute ((c+ a)¢ 1)+ f,(c+ta)¢ 1,(c¢ 1)+ f, and
c¢ 1and a multiplexor to selectthe correct result for a given iteration.

While an alternate multiplication designwhich processeanultiple bits at a
time could be implemented, e®ectively making the coprocessoroperate two to
three times faster, the extra arearequiremerts are not physically realizable on
a Xilinx FPGA. Theseare known asD = X multipliers where X is the number
of bits that can be simultaneously computed.



For "eld squaring, Algorithm 2 step two is a rewiring, using no gates. If
the upper bits are zero (such as when squaring 1), the algorithm is complete.
Otherwise, during ead loop iteration, updating band g can occur independertly
and consequetly during the sameclock cycle. By consideringtwo bits of g rather
than one, steps v e and six can be comrbined using a multiplexor.

Field inversion is used in the polynomial GCD and polynomial division
blocks. Algorithm 3 is implemented as a nite state machine.

Table 2. Field Implementation Results

\ Mo dule [Clo ck Cycles [Slices [Max Speed]

Field Multiplication 2o0r115*? 399 96 MHz
Field Squaring 20r59° 186 | 124 MHz
Field Inversion 395 (avg) 1631| 98 MHz

& When multiplying by zero or one, the res_ylt. is immediate

. — 1 . . .
b When squaring a "eld elemert of degree 5 or less,only reassignmert is required

3.2 Polynomial Calculation Blo cks

Polynomial blocks are collections of the appropriate "eld blocks combined to
implemert various algorithms. The cortrol structure only has accesso polyno-
mial units; therefore, all functionality required by Cantor's Algorithm must be
available through polynomial calculation blocks. Additionally , polynomials have
no maximum degree.The input sizefor ead polynomial block was determined
by the maximal value of the intermediate states, and ensuresthere will be no
over°ow problems.

The addition block acceptsthree input polynomials of maximum degreesix,
and returns their sum. This requires 1582 XOR gatesand is completely combi-
natorial.

The maximum degreeever encourtered during multiplication for the “rst
input is v e, and the secondinput is two. Therefore, the polynomial multiplier
must accommalate multiplication of a degree v e polynomial by a degreetwo
polynomial. This requires ead of six eld multipliers to complete three multi-
plications, as demonstrated by Algorithm 4. The version implemented in this
designincludes casesto ched for multiplication by both zero and one, which
results in a two clock-cycle calculation.

The ring squareracceptsinputs with degreeup to three, and returns polyno-
mials of maximal degreesix. Its implementation consistsof four “"eld squarers,
operating in parallel.

Ring division is by far the most complex and time-consuming operation.
The number of required clock cyclesgreatly dependson the degreesof the two



input polynomials, which can range from zeroto six for the numerator, and zero
to four for the denominator. The greater the di®erencein degree,the longer
the processingtakes. A special caseof scalar multiplication by the inversewas
incorporated for a zero degreedenominator.

Ring normalization makesa degreetwo polynomial monic by multiplying its
terms by the inverse of its leading coezcient. It is implemented using a “eld
inverter and two “eld multipliers.

T T
— sl
o) o)
& & [ s2
[ [
z Zz —s3
o o
8] O —d
sl/s2 =y
s3=yX + 7
~—/ ~—/

Fig. 2. Dual Degree Two Case GCD Calculation Block

While all the casesdescribed in Table 2 are signi cantly faster than using
the Extended Euclidean Algorithm for the GCD computations, the chip area
required to implemertation all the casesis prohibitiv e. Therefore, only the "nal
casewhered; = d,; = 2isimplemented asshown in Figure 2, usingtwo eld mul-
tipliers, a "eld squarer,and a "eld inverter. For all other cases,the coprocessor
control subsystemusesthe already existing polynomial logic blocks to perform
the Extended Euclidean Algorithm. Since the probability of having d; < 2 or
d, < 2 is small, the adverseperformance e®ectsare trivial.

Table 3. Ring Implementation Results

\ Mo dule [Clo ck Cycles [Slices [Max Speed]
Ring Addition 1 791 83 MHz
Ring Multiplication 2 to 353 1,561 64 MHz
Ring Squaring 2 or 59 515 55 MHz
Ring Division 2to 2,300 |8,337| 80 MHz
Ring GCD 1,270(avg) |3,515| 96 MHz
Ring Norm 615 (avg) 2,488 71 MHz

3.3 Control Implemen tation

Using the available polynomial computation blocks, a cortrol block operated
by a nite state machine decideswhich data should enter eac polynomial ring



unit, decideswhen the unit is done processing,and keepstrack of intermediate
variables as Cantor's algorithm progressesThe scheduling is programmed into
the state machine. Since somecomputation blocks require a variable number of
clock cyclesto complete,the control mecanism doesnot try to usea result that
has not yet beenobtained, and it also doesnot waste time waiting for a result
that has already returned.

Two di®eren control medanisms were designed.The “rst is a nite state
machine which performs general point addition. The secondis a "nite state
madhine which performs point doubling. The point doubler is not as simple as
the one described in [18] becausethe implemented curve usesH (u) = u rather
than H(u) = 1. The implementation results of both are included in the next
section.

4 Performance

Sincethe emphasisof this paper is on the hardware implementation, the software
implemerntation is not extensiwely discussed.The original intent of the software
versionwasto verify the correctnessof the hardware version; howewver, an e®ort
was made to minimize both memory usageand runtime. On a Pentium 111, 1.2
GHz, point addition, doubling, and multiplication can be completed in 1.97,
1.01, and 222 milliseconds, respectively.

Using the Xilinx ISE toolswith target chip con gured asthe Virtex 11 FPGA,
the "nal implementation results for the hardware version are stated in Table 4.
Through both experimental tests and application of Corollary 2, point multipli-
cation can be achieved in 20.2 milliseconds. The smallest Xilinx device support-
ing the full point multiplication architecture using a parallel adder and doubler
is the Virtex 11 2VP30, which has 30,816slices.

Table 4. Hardware Implementation Results

| Operation [Clo ck Cycles [Slices [Max Speed|Time |

Point Addition 4,750 16,600 45MHz |1051s
Point Doubling 4,050 15,100 45 MHz 901's

5 Conclusion

By using many standard nite “eld algorithms, and an alternate method for com-
puting the GCD, this implementation is proof that HECC can be implemented
at speedscomparableto ECC, and realizable in areassuited for embedded ap-
plications.



An important thing to keepin mind when comparing theseresults to those of
ECC coprocessoramplemerting an equal level of security is the algorithm com-
plexity. Cantor's algorithm operates over polynomials and not individual “eld
elemernts, which results in much higher FPGA area requiremerts. The timing
results in Table 4 could easily be reduced by a factor of 10 by usinga D = 16
“eld multiplier (such asin [16]); however, such a chip would have unreasonable
spacerequiremerts and not be physically realizable on most FPGA's.

Future work on this project is expected at both the hardware and software
levels. We are interested in carrying the implementation forward and complet-
ing the ASIC level designand eventual fabrication of the chip. Additionally , we
are extending the implementation to usethe ¢-adic method for point multipli-
cation, as described in [8] and more extensiwely in [13]. We are also examining
implemenrtations of a gerus three curve over Fye, On a 64-bit system.

6 Errata

This section lists revisions from the original publication:

{ The original paper assumedpoint multipliers were integers from approxi-
mately the set Z=d'Z, which is incorrect. They are actually from Z=cf"Z,
and for gerus two this doubles multiplication times from 10.1msto 20.2ms.
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