Wireless LANs and MANS




e
IEEE 802.11 Standards

A PHY/MAC:

802.11: MAC, 2Mbps FHSS 2.4GHz PHY, 2Mbps DSSS
2.4GHz PHY, IR PHY

I 802.11a: 54Mbps OFDM 5GHz PHY

I
I 802.11b: 11Mbps DSSS 2.4GHz PHY
:
I

802.11g: 54Mbps OFDM DSSS 2.4GHz PHY

I 802.11n: 100+Mbps MIMO OFDM PHY/MAC

A Security:

802.11i: Security Enhancements, TKIP, AES
802.11r: Key Exchange for Fast Handoff
802.11s: Mesh Networking
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PHY: Basic RF Properties

Standard 802.11a 802.11b 802.11¢g
Frequency 5.1 GHz, 5.2 GHz, |2.4 GHz; 2.4 GHz;
5.7 GHz; 20 MHz wide 20 MHz wide
40 MHz wide
Data Rate 6,9,12, 18, 24,36, |1,2,55,11 Mbps |6,9, 12, 18, 24, 36,
48, 54 Mbps 48, 54 Mbps
Modulation OFDM-{BPSK, DSSS-{DBPSK, OFDM-{BPSK,
QPSK, 16QAM, DQPSK, CCK, QPSK, 16QAM,
64QAM} PBCC} 64QAM}
TX Power {40, 200, 800} mW | 1000 mW (US); 1000 mW (US);
(US) 100 mW (Europe) | 100 mW (Europe)
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e
PHY: 802.11 FHSS

A FHSS = Frequency Hopping Spread Spectrum

A Signal hops between 79 different frequencies
I dwells at each one for 10 to 200ms
I predefined sequence for hopping

Channel 1 = 2402 MHz
Power / Channel 2 = 2403 MHz
A v

NAANNANAONNNN N )

Channel 79 = 2480 MHK
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PHY: 802.11a OFDM

A OFDM = Orthogonal Frequency Division Multiplexing

A Problem: Mobile, urban environments cause rapidly
fluctuating signal quality (multipath fading)

A Solution: Slow everything down, but use
simultaneous parallel frequencies

A
Normal Wideband Signal

OFDM Signal
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s
PHY: 802.11b DSSS

A DSSS = Direct Sequence Spread Spectrum

A Use same power, but spread it out over a larger
bandwidth

A Causes less interference, more resistant to noise

Povaer Typical Narrowband Signal A Normal Signal modulated
[\ by 11-bit Barker Code
Original Sequence 0 | 1

Barker Code  [1(0/2/1{0/1{1{zjojo/d[o/2{1lojz{{z/ool0

Spread Spectrum Sigral XOR Result (10{2{2/0{z{2{zjojojojo[z{ojo[z{olojojz{1]1
/ / \ \ >Freq increases frequency
(bandwidth)

same power, just spread ou
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s
PHY: 802.11g OFDM

A Same as 802.11a, but at 2.4 GHz

A Adds additional rates onto 802.11b, making it
backward compatible
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MAC: 802.11 Topologies

Infrastructure
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s
MAC: 802.11 DCF

A DCF = Distributed Coordination Function
A Regulates the RF i who can talk and when?

_ Complex DCF
Simple DCF used when network crowded Done
Yes ¥
; Yes v Yes
Anyone Anyone Receive  [Timeout
Transmitting? Transmitting? ACK?
No vNo [
Trar;'smit Timeout Transmit Transmit
Packet RTS Paciket
v No
v Receive Yes | Anyone )
Done CTS? Transmitting?
Ye ."5% = o
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e
MAC: Network Formation

beacon

STA beacon H AP

probe request

A

A

»
»

probe response

A

association request

»
»

association response

A

possible authentication and
key exchange (802.111)

A
v

data (possibly encrypted)

A

»
»
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e
MAC: Packet Format

A 24 to 30-byte header (WDS has 30-byte)
A 0, 4, or 8-byte encryption header

I O bytes = no encryption

I 4 bytes = WEP encryption

I 8 bytes = WPA/802.11i encryption

A 8-byte LLC header

A Packet Data

A 4 to 16-byte encryption checksum if encrypted
A 4-byte CRC-32

encrypted if privacy is enabled

MAC Enc | LLC Enc

Header Hdr | Hdr Payload Cksm CRC
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e
MAC: MAC Header

A Contains flags, addresses, sequence numbers

A Addresses:
I wired to wireless: src, AP/BSSID, dst (3 addresses)
I wireless to wireless: src, IBSSID, dst (3 addresses)
I WDS: src, src AP, dst AP, dst (4 addresses)

MAC Header Format

Frame Ctl| Address 1 Address 2 Address 3 |SeqNo| Address 4
(4 bytes) (6 bytes) (6 bytes) (6 bytes) (2 bts) (6 bytes)

Qy]‘-ﬁrr-#
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e
MAC: Frame Control

Frame Control and Duration Fields

Ver | Type | Subtype Flags Duration / ID
(2b) | (2Db) (4 bits) (8 bits) (16 bits)
Packet Type Flags:

Atype (adhoc, AP, WDS), 2 bits
Amore fragments, 1 bit

Aretry, 1 bit

Apower management, 1 bit
Amore data, 1 bit

Aencrypted payload, 1 bit
Aorder, 1 bit

Common Types:
Abeacon = 0x80
Anormal data = 0x08
Aprobes = 0x50
Aauthentication = 0xb0
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e
MAC: Beacons

A Beacons transmitted by AP to advertise
network

ACan be disabled for il
A Contain the following information:

I network name (SSID)

I channel / frequency

| supported data rates

| authentication requirements

I encryption schemes used
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Standards and Terminology

A |EEE 802.16: IEEE WMAN Standard
I 802.16: original standard
I 802.16d 5802.16-2004: fixed WMAN standard
I 802.16e: revision to support mobile WMAN

A Industry Terms:
i Fixed WiMAX = 802.16-2004 I
I Mobile WIMAX = 802.16e
FAWI MAXO I mplies certifi
I WIBRO = Korean version of early 802.16e draft
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Technology Comparison

Bandwidth

WiFi WiMAX
802.11 802.16

Today

Tomorrow
WRAN
802.22
Range
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WIMAX Applications
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WIMAX Deployment Bands

ARCTIC OCEAN
- e P |
CANADA - |EUROPE RUSS-IA@& 5:8
%8, 2& & 5.8 GHz <) R
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Initial WIMAX Forum focus on 3.5 GHz profiles T Not usable in USA
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e
Expected Timeline

A IEEE Standard Approval
I Fixed WIMAX: early 2005
I Mobile WIMAX: early 2006

A Certified Products Available:
i Fixed WIMAX: early 2006
I Mobile WIMAX: early 2007

A Widespread Deployment

I Fixed WIMAX: 2007-2008
I Mobile WIMAX: 2008-2009
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s
IEEE 802.16 PHY Layers

PHY Freq Licensing | Max Mod Duplexing | Multiple Access
SC 11-66 GHz | Licensed 64-QAM TDD, FDD | TDM, TDMA
.16

SCa DC-11 GHz | Licensed 256-QAM TDD, FDD | TDM, TDMA
16a

OFDM | DC-11 GHz | Licensed OFDM with | TDD, FDD | TDM,

.16d 64-QAM supports Mesh
OFDMA | DC-11 GHz | Licensed OFDM with | TDD, FDD | TDM, FDM
.16d/e 64-QAM

HUMAN | DC-11 GHz | Unlicensed | OFDM with | TDD TDM, FDM
.16d 64-QAM
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OFDM

A Orthogonal Frequency Division Multiplexing
A Construct waveforms in the frequency domain
A Basic OFDM transmitter:

cos(2pf.t)
a,
dy,
Baseband
QAM FFT-L transmitted
Symbols waveform
Im
Ay,
sin(2pf.t)
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s
OFDM

A Results is a very windowed power spectrum

A Example baseband PSDs generated in
MATLAB:

N=8 Subcarriers N=64 Subcarriers
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Packet Grouping

Packet

Queue
Pl Packet 1 Packet 2 Packet N S
Header | ' | | Down

A
v

Burst Data Unit

Entire data unit uses the same modulation and coding.
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e
Data Frames

A Downlink Frames:

— Maps specify transmit times of burst data units

Preamble| DL-MAP TDMA || TDMA | | TDMA ||Ramp
Header | UL-MAp BPY 1[BPU 2| | BDUN 1Padi| op 1 || gpy 2 | BDU N ||Down
TDM (Qo0S) TDMA (Best Effort)

A Uplink Frames:
— Contention window for requesting BW allocation

Preamble| Request TDMA (| TDMA TDMA [|Ramp

Header | Window BDU 1/BDU 2 BDUN |Pad BDU 1 || BDU 2 BDU N || Down

A OFDM PHYs do not support TDMA portion
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Basic Duplexing (FDD, TDD)
A Time-Division Duplex:

Uplink Frame Downlink Frame

Downlink Frame

Uplink Frame

Downlink Frame
Time

_| Freq ,

A Frequency-Division Duplex:

- ,
fo Downlink Frame|Downlink Frame|[Downlink Frame|Downlink Frame € Downlink Frame
Uplink Frame | Uplink Frame | Uplink Frame | Uplink Frame € Uplink Frame
Time
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OFDMA and FDM

A Multiplex in both frequency and time

« Downlink o | < Uplink ,
7p]
E BDU 1
= 0 BDU 2
© <
= =
I E = =
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S| = 2 [BDU 2 o
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=~ 0
= BDU4 | ¢ g
BDU 1 BDU 4
BDU 5
Request Window
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