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Cryptography Intro

ÅProvides confidentiality

ÅSecurely exchange information in an insecure 
environment

ÅProcess:

Encryption Decryption
Plaintext Ciphertext Plaintext

Unreadable,

ñrandomò 

information
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Cryptography Intro

ÅEncryption and Decryption are specified algorithms

ÅOnly valid users know how to perform decryption

ÅTwo approaches:

ïKeep encryption and decryption algorithms secret: ñsecurity through 

obscurityò

ïAdd another variable, called a key that must be known to encrypt and 

decrypt a message

ÅSymmetric-key cryptography Ÿ same key used for both 

encryption and decryption

Encryption Decryption
Plaintext Ciphertext Plaintext

Key Key



ENTS 689i   |  Network Immunity  |  Fall 2008 Lecture 1

Cryptography Intro

ÅSymmetric-key cryptography requires the recipient of 
an encrypted message knows the key

ïCanôt send key in a separate message because an 

adversary could intercept it and know the key

ïAssume key is known

ïWill address key distribution protocols in lecture 3
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Classical Cryptography

ÅCaeser Cipher

ÅJulius Caeser was the first to use this scheme

ÅSubstitution cipher: replace individual characters with 
different characters

ÅCaeser Cipher shifted characters by 3

Plaintext: I HAVE A SECRET 

Ciphertext : L KDYH D VHFUHW
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Classical Cryptography

ÅRotation ciphers: special case of substitution cipher

ÅMap letters to numbers

ïA=0, B=1, C=2, é, Z=25

ÅRotate by a constant k for each character

ïy = E(x) = x + k (mod 26)

ÅFor Caeser Cipher, k=3

ÅDecryption:

ïD(y) = y ïk (mod 26)

ïD(E(x)) = x + k ïk (mod 26) = x

ÅSpecial Case: k=13

ïKnown as ROT-13

ïE() = D()
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Classical Cryptography

ÅAlso known as Monoalphabetic ciphers

ïSame encryption algorithm used for each character

ÅVulnerable to frequency analysis

ïProblem

ÅCharacters and words are not random

ÅContext defines which are used when

ÅCharacters can be considered random variables with a certain 

unique probability distribution (not independent)

ïAttack

ÅCompute probability distribution of characters in the encrypted 

message

ÅCompare with distribution in target language

ÅMap characters back
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Classical Cryptography

ÅFrequency Analysis

ïCan look at individual letters or combinations of letters

ïThe more ciphertext available, the better the result
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Polyalphabetic Ciphers

ÅChange the substitution 
pattern on a per-
character basis

ÅExample: Vigenère
cipher

ïCaeser cipher on each 

character, but change ñkò 

value

ïWord or phrase was used 

to determine ñkò values, 

repeated over and over
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Polyalphabetic Ciphers

ÅCanôt apply frequency analysis directly 
because the translations change every 
character

ÅFatal flaw: repeating key

ÅGuess key length, treat ciphertext as 
interwoven Caeser ciphers

ÅCompute probability distribution

ÅRotate until it matches
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Polyalphabetic Ciphers

ÅV(0..25) = vector of target language probabilities

ÅFor L=1 to maxLength

ïPartition message into L sub-messages, M(1) é M(L)

ïFor i=1 to L

ÅH = Histogram(M(i))

ÅFind value k(L, i) that minimizes e(L, i) = sum(rotate(H, k(L, i)) ïV)

ïerror(L) = sum(e(L,i))/L

ÅKey is the values k(L, .) that minimizes error(L)
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Polyalphabetic Ciphers

ÅEnigma Machine: Famous 

Polyalphabetic cipher

ÅPer-character subsitution cipher

ÅEach key press rotors turned to 

change the substitution pattern

ÅResult: 16,900 key strokes before the 

pattern repeated

ÅFlaws:
ïCharacters never mapped to themselves

ïE() = D()

ïOperator errors

ïKnown plaintext

ÅGiven operator errors, analysts could 

determine key
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Perfect Secrecy

ÅIn 1948, Claude Shannon invented the basis of Information 

Theory in his publication ñA Mathematical Theory of 

Communicationò

ÅLet P=plaintext, C=ciphertext, K=key

ÅTo be secure: Pr(P|C) = Pr(P)

ÅBayesô Theorem says: 

ÅTo be secure: Pr(C|P) = Pr(C)

ÅPr(C|P) = Pr(K), thus we must have Pr(C) = Pr(K)

ÅThus the key must be just as random as the ciphertext

)Pr(

)Pr()|Pr(
)|Pr(

C

PPC
CP =
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Perfect Secrecy

ÅOne-Time Pad

ÅNon-repeating set of keys on pieces of paper glued together

ÅSender and receiver need identical pads

ÅSender uses Vigenère cipher

ÅRow used is based on key value from pad

ÅNever reuse key values

ÅProvably secure, but pads difficult to distribute and maintain
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Modern Cryptography

ÅModern symmetric-key cryptography can be 
characterized as:

ïBlock Ciphers

ïStream Ciphers

ïMessage Integrity Codes
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Block Ciphers

ÅTypically: N bits of plaintext and N bits of key 
yield N bits of ciphertext

ÅAssume K and C are uniformly random, P can 
have any distribution

ÅCalled block cipher because it operates on 
block of N bits of data at a time

Encryption
N bits

Plaintext

N bits

Ciphertext

N bits

Key
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DES

Å Digital Encryption Standard, adopted 1976

Å In early 1970s, USG recognized the need for a standardized block cipher

ïProvide high level of security

ïEasy to understand and implement

ïReleasable and exportable

ï Validated by the public

Å 1972: call for proposals from National Bureau of Standards (now NIST) 

received few responses

Å 1974: second call

Å IBM cipher ñLuciferò was accepted

Å Eventually accepted by ISO as an international standard for encryption
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DES

Å 16 rounds of substitution and 

transposition

ï Substitution abstractly performed by 

ñS-Boxò

ï Permutation permutes bit sequences 

using ñP-Boxò

ï Product cipher alternating application 

of S-Box and P-Box

Å Uses ideas of confusion and 

diffusion

ï Confusion: substitution

ï Diffusion: spread effects of change in 

the plaintext throughout ciphertext

Å E() = D()
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DES

Å64-bit plaintext, 56-bit key, 64-bit ciphertext

ÅKey really 64 bits long, with 8 bits parity

ÅKey length concerns

ï56 bits long, try all keys until successful (C,P known)

ïEstimate in 1977 guessed that for $50M you could crack a 

key one day

ïMooreôs law: computers keep getting faster

ïIn 1997 a distributed network of 3500 computers cracked 

the a DES key in 4 months

ïIn 1998 for $130K you could crack a key in < 5 days

ï2008: 10 years later, computers are 60x faster

ÅNetwork of 3500 could crack in 2 days
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DES

Å56-bit key too short, how can we make it more 
secure?

ÅEnter ñTriple DESò aka ñ3DESò

ÅUses 3 DES keys: k1, k2, k3

ÅComputes: C = DES(k1, DES(k2, DES(k3, P)))

Encryption
N bits

Plaintext

N bits

k1

Decryption Encryption
N bits

Ciphertext

N bits

k2

N bits

k3

Compatible 

with DES if 

k1=k2=k3
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DES

ÅGoal of 3DES: 3x the key length, 2112x the attack complexity

Å3DES attack: meet in the middle

ïAssume C, P known

ïCompute X = E(E(P, k1), k2) for all k1, k2

ïCompute Y = D(C, k3) for all k3

ïFind points where X=Y, verify with a second set of C, P

ÅKey length: 168 bits

ÅKey strength: 112 bits

ÅAttack requires O(2n+1) crypto operations and O(2n) storage 

space



ENTS 689i   |  Network Immunity  |  Fall 2008 Lecture 1

AES

ÅAdvanced Encryption Standard

ÅDES system limited, longevity questioned

ÅJanuary 1997, NIST issued a call for a new block 
cipher

ÅRequirements

ïUnclassified and publicly disclosed

ïFree from intellectual property restrictions worldwide

ïUsable with key sizes 128, 192, 256

ÅAugust 1998, five finalists chosen

ïMARS, RC6, Serpent, Twofish, Rijndael

ïRijndael selected due to performance
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AES

ÅSimilar structure to DES

ÅRounds depends on key 
size

ï9, 11, 13 for 128, 192, 256

ÅPer-byte S-boxes (16 for 
128-bit AES)

ïConfusion

ÅPermute bytes, mix 
together with XOR

ïDiffusion

ÅAdd round-specific value 
generated from key
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AES

ÅMuch research analyzing the structure

ïLook for mathematical relationships between input 

and output

ïAllow you to mathematically solve for the key

ïCurrently solving those equations more difficult 

than brute-forcing the key

ÅCurrently no significant attacks possible 
against AES

ÅEmbraced world-wide as the next-generation 
block cipher standard
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Block Ciphers

Å A few architectural flaws:

ïSusceptible to change (malleable)

ÅUser encrypts P to C and transmits

ÅAdversary alters C to Cô

ÅUser decrypts Cô to Pô Í P

ÅFor block ciphers, adversary cannot make deterministic changes to P due to 

diffusion

ïMessages larger than one block must be split up into blocks (known as ECB, 

Electronic Code Book)

ïSusceptible to block reordering, deletion, replay, etc
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Block Ciphers

ÅCipher Block Chaining (CBC) addresses some of these 

issues

ÅInvented by IBM in 1976

ÅEach plaintext block is XORed with previous ciphertext block 

before encryption

ÅUses random initialization vector (IV) to ensure uniqueness
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Block Ciphers

ÅCBC mode introduces performance problems

ÅCanôt parallelize the encryption

ÅNew modes designed:

ïOffset Codebook Mode (OCB)

ÅPhil Rogaway, UC Davis, 2002

ïCounter CBC-MAC Mode (CCM)

ÅRuss Housley, then IETF Security Chair, 2003

ÅOCB covered by patents

ÅCCM created for use in WiFi without need to 
pay royalties (slightly less efficient)

ÅCCM embraced by WiMAX, 3G, etc
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Block Ciphers

ÅAES-CCM: Uses AES to generate a ñkey streamò

ïFeed an incrementing counter into AES blocks

ïEach one computes a pseudo-random sequence

ïXOR with data

ÅKey stream blocks can be generated in parallel in hardware

ÅLooses diffusion properties of AES

Data Block 1 Data Block 2 Data Block N CBC-MAC

AES(key, IV || 1) AES(key, IV || 2) AES(key, IV || N) AES(key, IV || 0)XOR

Ciphertext

é

é




