Public Key Cryptography
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Public Key Cryptography

A Symmetric Key:

I Same key used for encryption and decrypiton
I Same key used for message integrity and validation

A Public-Key Cryptography

I Use one key to encrypt or signh messages

I Use another key to decrypt or validate messages
A Keys

i Public key known to the world and used to send you a message
I Only your private key can decrypt the message

Public Key Private Key

Plaintext
Decryption

Plaintext Ciphertext
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Public Key Cryptography

A Motivations
I In symmetric key cryptography, a key was needed between every pair
of users wishing to securely communicate
A O(n?) keys

I Problem of establishing a key with remote person with whom you wish
to communicate

A Advantages to Public Key Cryptography

I Key distribution much easier: everyone can known your public key as
long as your private key remains secret
I Fewer keys needed
A O(n) keys

A Disadvantages
I Slow, often up to 1000x slower than symmetric-key cryptography .oz,
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Cryptography and Complexity

A Three classes of complexity:
I P: solvable in polynomial time, O(n°)

I NP: nondeterministic solutions in polynomial time,
deterministic solutions in exponential time

I EXP: exponential solutions, O(c")

A Cryptographic problems should be: incredsing
I Encryption should be P
I Decryption should be P with key
I Decryption should be NP for attacker

A Need problems where complexity of solution
depends on knowledge of a key
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Modular Arithmetic Review

A Integers modulo prime p form an algebraic ring

A Example:
I Z(mod 7)={0,1, 2, 3,4,5, 6}
I Addition: 4 +5=9=2 (mod 7)
I Multiplication: 4 *5 =20 =6 (mod 7)
I Additive Identity: 4 + 0 =4 (mod 7)
I Multiplicative Identity: 4 * 1 =4 (mod 7)
I Inverse: 4*2=8=1(mod 7)
A41=2(mod?7)
A21=4(mod?7)
A Can use Euclidean Algorithm to find inverses (mod p) in polynomlal

Ty
"5’?‘? ‘:.‘?

TRyLR

ENTS 689i | Network Immunity | Fall 2008 Lecture 2




e
Knapsack Problem

A Finding subset of items that completely fill a
knapsack

A Cast mathematically, find a binary selection
vector v; such that: Ava =T

A Vector a, represents the size of the items and ,
and T Is the total size of the knapsack

A Example:
i a={5,8,2 9 11, 4}
I T=14
i Solution: v={0, 1, 1, 0, 0, 1} ;,@
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Knapsack Problem

A Finding vector v for an arbitrary knapsack is an NP problem

I Deterministic exponential solution: try every vector 2"
I More efficient: recursive algorithm on sorted knapsack

A Superincreasing knapsack: -
i Special case where a > a a
i Polynomial-time solution exists 71
A Example:
i a={1,3,6, 13, 25, 51}
I T=32
I Solution

ACanét have 51
A Must have 25, result is 7 -
ACandét have 13, N \*

LT

A Must have 6, result is 1, etc RS
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Knapsack Problem

A Use knapsack problem for cryptography
I Plaintext is vector v
I Ciphertextis target T
I Key Is vector a

A Need two equivalent knapsacks
I Regular knapsack for encryption, k. (public key)
I Superincreasing knapsack for decryption k, (private key)

I Need a way to convert a superincreasing knapsack to a
regular knapsack

A Technique: use modular arithmetic
Ak, =c k, (mod n)
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Knapsack Problem

A Example:

ENTS 689i

¢4=1{1, 3,6, 13, 25, 53}

kK. = 51 ky (mod 107) = {51, 46, 92, 21, 98, 28}
MessageM={0,1,1,0,1, 1}

Ciphertext T = 264

Decrypt using Ky

ANeed to Aundoo multiplication b
algorithm to determine that 51 * 21 (mod 107) = 1, so 21 = 511
A Compute new ciphertextTé6 = 264 * 21 (mod 1

A Must have 53, result is 34

A Must have 25, result is 9

A Cannot have 13

A Must have 6, 3, resultis {0, 1, 1, 0, 1, 1}
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Knapsack Problem

A Proposed in 1978 as a public-key encryption
scheme

A Analysis in 1983 showed flaws

I Heuristic techniques for determining multiplier and
modulus

I Results in a polynomial-time algorithm to derive kg
from k,

I Flaw means that cryptosystems based on
transforming a superincreasing knapsack are
Insecure

L ERETy
= L]
L, -
18 5a
4 o

TRy 1.9\‘-;

ENTS 689i | Network Immunity | Fall 2008 Lecture 2




e
RSA

A Rivest-Shamir-Adleman
A Also introduced in 1978

A Based on the difficulty of factoring a large composite number
Into two large primes
I Believed to be an exponential-time problem
I Polynomial-time algorithms exist for Quantum computers

ARelies on generalization of I
¥ (M =1 (modn)

A j (n) is the number of numbers less than n, coprime with n

i Eul elotiéns Function
I Forn=p,j(n)=n-1, forany prime p
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I Forn=pq,] (n)=] (p)) (q) = (p-1)(g-1), for any primes p, q 9@
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RSA

A Uses modular arithmetic, for plaintext P, ciphertext C
C = P° (modn) P=C (modn)
A Need values d, e, n to make it work
AUsing Fermatodos Theor em:
I Let n = pq for primes p, q, test for prime is polynomial
i Letd=el(modj (n)), Euclidean algorithm is polynomial
AThen: p=c® (modn)
=(P*)? (modn)
= P* (modn)
= P* (modn)
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RSA

A Direct Attack
I Attacker needs to be abl e t
I Thatis, C=P°®(modn)
AIf C, e, n known, compute P
A log,(C) = e (mod n)
A Solving in R is easy, but in Z (mod n) is EXP
A Rather than attack directly, try to find private key
I Adversary needs to know | (n) to compute d from e
I To know | (n), attacker must know p, g used to compute n

I Attack requires factorization
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RSA

A Security of RSA
I Used in nearly every secure transaction over the Internet

I Originally n was 512 bits (RSA-512)

A Now crackable in under a year on a standard desktop computer
A Roughly equivalent to DES

I Most current Internet sites use RSA-1024
A Infeasible to crack given current processing power

I Most new standards and systems recommend RSA-2048
A RSA-2048 keys are as difficult to crack as AES-128
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El Gamal Encryption

A RSA can be cracked either by:
I Solving Discrete Logarithm (DL) problem
I Factoring public key

A Factoring is easier

ANeed a cryptosystem t|
factoring, and based solely on DL problem

A Result would be more secure
I Shorter key length for the same level of security

A Invented by El Gamal in 1984
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El Gamal Encryption

A Use multiplicative group of integers (mod p)
I Any algebraic group will work

A Key generation
I Select prime p, integers a, X < p / private key {x}
I Compute r = ax (mod p) / public key {p, a, r}

A Encryption

I Select random integery <p
I Compute c, = &, ¢, = MrY / ciphertext {c,, C,}
A Decryption
I Compute plaintext = c;*c,
I cyXc, = () XMy =M a (aX)y = M a¥y a*¥ =M (mod p)
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