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Public Key Cryptography

Å Symmetric Key: 

ïSame key used for encryption and decrypiton

ï Same key used for message integrity and validation

Å Public-Key Cryptography

ïUse one key to encrypt or sign messages

ï Use another key to decrypt or validate messages

Å Keys

ïPublic key known to the world and used to send you a message

ï Only your private key can decrypt the message

Encryption Decryption
Plaintext Ciphertext Plaintext

Public Key Private Key
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Public Key Cryptography

ÅMotivations

ïIn symmetric key cryptography, a key was needed between every pair 

of users wishing to securely communicate

ÅO(n2) keys

ïProblem of establishing a key with remote person with whom you wish 

to communicate

ÅAdvantages to Public Key Cryptography

ïKey distribution much easier: everyone can known your public key as 

long as your private key remains secret

ïFewer keys needed

ÅO(n) keys

ÅDisadvantages

ïSlow, often up to 1000x slower than symmetric-key cryptography
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Cryptography and Complexity

ÅThree classes of complexity:

ïP: solvable in polynomial time, O(nc)

ïNP: nondeterministic solutions in polynomial time, 

deterministic solutions in exponential time

ïEXP: exponential solutions, O(cn)

ÅCryptographic problems should be:

ïEncryption should be P

ïDecryption should be P with key

ïDecryption should be NP for attacker

ÅNeed problems where complexity of solution 
depends on knowledge of a key

P

NP

EXP
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difficult
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Modular Arithmetic Review

ÅIntegers modulo prime p form an algebraic ring

ÅExample: 

ïZ (mod 7) = {0, 1, 2, 3, 4, 5, 6}

ïAddition: 4 + 5 = 9 = 2 (mod 7)

ïMultiplication: 4 * 5 = 20 = 6 (mod 7)

ïAdditive Identity: 4 + 0 = 4 (mod 7)

ïMultiplicative Identity: 4 * 1 = 4 (mod 7)

ïInverse: 4 * 2 = 8 = 1 (mod 7)

Å4-1 = 2 (mod 7)

Å2-1 = 4 (mod 7)

ÅCan use Euclidean Algorithm to find inverses (mod p) in polynomial 

time
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Knapsack Problem

ÅFinding subset of items that completely fill a 
knapsack

ÅCast mathematically, find a binary selection 
vector vi such that:

ÅVector ai represents the size of the items and , 
and T is the total size of the knapsack

ÅExample:

ïa = {5, 8, 2, 9, 11, 4}

ïT = 14

ïSolution: v = {0, 1, 1, 0, 0, 1}
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Knapsack Problem

ÅFinding vector v for an arbitrary knapsack is an NP problem

ïDeterministic exponential solution: try every vector 2n

ïMore efficient: recursive algorithm on sorted knapsack

ÅSuperincreasing knapsack:

ïSpecial case where 

ïPolynomial-time solution exists

ÅExample:

ïa = {1, 3, 6, 13, 25, 51}

ïT = 32

ïSolution

ÅCanôt have 51

ÅMust have 25, result is 7

ÅCanôt have 13,

ÅMust have 6, result is 1, etc
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Knapsack Problem

ÅUse knapsack problem for cryptography

ïPlaintext is vector v

ïCiphertext is target T

ïKey is vector a

ÅNeed two equivalent knapsacks

ïRegular knapsack for encryption, ke (public key)

ïSuperincreasing knapsack for decryption kd (private key)

ïNeed a way to convert a superincreasing knapsack to a 

regular knapsack

ÅTechnique: use modular arithmetic

Åke = c kd (mod n)
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Knapsack Problem

ÅExample:

ïkd = {1, 3, 6, 13, 25, 53}

ïke = 51 kd (mod 107) = {51, 46, 92, 21, 98, 28}

ïMessage M = {0, 1, 1, 0, 1, 1}

ïCiphertext T = 264

ïDecrypt using kd

ÅNeed to ñundoò multiplication by 51 (mod 107), use Euclidean 

algorithm to determine that 51 * 21 (mod 107) = 1, so 21 = 51-1

ÅCompute new ciphertext Tô = 264 * 21 (mod 107) = 87

ÅMust have 53, result is 34

ÅMust have 25, result is 9

ÅCannot have 13

ÅMust have 6, 3, result is {0, 1, 1, 0, 1, 1}
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Knapsack Problem

ÅProposed in 1978 as a public-key encryption 
scheme

ÅAnalysis in 1983 showed flaws

ïHeuristic techniques for determining multiplier and 

modulus

ïResults in a polynomial-time algorithm to derive kd

from ke

ïFlaw means that cryptosystems based on 

transforming a superincreasing knapsack are 

insecure
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RSA

ÅRivest-Shamir-Adleman

ÅAlso introduced in 1978

ÅBased on the difficulty of factoring a large composite number 

into two large primes

ïBelieved to be an exponential-time problem

ïPolynomial-time algorithms exist for Quantum computers

ÅRelies on generalization of Fermatôs theorem:

Åj(n) is the number of numbers less than n, coprime with n

ïEulerôs Totient Function

ïFor n = p, j(n) = n-1, for any prime p

ïFor n = pq, j(n) = j(p)j(q) = (p-1)(q-1), for any primes p, q

)(mod1)( nx n =j
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RSA

ÅUses modular arithmetic, for plaintext P, ciphertext C

ÅNeed values d, e, n to make it work

ÅUsing Fermatôs Theorem:

ïLet n = pq for primes p, q, test for prime is polynomial

ïLet d = e-1 (mod j(n)), Euclidean algorithm is polynomial

ÅThen:
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RSA

ÅDirect Attack

ïAttacker needs to be able to compute ñDiscrete Logarithmò

ïThat is, 

ÅIf C, e, n known, compute P

ÅlogP(C) = e (mod n)

ÅSolving in R is easy, but in Z (mod n) is EXP

ÅRather than attack directly, try to find private key

ïAdversary needs to know j(n) to compute d from e

ïTo know j(n), attacker must know p, q used to compute n

ïAttack requires factorization

)(modnPC e=
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RSA

ÅSecurity of RSA

ïUsed in nearly every secure transaction over the Internet

ïOriginally n was 512 bits (RSA-512)

ÅNow crackable in under a year on a standard desktop computer

ÅRoughly equivalent to DES

ïMost current Internet sites use RSA-1024

ÅInfeasible to crack given current processing power

ïMost new standards and systems recommend RSA-2048

ÅRSA-2048 keys are as difficult to crack as AES-128
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El Gamal Encryption

ÅRSA can be cracked either by:

ïSolving Discrete Logarithm (DL) problem

ïFactoring public key

ÅFactoring is easier

ÅNeed a cryptosystem that doesnôt involve 
factoring, and based solely on DL problem

ÅResult would be more secure

ïShorter key length for the same level of security

ÅInvented by El Gamal in 1984
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El Gamal Encryption

ÅUse multiplicative group of integers (mod p)

ïAny algebraic group will work

ÅKey generation

ïSelect prime p, integers a, x < p / private key {x}

ïCompute r = ax (mod p) / public key {p, a, r}

ÅEncryption

ïSelect random integer y < p

ïCompute c1 = ay, c2 = Mry / ciphertext {c1, c2}

ÅDecryption

ïCompute plaintext = c1
-x c2

ïc1
-x c2 = (ay)-x Mry = M a-xy (ax)y = M axy a-xy = M (mod p)




