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Key Agreement

• Two people want symmetric-key keying 
material to have a fast, secure conversation

– How can they agree on a shared symmetric key 

without it being transmitted in the clear?

– How can they be sure who they are talking to?

• Man in the middle attacks

A B
K?
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Key Agreement

• Requirement: some assumption of pre-existing trust

– Two devices that have no trust relationship cannot 

securely communicate

– Either need direct trust relationship or transitive trust 

relationship

• A trust B

• A trust C and C trust B -> A trusts B

A B

C
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Key Wrapping

• Simplest approach: Key Transport

– Assume A and B share key K

– A sends Enc(K, newK) to B

– K is called Key Encryption Key (KEK)

– AES Key Wrap:

A B
Enc(K, newK)
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Key Derivation Functions

• KDFs: Key Derivation Functions

– Used to take one key and drive another

• Basic scenario

– A and B trust each other and share a key

– How can they use that key to derive another key to encrypt their conversation?

• Multiple keys

– Long-term key, or root key

– Session keys for each session

• Why multiple keys?

– Each time key is used it is exposed, more information available to crack it

– By deriving different keys for each session, a cracked key is only useful for a 

limited amount of data

– Statistical attacks require many ciphertexts; limit number of ciphertexts used 

for each key
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Key Derivation Functions

• Key Hierarchies

– Ksi = KDF(Kroot, Entropy)

• KDF is a cryptographic one-way function

– Given output impossible to compute input

– Typically based on cryptographic hash functions

• Entropy ensures unique keys

– Need to make sure we get a different session key every 

time

– Entropy is “fresh” data meaning a value never-before used

• Counter

• Random Number

Kroot

Ks1 … KsN
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Key Derivation Functions

• TLS-PRF (Pseudo-Random Function)

– Inputs

• Secret = s1 || s2

• Label (name of the key being derived)

• Seed (entropy)

– Output

• HMAC_MD5(s1, label || seed) XOR HMAC_SHA1(s2, label || seed)

• Allows for arbitrary-length output using simple expansion function

A0=HMAC-MD5(s1, label || seed) A1=HMAC-MD5(s1, A0) A2=HMAC-MD5(s1, A1)

B0=HMAC-SHA1(s2, label || seed) B1=HMAC-SHA1(s2, B0) B2=HMAC-SHA1(s2, B1)

A0 XOR B0 A1 XOR B1 A2 XOR B2
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Key Derivation Functions
GKDF-X(Y, Z)

X  length, in octets, of the desired output

Y  secret key

Z  inputString

GKDF-X (Y, Z) {

n = ceiling integer of ( X / KS );

/* determine number of output blocks */

M_0 = "";

result = "";

for i = 1 to n {

M_i = MAC_Y (i || Z);

result = result || M_i;

}

return truncate(result, X)

}
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Key Derivation Protocols

• Assuming you have a root key and KDF

– How do you exchange the entropy?

– How do you verify the other party knows the root key?

• Authentication

• Mutual Key Derivation Protocols

– Both sides contribute random data to the entropy

• Protects against one side having week random number generator

– Add MICs to prove knowledge of the key
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Key Derivation Protocols

• Case Study: GPSK

– Used for authentication in wireless networks

Client Server

ID_Server, RAND_Server, CSuite_List

MAC_SK(ID_Peer, ID_Server, RAND_Peer, 

RAND_Server, CSuite_List, CSuite_Sel)

MAC_SK(RAND_Peer, RAND_Server, 

ID_Server, CSuite_Sel)

SK = GKDF(PSK, Csuite_Sel || RAND_Peer || RAND_Server || ID_Peer || ID_Server)

Derive other keys as well, session keys used to encrypt wireless packets.
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KW / KDF / KDP Summary

• Assumption

– Preshared Key between two parties

• Key Transport

– Use key to encrypt another key

– Transport encrypted key across network

• Key Agreement

– Use key to derive another key with a KDF

– Protocol allows entropy exchange

• Key Agreement generally believed to be more 
secure
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Three-Party Key Agreement

• Based on transitive trust relationships

– A trust C

– C trust A A trusts B

– B trust C B trusts A

– C trust A

• C is a “trusted third party”

• Three-party key agreement allows all 3 parties 
to mutually agree on a key
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Three-Party Key Agreement

• Otway-Rees Protocol

– M = message identifier (unique number)

– A, B = identities of A and B

– NX = Nonce = Entropy

– {…}X = Encryption using key X

A B S

Trusted 3rd Party
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Three-Party Key Agreement

• Case Study: Kerberos

– Based on the Needham-Schroeder Protocol

– Designed in late 1980s by MIT

– Revised in early 1990s for better security

– Single-signon Protocol

• Type your password once when you log in to a system

• Resulting keys are used to derive session keys for all 

network services

– Encrypted network file access

– Email

– etc

– Used by Windows 2000 for Active Directory
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Three-Party Key Agreement

• Basic Kerberos Configuration:
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Three-Party Key Agreement

• Cryptographically:

Variables:

c: client identity

tgs: TGS identity

timeexp: expiration time

n: random value

Kx,y: key between x and y

Tx,y: ticket between x and y

contains Kx,y etc

ts: time stamp

ck: checksum
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Three-Party Key Agreement

• Security problems with Kerberos

– Original versions based on DES, vulnerable to brute-force 

attack

– AES versions now standardized

– Vulnerable to dictionary attack

• Was considered for use in wireless authentication

– Rejected due to dictionary attack issues

• Newer versions allow you to do initial authentication 
with public key cryptography

– No problems with insecure passwords
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Public-Key Key Agreement

• Everything discussed so far used purely 
symmetric-key cryptography

• What about public-key cryptography?

– Allows you to establish a key with a completely 

unknown individual

– Assumes each has a public key known to the 

other
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PK Key Transport

• RSA Key Exchange

– Assumes A knows B’s public key

– Encrypt newK using PubB

• Simple and easy

• Man in the middle attack

– B cannot verify who sent him the key

– Only B was authenticated, not A

A B
Enc(PubB, newK)
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PK Key Agreement

• Diffie-Hellman: most famous key agreement protocol

• Discovered before RSA

• Original break-through in public-key cryptography
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PK Key Agreement

• Can use Diffie-Hellman with any algebraic group

– Z mod p

– Elliptic curve group

• Security of DH

– Bounded by the “Computational Diffie-Hellman Problem”

• Given g, ga, gb, compute gab

– Related problem: “Decisional Diffie-Hellman Problem”

• Given g, ga, gb, z, determine if z = gab

– Currently DH is secure because we assume the DHP is 

difficult in the selected groups

• No known ways to solve DHP

• Best-known attack is bounded by DL problem
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Authenticated DH

• DH variant includes a password as a part of 
the exchange

– EKE: Encrypted Key Exchange

– DH-EKE

• Designed by Bell Labs in 1992

• Patented

– Basic idea: g = password

• Significant result

• Allows you to authenticate to a random person, and is 

invulnerable to dictionary attack

• IPR has prevented widespread use
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Authenticated DH

• Another form of DH allows you to use certificates

• Three types

– DH Anonymous (DHanon)

• Original DH, no authentication

– DH with Certificates

• Certificate authority signs your values of g and ga, and “aòremains private

• Allows anyone on the Internet to initiate a secure DH exchange with a 

known party by simply exchanging public keys

– DH Ephemeral (DHE)

• Encrypt DH exponents with RSA public keys and exchange

• Use RSA certificates to perform the authentication to know with whom you 

are communicating

• Can use different exponent for every transaction
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Case Study: TLS Handshake

• TLS (Transport Layer Security) used widely on the Internet to 

establish secure connections

• Nearly all secure transactions on the Internet use TLS

• TLS can use many different ciphersuites

– Labeled to define key exchange, cipher, and has function

– Key exchange: RSA, DH, ECDH, SRP, PSK

– Authentication: RSA, DSA, ECDSA

– Symmetric ciphers: RC4, 3DES, AES, IDEA, DES

– MIC: HMAC-MD5, HMAC-SHA1

• Allows two authentication options

– Only authenticate server

– Authenticate both the client and the server
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Case Study: TLS Handshake

CipherSuite Key Exchange   Cipher      Hash

TLS_NULL_WITH_NULL_NULL               NULL           NULL NULL

TLS_RSA_WITH_NULL_MD5                 RSA            NULL         MD5

TLS_RSA_WITH_NULL_SHA                 RSA            NULL         SHA

TLS_RSA_WITH_RC4_128_MD5              RSA            RC4_128      MD5

TLS_RSA_WITH_RC4_128_SHA              RSA            RC4_128      SHA

TLS_RSA_WITH_IDEA_CBC_SHA             RSA            IDEA_CBC     SHA

TLS_RSA_WITH_DES_CBC_SHA              RSA            DES_CBC      SHA

TLS_RSA_WITH_3DES_EDE_CBC_SHA         RSA            3DES_EDE_CBC SHA

TLS_DH_DSS_WITH_DES_CBC_SHA           DH_DSS         DES_CBC      SHA

TLS_DH_DSS_WITH_3DES_EDE_CBC_SHA      DH_DSS         3DES_EDE_CBC SHA

TLS_DH_RSA_WITH_DES_CBC_SHA           DH_RSA         DES_CBC      SHA

TLS_DH_RSA_WITH_3DES_EDE_CBC_SHA      DH_RSA         3DES_EDE_CBC SHA

TLS_DHE_DSS_WITH_DES_CBC_SHA          DHE_DSS        DES_CBC      SHA

TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA     DHE_DSS        3DES_EDE_CBC SHA

TLS_DHE_RSA_WITH_DES_CBC_SHA          DHE_RSA        DES_CBC      SHA

TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA     DHE_RSA        3DES_EDE_CBC SHA

TLS_DH_anon_WITH_RC4_128_MD5          DH_anon RC4_128      MD5

TLS_DH_anon_WITH_DES_CBC_SHA DH_anon DES_CBC      SHA

TLS_DH_anon_WITH_3DES_EDE_CBC_SHA     DH_anon 3DES_EDE_CBC SHA



ENTS 689i   |  Network Immunity  |  Fall 2008 Lecture 3

Case Study: TLS Handshake
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Case Study: TLS Handshake

• Session resumption

– During initial handshake server provides client with a session-id

– Client can reuse session-id to resume an existing session

– Useful for https

• Authenticate server once

• Open multiple connections to download all the web content while only 

performing public-key operations once

• Issues with TLS

– Use of MD5 and SHA1, both found to be vulnerable to hash collisions

– Doesn’t affect TLS security (still preimage resistant) but worries people

– TLS 1.2 recently approved


