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Key Agreement

ÅTwo people want symmetric-key keying 
material to have a fast, secure conversation

ïHow can they agree on a shared symmetric key 

without it being transmitted in the clear?

ïHow can they be sure who they are talking to?

ÅMan in the middle attacks

A B
K?
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Key Agreement

ÅRequirement: some assumption of pre-existing trust

ïTwo devices that have no trust relationship cannot 

securely communicate

ïEither need direct trust relationship or transitive trust 

relationship

ÅA trust B

ÅA trust C and C trust B -> A trusts B

A B

C
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Key Wrapping

ÅSimplest approach: Key Transport

ïAssume A and B share key K

ïA sends Enc(K, newK) to B

ïK is called Key Encryption Key (KEK)

ïAES Key Wrap:

A B
Enc(K, newK)
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Key Derivation Functions

Å KDFs: Key Derivation Functions

ïUsed to take one key and drive another

Å Basic scenario

ïA and B trust each other and share a key

ïHow can they use that key to derive another key to encrypt their conversation?

Å Multiple keys

ïLong-term key, or root key

ï Session keys for each session

Å Why multiple keys?

ïEach time key is used it is exposed, more information available to crack it

ï By deriving different keys for each session, a cracked key is only useful for a 

limited amount of data

ï Statistical attacks require many ciphertexts; limit number of ciphertexts used 

for each key
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Key Derivation Functions

ÅKey Hierarchies

ïKsi = KDF(Kroot, Entropy)

ÅKDF is a cryptographic one-way function

ïGiven output impossible to compute input

ïTypically based on cryptographic hash functions

ÅEntropy ensures unique keys

ïNeed to make sure we get a different session key every 

time

ïEntropy is ñfreshò data meaning a value never-before used

ÅCounter

ÅRandom Number

Kroot

Ks1é KsN
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Key Derivation Functions

ÅTLS-PRF (Pseudo-Random Function)

ïInputs

ÅSecret = s1 || s2

ÅLabel (name of the key being derived)

ÅSeed (entropy)

ïOutput

ÅHMAC_MD5(s1, label || seed) XOR HMAC_SHA1(s2, label || seed)

ÅAllows for arbitrary-length output using simple expansion function

A0=HMAC-MD5(s1, label || seed) A1=HMAC-MD5(s1, A0) A2=HMAC-MD5(s1, A1)

B0=HMAC-SHA1(s2, label || seed) B1=HMAC-SHA1(s2, B0) B2=HMAC-SHA1(s2, B1)

A0 XOR B0 A1 XOR B1 A2 XOR B2


