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Abstract

Program debugging is often a tedious and difficult process that requires programmers to inspect complicated code

to understand and analyze the program for correctness. In general, programmers spend much time determining which

lines of code may directly or indirectly cause a program crash or a wrong output. Program slicing is a technique that

automates this task by projecting only the subset of the program that may affect the point of interest which could be a

crash point or a point where an incorrect value is printed out. Because the irrelevant code is sliced out, it reduces the

amount of time for debugging or other analysis.

One potential problem with program slicing, however, is that the slices can be too large to be of much use. In this

thesis, we discuss a technique called conditioned slicing which takes into account additional constraints to produce

smaller slices. We improve this technique by considering data dependence edges in addition to program components

when removing elements from the program dependency graph. In this thesis, we also present our implementation of

a conditioned slicing tool for the C language and additionalimprovements that can be done in the future.

1 Introduction

Program debugging is often a tedious and difficult process that requires programmers to inspect complicated code to

understand and analyze the program for correctness. In general, programmers spend much time determining which

lines of code may directly or indirectly cause a program crash or a wrong output. Program slicing is a technique that

automates this task by projecting only the subset of the program that may affect the point of interest (POI) which could

be a crash point or a point where an incorrect value is printedout. Because the irrelevant code is sliced out, it reduces

the amount of time for debugging or other analysis.

Consider the example in Figure 1a which calculates Federal tax based on user inputs. Let us assume thatprintf("%d",

deducts) at line 14 is our POI, presumably because the value ofdeducts is incorrect at that point. Figure 1b shows
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Figure 1: Federal tax program and its slices with respect to two different POIs
Original Program Slice with Respect to Line 14 Slice with Respect to Line 15

1: scanf("%d", &charitableGifts); 1: scanf("%d", &charitableGifts); 1: scanf("%d", &charitableGifts);

2: scanf("%d", &stateTaxPaid); 2: scanf("%d", &stateTaxPaid); 2: scanf("%d", &stateTaxPaid);

3: scanf("%d", &wages); 3: scanf("%d", &wages);

4: scanf("%d", &otherInc); 4: scanf("%d", &otherInc);

5: deducts = charitableGifts 5: deducts = charitableGifts 5: deducts = charitableGifts

6: + stateTaxPaid; 6: + stateTaxPaid; 6: + stateTaxPaid;

7: income = wages + otherInc 7: income = wages + otherInc

8: - deducts; 8: - deducts;

9: if (income <= MAX) 9: if (income <= MAX)

10: taxes = Taxtable(income); 10: taxes = Taxtable(income);

11: else 11: else

12: taxes = AltTax(income); 12: taxes = AltTax(income);

13: printf("%d", income);

14: printf("%d", deducts); 14: printf("%d", deducts);

15: printf("%d", taxes); 15: printf("%d", taxes);

(a) (b) (c)

that the slice of the example with respect to the POI is only a small part of the program which helps programmers to

focus only on the code that influences the incorrect output rather than the entire program.

The initial slicing technique done by Mark Weiser [2] constructs slices with respect to a slicing criterion,< p,V >,

wherep is a program point andV is a set of variables of interest. Any program components that do not transitively

influenceV at p are excluded from the slice. In other words, the slice includes only the subset of a program that

satisfies the following: It affects (1) the value of variables used at the POI or (2) the number of times that the POI or

the statements influencing the POI execute when the program is run.

Slicing can be done efficiently by representing the program as a program dependency graph [1] in which the

vertices represent program components and the edges represent control and data dependences. Using the graph, the

slicing problem now becomes a graph-reachability problem.There exists a control dependence fromn to m if the

execution ofm is controlled byn such as in anif statement. There is a data dependence betweenn and m if n

writes a value that may be read bym. Figure 2 shows the graph representation for the example program of Figure 1.

Note that the slice of the program with respect toprintf("%d", deducts) can be obtained by solving a backward

graph-reachability problem for the corresponding node.

One potential problem with slicing, however, is that slicescan sometimes be too large to be of much use. For

example, let us assume that our POI isprintf("%d", taxes) at line 15 of the program in Figure 1a (presumably

because it had a wrong value oftaxes printed out). Figure 1c shows the slice obtained with respect to the new POI,

which includes the whole program except twoprint statements. This is because all the statements in the slice may
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Figure 2: Program dependency graph of the code in Figure 1
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affect the value oftaxes at line 15. Therefore, in this case, slicing does not provideany help for debugging the

program.

At the point of failure, however, there might be useful information, such as the values of some variables at that

point, which may be exploited to reduce the size of the slice.A technique calledconditioned slicing[3] takes into

account these conditions as constraints on the slicing criterion. For example, let us assume that for our example

program we know that whenprintf("%d", taxes) is executed,income < MAX. This information can be used to

determine that theelsebranch of theif statement at line 9 has never been executed–i.e., the statement at line 12 is

only on infeasible paths. Therefore, the statement at line 12 can be excluded from the slice.

We can improve the conditioned slicing technique defined in [3] by taking into account data dependences that are

only induced by infeasible paths. For instance, Figure 3a shows a slightly different version of the example program

shown earlier. This program always executes the statementtaxes = AltTax(income) at line 9; thus, the statement

is on all feasible paths to the statementprintf("%d", taxes) at line 14. However, if conditionincome < MAX

holds at line 14, then the statement,taxes = AltTax(income) would not affect the printed value becausetaxes is

guaranteed to be overwritten by the statementtaxes = Taxtable(income) at line 11. Therefore, the statement at

line 9 can be excluded from the slice although it is always executed.

This improvement can be accomplished by removing the data dependences that are induced only by infeasible

paths in the context of the given condition. For example, thedata dependence fromtaxes = AltTax(income) to

printf(“%d”, taxes) is induced only by theelsebranch of theif statement. This branch, however, is only on

an infeasible path because the given condition,income < MAX, is consistent with the condition of theif statement,

income <= MAX. By removing the data dependence, the slice without the statementtaxes = AltTax(income) will

be computed.

The remainder of the thesis is organized as follows: Section2 gives an overview of our improved conditioned

slicing technique along with some examples. Section 3 describes the implementation details of our conditioned slicing

tool for the C language. Section 4 provides possible improvements that can be done as future work. Finally, Section 5

concludes the thesis.

2 Overview

Conditioned slicing is done in five phases: partitioning, writing symbolic formulas, theorem proving, pruning, and

slicing. Initially, a program is partitioned into a set of paths so that we can generate symbolic formulas to represent

states along each path. Each path is represented with a sequence of CFG nodes. Since loops and recursion cause an

infinite number of paths, we must approximate cyclic paths by“collapsing” the CFG nodes into a single node. For
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Figure 3: Variation of federal tax program and its slices with respect to two different POIs
Original Program Previous Conditioned Slicing Our Improved Conditioned Slicing

1: scanf("%d", &charitableGifts); 1: scanf("%d", &charitableGifts); 1: scanf("%d", &charitableGifts);

2: scanf("%d", &stateTaxPaid); 2: scanf("%d", &stateTaxPaid); 2: scanf("%d", &stateTaxPaid);

3: scanf("%d", &wages); 3: scanf("%d", &wages); 3: scanf("%d", &wages);

4: scanf("%d", &otherInc); 4: scanf("%d", &otherInc); 4: scanf("%d", &otherInc);

5: deducts = charitableGifts 5: deducts = charitableGifts 5: deducts = charitableGifts

6: + stateTaxPaid; 6: + stateTaxPaid; 6: + stateTaxPaid;

7: income = wages + otherInc 7: income = wages + otherInc 7: income = wages + otherInc

8: - deducts; 8: - deducts; 8: - deducts;

9: taxes = AltTax(income); 9: taxes = AltTax(income);

10: if (income <= MAX) 10: if (income <= MAX) 10: if (income <= MAX)

11: taxes = Taxtable(income); 11: taxes = Taxtable(income); 11: taxes = Taxtable(income);

12: printf("%d", income);

13: printf("%d", deducts);

14: printf("%d", taxes); 14: printf("%d", taxes); 14: printf("%d", taxes);

(a) (b) (c)

each path obtained, a set of symbolic formulas is written outto represent the values of the variables at each point in the

path. In actual executions of the program, variables are always assigned actual values, whereas in symbolic formulas,

the variables are assigned constant values, symbolic variables, or a function of these elements.

In addition to the assignments, each set of formulas has assertions that say certain conditions are true (or false)

at control-points of the program. The symbolic formulas do not provide concrete information about the variables at

the final state (the POI), but we can use a theorem prover to compute the satisfiability of each set of formulas and

determine the feasibility of the corresponding path with respect to the assertions and user conditions (an input to the

slicing tool). Based on the results of the theorem prover, weprune appropriate nodes and edges from the PDG. First,

we remove all program components that occur only in infeasible paths from the PDG. This process ensures that these

components are not included in the slice. Second, data dependence edges that are induced only by infeasible paths are

excluded from the PDG to refine the slicing at the final phase.

Consider the simple example in Figure 4a, which is a subset ofthe example in Figure 3a with a slight variation. The

call to scanf() at line 1 is treated as a special case that assigns an unknown value to its argument. The other function

calls are regarded as typical expressions involving the associated arguments (basically, ignoring interprocedural flow

edges). There are twopossiblepaths in this program–one taking thethenbranch and another one taking theelse

branch of theif statement at line 3. In the partitioning phase, the program is divided into these paths which would

be represented as(n1n2n3n4n5) and(n1n2n3n5) whereni represents a CFG node corresponding to linei. For each of

these paths, a set of symbolic formulas is written out as shown in the example.

There are two kinds of statements in symbolic formulas: assignments and assertions. An assignment assigns a
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Figure 4: Simple version of Federal tax program
Original Program Symbolic Formulas for Path 1 Symbolic Formulas for Path 2

1: scanf("%d", &income); income1 = userInput1 income1 = userInput1
taxes1 = taxes0 taxes1 = taxes0
return1 = return0 return1 = return0

2: taxes = AltTax(income); income2 = income1 income2 = income1
taxes2 = AltTax(income1) taxes2 = AltTax(income1)

return2 = return1 return2 = return1

3: if (income <= MAX) assert(income2 ≤ MAX) assert(¬(income2 ≤ MAX))

4: taxes = Taxtable(income); income3 = income2
taxes3 = Taxtable(income2)

return3 = return2

5: return taxes; income4 = income3 income3 = income2
taxes4 = income3 taxes3 = taxes2
return4 = taxes3 return3 = taxes2

(a) (b) (c)

function of constants and previously defined symbolic variables to a newly declared symbolic variable, which changes

the current state of the program execution. Note that all used variables in the program have corresponding symbolic

variables that are newly defined at each assignment, as illustrated in Figure 4b and Figure 4c. This is to maintain all

symbolic variables at each assignment of the program execution.

Unlike the assignments, assertions do not change the state of the program execution, but rather, they provide useful

information about conditions satisfied by the paths, starting from the entry point to the POI. For example, Path 1 has

taken thethenbranch and Path 2 has taken theelsebranch of theif statement, and each of them has its condition (either

the conditional expression or its negation) upheld in the corresponding assert statement. The theorem prover, then,

computes the satisfiability of the set of formulas based on the consistency of these assertions and a given condition. If

income at line 1 is greater thanMAX, the set of formulas for Path 1 would be inconsistent, which is equivalent to saying

Path 1 isinfeasible.

Next, in the pruning phase, we exclude from the PDG program components and data dependence edges based

on the information about infeasible paths. To do this, we first determine which program components occur only in

infeasible paths. For example, let us assume that Path 1 isinfeasible and Path 2 is feasible. We can determine that

taxes = Taxtable(income) at line 4 occurs only in Path 1 which is infeasible. Therefore, it can be removed from

the PDG. Figure 5 shows the PDG with the node corresponding toline 4, denoted by (1). Removing (1) ensures that

it is not included in the slice when we do a slicing on the remaining graph in the final phase.

As mentioned earlier, we have improved conditioned slicingby eliminating data dependence edges that are induced

only by infeasible paths. For example, let us now assume thatPath 1 is feasible and Path 2 is infeasible. Note that

the data dependence edge betweentaxes = AltTax(income) andreturn taxes which is denoted by (a) is induced
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Figure 5: Program dependency graph of the example in Figure 4a
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Figure 7: Structure of our conditioned slicing tool
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only by Path 2, the infeasible path. Figure 6 shows the PDG after removing the edge (a). When a slicing is performed

on the remaining graph with respect to line 5, the statementtaxes = AltTax(income) will be excluded from the

slice since its corresponding node is not reachable from thenode corresponding to the POI.

Note that a slice alone would include everything because allnodes in the PDG are reachable going backward

from the node corresponding toreturn taxes . Conditioned slicing does a better job because it takes intoaccount

additional constraints given by the user, such asincome <= MAX on the slicing criterion to produce a smaller slice.

The next section discusses more details about how we implemented the conditioned slicing tool for the C language

and illustrates the tool with several examples.

3 Implementation

This section describes the implementation details as well as some difficulties and challenges during the implementa-

tion. Section 3.1 gives an overview of our conditioned slicing tool, and Section 3.2 defines the input to the tool. Section

3.3 explains the partitioning process which divides a program into a set of acyclic paths, and Section 3.4 discusses

how a set of symbolic formulas is written out for each path andexplains in more detail about the formulas.

3.1 General Structure

The structure of our conditioned slicing tool is illustrated in Figure 7, which shows the components that we imple-

mented in shaded boxes. CodeSurfer [6] builds a project out of a source program and constructs corresponding CFGs

and PDGs. CodeSurfer is a software analysis tool developed by GrammaTech that does static program slicing on C
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programs. In addition, it provides useful application programming interfaces (APIs) to access information about the

program such as the CFG and the PDGs. Our conditioned slicingtool is mostly implemented in Scheme using the

CodeSurfer API for the Scheme language.

Once the CodeSurfer project is built, a program is partitioned into a set of acyclic paths using the CFG constructed

by CodeSurfer. For each of these paths, a set of formulas is written so that they can be verified by Yices, the theorem

prover used in our implementation [7]. The Yices theorem prover solves each set of formulas for its satisfiability

which tells us the feasibility of the corresponding path. Based on this information, the appropriate nodes and edges are

removed (pruned) from the PDGs. Finally, we perform slicingon the remaining PDGs to obtain a conditioned slice.

3.2 Input

The input to the conditioned slicing tool consists of a source program, the point of interest (POI) in that program, and

user-supplied conditions that constrain the slicing criterion. Our tool accepts any C program that is written in ANSI C

Standard. The POI may be a crash point or where an incorrect output is printed, which may be determined by a user or

a debugger. Its format should be a source file name and a line number in that file whose corresponding CFG node(s)

has asinglepredecessor.

The user-supplied conditions are used as additional assertions in each set of Yices formulas generated later. Each

condition consists of a source file name, a line number in thatfile, and a conditional expression. For each variable

used in the condition, either it must occur on the given line,or there can only be one declaration of that variable name

in the whole program. This is to avoid the ambiguity of identical variable names declared in more than one scope.

Furthermore, the CFG node(s) that correspond to the given line number must occur at most once on each path since it

is not clear how to handle an assertion in a loop or recursion.

3.3 Partitioning

In the partitioning phase of conditioned slicing, a programis divided into a set of acyclic paths where each path is

represented by a sequence of CFG nodes. The purpose of obtaining acyclic paths is to write a set of symbolic formulas

that conservatively approximates the executions of all possible paths of the program including loops and recursions

which cause cycles in the CFG. Therefore, prior to actually generating the paths, these cycles must be identified and

“collapsed” to ensure the paths are acyclic. Once these components are all identified, we generate the acyclic paths of

the program using depth-first search (DFS) on the CFG.
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Figure 8: Example code that uses for loops
1: int f() {

2: int sum = 0;

3: for (int i = 0; i < MAX; i++) {

4: for (int j = 0; j < MAX; j++) {

5: sum += i + j;

6: }

7: }

8: return sum;

9: }

3.3.1 Loops and Recursion

The CFG nodes of a loop arestrongly-connectedto each other because for every pair of nodesi, j in the loop there is

a path from nodei to node j and another path from nodej to nodei. This is illustrated in Figure 9 which shows the

CFG of the example code in Figure 8. Note that nodesd, e, f , g, h, andi are strongly connected to each other: there is

a path from any node to all other nodes among the strongly connected nodes. The maximal sub-graph that contains all

nodes that are strongly connected to each other is called astrongly-connected component(SCC). For instance, nodes

d, e, f , g, h, andi in the example form a single SCC that contains the bodies of both the inner and outerfor loops.

The SCCs are easy to compute and sufficient to fulfill the purpose of approximating all cyclic paths associated with

loops.

The following algorithm [5] finds the set of SCCs in an intraprocedural CFG calledG:

1. LetSbe an empty set, and letL be a list that contains all nodes inG.

2. Letv be the exit node of the graphGT , a transposed graph ofG.

3. Do a depth-first search onv, labeling each node with its post-order number.

4. Letw be the node inL with the highest post-order number.

5. LetRbe the set of nodes inG that are reachable fromw.

6. If Rhas more than 1 node, add {R} to S.

7. Remove all nodes inR from L.

8. If L is empty, returnS. Otherwise go to Step 4.

Note that this algorithm is only appropriate tointraprocedural CFGs of the program. Applying the algorithm to

the interprocedural CFGs may calculate a wrong set of SCCs. The example C code in Figure 10 is used to illustrate
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Figure 9: Example of a CFG withfor loops
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(i)
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T

return$f
=sum
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Figure 10: Example code to illustrate why SCCs must be computed using intraprocedural, not interprocedural CFGs
1: int g;

2: void foo() {

3: // modifies g

4: }

5: int main() {

6: g = 0;

7: foo();

8: foo();

9: return g;

10: }
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Figure 11: Interprocedural CFG for the program in Figure 10
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this problem. There are two functionsmain andfoo and two calls to the functionfoo in the functionmain . We can

clearly see that there are no cycles in this program. However, its interprocedural CFG does have a cycle, as shown

in Figure 11, which is indicated by the bold directed lines. Note that this is an invalid path in the program; yet,

the algorithm that finds SCCs cannot determine the validity of the path. To solve this problem, we simply prohibit

visiting nodes through interprocedural edges and calculate SCCs for each intraprocedural CFGs instead. This solution,

however, does not solve the problem of finding cycles due to recursion.

Recursion is a programming technique in which a function calls itself (or another function that calls it) to perform

an operation in terms of itself. Since recursion occurs across function calls, cycles due to recursion can be computed

using a call-graph that consists of nodes that represent functions, and edges that represent function calls in a program.

Once the call-graph is constructed, this problem becomes another SCC finding problem. CodeSurfer actually con-

structs a call-graph for the program and also computes SCCs within the graph during a CodeSurfer project build. For

some reason, CodeSurfer does not distinguish between a non-SCC and an SCC with one node in a call-graph. In other

words, call-graphs created by CodeSurfer do not have any edge that leads out of and into the same node (for recursion

that occurs within a single function). Therefore, we must check whether a function that CodeSurfer identifies as a

single-node SCC actually is an SCC that represents a single-function recursion.

Recall that the purpose of collapsing cyclic paths is to conservatively approximate all possible paths in a program.

An SCC does not include all the CFG nodes of the associated path because it may have calls to a function that is not

a part of that particular SCC. Therefore, we must keep this extra information along with each SCC so that we can

correctly represent all paths associated with that SCC. We represent this part of an SCC as a list of CFG nodes with

no particular order.

Consider the example call-graph in Figure 12 where there is recursion between functions B and C, forming an

SCC. Note that the function D is called from the function C butis not a part of the SCC because it does not have

any edge leading into the SCC. However, all the CFG nodes of function D may be on a path that includes a node

in the SCC because D may be called from that SCC. We cannot simply include the CFG nodes of the function D

in the SCC because it is not part of the SCC (e.g., a path from function A to function D should not include the

SCC). Thus, associated with the SCC, we keep a list of “SCC-reachable nodes”: the CFG nodes in the functions

that are reachable from the SCC. For the call-graph in Figure12, the SCC and “SCC-reachable nodes” would be

((b1...bc1...c j)(d1...dk)), whereb1...bi , c1...c j , andd1...dk refers to all the CFG nodes inB, C, andD, respectively.

The CFGs shown in Figure 13 illustrate a program that has a function call from an SCC due to a loop. The SCC

and the “SCC-reachable nodes” obtained for this example would be((cd e)(hi j)).
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Figure 12: Call-graph that has a function call in an SCC
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3.3.2 Path Generation

Once loops and recursion are all identified as SCCs as well as the CFG nodes in the functions that may be called from

nodes in the SCCs (but are not part of the SCCs), a program can be partitioned into a set of acyclic paths from the

entry node of the functionmain to the POI. Another depth-first search algorithm is used, butgoing backwards, starting

from the POI rather than the entry node because starting fromthe entry node may result in too many paths that never

reach the POI. Consider the CFG shown in Figure 14 which has three possible paths from the entry node to the exit

node. However, it has only one path from the entry node to the CFG node corresponding to the POI. Applying the

algorithm backwards, starting from the POI, prevents visiting unnecessary CFG nodes and generating useless paths.

Recall that SCCs and the CFG nodes reachable from the SCCs must be treated conservatively to approximate all

possible paths. Therefore, we include in each path the nodesassociated with the SCCs that are part of the path so that

we can access information about all of the CFG nodes on each path. For example, the SCC information obtained from

Figure 13 is((cd e)(hi j)). When any of the nodesc,d, or e is encountered during the path generation, the list of all

CFG nodes associated with the SCC is written out, which is(cd ehi j) in this example.

At the end of the algorithm, we end up witha list of path listswhere each path list consists of CFG nodes or lists

of CFG nodes representing SCCs; for example, for the CFG in Figure 13, we would have one path, represented as

((ab(cd ehi j) f g)).
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Figure 13: CFG that has a function call in an SCC
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Figure 14: CFG with the POI that is only on one path
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3.4 Yices Formulas

Yices formulas are written out for each path identified by thepath-generation algorithm so that the Yices theorem

prover can solve their satisfiability which also determinesthe feasibility of the path. There are two kinds of formulas

in Yices: definitions and assertions. A definition defines a Yices variable that represents a C variable, and an assertion

says that a certain condition is true. User-supplied conditions, one of the inputs to the tool, are added to the formulas

as additional assertions at appropriate places. The Yices theorem prover solves each set of formulas for its consistency

with respect to the assertions. If a set of formulas is consistent, the corresponding path is feasible. Otherwise, the

corresponding path is infeasible.

Yices formulas use prefix notation, and Yices variables are defined as constants, meaning that they are assigned a

value only once. Furthermore, each Yices variable must havea primitive type such asint or real which correspond

to integer types and floating-point types, respectively, ora composed type such asrecord for structures and unions.

More details on handling these types are discussed later in this section.

Our tool defines a set of Yices variables at declarations and every assignment statement in the program for ev-

ery variable used in the program. The first set of Yices variables, which correspond to the variable declarations, is

defined yet uninitialized, meaning that they are declared but not assigned any values (therefore, hold unknown val-
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Figure 15: C code to illustrate Yices formulas
1: int radius, compute;

2: float result;

3: radius = 2;

4: compute = AREA; // defined 1

5: if (compute == AREA)

6: result = 3.14 * radius * radius;

7: else // compute == CIRCUMFERENCE

8: result = 2 * 3.14 * radius;

ues). This is done by using the Yicesdefineoperation with no right-hand side expression–e.g., the Yices statement

(define x_1::int) declaresx_1 and assigns an unknown value tox_1 . Note that the initialization of a variable at

the declaration is normalized by CodeSurfer into a declaration and a separate assignment to the declared variable.

For each assignment after declarations, a set of Yices variables are defined with right-hand side expressions,

meaning that they are declared and assigned some value. For example, the Yices statement(define x_2::int y_1)

declaresx_2 and assignsy_1 to x_2 . The right-hand side expressions can be a previously definedvariable, a constant,

or a function of these elements. (If the right-hand side expression is not given, the define operator assigns an unknown

value to the target variable.) We use a subscript to distinguish the Yices variables at the different assignments. Once a

Yices variable is defined, it cannot be defined again but can beread anytime.

Consider the example code in Figure 15 which calculates the area or the circumference of a circle. (It actually

computes the area of the circle because the flagcompute is assignedAREAexplicitly at line 4.) There are two sets

of Yices formulas since there are two possible paths in the program. Each set of formulas has an assertion that

corresponds to thethen or theelsebranch of theif statement at line 5, as shown in Figure 16. For the variable

declarations, a set ofdefineoperations is written to declare the corresponding Yices variables (i.e., to define them as

having unknown values). The Yices formulas for the assignment to radius at line 3 consist ofdefineoperations for a

new set of Yices variables that correspond to all the variables in the program. This is illustrated in the Yices formulas

shown in Figure 16. Note that the Yices variableradius_2 is assigned a constant 2 because it corresponds to the C

variableradius at line 3. Other Yices variables,compute_2 andresult_2 are defined as previously defined variables

since no changes are done to the corresponding C variables here.

There are several kinds of variables in the C language to consider because they are all represented using different

Yices defineoperations. The Boolean type is not supported by the C language. Instead, integer values are used to

represent true and false. Therefore, it is important to convert between Boolean expressions and appropriate integer

values. An array, structure, or union cannot be representedwith a single Yices variable. The Yices language does not

support pointers; therefore, we must ensure that any operations involving pointers are handled safely. Furthermore,
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Figure 16: Example code and the corresponding Yices formulas
C Code Yices Formulas for Path 1 Yices Formulas for Path 2

;; variable declarations ;; variable declarations

int radius, compute; (define radius_1::int) (define radius_1::int)

float result; (define compute_1::int) (define compute_1::int)

(define result_1::real) (define result_1::real)

;; variable assignments ;; variable assignments

radius = 2; (define radius_2::int 2) (define radius_2::int 2)

(define compute_2::int compute_1) (define compute_2::int compute_1)

(define result_2::real result_1) (define result_2::real result_1)

compute = AREA; (define radius_3::int radius_2) (define radius_3::int radius_2)

(define compute_3::int 1) (define compute_3::int 1)

(define result_3::real result_2) (define result_3::real result_2)

;; an assertion

if (compute == AREA) (assert (/= (ite (= compute_3 1)

1 0) ) 0)

;; variable assignments

result = 3.14 * radius * radius; (define radius_4::int radius_3)

(define compute_4::int compute_3)

(define result_4::real

(* (* 3.14 radius_3) radius_3))

;; an assertion

else (assert (= (ite (= compute_3 1)

1 0) ) 0)

;; variable assignments

result = 2 * 3.14 * radius; (define radius_4::int radius_3)

(define compute_4::int compute_3)

(define result_4::real

(* (* 3.14 2) radius_3))
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appropriate Yices formulas must be written out for SCCs and the CFG nodes reachable from the SCCs to correctly

keep track of the value of each variable.

The following subsections discuss how to handle the different types that can be used in a C program: scalar types,

Booleans, arrays, structures and unions, and pointers, as well as how Yices formulas are written to safely approximate

the effects of loops and recursions.

3.4.1 Scalar Variables

It is a straightforward task to write Yices formulas for scalar variables. As discussed above, a Yices variable name

consists of the corresponding C variable name and a subscript that corresponds to the current assignment. There are

two primitive Yices types,int andreal , for scalar variables into which we need to map all of the scalar types in C.

This process is trivial since there are only integer and floating-point primitive types in C which correspond toint and

real types in Yices. The right-hand side of an assignment can be a literal, a previously defined Yices variable, or a

function of these elements. This is illustrated in the code previously shown in Figure 16.

3.4.2 Boolean Expressions

The C language does not evaluate logical and relational expressions into Boolean values. Rather, it evaluates them

into integers, either 0 or 1 which implicitly indicates false or true, respectively. In contrast, many other languages

including Yices explicitly evaluate such expressions intoBoolean values, either true or false. Therefore, we must

take an additional step to convert between the Yices Booleans and the C integers to accommodate this particular

characteristic of the C language.

First, we must ensure that the Yices Boolean values are converted into the C integers. For instance, the C code

shown in Figure 17 assigns the evaluated integer value of(x == y) to the variablewat line 1. In the Yices formulas (a

simplified version that shows only the formula for the killedvariable at each assignment), this expression is evaluated

as a Boolean whereas, in C, it is evaluated as an integer. Thisproblem is solved by using the Yicesif-then-else

operationite , to convert true and false into 1 and 0, respectively. This helps us to avoid type mismatches between

Boolean values and integer values.

Second, we must handle conditional expressions such as logical or relational expressions in anif statement which

involves converting the C integers into the Yices Booleans.In the C language, such an expression is implicitly com-

pared to 0 and evaluated as false if it is equal to 0 or true otherwise. Consider the C code shown below in Figure 17

which has a relational expression in theif statement at line 2. There are two assertions associated with this statement

since there are two paths, one with thethenbranch and another one with theelsebranch. The relational expression
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Figure 17: Example code that uses a relational expression inan assignment
C Code Yices Formulas for Path 1 (simplified) Yices Formulas for Path 2 (simplified)

;; assume current subscript # is 2

1: w = (x == y); (define w_2::int (ite (= x_1 y_1) 1 0)) (define w_2::int (ite (= x_1 y_1) 1 0))

2: if (x == y) (assert (/= (ite (= x_2 y_2) 1 0) 0))

3: w = 1; ;; more formulas here

4: else (assert (= (ite (= x_2 y_2) 1 0) 0))

5: w = 0; ;; more formulas here

itself is converted to 0 or 1 using the Yices if-then-else operation. Then, each assertion compares the converted value

of the expression to 0 for equality or inequality, based on which branch is taken in that path, as illustrated in Figure 17.

(Note that this is how control-points in C actually work.)

3.4.3 Arrays

The Yices language does not support array types, but there are several ways to handle arrays in Yices formulas. It

is more complicated to write Yices formulas for an array thanfor a scalar variable because we must consider every

element in the array rather than just the array itself. For example, a statementA[i] = 0, where the array-indexi is

unknown, tells us that some element inA is assigned 0. Sincei is unknown we must ensure that all elements inA are

unknown. There are two broad approaches to writing Yices formulas that correctly handle arrays:

1. Treat each element of an array as an individual Yices variable.

2. Use Yices function types.

The first approach is undesirable because we may end up writing too many formulas for all the array elements used

in the program. Moreover, if an array index is not an integer literal, we cannot determine the target Yices variable

(which also requires writing Yices define operations forall elements of the array to define them to be unknown). The

second approach considers an array as a function that takes one argument: the array index, and returns the value of the

corresponding element. This works fine in Yices for the purpose of simulating arrays although C does not treat arrays

that way.

For multi-dimensional arrays, the function of the current rank will return another function that corresponds to the

next rank. The function that corresponds to the highest rankreturns the value of the element. For example, letA be

an array of size 2×2 and of type integer. In C, there would be a contiguous block of memory allocated for the array,

as shown in Figure 18a. However, in Yices formulas, it is better understood as an array of arrays where the function

corresponding to the first rank returns another function that corresponds to the second rank, as illustrated in Figure 18b.
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Figure 18: Array of size 2×2 in the C language and in Yices formulas

A[0][0]

A[0][1]

A[1][0]

A[1][1]

A[0]

A[1]

A[0][0]

A[0][1]

A[1][0]

A[1][1]

A

(a) 2×2 array in C (b) 2×2 array in Yices

Figure 19: Example code that uses arrays and corresponding Yices formulas
C code Yices Formulas (simplified)
1: int A[2]; (define A_1::(-> int int)) ;; declaration

2: int B[2][2]; (define B_1::(-> int (-> int int))) ;; declaration

3: A[0] = 1; (define A_2::(-> int int) (update A_1 0 1))

4: B[0][1] = 2; (define B_3::(-> int (-> int int)) (update B_2 0 (update (B_2 0) 1 2)))

Consider the example in Figure 19 which shows C code that usesarrays and the corresponding (simplified) Yices

formulas. Each time an array or an array element is defined, a new instance of the array is defined as a function that

takes an array-index argument and returns the appropriate element (which could be another array or just an element).

For each update of an array element, we define the next instance of the array as a new Yices variable and assign

the “ updated” version of the previous instance of the array with anew value for the element. For example, Yices

variableA_2 is defined and assigned an “updated” version ofA_1 where the 0th element gets a new value, 1, for the

corresponding C assignment at line 3 in Figure 19.

3.4.4 Structures and Unions

In the C language, structures are used to define new data typesby clustering a group of variables. Unions are similar

to structures except that all members share the same memory address. Since both structures and unions are frequently

used in practice, our conditioned slicing tool must handle these types properly to be suitable for real C programs. The

code shown below in Figure 20 is used to illustrate how we handle structures.

There are two approaches to writing Yices formulas for structures:

1. Treat each scalar field as an individual Yices variable.
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Figure 20: Example code that uses structures
1: struct V {int x; int y;};

2:

3: struct V incAll(struct V arg) {

4: arg.x = arg.x + 1;

5: arg.y = arg.y + 1;

6: return arg;

7: }

8:

9: void main() {

10: struct V t1, t2;

11: t1.x = 1;

12: t1.y = t1.x;

13: t2 = t1;

14: t1 = incAll(t1);

15: }

2. Use Yices record types.

In most cases, CodeSurfer provides a unique identifier for each field of each structure, and it normalizes each whole-

structure assignment into a sequence of field assignments. For instance, the whole-structure assignmentt2 = t1 at

line 13 in Figure 20 is normalized into two field assignments:t2.x = t1.x andt2.y = t1.y . For these cases, the

first approach (treating each field as an individual Yices variable) seems most natural.

However, CodeSurfer does not provide unique identifiers forthe fields of the temporary variables used to pass

structure parameters or to return structure results, and itdoes not normalize the structure assignments involved in

passing/returning structures. In the PDG for the example, the argumentt1 is passed to functionincAll via two

PDG nodes that represent the whole-structure assignments$param1 = t1 andarg = $param1 . Similarly, the final

value ofarg is returned via PDG nodes that represent the whole-structure assignmentsincAll$result = arg and

t1 = incAll$result . (The problem still remains although we simplified these asarg = t1 and t1 = arg for

convenience.)

Because of the way CodeSurfer handles parameters and function results, treating each field of a structure as an

individual Yices variable would require generating uniqueidentifiers for the fields of structure parameters and return

values. This can become complicated, especially when we have arrays of structures whose fields are arrays, etc.

Therefore, we have chosen to use Yices record types for structures.

Our approach to handling structures involves the followingsteps:

• Define a Yices record type for each structure type defined in the code (struct V in the example).

• Use the appropriate record type to define an initial Yices variable for each structure variable declared in the code
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Figure 21: Yices formulas for the code in Figure 20
Normalized C Code Corresponding Yices Formulas (simplified)

;; define record type

struct V {int x; int y}; (define-type V (record x::int y::int))

;; initial variable declarations

struct V arg; (define arg_1::V)

struct V t1; (define t1_1::V)

struct V t2; (define t2_1::V)

;; new declarations for structure updates

t1.x = 1; (define t1_2::V (update t1_1 x 1))

t1.y = t1.x; (define t1_3::V (update t1_2 y (select t1_2 x)))

t2.x = t1.x; (define t2_4::V (update t2_3 x (select t1_3 x)))

t2.y = t1.y; (define t2_5::V (update t2_4 y (select t1_4 y)))

arg = t1 // call (define arg_6::V t1)

arg.x = arg.x + 1 (define arg_7::V (update arg_6 x (+ (select arg_6 x) 1)))

arg.y = arg.y + 1 (define arg_8::V (update arg_7 y (+ (select arg_7 y) 1)))

t1 = arg // return (define t1_9::V arg_8)

(variablesarg , t1 , andt2 in the example).

• For each use of an individual structure field-e.g.,arg.x andarg.y on lines 4 and 5,t1.x on line 12 and the use

of all fields oft1 on line 13 (due to CodeSurfer’s normalization of that whole-structure assignment)-use a Yices

selectoperation to get the value of that field.

• For each update of a structure variablev, define the next instance ofv as a new Yices variable. A whole-

structure update ofv (for a parameter or returned value) is handled just like an update to a scalar variable, while

an assignment to an individual field ofv involves using a Yicesupdateso that the new instance ofv is the same

as the previous one except at the field that was assigned to.

Our approach is illustrated in Figure 21, which shows the (normalized) code from Figure 20, with the corresponding

Yices formulas.

Unions are very much like structures except that an assignment to a field overwrites the values of all other fields

in the union variable. The results are implementation-dependent if a value is stored as one type and extracted as

another [4]. Our tool handles this problem by assigning unknown values to all the fields with different types than the

one that has just been assigned a value and assigning that same value to all fields of the same type. The unknown

values are generated using special Yices variables becausethe Yicesupdateoperator requires an explicit value to be

assigned. Figure 22 shows a program that uses unions, and thecorresponding Yices formulas.
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Figure 22: Program with unions and corresponding Yices formulas
C Code Yices Formulas

;; define record type

union U {int f1; float f2;}; (define-type U (record f1::int f2::real))

;; initial variable declarations

union U u1, u2; (define $unknown-1::real)

(define $unknown-2::int)

(define u1_1::U)

(define u2_1::U)

;; new declarations for union updates

u1.f1 = 1; (define u1_2::U (update u1_1 f1 1))

(define u1_3::U (update u1_2 f2 $unknown-1))

u1.f2 = 1.0; (define u1_4::U (update u1_3 f2 (/ 10 10)))

(define u1_5::U (update u1_4 f1 $unknown-2))

u2 = u1; (define u2_6::U (update u2_5 f1 (select u1_5 f1)))

(define u2_7::U (update u2_6 f2 (select u1_6 f2)))

3.4.5 Pointers

It is difficult to represent C pointers in Yices because the Yices language does not support reference data types.

(Pointers can be represented as integers since they represent memory addresses. The real problem is that we cannot

refer to a Yices variable.) Therefore, we took a simple step and disregarded all the variables that arepointed-to

by some pointer(s) when writing the Yices formulas. Thepointed-to-by-setof a variable, which is computed by

CodeSurfer during the project build, is a set of pointers that may point to that variable at some point of the program

(flow-insensitive).

If a variable has a non-empty pointed-to-by-set, we remove that variable from the set of variables for which the

Yices formulas are written. When the variable is used in the right-hand side of an assignment, it is evaluated to a

unknown value using a special Yices variable. This is done for pointer dereferences, too. When a pointer dereference

occurs in the left-hand side, we do not write any formulas since formulas for the variables that may be pointed-to-by

pointers are not written anyway. A pointer dereference thatoccurs in the right-hand side is evaluated to a unknown

value since we cannot determine the exact variable that the pointer points to at that moment due to the limitation of

the pointer analysis.

Yices formulas for pointers can still be written out as assignments to the corresponding Yices variables (of type in-

teger). Address-of expressions are handled as if they are evaluated to non-zero values since no variable can be allocated

at address 0. Note that this helps us at least to determine whether or not a pointer is null despite the oversimplification.

The (simplified) Yices formulas in Figure 23 illustrates howpointers are handled. For address-of expressions, we use
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Figure 23: Program with pointers and corresponding Yices formulas
C Code Yices Formulas
/* Ptd-to-by(v) = {p}, Ptd-to-by(v) = {p} */ ;; no formulas for v, w because they are pointed to by p

1: int v, w, x; (define x_1::int)

2: int *p; (define p_1::int)

(define $unknown-1::int)

(define $unknown-2::int)

3: v = 0; ;; no formulas for v because it is pointed to by p

4: w = 0; ;; no formulas for w because it is pointed to by p

5: p = &v; (define p_2::int (subtype n::int (/= 0)))

6: *p = 1 ;; no formulas for lhs pointer dereference

7: p = &w; (define p_3::int (subtype n::int (/= 0)))

8: x = *p + v; (define x_4::int (+ $unknown-1 $unknown-2))

9: p = NULL; (define p_5::int 0)

thesubtypeoperator to restrict the associated variable to hold a non-zero value.

3.4.6 Strongly-connected Components

The purpose of writing Yices formulas for each assignment ina path is to correctly approximate the program state

at that point in the path. Thus, we must ensure that appropriate formulas are written for the SCCs and CFG nodes

reachable from the SCCs that occur in the paths that we generate. The simplest approximation that can be used for

an SCC is assigning unknown values to all the variables that may be killed in the SCC and the CFG nodes reachable

from that SCC. For example, the CFG in Figure 13 has two variables that may be killed in the SCC and the CFG nodes

reachable from that SCC,i andg. Thus, we write two define operations to assign unknown values to bothi andg.

4 Future Work

This section describes possible improvements to the implementation for the future. As discussed earlier, there are

two major areas that we have left overly simplified: strongly-connected components (SCCs) and pointers. Section 4.1

explains how we can handle SCCs better by writing more fine-grained formulas for the SCCs. Section 4.2 describes

how we can exploit some of the pointer analyses to reduce the size of a slice.

4.1 Strongly-connected Components

Previously, we introduced the concept of “collapsing” the CFG nodes in an SCC into a list of CFG nodes to represent an

SCC and functions called from that SCC. This simplifies the Yices formulas a bit too much because most C programs
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Figure 24: Example code used to illustrate how better treatment of loops can be used to reduce the size of a slice
Original Program Conditioned Slice 1 Conditioned Slice 2

1: void main() { 1: void main() { 1: void main() {

2: int a, b, x; 2: int a, b, x; 2: int a, b, x;

3: x = 0; 3: x = 0; 3: x = 0;

4: scanf("%d", &a); 4: scanf("%d", &a); 4: scanf("%d", &a);

5: scanf("%d", &b); 5: scanf("%d", &b); 5: scanf("%d", &b);

6: while (a > 0 && b < 10) { 6: while (a > 0 && b < 10) { 6: while (a > 0 && b < 10) {

7: x = x + a + b; 7: x = x + a + b;

8: scanf("%d", &a); 8: scanf("%d", &a);

9: scanf("%d", &b); 9: scanf("%d", &b);

10: } 10: } 10: }

11: x = x * 2; 11: x = x * 2; 11: x = x * 2;

12: if (b < 10) 12: if (b < 10) 12: if (b < 10)

13: x = x * 2; 13: x = x * 2;

14: else 14: else 14: else

15: x = x * 4; 15: x = x * 4; 15: x = x * 4;

16: printf("x is %d", x); 16: printf("x is %d", x); 16: printf("x is %d", x);

17: } 17: } 17: }

(a) (b) (c)

use loops and recursion extensively. Furthermore, this oversimplification may result in considering too many paths as

feasible. This is because the “collapsing” technique does not take into account useful information about the behavior

of the cycle such as the condition under which a loop terminates. We believe that this can be improved by writing out

the Yices formulas for SCCs at a more fine-grained level.

The code shown in Figure 24a is used to illustrate the possible improvements. Let us assume that the POI is the

printf statement at line 16. The “normal” slice would include the whole program because all of the PDG nodes are

reachable going back from the PDG node corresponding to the POI.

If we also assume that the user-supplied condition is(a == 0) at line 5, then we know that the loop never executes,

because the condition is not satisfied at the zeroth iteration; i.e., any path that follows the true branch out of the loop

condition is infeasible. Therefore, we can remove lines 7 through 9 (the loop body) from the PDG before slicing, as

shown in Figure 24b.

If instead we assume that the user-supplied condition is(a == 10) at line 11, then we do not know anything about

how many times the loop executed, but we do know that the loop exited becauseb wasnot less than 10. Therefore, we

know that thethenbranch of theif statement on line 12 is only on infeasible paths, which allows us to eliminate line

13, as shown in Figure 24c.

Our suggested improvement to write out Yices formulas for loop SCCs involves writing out the paths associated

with zero iterations of the loop, and writing (an approximation to) the paths associated with one or more iterations.
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In the first case, we simply write an assertion of the negationof the loop condition (and ignore the loop body). In

the second case, we assert that the loop condition is true, wedefine all variables that may be killed in the loop to be

unknown, and then assert the negation of the loop condition.

4.2 Pointers

Recall that we disregarded all the variables that may be pointed-to by some pointer(s) when writing Yices formulas

because we cannot determine which variables may be pointed-to by a particular pointer at each assignment. Using the

points-to-sets(the sets of variables that may be pointed-to by each pointer, which are computed by CodeSurfer during

the project build), however, we can write better Yices formulas. In particular, we can write formulas for pointed-to

variables that are assigned to directly, rather than through a pointer dereference. To understand how this can improve

on our current technique for handling pointers, consider the example code in Figure 25a.

Let us assume that the POI is theprintf statement at line 16 and the user-supplied condition is(a == 0) at line 6.

Using the current implementation, the conditioned slice includes every line of the code because all paths are considered

feasible. All paths are considered feasible because no definitions are written for the assignments to variablesx or y

because they may be pointed-to byp, and therefore Yices cannot tell whether the conditions of the if statements are

consistent with the user-supplied condition or not.

If we use the points-to-sets, however, we can reduce the sizeof the slice by writing a definition for variablex at

line 6, giving it the current value of variablea. In this case, since the user-supplied condition says thata is zero, Yices

can infer thatx is also zero, which means that the condition of theif statement at line 7 must be true, so all paths that

take theelsebranch are infeasible. This allows us to eliminate lines 9 and 10 from the slice, as shown in Figure 25b.

This approach still fails to determine that thethenbranch of theif statement at line 12 is only on infeasible paths

(because the assignment via the dereference ofp at line 11 would cause bothx andy to be given unknown values,

sincep’s points-to-set includes bothx andy). To overcome this limitation, we can take a step further andkeep track

of which variable each pointer points to after each pointer assignment when writing out formulas for a path. In the

example, the path that goes through thethenbranch of the firstif statement causesp to point toy. Therefore, the

formulas written for the assignment*p = *p + 1 at line 11 would sety = 1, and would leavex unchanged. This

in turn would allow Yices to determine that the path that takes thethenbranch of the firstif statement and theelse

branch of the secondif statement is infeasible. This allows us to eliminate lines 9, 10, and 13, as shown in Figure

25c.
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Figure 25: Example code used to illustrate how better treatment of pointers can be used to reduce the size of a slice
Original Program Conditioned Slice 1 Conditioned Slice 2

1: void main() { 1: void main() { 1: void main() {

2: int x, y, a; 2: int x, y, a; 2: int x, y, a;

3: int *p; 3: int *p; 3: int *p;

4: y = 0; 4: y = 0; 4: y = 0;

5: scanf("%d", &a); 5: scanf("%d", &a); 5: scanf("%d", &a);

6: x = a; 6: x = a; 6: x = a;

7: if (x == 0) 7: if (x == 0) 7: if (x == 0)

8: p = &y; 8: p = &y; 8: p = &y;

9: else

10: p = &x;

11: *p = *p + 1; 11: *p = *p + 1; 11: *p = *p + 1;

12: if (y > 10) 12: if (y > 10) 12: if (y > 10)

13: a = 20 + *p; 13: a = 20 + *p;

14: else 14: else 14: else

15: a = 30 + *p; 15: a = 30 + *p; 15: a = 30 + *p;

16: printf("a is %d", a); 16: printf("a is %d", a); 16: printf("a is %d", a);

17: } 17: } 17: }

(a) (b) (c)

5 Conclusion

This thesis presented an improved conditioned slicing technique, our implementation of the tool that works for C

programs, and possible improvements that can be done in the future. The conditioned slicing technique [3] is improved

by taking into account data dependences that are only induced by infeasible paths. We implemented the tool for

C programs using CodeSurfer and the Yices theorem prover. There have been difficulties and limitations during

the implementation of the tool due to the time constraint andthe capabilities of the theorem prover. Future work

includes implementing suggested improvements to make the tool more suitable for real C programs as well as empirical

evaluation of conditioned slicing by comparing the slices produced by our conditioned slicing tool and by the “normal”

slicing tool.
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