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Problem 2

Computing the following using the repeated squaring method.
Part a: 22 (mod 17)

Write 20 in binary representation, we get 20 = (10100),.
That means we really want to compute

22" x 22 (mod 17)

We have
22’ =9l =2 (mod 17)
22! =92 =4 (mod 17)
22 =24 =16 (mod 17)
2
92® = (222) =162 (mod 17)
Since we know 16 = —1 (mod 17), thus we have
22’ = 162 = (-1)2=1 (mod 17)
2
22" = (223) =12=1 (mod 17)
Therefore,

220 — (224> X (222) (mod 17)
=1x16 (mod 17)
=16 (mod 17)

We OMIT the solution for the rest of the problems since the technique required to solve other
parts are similart to part a.

Problem 3

Alice and Bob are going to do Diffie Helman with p = 29 and g = 2.
Part a: Assume that Alice picks a = 10. What does Alice send Bob?
Alice will send g% (mod p), thus Alice sends

210 (mod 29)



Using repeated squaring method, we write 10 = (1010)3, then what we really want is

22’ x 22" (mod 29)

Thus, we have

Therefore, Alice wants to send Bob 9.

Part b: Assume that Bob sends b = 8. What does Bob send Alice?
Bob wants to send g” (mod p), then Bob wants to send

28 (mod 29)

From the previous part, we know

22 =24 (mod 29)

Thus, Bob wants to send Alice 24.

Part ¢: What is the shared secret key?
The shared secret key is ¢g?° (mod p). From Alice’s side, she can compute this by

2419 (mod 29)

Again, we will use repeated squaring method to compute 24'° (mod 29). We will OMIT this
step here.

After that, we get

24" =20 (mod 29)

This is our shared secret key.

To confirm that our solution is correct, we can also compute the shared secret key from Bob’s
side as well. Bob will compute 8% (mod 29). By using repeated squaring method (again, we
OMIT it here), we get

88 =20 (mod 29)



In binary, 20 = (10100),.
Part d: If Alice uses a and Bob uses b then let the shared secret key be s(a,b). Find pairs
(a1,b1), (ag,b2) so that a1 # ag, by # be, and s(ay, b1) = s(ag, ba).

If you choose any pairs such that a; # ag, by # be, and aj xby = ag X be, then s(ay, b1) = s(ag, b2).
I will prove it here.
Let @Q = a1b1 = agbs, then we have

Therefore,

s(al, bl) = S(CLQ, b2)

Another acceptable solution is based on Fermat’s little theorem (I will OMIT the proof here,
take MATH 406 if you are interested).

Theorem 1 Given p is a prime, and a is an integer that is not divisible by p, then

a?'=1 (mod p)

In our case, p = 29, and a = g = 2 is not divisible by 29, then we have

22 =1 (mod 29)

You can choose a; = 28, and any arbitrary b;, then

b
s(ar,by) = g¥b = (228) == (mod 29)

Now, if you choose ay is a multiple of 28, but not 28 (i.e 56, 84, ...), and arbitrary by that is
different from by, then we get

CLQZkXCLl(k;Al)

gCLQb2 = gk“lb2 = (ga1>(kb2) = 1(kb2) — (mod 29)

Thus, we see that s(a1,b1) = s(az, b2).

Problem 4

Alice and Bob are doing Diffie Helman with prime p = 6299 and generator g = 2. Alice sends
64. Bob sends 65.
Part a: Find the shared secret key.



We know that p and g are public, and we also know that Alice and Bob are using Diffie Helman
key exchange, so we know Alice will send

a

g* (mod p)

In this case, Alice sends

2% (mod 6299)

Since we also know Alice sends 64, that means

2 =64 (mod 6299)

Clearly, we can see that a = 6 is a solution, then we can compute the secret shared key using
the message Bob sends to Alice.

KEY = 65° = 6177 (mod 6299)

Part b: Give Alice and Bob advice on how they can prevent Eve from using your method, even
if p = 6299.

We crack this key exchange by looking at the message that Alice and Bob send to each other
and see if the message is actually a power of g. Therefore, to prevent this attack, we should tell
Alice and Bob to choose a high value of @ and b so that the discrete log problem that we need
to solve is actually hard.

In practice what people REALLY do is pick a,b between p/3 and 2p/3. (There are reasons why
you don’t want a or b too large either, like p — 1,p — 2. YOU SHOULD THINK ABOUT WHY
USING p — 5 MIGHT BE BAD.)



