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If you re-read these slides offline later, here is the proper 
musical accompaniment:

Star Wars: The Force Theme – by John Williams

https://www.youtube.com/watch?v=W1937VEYguI



Frodo from Mars, and Kyber from Tatooine

What is Frodo?

A Key Exchange Mechanism (KEM) based on (plain) Learning with Errors (LWE).

The Frodo team:

Erdem Alkim, Joppe W. Bos, Léo Ducas, Patrick Longa, Ilya Mironov, Michael Naehrig,
Valeria Nikolaenko, Chris Peikert, Ananth Raghunathan, Douglas Stebila

Why is Frodo interesting?

It’s the most conservative / security-conscious lattice-based KEM.

What is Kyber?

A KEM based on Module (i.e. algebraically-structured) Learning with Errors (MLWE).

The Kyber team:

Roberto Avanzi, Joppe Bos, Léo Ducas, Eike Kiltz, Tancrède Lepoint, Vadim Lyubashevsky,
John M. Schanck, Peter Schwabe, Gregor Seiler, Damien Stehlé

Why is Kyber interesting?

It’s one of the fastest/smallest lattice-based KEMs believed to be secure in the real world.



Learning with Errors [Regev04] (and earlier…)

•  error distribution, e.g., Gaussian

Besides all this awesomeness,
you can also build pretty much
any cryptographic thing you 
want from LWE!



Learning with Errors [Regev05]

•  error distribution, e.g., short Gaussian



Learning with Errors [Regev05, LP11]

•  

 

 

unstructured LWE (compare to, e.g., Ring/Module-LWE)



From LP11 to FrodoPKE

•  

LP11



From FrodoPKE to FrodoKEM

•  



From FrodoPKE to FrodoKEM

•  

implicit rejection
for implicit 
rejection

shared secret



From FrodoPKE to FrodoKEM

The FrodoKEM transform (Variant of [HHK17])

HHK17



The actual FrodoKEM (Encaps)

FrodoPKE
FO xform variant



Frodo’s Security (asymptotic)

•  
FrodoKEM CCA2 in ROM FrodoKEM CCA2 in QROM

 

average-case decision LWE

tight
non-ti

ght

 

(a version of) worst-case BDD/GapSVP



Frodo’s Security (concrete)

•  

based on “known unknowns”
discussion in Kyber round 3 spec



Parameters, details

•  

error distribution
and its std dev

 

 



Module Learning with Errors 
[Brakerski-Gentry-Vaikuntanathan2011]
•  

error distribution, e.g., short Gaussian
for every coefficient of the polynomials



Kyber in a nutshell – Do Frodo, but with MWLE instead of 
LWE!
•  



Conclusion

Thanks for your attention!

NIST will be selecting the first post-quantum standards for KEMs (and digital signatures) around the end of 
December or sometime in early January.

What an exciting time!

Questions?
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