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In this columnwe review thefollowing books.

1. Intr oduction to Cryptography by JohannesA. Buchmann.Reviewedby Andrew Lee.This bookis
anundergraduatetextbookin cryptographywhichdoesnotassumemuchprior mathbackground.

2. Coding Theory and Cryptography: The Essentials,SecondEdition by D.R. Hankerson,D.G.
Hoffman, D.A. Leonard,C.C. Lindner, K.T. Phelps,C.A. Rodger, J.R.Wall. Review by RobertJ.
Irwin. Thebook tries to cover CodingTheoryandCryptography, two topicswith large overlapping
audiencesthat,nevertheless,areusuallyin differenttexts.

3. Cryptography: Theory and Practice by DouglasR. Stinson.Reviewedby William M. SpringerII.
This bookis anundergraduatetextbookin cryptographywhich doesassumesmathematicalmaturity
in thereader.

4. Foundationsof Cryptography: BasicTools by O. GoldreichReview by RiccardoPucella.Seenext
item for brief wordon thecontent.

5. Modelling and Analysis of Security Protocolsby P. RyanandS. SchneiderReview by Riccardo
Pucella.Thereview is actuallya joint review of this bookandFoundations����� . Thereviewer states
that thetwo booksgive two differentviews which complementeachother. Foundations����� looksat
particularprotocols. Modelling ����� looks at how you may useprotocolswith certainpropertiesto
build asecuresystem.

6. Modern Cryptography, Probabilistic Proofs and Pseudorandomness(Algorithms and Combi-
natorics, Vol 17) by OdedGoldreich. Review by AndreeLee. This is a collectionof essaysabout
cryptography, probabilisticproofs,andpsuedorandomness.The essaysarestrongon conceptsand
weakon technicaldetails.

BooksI want Reviewed
If youwantaFREEcopy of oneof thesebooksin exchangefor areview, thenemailmeatgasarchcs.umd.edu
Reviews needto bein LaTeX, LaTeX2e,or Plaintext.

Bookson Algorithms, Combinatorics, and RelatedFields

1. Algorithms:DesignTechniquesandAnalysisby Alsuwaiyel.

2. Immunocomputing:PrinciplesandAppliationsby Tarakanov, Skormin,Sokolova.

3. DiophantineEquationsandPowerIntegral Basesby Gaal.

4. ComputationalLineGeometryby PottmannandWallner.

5. TheDesignandAnalysisof Algorithmsby Levitin.
1 c

�

William Gasarch,2003.

1



Bookson Cryptography and Bookson Learning

1. RSAandPublic-Key Cryptographyby RichardMollin.

2. DataPrivacyandSecurityby David Salomon.

3. Elliptic Curves:NumberTheoryandCryptographyby Larry Washington.

4. Block Error-CorrectingCodes:A ComputationalPrimer by Xambo-Descamps.

5. Logic for Learningby Lloyd.

Bookson Complexity and Logic

1. Essentialsof Constraint Programmingby FruhwirthandAbdennadher

2. TermRewriting Systemsby Terese

Review of2

Intr oduction to Cryptography
by JohannesA. Buchmann

SpringerVerlag,January2001
ISBN 0387950346

Reviewer: Andrew C. Lee CSDept,U. of Louisianaat Lafayette

1 Overview

Buchmann's book is a text on cryptographyintendedto be usedat the undergraduatelevel. As stated
in its preface,the intendedaudiencesof this book are “readerswho want to learnaboutmoderncrypto-
graphicalgorithmsand their mathematicalfoundationsbut who do not have the necessarymathematical
background”. In lessthan ����� pages,it gives a concisepresentationof many basicmethodsin modern
cryptography. Backgroundknowledgefrom algebraandelementarynumbertheoryarereviewedin the�rst
two chapters.Topicssuchaselliptic curvescryptography, identi�cation andPublicKey Infrastructuresare
toucheduponbrie�y in the�nal chapters.

2 Summary of Content

Themajorcontentsof Buchmann'sbookcanbedividedinto theseveralcategories.They aresummarized
asfollows:

Mathematical Preliminaries It includescarefully selectedmaterialsfrom elementarynumbertheory
andalgebra.The presentationemphasizesalgorithmictechniques.For example,an analysisof the
extendedeuclideanalgorithmis provided. Probabilityareintroducedin chapterfour, togetherwith
Shannon's theoremon perfectsecrecy.
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Encryption Substantialamountof materialsare devoted to block ciphers. It explains how it can be
usedin encryptionanddescribesdifferentmodesof operationsof a block cipher. Classicalexamples
of af�ne linear block ciphersareprovided. It thendemonstratesthe insecurityof theseciphersby
providing acryptanalysisof af�ne linearblockciphers.Chapter5 is devotedto DES(DataEncryption
Standard),wheretheunderlyingstructureof DESareprovidedin quitedetails.A brief discussionon
DESsecurityis alsogiven.

Public KeyCryptography Standardmaterialsin this areaareintroducedin chapter7 (e.g.RSA,ElGa-
mal andRabinencryption;Dif�e HellmanKey Exchangeetc.).Motivationson theuseof public key
cryptographyare�rst presentedbeforetheintroductionof thesestandardtopics.

Primality Testingand Factoring Algorithms For primality testing,it includesthe discussionsof Fer-
matTest,CarmichaelnumbersandMiller-RabinTest. For factoring,its major focusis on quadratic
sieve. An analysisof quadraticsieve is alsooutlined.

DiscreteLogarithms Chapter9 discussthediscretelogarithmproblemandits algorithmicsolutions.It
includesboththegenericmethods(e.g.Shanksbabystepgiantstepmethod;Pollard's rho algorithm
etc.)andspeci�c ones(e.g.index calculus).

Digital Signatures CryptographichashfunctionsandMessageAuthenticationCodeare�rst introduced.
The standardmaterialsregardingdigital signatures(e.g. RSA Signatures,ElGamalSignaturesand
DSA) arethencovered.

Other Topics Topicssuchaselliptic curves,identi�cation andpublickey infrastructureareonly covered
brie�y .

3 Opinion

I enjoy readingthis book. Despiteits brevity, I �nd the �o w of ideasin the book quite clearandthe
mathematicstreatmentarerigorous. You caneasily�nd the backgroundmotivationsandthey areusually
explainedin laymanterms. This book alsomaintainits main themewell. In short, it' s focusis in num-
ber theoreticalgorithmsusedfor cryptographicapplications.Readerswill �nd a goodexpositionof the
techniquesusedin developingandanalyzingthesealgorithms.Readerscanalso�nd solutionsto selected
problemsin theappendix.Thesemake Buchmann's text anexcellentchoicefor self studyor asa text for
studentswith suf�cient mathematicsbackgroundin elementarynumbertheoryandalgebra.Note that the
languageof complexity theoryareseldomusedin this text.

To keepthis book short,omissionsseemsto be unavoidable. For example,the coverageon notions
suchascomputationalindistinguishability andelliptic curvescryptographyareminimal. Beforeendingthis
review, I would list somesuggestionsregardingthechoiceof contentsfrom areaderspointof view:

Security goals Beforegoinginto varioustopics,a generalquestionthatanovice readerlike myselfmay
askis “What arethegoalswhendevelopingthesealgorithms?”. Themeaningof securitymayhave
differentmeaningsto differentpeopleat differenttimes. Beforeintroducingthemain topics,it will
beniceto have ageneraldiscussionon thesebasicissues,statingthemodelsthatwill beexaminedin
this text, theassumptionsbeingmadewith respective to thesemodelsandthelimitations(if any) that
they mayhave.
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LIDIA As many of the algorithmspresentedareprovided via LIDIA (a C++ library developedby the
authorandhis colleagues),onemaywonderif LIDIA canbeusedasa tool to illustrateideas.While
I am visiting the associatedwebsite,I learnedthat LIDIA containsmany interestingpackages.For
example,onemayuseit to generateelliptic curvesthatarecryptographicallystrong.Onemayalso
�nd variousalgorithmsfor latticebasisreductionandmany otherinterestingmaterials.It will benice
if wecanuseLIDIA to helpourunderstandingof theseadvancedconcepts.

Background materials Cryptographyis a �eld thatusesmany advancemathematicsandhasimmediate
applicationsin real life. In the text theauthorintroducestheseconnectionsby citing examplessuch
asthe useof smartcards. If possible,materialsthat describethesedevelopmentscanbe collected,
organizedand presentedto the readersas further references.This perhapswill help the readers,
especiallythe youngergenerationsto recognizethe relevanceof mathematicsin the cutting edge
technology.

Review of
CODING THEORY AND CRYPTOGRAPHY: The Essentials,SecondEdition, Revisedand

Expanded3

Authors: D.R. Hankerson,D.G. Hoffman, D.A. Leonard, C.C. Lindner, K.T. Phelps,C.A. Rodger,
J.R. Wall

Series:Pureand Applied Mathematics,Volume234
MarcelDekker, 2000

Hardcover, x + 350pages,$85.00from the publisher
Reviewer: RobertJ. Irwin

1 Overview

It is pretty much taken for grantedthat datastorageand communicationare reliable. Increasingly,
we expect— or hope— that our recordedand transmitteddataaresecure. The theoriesof codingand
cryptographyattendto datareliability andsecurity, respectively. Studentsinterestedin codingtheoryare
likely alsoto be interestedin cryptography, andvice-versa.Moreover, thereis considerableoverlapin the
mathematicalbackgroundrequiredto studythetwo subjects.Giventhesestrongpragmaticties,it wouldbe
agreatboonif onecouldbuy asingletext suitablefor learningbothsubjectsandstill getchangebackfrom
one's $100bill.

The bookunderreview is a new andexpandededitionof an introductorycodingtheorytext by six of
thesevenabove-namedauthors[1], all of Auburn Universityat the time thetext waswritten. Thebiggest
changefrom thepreviouseditionis theadditionof anintroductionto cryptographyfollowing thetext'smore
extensive coverageof codingtheory. Otherrecentworkshave coveredcodingtheoryandcryptographyin
onevolume,too [4, 5]. I' ll saymoreaboutthemlater.

2 Summary of Contents

The book is divided into two parts. Part I: CodingTheorycomprisesthe bulk of the text, nine of its
twelve chapters.This parthasbeenusedto provide materialfor a two-semestersequencein codingtheory
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at Auburn for studentshaving at leasta “rather elementaryknowledgeof linear algebra.”. Linear block
codespredominate,asonewould expect,thoughanentirechapteris devotedto convolutional codes.Part
II: Cryptographypresentsa short introductorycoursein that subject. The septumvirateof authorswrote
the secondpart for a “diverseaudienceof graduateand undergraduatestudentsfrom computerscience,
engineering,educationandmathematics,someof whomwill havehadonly anintroductorycoursein algebra
or numbertheoryat the sophomorelevel.” This is a mighty broadreadershipto serve, one that re�ects
burgeoninggeneralinterestin matterscryptological.

2.1 Part I: Coding Theory

As thesubtitleindicates,coveragereally doesstick to thebasics.Most of the requiredmathematicsis
administeredin small doses,just beforebeingapplied,so asnot to overwhelmweaker hosts. Unutilized
mathematicalgeneralityis avoided.

Theclearlywritten introductorychapterpresentstheparadigmaticcommunication-over-noisy-channel
schemaandprovidessomebasicinformationtheoreticde�nitions (pithy quote:“The mostimportantpartof
thediagram,asfar asweareconcerned,is thenoise,for without it therewouldbeno needfor thetheory.”).
Theideaof encodingamessageto permiterrordetectionis introducedandthemaximumlikelihoodmethod
(MLD) advancedfor decodingwith errorcorrection.MLD is thenanalyzedfor reliability on a few simple
codeschosento yield mixedresults,thusillustratingandpromptingfurtherdiscussionof criteria for code
selection.

The �rst chapteralsoestablishesthe loosede�nition-theorem-proof format usedthroughoutthe text.
Most sectionsbegin with a few key de�nitions which areimmediatelyfollowed by examples. Similarly,
examplesand exercisesaccompany most theoremsand algorithms,so that studentsseecodesin action
straightaway. Theorems,proofs,algorithmsandexamplesareclearlymarked. De�nitions arenot similarly
distinguished,though�rst usesof new termsare italicized in the narrative and referencedin the index.
Overall, the presentationstyle is relaxed andinformal, occasionallyenlivenedby brief chatty interludes.
Thetext is notatall dry.

After the deft set-up,the authorsgo to work presentingvariousfamilies of codes,beginning with a
chapterintroducingsimplelinearcodes,andthevectorspaceconceptsneededto understandtheirproperties.
ThenHammingboundsandperfectcodesareexplored,including HammingandGolay codes.Extended
GolayandReed-Mullercodesarealsodiscussed.Cyclic linearcodesarenext, following a brief review of
polynomialsover �elds of characteristic2.

Other importantcodefamilies are studied,to wit: BCH (Bose-Chaudhuri-Hocquenham; this family
includestheReed-Solomoncodes,which arecoveredin a separatechapter),BurstError-Correcting,Reed-
Muller andPreparata.Occasionally, practicalapplicationsof particularcodefamiliesarementionedto hold
interest. Additional factsabout�nite �elds andpolynomialsareprovided whenandasneeded— often
without proof, however, asby way of review. Combinationsof encodingsarealsodiscussed,suchasthe
useof Reed-Solomonwith convolutional codesfor spacecommunications,or usingburst error-correcting
methodsin conjunctionwith othercodes.

Over 300exercisesareprovided,many of whichoffer thekind of drill undergraduatesneedto testtheir
understanding.Full or partialsolutionsto almosthalf of themaregivenin anappendix.

Overall, the narrative andexamplesof Part I, suchasthe extendedexampleof Reed-Solomon-based
compactdisc encoding,presentthe highlights of the subjectneatly, and the readeris usually alertedto
simpli�cations madeandreal-world detailsomitted.Uniformity of toneandstructurearemaintainedwithin
thispartremarkablywell for awork with sevenauthors.



2.2 Part II: Cryptography

Cryptographyis coveredin threechaptersspanning80 pagesaltogether. Right away, onenoticesthat
Part II is distinctfrom Part I, asidefrom subjectmatter. For example,only thecryptographychaptersoffer
footnotesandend-of-chapterremarks. The edifying andamusingfootnotesprovide intriguing historical
tidbits,oftenaboutcryptologicalembarrassments,thatgivethereaderasatisfying“clued-in” feeling.Chap-
ter endnotesprovide a usefulguideto the bibliography— over threequartersof its 105 entriesconcern
cryptography.

“ClassicalCryptography,” thelead-off chapter, briskly de�nes the�eld andits majorapplicationareas:
con�dentiality, messageandsenderauthentication,messageintegrity, andnon-repudiation.Here,thegen-
eralcommunication-with-encryption scenariois limned, thebasicvocabulary usedin thesequelprovided,
andasequenceof secret-orsymmetric-key encryptionschemesispresented.Theusualpathis taken,starting
with simplesubstitutionciphersandprogressingthroughpolyalphabeticblockciphers(theVigen�erecipher)
andstreamciphers(theVernam,or one-timepadcipher),andendingwith FeistelciphersandtheDataEn-
cryptionStandard(DES).Thedifferent�a vorsof security(unconditional,computationalandprovable)are
informally discussedandKerckhoffs's principlesfor selectingciphersareconsidered.Theone-timepadci-
pheris givenasanexampleof anunconditionallysecureencryptionsystemperShannon's criterion,which
is not rigorouslyde�ned, thougha referenceis provided.

In contrastto the“just in time” approachof the�rst part,mostof thecryptologicalmathematicsexpected
to be unfamiliar to readersis introducedin a dedicatedchapter, “Topicsin AlgebraandNumberTheory.”
Here,thegroundwork is laid for public-key cryptographyin 25 pagesunrelievedly devotedto higherarith-
metic. Topics include the integersmodulo � , quadraticresidues,primality testing,factoringandsquare
roots,anddiscretelogarithms.Complexity mattersarebrie�y , andinformally, addressed.

The �nal chapter, “Public-key Cryptography,” introducesreadersto asymmetricencryptionschemes.
After preliminariesonone-way/trapdoorfunctionsandhashes,theRSAcryptosystemis introduced.Careful
mentionis madeof the fact that, while RSA is basedon the dif�culty of factoring,it is not known to be
equallydif�cult, nor is factoringitself known to beintractable(intractability is not formally de�ned in the
text). Rabin's relatedpublic-key schemeis thengivenandits dif�culty is shown to becloselytied to thatof
factoring.TheElGamalencryptionscheme,basedon theunproven intractabilityof thediscretelogarithm
problemratherthanon factoring,comesnext. Applicationsof public-key cryptographyto digital signatures
andnon-repudiationarecovered.Thetext properendswith adiscussionof severalcryptographicprotocols:
Dif�e-Hellman key agreement,zero-knowledgeproofs,coin-tossingandmentalpoker.

Around 80 exercisesappearin Part II; a goodmix of drill andmoresubstantialproblems,often with
references.As for Part I, almosthalf arefully or partiallysolvedin anappendix.

3 Opinion

Theauthorshave madeafairly goodreadof thecodingtheorypart,whichcannothopeto competewith
the inherentcloak-and-daggercool of the cryptographypart. They clearly took painsto make the former
subjectaspainlessaspossible,if at theexpenseof fuller disclosure.Thereis morethana semester's worth
of codingtheorymaterialhere,up to a yearassumingthe instructor�lls in somegaps.Sharpercoverage
of whichcodesarebestfor particularapplicationswouldhelptheengineeringandcomputersciencemajors
for whomthetext seemsmostsuited.

While a bit of linear algebrais cited by the authorsas the “minimal prerequisite”for undertakinga
codingtheorycoursebasedon their text, studentsfamiliar with discreteprobabilityandthealgebraof �nite
�elds will bemuch thehappierfor it; thebookis not self-containedwith respectto thesesubjects.Perhaps
the doughty, if under-prepared,readercould orient himself from context, but, e.g., the line “...onewhich
utilizesGalois�elds [italics added]GF�
	���
 .” mayappearasthoughdroppedfrom ahelicopter.



Thoughcompact,Part II providesa goodselectionof essentialresultsin cryptography, in somecases
withoutproof. A shortcoursecouldbebasedon thispart,but supplementalmaterialwould beneededfor a
full semestercourse,especiallyonefor graduatestudents.Too often,thetext would have thereaderresort
to Kahn's famoustechno-history[2] or Stinson's populartext [3] for fuller examplesandproofs.Combined
codingtheory/cryptography courses,long or short,could be taughtfrom this text. However, its two parts
areso completelyindependentof oneanotherthatan instructorseekinga moreuni�ed treatmentof these
subjectsshouldlook elsewhere.

The bibliography, while clearly not intendedto be complete,is select. It containsconsiderablymore,
andmoreup-to-date,entriesfor cryptographythanfor codingtheory. Somecryptographyentriesrefer to
goodexpositorymaterialheld in on-line reportsandspecialproceedingsaswell asto standardtexts and
researchpapers.As to mattersof production,the book's layout is clearand its typographyunobtrusive.
SuchmisprintsasI detectedseemedrelatively benignandcorrectablefrom context.

I promisedfurtherword on thecompetition.Therecenttext of TrappeandWashington[4] alsocovers
bothcodingtheoryandcryptography, but with theemphasisreversed:2 chapterscomprisingabout80pages
aredevotedto informationandcodingtheories,with theremainderof this longertext givenover to cryptog-
raphy. Many of thefamiliesof error-correctingcodesdiscussedin thetext underreview arealsocoveredin
[4]; convolutionalcodes,however, areomitted.TrappeandWashington's coverageof cryptographyandits
applicationsis muchbroaderthanthatof Hankerson,etal, including,for example,entirechaptersdevotedto
e-commerceanddigital cash,elliptic curves,andquantumcryptography. Overall,[4] is moreself-contained
mathematically, providing introductorymaterialon �nite �elds anda brief review of discreteprobability
(it is lessself-containedwherevectorspacetheoryis concerned,however). The two authorslink up cod-
ing theoryandcryptographyvia theMcEliececryptosystem,basedon thedif�culty of �nding thenearest
codeword for a linearbinarycode.

Another book, not quite so recent,by Dominic Welsh [5] looks very promising(at the time of this
writing I have not �nished with it). This introductorytext addressesmoreor lessthe sameaudienceas
thoseof Hankerson,et al, andTrappeandWashington,but it is morerigorousthaneither, andso better
suitedfor graduatestudentsor well-disciplinedundergraduates,including mathematicsmajors. At 257
pages,this is theshortestof thetextsmentioned,but by dividing coverageaboutequallybetweencodesand
cryptography, it includesmorematerialon informationandcodingtheorythan[4], andmorematerialon
cryptographythanthebook underreview. Welshis mathematicallyforthcoming;e.g.,informationtheory
andcomplexity issuesreceive formal treatment.In fact,his text seemsto bemoreof aninformationtheory
andcryptographybookthatincludesa substantialamountof materialon error-correctingcodes.Shannon's
approachto information theory, coding theoryandcryptographyis adoptedfrom the outset,so this text
providesa moreuni�ed treatmentthan the others. Given its lengthandbalance,it may be an excellent
choicefor aone-quarter/semestercombinedcoursein codingtheoryandcryptography.
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Review of
Cryptography: TheoryandPractice,SecondEdition

Authorof Book: DouglasR. Stinson
Publisher:CRCPress(339pages)

William M. SpringerII( wmspringer@acm.org) �

October6, 2003

1 Intr oduction

For thousandsof years,menhave usedcodesandciphersto communicatein secret.Historically, the
securityof a cryptosystemwas basedin secrecy: the enemywas unaware of how messageswerebeing
encoded,andif therewereintercepted,wouldhavenoideahow to decryptthem.In moderntimes,messages
areoftenencryptedon theassumptionthat theenemyknows everythingaboutthecryptosystem,with the
exceptionof the secretkey usedto encrypt the message.As a result, moderncryptosystemsare often
mathematicallycomplex, relying on functionsthat are dif�cult to breakeven when massive computing
power is broughtto bear. Mathematicallyde�ned, a cipheris a function which takesasinput a plaintext
message� andakey � , andreturnsanencryptedmessage� . A cryptosystemis oftende�ned asa � ve-tuple

�
����������������� 
 where � is thesetof all possibleplaintexts, � is thesetof all possibleciphertexts, � is
thekeyspace,or thesetof all possiblekeys,and � and � areencryption/decryption functions. � and � are
chosensuchthat for every key � , ��! maps� onto � , �"! maps� onto � , and �"!#�$�%!#�$�&
�
(')� for every
plaintext element� in � . Thesefunctionscanbeanything from simplesubstitution(replaceevery * with

� , for example)to complex mathematicalfunctions.

2 Chapter 1: ClassicalCryptography

No introductionto cryptographywould becompletewithout mentioningsomeof theclassicalciphers,
suchasthesimpleCaesarCipher, which is asimpleshift cipherpurportedlyusedby JuliusCaesar. For �+'

�+',�-'+.0/�1 , (thatis, theplaintext, ciphertext, andkeyspaceareall integersmod26,where*,'2� , 34'65 ,
etc) we de�ne �7!#�$�&
8'9�$�;:<�=
 �$>"?#@A	�B�
 and �"!C�$�=
8'D�$�FEG�=
 �$>"?#@H	�B�
 . Othermonoalphabetic
cipherscoveredin this chapterincludetheSubstitutionCipher(whereeachletter is representedby another
letter; this is known asa permutationcipher)andtheAf�ne Cipher(in which theencryptionfunctionsare
restrictedto the form IJ�$�K
L'M�$NO� :,PQ
 �$>"?C@R	�B�
 ). Polyalphabeticciphersincludethe Vigenerecipher,
which is a shift cipherthat usesa differentshift for eachletter (for example,a VigenereCipherwith key
”cryptography”would encrypta messageas( �TSU:V	#���W/X:+5ZYC�

����� ) andtheHill Cipher, which usesmatrix
multiplication. This chapteralsointroducesthe readerto Alice andBob (residentsof every cryptography
text) andto basiccryptanalysis,including ciphertext only, known plaintext, chosenplaintext, andchosen

[
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ciphertext attacks.This partof thechapterfocuseson frequency analysis,in which theknown frequencies
of lettersanddigramsin commonEnglishsentencesarecomparedwith encryptedlettersanddigramsin the
ciphertext, andtheKasiskitext, which is usedto determinethekey lengthfor polyalphabeticciphers.

3 Chapter 2: Shannon's Theory

In cryptography, therearethreetypesof security: computationalsecurity, which meansthat the best
algorithm for breakingthe cryptosystemrequiresa very large numberof operations;provable security,
which meansthat breakingthe cryptosystemis at leastas hardas solving someotherdif�cult problem,
andunconditionalsecurity, wherethe cryptosystemcannever be broken even with in�nite computational
resources.

Proving thesecurityof acryptosysteminvolvesbasicprobabilitytheory;for example,if acryptosystem
is unconditionallysecure,thenthe probability that a messageis � , given the encryptedmessage� , is the
sameastheprobabilitythatthemessageis � ; thatis, knowing � givesyouno informationabouttheoriginal
message.Shannongave cryptographythetool of entropy, which in this context is a measureof information
or uncertainty. Theexampleusedhereis the �ip of a fair coin; thecoin canlandeitherheadsor tails with
equalprobability. As wecanencodeheadswith a1 andtailswith a0, theinformation(or entropy) of acoin
tossis onebit. Similarly, theentropy of n coin tossesis n bits,aswecanencodethen tosseswith astringof
lengthn.

4 Chapter 3: Block Ciphers and the AdvancedEncryption Standard

Introducedbrie�y at theendof chapter2, productciphersencrypta messagenormally, thenencryptit
againusinga differentkey or method.TheAES cipher, which is now theof�cial standardfor encryption,
is onesuchcryptosystem.AES,which acceptskeys of length128,192,or 26 bits,andbreaksthemessage
into blocksof 128 bits, goesthrougha variablenumberof roundsdependingon the lengthof the key. If
thekey is 128bits,10 roundsarerequired,increasingto 12 for 192bits and14 for 256bits. In eachround,
a varietyof operations(mainly row andcolumnshifts) areperformed,thoroughlyscramblingtheoriginal
message.A new andwidely testedcryptosystem(AES wasoriginally Rijndael,oneof 15 AES candidates
acceptedby theNIST (NationalBureauof Standards,now theNationalInstituteof ScienceandTechnology)
andwent throughthreeyearsof inspectionandtestingbeforebeingacceptedin late2001),AES is secure
againstall known attacks,meaningthat thereareno attacksknown which aresigni�cantly fasterthanan
exhaustive searchof the keyspace. This chaptercovers the old DataEncryptionStandard(DES), AES,
LinearCryptanalysis,andDifferentialCryptanalysis.

5 Chapter 4: Cryptographic Hash Functions

While encryptingdatamaykeepit from beingread,theencryptionis noguaranteeagainstthedatabeing
altered.Hashfunctionscanbeusedto createanauthenticationcode,or �ngerprint, insuringthatthemessage
received is thesameasthemessagethatwassent.This chaptercoversseveralalgorithmsfor authorization
codesandevaluatestheir security.

6 Chapter 5: The RSA Cryptosystemand Factoring Integers

In most cryptosystems,the decryptionfunction is the sameas the encryptionfunction, or is easily
derived from it; sucha systemis calleda symmetric-key cryptosystem.In a symmetric-key cryptosystem,



thecommunicatingpartiessharea commonkey, which mustbekeptsecret;this canleadto problemswith
key distribution. RSA, inventedin 1977by Rivest,Shamir, andAdleman,is an exampleof a public-key
cryptosystem.Public-key encryptionrelieson so-calledone-way functions,wheretheencryptionfunction
is easyto computefrom the decryptionfunction, but not the inverse. One commonlyusedfunction is
factoringlarge numbers;given two large primes,it is easyto multiply themtogether, but dif�cult to �nd
theoriginal numbersgiventheproduct.RSA usesthis function; two largeprimesp andq arechosento be
512-bitprimes,makingtheproducta 1024-bitnumber. This chapterdiscussesseveralresultsfrom number
theory, including the EuclideanAlgorithm andthe ChineseRemainderTheorem,thendiscussesthe RSA
cryptosystem,testingfor primes,factoring,andotherattacksonRSA.

7 Chapter 6: Public-KeyCryptosystemsBasedon the DiscreteLog Problem

As previously mentioned,public key cryptosystemsdependon having appropriateone-way mathemat-
ical functions;onesuchis the discretelogarithmproblem. The securityof thesecryptosystemsis based
on the fact that �nding discretelogarithmsis generallydif�cult, while exponentiationis relatively easy.
Several cryptosystemsbuilt arounddiscretelogarithmsaredescribed,including the well-known ElGamal
Cryptosystem.This chapteralsodiscussessimilarsystemsbasedon �nite �elds andelliptic curves;theend
of thechaptercoversthesecurityof ElGamalsystemsandtheDif�e-Hellman problems,whichareproblems
relatedto Dif�e-Hellman key agreementprotocols.

8 Chapter 7: Signature Schemes

In thephysicalworld,documentsoftenrequiresignaturesto verify theirvalidity. Thesameholdstruefor
digital documents,but specialproblemsapply. First, theremustbea way to guaranteethatthesignatureis
genuine;it mustcomefrom thepersonit purportsto belongtwo. Secondly, thesignaturemustbesomehow
boundto thedocument,sothatavalid signaturecannotbecopiedontosomethingentirelydifferent.Finally,
theremustbeaway to preventreuse;it wouldhardlydo for adigital dollar to bespentmultiple times!

Signatureschemesaresimilar to public key encryption,andindeedthey work well together. For exam-
ple,supposeAlice is sendingamessageto Bob. After writing hermessage,shecomputersasignaturebased
on the message(so it cannotbe reusedfor a differentmessage)andencryptsit usingherprivatekey; she
thenencryptsboththemessageandthesignatureusingBob's public key. WhenBob receivesthemessage,
hedecryptsit usinghisprivatekey, thenusesAlice's publickey to decrypthersignatureandverify thatshe
sentthemessage.

9 Conclusion

I felt that the bookwasquite readable,althoughthe readerwill probablywant to be familiar with the
terminologyof grouptheorybeforeattemptingit. Thetyposoccasionallymakeasectionunclear;thebegin-
ning readerwill want to correctthemusingthe erretalisting at http://www.cacr.math.uwaterloo.ca/dstin-
son/CTAP2/errata.html.My main complaintis the price of the book; for nearly$80 you get a relatively
shortbook(barelyover300pages)which leavesoutsomeimportanttopicssuchasQuantumCryptography;
thosesubjectsarescheduledto appearin acompanionvolume.
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Intr oduction

Thereareessentiallytwo schools,advocatingtwo generalapproachesto theproblemof reasoningabout
the securitypropertiesof a system. What do I meanby a securityproperty? Examplesof theseinclude
secrecy (ensuringthatonly authorizedpartiesgetaccessto a pieceof information),integrity (ensuringthat
messagesexchangedbetweenpartiesarenotmodi�ed in transit),andauthenticity(ensuringthatpartiescan
ascertainthe origin of messages).Reasoningaboutthe securityof a systembasicallymeans�guring out
whetherthe securitypropertiesof interesthold in the presenceof an adversarythat attemptsto attackthe
systemby manipulatingthe environmentin which the systemexecutes.For instance,the adversarymay
intercept,modify, andredirectmessages,mayposeasdifferentparties,etc. In orderto prevent theadver-
saryfrom successfullyattackingthesystem(andtherebyaccesssecretinformation,or corruptingmessages
without any party noticing, dependingon what the securitypropertyis guaranteeingshouldnot happen),
the systemwill typically make useof variousencryptionschemesto encryptthe messagesexchangedby
theparties,signatureschemesto digitally signmessages,andcommunicationprotocolsindicating,say, the
patternof messageexchangesthatneedto occurbetweentheparties.

As I said,historically, two schoolshave emergedconcerningtheanalysisof securityin suchsystems.
Very roughlyspeaking,the�rst school,which is alsotheoldest,focuseson theunderlyingmechanismsfor
providing securemessaging,suchasencryptionschemes(for instance,DES,AES,Blow�sh, RSA,etc),or
signatureschemes.Thecentralthemein this approachis oneof complexity—how dif�cult is it to “break”
thescheme—andrelianceon probabilities.Here,theadversaryis assumedto possessa certainamountof
computationalabilities, without going into the detailsof what exactly thoseabilities are. For instance,a
commonassumptionis to take theadversaryto beableto performarbitraryprobabilisticpolynomial-time
computations.

Thesecondschoolhasfocusednot somuchon thepropertiesof theunderlyingschemes,but ratheron
theway theseschemesareusedin communicationprotocols.Thekind of analysisdoneis morecombinato-
rial in nature.For instance,many protocolshave �a wsthatareindependentof thesecurityof theunderlying
encryptionschemes.To put it bluntly, no encryptionschemeis secureif you stupidly reveal thekey used
to encryptmessagesduringa protocolexchange.This is of courseanextremeexample,but many security
protocolsfail dueto themisuseof perfectlygoodencryptionschemes.To helpconcentrateonthataspectof
securityprotocols,theapproachis to completelyabstractaway from theencryptionor signatureschemes,
assumingthemto beperfect,andratherthanallow theadversaryto breaktheschemes,only allow him to
interceptmessages,constructnew messagesfrom messageshe hasintercepted,andencryptanddecrypt
datafor which he hasthe correspondingkey. While this approachmay seemlesspowerful thanthe pre-
cedingversion(becausetheadversaryis solimited), it hasthedistinctadvantageof allowing for automatic
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veri�cation tools.
I shouldemphasizethatwhile a priori the focusof the two approachesis different—arguably, the �rst

approachtendsto addresslower-level questionsthanthesecondapproach—inrecentyearstherehasbeenan
attemptatreconcilingtheseapproaches.Thedif�culties in thisprojectstemfrom thefactthattheapproaches
representtwo completelydifferent philosophieswith respectto the meaningof securityproperties,and
exhibit vastlydifferentmethodologiesandtools. In the interim, let's look at what thesetwo bookshave to
offer us.

Foundationsof Cryptography: BasicTools

Goldreich's book exempli�es the computational-complexity approachto securityand cryptography,
what I have called the �rst school. By and large, this approachfocuseson the propertiesof the build-
ing blocksof many essentialsecuritymechanisms,suchasencryptionschemes,or signatureschemes.It
focuseson anadversaryessentiallyde�ned by its computationalabilities.

Chapter 1: Intr oduction. This chaptergives a very nice overview of the philosophyunderlying the
computational-complexity approachto cryptography. It alsoreviews someof thebackgroundrequiredfor
this book, namelyprobability theory, and computationalcomplexity models(including the probabilistic
polynomialtimecomplexity classes,andnon-uniformbooleancircuits).

Chapter 2: Computational Dif�culty . This chapterintroducesthecoreconstructof muchof cryptogra-
phy, one-wayfunctions. Roughlyspeaking,a one-way functionis a functionthat is ef�cient to computein
onedirection,but dif�cult to invert. This tiesin with complexity theoryin thefollowing way. Theexistence
of one-way functionsrequirestheexistenceof hard(on average)problems.Furthermore,it shouldbepos-
sibleto generatehardinstancesof thoseproblems,alongwith enough“auxiliary” informationto helpsolve
the instanceof theproblemif oneis given that auxiliary information. Differentnotionsof one-way func-
tionsarede�ned (strong,weak,non-uniform),alongwith candidates.(Note that theexistenceof one-way
functionsis acomplexity-theoreticassumption,in thesamesensethatP \' NPis oftentakenasacomplexity-
theoreticassumption.)Sayingthata function ] is one-way basicallysaysthatgivena value � , it is dif�cult
to �nd thepre-imageof � under ] . However, it maybethecasethatpartialinformationon thepre-imageis
easyto compute.To addressthis issue,thenotionof hard-core predicatesis introduced,which yieldsmore
�e xibility in specifyingthedif�culty of invertingone-way functions.

Chapter 3: PseudorandomGenerators. This chapterintroducesfundamentalconceptsin the modern
theoryof cryptography. Roughlyspeaking,a pseudorandomgenerator is an ef�cient (polynomial-time)
deterministicalgorithmthattransformsashortrandomlychosenstringinto amuchlonger“pseudorandom”
string.A pseudorandomstringis astringthatis computationallyindistinguishablefrom atruerandomstring
by ef�cient algorithms.Oneconsequenceis thatfor any stringgeneratedby a pseudorandomgenerator, no
ef�cient algorithmcanpredictthebit following any givenpre�x of thestring.The�rst partof thechapterde-
�nes computationalindistinguishability, thenpseudorandomgenerators.Thebulk of thechapterinvestigates
therelationshipbetweenpseudorandomgeneratorsandone-way functions.Pseudorandomgeneratorsexist
if andonly if one-way functionsexist. Theconstructionof pseudorandomgeneratorsfrom a specialclass
of one-way functionsis presented.(The derivation for arbitraryone-way functions,muchmorecomplex,
is sketched.)Thegeneralizationof pseudorandomgeneratorsto pseudorandomfunctionsis alsodiscussed.
Intuitively, apseudorandomfunctionis afunctionthatcannotbedistinguishedfrom atruly randomfunction
by any ef�cient procedurethatcansamplethefunctionatarbitrarypoints.



Chapter 4: Zero-KnowledgeProofs. Thischapter(whichtakesuphalf thebook)presentsoneof themost
remarkabledevicesin complexity theory, zero-knowledgeinteractive proofsystems.Roughlyspeaking,the
settingis onein which oneparty * provesan assertionto anotherparty 3 , so that 3 is convincedof the
validity of the assertion,but where 3 doesnot learn anythingbeyond the fact that the assertionis true
(andits consequences).This hasdirectapplicationsto security, wheredifferentpartiesmayhave accessto
differentpiecesof informationthatthey maywantto share,but without revealinganything beyondthefact
that they have that pieceof information. De�ning zero-knowledgeproofsrequiresintroducingthe notion
of an interactive proof system,a topic with many complexity theoreticapplicationsbeyond cryptography.
Informally, aninteractive proof systemconsistsof two parties,a “prover” whosetaskis to producea proof
of anassertion,anda “veri�er” whosetaskis to verify thevalidity of a proof. Thepartiescaninteract—for
instance,theveri�er caninterrogatetheprover duringtheveri�cation process.Fromthis,onecande�ne a
zero-knowledgeinteractive proof system,which requiresde�ning thenotionof knowledgederived from a
proof. Following thesede�nitions, the main resultof the chapteris presented:a methodfor constructing
zero-knowledgeproofsfor every languagein NP. In otherwords,it is possibleto constructzero-knowledge
interactive proof systemsfor any given languagê in NP, thatprovesqueriesaboutlanguagemembership
in ^ . For instance,onecanconstructa zero-knowledgeproof systemthatanswersqueriesasto whethera
graphis 3-colorable,in sucha way that the veri�er is convincedthat the graphis indeed3-colorable,but
doesnot learnanything beyond that, includinghow to 3-color thegraph. This constructionrelieson one-
wayfunctions(in theform of bit commitmentprotocols).A discussionof thelimitationsof zero-knowledge
proof systemsfollows. Somefurthertopicsexploredin thischapterinclude:

– proofsof knowledge,wherethe prover not only assertsthe existenceof someobject—suchasa 3-
coloringof a graph—byalsoknowledgeof thatobject;

– computationallysoundproofs,which relaxsomeof thecorrectnessrequirementsof zero-knowledge
proofssystem;

– constant-roundzero-knowledgeproofs,whereonerestrictsthe numberof roundsof interactionbe-
tweentheprover andtheveri�er to aconstant;

– non-interactive zero-knowledgeproofs,wheretheprover andveri�er do not closelyinteract.Rather,
thereis a singlemessagesentfrom theprover to theveri�er. However, bothpartieshave accessto a
uniformly chosenrandomstringof bits (chosenby a trustedthird party, for instance);

– multi-prover zero-knowledgeproofs,a generalizationof interactive proof systemswherea veri�er is
allowedto interactwith multipleprovers.

Opinion. This is averycompleteintroductionto thebasicsof moderncomplexity-theoreticcryptography.
It is a solid foundationfor understandingmuchof the currentwork in this area.Note that this is the �rst
volumeof a plannedthree-volume series. Usedby itself, this volume is possiblymoresuitedfor a �rst
or second-yeargraduatecourseon complexity theorythana courseon straightcryptography. This should
improve oncevolume2 and3 areout. Volume2 (which is outlinedin anappendixof this book)will apply
the ideasof this book to thebasicproblemsof de�ning encryptionschemes,signatureschemes,andmore
generalcryptographicprotocols.Notethatdraft chaptersof thesecondvolumeareavailableonline.

Modelling and Analysisof Security Protocols

RyanandSchneider's book exempli�es the formal methodsapproachto security, what I have called
thesecondschool.Here,thefocusis muchmoreon thecombinatorialissuessurroundingtheuseof cryp-
tographicprimitives. The idea is that onceyou have cryptography, and you want to securelyexchange



informationwith otherparties,thenhaving cryptographicschemesis but a �rst step. After that,you want
to actualusetheseschemesin sucha way that you canachieve somehigher-level goals,suchasmutual
authentication,or secretsharing.How canyou do that? You needto constructcommunicationprotocols.
What's interestingis thatsomeof theseprotocolshaveproblemsirrespectivelyof thestrengthof thecrypto-
graphicprimitives. More to thepoint, evenif we assumeperfectcryptography, thereareprotocolsthatcan
bebrokenbasedonly on theway themessagesareconstructed.This is what theformal methodsapproach
takesasa startingpoint: assumewe do have perfectcryptography(sothattheadversarywill not attemptto
“break” thecrypto),representtheprotocolthroughoneof many notationspeoplehave devisedfor studying
communicationprotocols,andanalyzetheprotocolin thepresenceof thekind of adversaryalludedto above.

Chapter 0: Intr oduction. This chapteris just anintroductionto theproblemof reasoningaboutsecurity
protocols,of thekind I describedearlier. It alsoincludesa discussionof thekind of propertiesonemaybe
interestedin proving aboutsecurityprotocols.

Chapter 1: An Intr oduction to CSP. This chapterintroducesCSP, Hoare's Calculusof SequentialPro-
cesses,thelanguagein whichsystemsaredescribedin thebook.Roughly, thelanguageallowsoneto de�ne
a systemastheparallelcompositionof processesthatcommunicatevia sharedchannels.A key featureof
CSP, in theview of theauthors,is that thesamelanguageusedto describea systemcanbeusedto specify
propertiesof thatsystem.Intuitively, a propertycanbedescribedby giving the“ideal” behavior of thesys-
tem,by abstractingawaythedetailsof theimplementation.Onecanthenshow thattheprocessrepresenting
theimplementationof thesystem“re�nes” theprocessrepresentingtheproperty. This notionof re�nement
is givena formal de�nition in this chapter, andis centralto thewholeapproachof reasoningaboutsecurity
protocolin CSP.

Chapter 2: Modelling Security Protocolsin CSP. In this chapter, CSPis put to the useof describing
securityprotocols.Theideais straightforward: put in parallelprocessesrepresentingthebehavior of all the
partiesof thesystem,includingany trustedservers.Sincesecurityprotocolstypically rely oncryptographic
primitives,weneedto de�ne in CSPasuitabledatatypefor representingthevaluesexchangedby theparties.
We alsoneedto adda processrepresentingtheadversary. Sucha processsimply capturesthefact that the
adversarycaninterceptandredirectmessages,composenew messagesfrom old, andapplyencryptionand
decryptionoperators.

Chapter 3: ExpressingProtocolGoals. Thischapterfocusesontheproblemof expressingsecuritygoals
in the CSPnotation. The goalscoveredincludesecrecy goals(that a given valueis never revealedto the
adversary),authenticationgoals(veri�cation of a party's identity),non-repudiation(thatno partycandeny
having sentor received a message),andanonymity (protectingthe identity of the partiesinvolved in the
protocol). All of thesepropertiesareexpressedasCSPprocesses,anda protocolsatis�esa propertyif it
re�nes thatproperty, asdescribedin Chapter1.

Chapter 4: Overview of FDR. Thischapterintroducesatool to automaticallycheckthataprocessre�nes
another. As we have seen,sincewe representpropertiesasCSPprocesses,this givesa way to checkthat
a processmeetsa speci�cation. The tool is FDR, a commercialtool from FormalSystems(Europe).The
underlyingmechanismsof thetool aresurveyedin thechapter.

Chapter 5: Casper. While FDRprovidesamechanicalway to checkthataCSPprocesssatis�esaspeci-
�cation itself writtenasa CSPprocess,it is time-consuminganderror-proneto directlymanipulatethefull
CSPprocessdescribinga particularprotocol,andtheCSPprocesscorrespondingto theparticularsecurity



propertyto verify. To simplify thisveri�cation, a tool calledCasperis introduced,thattakesasinputascript
representinga protocolasa sequenceof messageexchanges,aswell asa succinctrepresentationof the
propertyto check,andautomaticallygeneratestheCSPcodecorrespondingto theprotocolandtheproperty,
suitablefor checkingvia FDR.

Chapter 6: Encoding Protocolsand Intruders for FDR. This chapteris a carefulstudyof theencod-
ing of the protocolsandpropertiesperformedby Casper. Many optimizationsareperformedin order to
producecodethatcanbecheckedef�ciently by FDR.Theseincludethemodellingof thedeductive system
usedby theadversaryto derive new factsfrom interceptedmessages,aswell asthetreatmentof algebraic
equivalencesbetweenvaluesexchangedby thedifferentparties.

Chapter 7: Theorem Proving. The approachto verifying protocolsdescribedin the previous chapters
canonly dealwith systemswith �nitely many states. This imposesa restrictionon, say, the numberof
partiesin a protocol,or thenumberof simultaneousinstancesof theprotocolbeingexecutedin thesystem.
In this chapter, a generalproof techniqueis presentedto establishpropertieseven whenthesystemunder
considerationis not �nite. This relieson the notion of a rank function, which canbe usedas a sort of
invariantto bepreservedin theanalysisof theprotocol.

Chapter 8: Simplifying Transformations. Themethodsintroducedin thepreviouschapterswork well
for smallprotocols.For dealingwith moreinvolved protocols(includingmostrealisticones),this chapter
examinestransformationsthat canbe appliedto protocols. Thesetransformationshave the propertythat
if an attackis possiblein theoriginal protocol,this attackwill alsobe possiblein thesimpli�ed protocol.
Therefore,studyingthe simpli�ed protocolwill not make onemissa �a w of the original protocol. The
CyberCashMain Sequenceprotocolis usedasacasestudy.

Chapter 9: Other Approaches. ThischaptercomparestheCSPapproachto otherapproachesto analyze
securityprotocols.TheseincludeBAN logic, theNRL protocolanalyzer, StrandSpaces,Paulson's inductive
assertionsapproach,andthespi-calculus,to namebut themostpopular.

Chapter 10: Prospectsand Wider Issues. This chapterconcludesthe bookby describingsomeissues
that remainto be addressed.Theseincludea morerealistictreatmentof cryptography(hencebringing in
complexity-theoreticissues),aswell asa discussionof thecombinatorialsizeexplosionthatoccurswhen
analyzingprotocolsin thestyleadvocatedby thebook.

Opinion. This introductorybook,suitablefor anadvancedundergraduatecourse,givesa goodoverview
of aparticularwayto applyformalmethodsto studysecurityprotocols.Thisbookis not foundationalin any
senseof theword. Rather, it shows how to analyzeprotocolsgivena particularway to representprotocols
(CSP)anda particulartool for verifying properties(FDR).However, in theprocess,it doespresentmostof
theissuescommonto all formalmethodapproachesto securityprotocolanalysis.Perhapsmoreimportantly,
it is to thebestof my knowledgetheonly bookon themarket that addressesin depththe topic of formal
methodsappliedto securityprotocolanalysis.
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1 Overview

Moderncryptography, probabilisticproofsandpseudorandomnessarethreeareasin theoreticalcom-
putersciencethat demonstratethe interplaybetweenrandomnessandcomputations.In Goldreich's book
you will �nd a collectionof survey articleswritten for eachof theabove topics. In eachsurvey, materials
rangingfrom basicnotionsto recentadvancedresultsarepresented.The authorseeksto provide a clear
perspective to the readerof what theseareasare. Althoughthey arecloselyrelatedareas,eacharticlecan
bereadindependently. An extensive bibliographyandfour appendicesareincluded.Theseappendicespro-
videsbackgroundknowledgeon computationandrandomness,exampleson randomizedcomputationsin
otherdomains,simpli�ed proofson two basicresultsandpointersto survey articleswritten by theauthor.
Thesesurveys arealsorelatedto randomnessandcomputation(e.g.Yao's XOR lemma,Levin's Theoryof
Average-CaseComplexity etc.).

This work is NOT a pureformal treatmentof thesetopics. In eachsurvey the author�rst providesa
summarythatdescribesbrie�y theperspective hehas.Materialsarethenselectedandpresentedto illustrate
andsupportthat perspective. Most of thematerialsarefocusedon theessentialsandtechnicaldetailsare
usuallykeptto aminimum.

2 Summary of Content

For eachsurvey chapterwe will �rst cite theauthor's own summariesandthencombinethenwith the
reviewer's observation.

The Foundationsof Modern Cryptography

Author'sownsummary:In ouropinion,theFoundationsof Cryptographyaretheparadigms,
approachesandtechniquesuseto conceptualize,de�ne andprovide solutionsto natural
cryptographicproblems.In this chapterwe survey someof theseparadigms,approaches
andtechniquesaswell assomeof the fundamentalresultsobtainedusingthem. Special
effort is madein attemptto dissolve commonmisconceptionsregardingtheseparadigms
andresults.

TheSpecialeffort saidabove mainly refersto theclassi�cationof works in this areainto two types
of activities. They are the de�nitional activity and the constructiveactivity. He further motivates
thereaderto view resultsaseithera plausibility result, an introductionof paradigmsandtechniques
which maybe applicablein practice, or, a presentationof schemeswhich are suitablefor practical
applications. Thecentralparadigmsbeingstressedherearecomputationaldif�culty , computational



indistinguishability andthesimulationparadigm.After explainingtheabove notionsin quitedetails,
the following topicsare introduced:Pseudorandomness,Zero-Knowledge,Encryption,Signatures,
CryptographicProtocols.At the endof the survey, suggestionsfor future readingandresearchare
provided.

Probabilistic Proof Systems

Author's own summary:Varioustypesof probabilisticproof systemshave playeda cen-
tral role in the developmentof computersciencein the last decade.In this chapter, we
concentrateon threesuchproof systems– interactive proofs,zero-knowledgeproofs,and
probabilisticcheckableproofs– stressingtheessentialroleof randomnessin eachof them.

Apart from thethreemainproof systemsmentionedabove, thissurvey alsocontainsabrief overview
on variantson thebasicmodelsof probabilisticproofs.TheseincludeMulti-Prover Interactive Proof
Systems,Computational-SoundProofSystems,RefereedGamesetc. This survey is concludedby a
comparisonamongvariousnotions,historicalremarksanda collectionof openproblems,showing
thattherearestill importantdirectionsfor futureresearchin theseareas.

Regardingthetechnicalcontent,you will �nd sketchesof theproofsof somefamoustheorems,such
asIP=PSPACE, NP= PCP(log,O(1))andmany othersin thischapter.

PseudorandomGenerators

Author's ownsummary:A freshview at thequestionof randomnesswastaken in thethe-
ory of computing:It hasbeenpostulatedthat a distribution is pseudorandomif it cannot
betold apartfrom theuniform distribution by anef�cient procedure,Theparadigm,orig-
inally associatingef�cient procedureswith polynomial-timealgorithms,hasbeenapplied
also with respectto a variety of limited classof suchdistinguishingprocedures.Start-
ing with thegeneralparadigm,we survey thearchetypicalcaseof pseudorandomgenera-
tors(withstandingany polynomial-timedistinguisher),aswell asgeneratorswithstanding
space-boundeddistinguishers,thederandomizationof complexity classessuchasBPP, and
somespecialpurposegenerators.

This chapterbegins by introducingthreedifferent approachesto deal with randomness.They are
Shannon's information-theoretic approach,Kolmogorov's complexity approachandthecomplexity-
theoreticapproach.It focusesonthethird approachandintroducesthegenericframework for de�ning
pseudorandomgenerators.A considerableamountof work is to explain theproof of thederandom-
izationof BPPandthe introductionof a numberof specialpurposegenerators.It includesPairwise-
IndependenceGenerators,Small Bias Generators,Randomwalk on expandersetc.. This survey is
concludedby summarizingvariouspseudorandomgeneratorswith relevant parametersin the form
of a table. Finally it providesa discussionon eachconceptualapproachesdescribedearlier in this
chapter. A list of openproblemsarealsostated.

3 Opinion

This book is informative andrich in content.While writing up this review I realizetheextensiveness
of materialscoveredin thesethreesurveys. It seemshardto furthercompressthesematerialsany further.



While onecannotexpectto �nd all thedetailsin this book,you will �nd a solid andstructuralview by the
authoron eachof thesethreeareas.To thereviewer, themostappealingfeatureof this bookis that it leans
towardtheintuition andhistoricalmotivationsaroundthesetopics. I believe thatit is anexcellentresource
for studentsandresearcherswho hassuf�cient backgroundin complexity theory(Note: Earlier versions
of thesematerialsmayhadbeenusedin relatedconferenceworkshops).You canalso�nd a list of errata
from the author's website. If you wish to studya relatedtopic (e.g. derandomizationof time complexity
classesandconstant-depthcircuits, the IP=PSPACE proofsandetc.) this book will probablygive you a
goodcollectionof backgroundmotivationsandnicediscussionsaswell.

If you have decidedto usethis text for your personalstudy, I would recommendyou to have accessto
somebibliographicresources(e.g.ACM digital library, Citeseeretc.)while readingthetext. It is especially
the casewhenyou reachthe later subsectionsof eachsurvey. Many sidetopicspresentedtherecanonly
be coveredor mentionedvery brie�y . If thesetopicsinterestyou, you probablywill preferto look at the
abstractsof therelatedpapers(at least)duringthereadingof thetext.

Oneway to utilize this greatresourceis to useit in a seminarsetting(e.g. a graduatestudentseminar
course). Participantsmay �rst review the viewpoints from the surveys. After studyingand presenting
the core materialsfrom the original papers,the participantsmay discuss,debate,compare,contrastthe
viewpointsthey shareandtheonesprovided in the text. I believe that thesematerialswill provoke many
thoughtsandmeaningfuldiscussions.


