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is columnwe review the following books.

Intr oduction to Cryptography by Johanne#&. BuchmannReviewedby Andrew Lee. This bookis
anundegraduatdaextbookin cryptographywhich doesnot assumeanuchprior mathbackground.

Coding Theory and Cryptography: The Essentials,SecondEdition by D.R. Hankerson,D.G.
Hoffman, D.A. Leonard,C.C. Lindner, K.T. Phelps,C.A. Rodger J.R.Wall. Review by RobertJ.
Irwin. The booktriesto cover Coding Theoryand Cryptographytwo topicswith large overlapping
audienceshat, neverthelessareusuallyin differenttexts.

. Cryptography: Theory and Practice by DouglasR. Stinson.Reviewed by William M. Springeril.

This bookis anundegraduateextbookin cryptographywhich doesassumesnathematicamaturity
in thereader

. Foundationsof Cryptography: BasicTools by O. GoldreichReview by RiccardoPucella.Seenext

item for brief word on thecontent.

. Modelling and Analysis of Security Protocolsby P. RyanandS. SchneideReview by Riccardo

Pucella. Thereview is actuallya joint review of this bookandFoundations . Thereviewer states
thatthe two booksgive two differentviews which complementachother Foundations looksat

particularprotocols. Modelling looks at how you may use protocolswith certainpropertiesto

build a securesystem.

. Modern Cryptography, Probabilistic Proofs and PseudorandomnesgAlgorithms and Combi-
natorics, Vol 17) by OdedGoldreich. Review by AndreeLee. Thisis a collectionof essaysabout
cryptography probabilisticproofs, and psuedorandomnesd.he essaysare strongon conceptsand
weakontechnicaldetails.
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Reviews needto bein LaTeX, LaTeX2e,or Plaintext.
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Bookson Algorithms, Combinatorics, and RelatedFields

. Algorithms: DesignTechniquesand Analysisby Alsuwaiyel.

. ImmunocomputingPrinciplesand Appliationsby Tarakang, Skormin, Sokolova.
. DiophantineEquationsand PowerIntegral Basedy Gaal.

. ComputationalLine Geometnby PottmanrandWallner.

. TheDesignand Analysisof Algorithmsby Levitin.
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Bookson Cryptography and Bookson Learning

RSAandPublic-Key Cryptagraphyby RichardMollin.
Data Privacyand Securityby David Salomon.
Elliptic Curves:NumberTheoryand Cryptagraphyby Larry Washington.

Blod Error-CorrectingCodes:A ComputationaPrimer by Xambo-Descamps.
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. Logic for Learningby Lloyd.
Bookson Complexity and Logic

1. Essentialof Constaint Programmingby FruhwirthandAbdennadher

2. TermRawriting Systemsy Terese

Review of?
Intr oduction to Cryptography
by JohannesA. Buchmann

SpringetVerlag,Januarn2001
ISBN 0387950346

Reviewer: Andrenv C.Lee CSDept,U. of Louisianaat Lafayette

1 Overview

Buchmanrs bookis a text on cryptographyintendedto be usedat the undegraduatdevel. As stated
in its preface,the intendedaudience®f this book are “readerswho wantto learnaboutmoderncrypto-
graphicalgorithmsand their mathematicafoundationsbut who do not have the necessarynathematical
background”. In lessthan pages,it gives a concisepresentatiorof mary basicmethodsin modern
cryptographyBackgroundknowledgefrom algebraandelementarynumbertheoryarereviewedin the rst
two chapters.Topicssuchaselliptic curvescryptographyidenti cation andPublicKey Infrastructuresre
toucheduponbrie y in the nal chapters.

2 Summary of Content

Themajorcontentof Buchmanns bookcanbedividedinto theseveralcateyories. They aresummarized
asfollows:

Mathematical Preliminaries It includescarefully selectedmaterialsfrom elementarynumbertheory
andalgebra. The presentatioremphasizeglgorithmictechniques.For example,an analysisof the
extendedeuclideanalgorithmis provided. Probabilityareintroducedin chapterfour, togetherwith
Shannors theoremon perfectsecrey.
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Encryption  Substantiamountof materialsare devoted to block ciphers. It explainshow it canbe
usedin encryptionanddescribeglifferentmodesof operationf a block cipher Classicalexamples
of afne linear block ciphersare provided. It thendemonstrateghe insecurityof theseciphersby
providing acryptanalysi®f af ne linearblockciphers.Chaptel5 is devotedto DES (DataEncryption
Standard)wherethe underlyingstructureof DESareprovidedin quitedetails.A brief discussioron
DESsecurityis alsogiven.

Public Key Cryptography  Standardnaterialsin this areaareintroducedn chapter7 (e.g. RSA, ElGa-
mal andRabinencryption;Dif e HellmanKey Exchangeetc.). Motivationson the useof public key
cryptographyare rst presentedbeforetheintroductionof thesestandardopics.

Primality Testingand Factoring Algorithms  For primality testing,it includesthe discussion®f Fer
mat Test,CarmichaehumbersandMiller-Rabin Test. For factoring,its major focusis on quadratic
sieve. An analysisof quadraticsieve is alsooutlined.

DiscreteLogarithms  Chapter discusshe discretdogarithmproblemandits algorithmicsolutions.It
includesboththe genericmethodqe.g. Shanksdbabystepgiantstepmethod;Pollards rho algorithm
etc.)andspeci c ones(e.g.index calculus).

Digital Signatures CryptographidhashfunctionsandMessageiuthenticationCodeare rst introduced.
The standardmaterialsregardingdigital signatureqe.g. RSA SignaturesElGamalSignaturesand
DSA) arethencovered.

Other Topics  Topicssuchaselliptic curves,identi cation andpublickey infrastructureareonly covered
briey.

3 Opinion

| enjoy readingthis book. Despiteits brevity, | nd the ow of ideasin the book quite clearandthe
mathematicdreatmentarerigorous. You caneasily nd the backgroundnotivationsandthey areusually
explainedin laymanterms. This book also maintainits main themewell. In short,it's focusis in num-
ber theoreticalgorithmsusedfor cryptographicapplications. Readerswill nd a good exposition of the
techniquesusedin developingandanalyzingthesealgorithms.Readersanalso nd solutionsto selected
problemsin the appendix. Thesemake Buchmanrs text an excellentchoicefor self studyor asatext for
studentswith sufcient mathematicdackgroundn elementarynumbertheoryandalgebra.Note thatthe
languageof compleity theoryareseldomusedin this text.

To keepthis book short, omissionsseemsto be unavoidable. For example,the coverageon notions
suchascomputationaindistinguishabiliy andelliptic curvescryptographyareminimal. Beforeendingthis
review, | would list somesuggestionsegardingthe choiceof contentdrom areadersgoint of view:

Security goals  Beforegoinginto varioustopics,a generaljuestionthata novice readedike myselfmay
askis “What arethe goalswhendevelopingthesealgorithms?”. The meaningof securitymay have
differentmeaningdo differentpeopleat differenttimes. Beforeintroducingthe main topics, it will
beniceto have ageneraldiscussioron thesebasicissuesstatingthe modelsthatwill be examinedin
thistext, theassumptionbeingmadewith respecire to thesemodelsandthelimitations (if ary) that
they mayhave.



LIDIA As mary of the algorithmspresentedare provided via LIDIA (a C++ library developedby the
authorandhis colleagues)pnemaywonderif LIDIA canbeusedasatool to illustrateideas.While
| amvisiting the associatedvebsite,l learnedthat LIDIA containsmary interestingpackagesFor
example,onemay useit to generateelliptic curvesthatare cryptographicallystrong. Onemay also
nd variousalgorithmsfor latticebasisreductionandmary otherinterestingmaterials.t will benice
if we canuseLIDIA to helpourunderstandingf theseadvancedconcepts.

Background materials  Cryptographyis a eld thatusesmary advancemathematicendhasimmediate
applicationdn reallife. In thetext the authorintroducesheseconnectiony citing examplessuch
asthe useof smartcards. If possible materialsthat describethesedevelopmentscanbe collected,
organizedand presentedo the readersas further references. This perhapswill help the readers,
especiallythe youngergenerationgo recognizethe relevanceof mathematicsn the cutting edge
technology

Review of
CODING THEORY AND CRYPTOGRAPHY: The Essentials,SecondEdition, Revisedand
Expanded?
Authors: D.R. Hankerson,D.G. Hoffman, D.A. Leonard, C.C. Lindner, K.T. Phelps,C.A. Rodger,

J.R. Wall

Series: Pure and Applied Mathematics, Volume 234

Mar cel Dekker, 2000
Hardcover, x + 350pages,$85.00fr om the publisher
Reviewer: RobertJ. Irwin

1 Overview

It is pretty muchtaken for grantedthat datastorageand communicationare reliable Increasingly
we expect— or hope— that our recordedand transmitteddataare secue. The theoriesof codingand
cryptographyattendto datareliability and security respectiely. Studentsnterestedn codingtheoryare
likely alsoto beinterestedn cryptographyandvice-versa. Moreover, thereis considerableverlapin the
mathematicabackgroundequiredto studythe two subjects Giventhesestrongpragmatidies, it would be
agreatboonif onecouldbuy a singletext suitablefor learningbothsubjectsandstill getchangebackfrom
one’s $100bill.

The book underreview is a nev andexpandededition of anintroductorycodingtheorytext by six of
the seven abore-namedauthorg[1], all of Auburn University at the time the text waswritten. The biggest
changdrom thepreviouseditionis theadditionof anintroductionto cryptographyfollowing thetext's more
extensve coverageof codingtheory Otherrecentworks have coveredcodingtheoryandcryptographyin
onevolume,too[4, 5]. I'll saymoreaboutthemlater.

2 Summary of Contents

The bookis divided into two parts. Part I: Coding Theory compriseghe bulk of the text, nine of its
twelve chapters.This parthasbeenusedto provide materialfor atwo-semestesequencén codingtheory

3 ¢ RobertJ. Irwin, 2003




at Auburn for studentshaving at leasta “rather elementaryknownledge of linear algebrd. Linear block
codespredominateasonewould expect,thoughan entire chapteris devotedto convolutional codes.Part
II: Cryptographypresentsa shortintroductorycoursein that subject. The septumvirateof authorswrote
the secondpart for a “diverseaudienceof graduateand undegraduatestudentsfrom computerscience,
engineeringeducatiorandmathematicssomeof whomwill have hadonly anintroductorycoursan algebra
or numbertheory at the sophomordevel” This is a mighty broadreadershipto sere, onethatre ects
burgeoninggenerainterestin matterscryptological.

2.1 Part I: Coding Theory

As the subtitleindicates coveragereally doesstick to the basics.Most of the requiredmathematicss
administeredn small dosesjust beforebeingapplied,so asnot to overwhelmwealer hosts. Unutilized
mathematicatjeneralityis avoided.

The clearlywritten introductorychaptempresentghe paradigmaticcommunication-eernoisy-chame
schemandprovidessomebasicinformationtheoreticde nitions (pithy quote:“The mostimportantpartof
thediagram,asfar aswe areconcernedis the noise,for withoutit therewould be no needfor thetheory’).
Theideaof encodinga messag#o permiterrordetectionis introducedandthemaximumlikelihoodmethod
(MLD) adwancedfor decodingwith errorcorrection.MLD is thenanalyzedor reliability on a few simple
codeschosento yield mixed results thusillustrating and promptingfurther discussiorof criteriafor code
selection.

The rst chapteralso establisheshe loosede nition-theorem-prob format usedthroughoutthe text.
Most sectionsbegin with a few key de nitions which areimmediatelyfollowed by examples. Similarly,
examplesand exercisesaccompay mosttheoremsand algorithms, so that studentsseecodesin action
straightavay. Theoremsproofs,algorithmsandexamplesareclearly marked. De nitions arenot similarly
distinguishedthough rst usesof new termsareitalicized in the narratve and referencedn the index.
Overall, the presentatiorstyle is relaxed andinformal, occasionallyenlivenedby brief chatty interludes.
Thetext is notatall dry.

After the deft set-up,the authorsgo to work presentingvariousfamilies of codes,beginning with a
chapteintroducingsimplelinearcodesandthevectorspaceconceptsieededo understandheir properties.
ThenHammingboundsand perfectcodesare explored,including Hammingand Golay codes. Extended
GolayandReed-MullercodesarealsodiscussedCyclic linear codesarenext, following a brief review of
polynomialsover elds of characteristi@.

Otherimportantcode families are studied,to wit: BCH (Bose-Chaudhuri-Hocqulkam; this family
includesthe Reed-Solomorodeswhich arecoveredin a separatehapter) BurstErrorCorrecting,Reed-
Muller andPreparataOccasionallypracticalapplicationsof particularcodefamiliesarementionedo hold
interest. Additional factsabout nite elds and polynomialsare provided when and as needed— often
without proof, however, asby way of review. Combinationsof encodingsare alsodiscussedsuchasthe
useof Reed-Solomonvith corvolutional codesfor spacecommunicationsr usingburst errorcorrecting
methodsn conjunctionwith othercodes.

Over 300exercisesareprovided, mary of which offer the kind of drill undegraduateseedto testtheir
understandingfull or partial solutionsto almosthalf of themaregivenin anappendix.

Overall, the narratve and examplesof Part |, suchasthe extendedexampleof Reed-Solomon-based
compactdisc encoding,presentthe highlights of the subjectneatly and the readeris usually alertedto
simpli cations madeandreal-world detailsomitted. Uniformity of toneandstructurearemaintainedwithin
this partremarkablywell for awork with sezenauthors.



2.2 Part Il: Cryptography

Cryptographyis coveredin threechaptersspanning80 pagesaltogether Right away, one noticesthat
Partll is distinctfrom Partl, asidefrom subjectmatter For example,only the cryptographychaptersoffer
footnotesand end-of-chapteremarks. The edifying and amusingfootnotesprovide intriguing historical
tidbits, oftenaboutcryptologicalembarrassmentthatgive thereadema satisfying“clued-in” feeling. Chap-
ter endnotesprovide a usefulguideto the bibliography— over threequartersof its 105 entriesconcern
cryptography

“ClassicalCryptography thelead-of chapterbriskly de nesthe eld andits majorapplicationareas:
con dentiality, messagendsenderauthenticationmessagéntegrity, andnon-repudiationHere,the gen-
eral communication-with-engption scenarids limned, the basicvocalulary usedin the sequelprovided,
andasequencef secretor symmetric-ley encryptionrschemess presentedT heusualpathis taken,starting
with simplesubstitutiorciphersandprogressinghroughpolyalphabetiblock ciphers(theVigererecipher)
andstreamciphers(the Vernam,or one-timepadcipher),andendingwith Feistelciphersandthe DataEn-
cryption Standard DES). The different a vors of security(unconditionalcomputationabndprovable)are
informally discusse@dndKerckhofs's principlesfor selectingciphersareconsideredThe one-timepadci-
pheris givenasanexampleof anunconditionallysecuresncryptionsystemper Shannors criterion,which
is notrigorouslyde ned, thoughareferencas provided.

In contrasto the“just in time” approactof the rst part,mostof thecryptologicalmathematicexpected
to be unfamiliar to readerdss introducedin a dedicatedchapter “Topicsin Algebraand NumberTheory’
Here,the groundverk is laid for public-key cryptographyin 25 pageaunrelieszedly devotedto higherarith-
metic. Topicsincludethe integersmodulo , quadraticresiduesprimality testing,factoringand square
roots,anddiscretdogarithms.Compl«ity mattersarebrie y, andinformally, addressed.

The nal chapter “Public-key Cryptography introducesreaderso asymmetricencryptionschemes.
After preliminarieson one-way/trapdoofunctionsandhashesthe RSA cryptosystenis introduced Careful
mentionis madeof the factthat, while RSA is basedon the dif culty of factoring,it is not known to be
equallydif cult, noris factoringitself known to beintractable(intractability is not formally de ned in the
text). Rabins relatedpublic-key schemas thengivenandits dif culty is shavn to be closelytied to thatof
factoring. The EIGamalencryptionschemepasedon the unprozen intractability of the discretelogarithm
problemratherthanon factoring,comesnext. Applicationsof public-key cryptographyto digital signatures
andnon-repudiatiorarecovered.Thetext properendswith adiscussiorof several cryptographigrotocols:
Dif e-Hellman key agreementzero-knavledgeproofs,coin-tossingandmentalpoker.

Around 80 exercisesappeaiin Part Il; a good mix of drill and more substantiaproblems,oftenwith
referencesAs for Partl, almosthalf arefully or partially solvedin anappendix.

3 Opinion

Theauthorshave madeafairly goodreadof the codingtheorypart,which cannothopeto competewith
the inherentcloak-and-daggecool of the cryptographypart. They clearly took painsto make the former
subjectaspainlessaspossiblejf atthe expenseof fuller disclosure. Thereis morethana semestes worth
of codingtheorymaterialhere,up to a yearassuminghe instructor lls in somegaps. Sharpercoverage
of which codesarebestfor particularapplicationsvould helpthe engineeringandcomputersciencemajors
for whomthetext seemsnostsuited.

While a bit of linear algebrais cited by the authorsas the “minimal prerequisite”for undertakinga
codingtheorycoursebasedntheirtext, studentfamiliar with discreteprobabilityandthe algebraof nite

elds will be mud the happierfor it; the bookis not self-containedvith respecto thesesubjects.Perhaps
the doughty if underpreparedyeadercould orient himself from contet, but, e.g.,theline “...one which
utilizesGalois elds [italics added]GF " mayappealasthoughdroppedrom ahelicopter



Thoughcompact,Part Il providesa goodselectionof essentialesultsin cryptographyin somecases
without proof. A shortcoursecouldbe basedn this part,but supplementataterialwould be neededor a
full semestecourse especiallyonefor graduatestudents.Too often, the text would have the readerresort
to Kahn's famoustechno-historny2] or Stinsons populartext [3] for fuller examplesandproofs. Combined
codingtheory/cryptograph coursesjong or short,could be taughtfrom this text. However, its two parts
areso completelyindependenbf oneanotherthataninstructorseekinga moreuni ed treatmentof these
subjectsshouldlook elsavhere.

The bibliography while clearly not intendedto be complete,is select. It containsconsiderablymore,
andmoreup-to-date entriesfor cryptographythanfor codingtheory Somecryptographyentriesreferto
good expository materialheld in on-line reportsand specialproceedingsaswell asto standardexts and
researctpapers. As to mattersof production,the book's layoutis clearandits typographyunobtrusie.
Suchmisprintsasl detectedseemedelatively benignandcorrectabldrom context.

| promisedfurtherword on the competition. The recenttext of TrappeandWashingtori4] alsocovers
bothcodingtheoryandcryptographybut with theemphasiseversed:2 chaptersomprisingabout80 pages
aredevotedto informationandcodingtheorieswith theremaindeiof this longertext givenoverto cryptog-
raphy Many of thefamiliesof errorcorrectingcodesdiscussedn thetext underreview arealsocoveredin
[4]; corvolutional codes however, areomitted. TrappeandWashingtors coverageof cryptographyandits
applicationss muchbroadethanthatof Hankersongetal, including,for example entirechaptersievotedto
e-commercanddigital cash elliptic curves,andquantumcryptographyOverall,[4] is moreself-contained
mathematicallyproviding introductorymaterialon nite elds anda brief review of discreteprobability
(it is lessself-containedvherevectorspacetheoryis concernedhowever). Thetwo authorslink up cod-
ing theoryandcryptographyvia the McEliece cryptosystembasedon the dif culty of nding the nearest
codavord for alinearbinarycode.

Another book, not quite so recent,by Dominic Welsh [5] looks very promising(at the time of this
writing | have not nished with it). This introductorytext addressesore or lessthe sameaudienceas
thoseof Hankerson,et al, and Trappeand Washingtonbut it is more rigorousthan either and so better
suitedfor graduatestudentsor well-disciplined undegraduatesjncluding mathematicsnajors. At 257
pagesthisis theshortespf thetexts mentionedbut by dividing coverageaboutequallybetweercodesand
cryptographyit includesmore materialon informationand codingtheorythan[4], andmore materialon
cryptographythanthe book underreview. Welshis mathematicallyforthcoming;e.g.,informationtheory
andcompleity issuegeceve formal treatmentn fact, his text seemgo be moreof aninformationtheory
andcryptographybookthatincludesa substantiahmountof materialon errorcorrectingcodes.Shannors
approachto informationtheory codingtheory and cryptographyis adoptedfrom the outset,so this text
providesa more uni ed treatmentthanthe others. Given its lengthand balance,it may be an excellent
choicefor aone-quarter/semesteombinedcoursein codingtheoryandcryptography
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1 Intr oduction

For thousand®f years,menhave usedcodesand ciphersto communicatén secret. Historically, the
securityof a cryptosystenwas basedin secreg. the enemywas unavare of how messagesvere being
encodedandif therewereinterceptedwould have noideahow to decryptthem.In moderntimes,messages
are often encryptedon the assumptiorthatthe enemyknows everythingaboutthe cryptosystemwith the
exceptionof the secretkey usedto encryptthe message.As a result, moderncryptosystemsre often
mathematicallycomple«, relying on functionsthat are dif cult to breakeven when massie computing
power is broughtto bear Mathematicallyde ned, a cipheris a function which takes asinput a plaintext
message andakey ,andreturnsanencryptedmessage. A cryptosystenis oftende nedasa ve-tuple

where is the setof all possibleplaintexts, is the setof all possibleciphertts, is

thekeyspacepr thesetof all possiblekeys,and and areencryption/decryptin functions. and are

chosersuchthatfor every key , maps onto maps onto , and for every

plaintext element in . Thesefunctionscanbe arything from simplesubstitution(replaceevery  with
, for example)to complex mathematicafunctions.

2 Chapter 1: ClassicalCryptography

No introductionto cryptographywould be completewithout mentioningsomeof the classicalciphers,
suchasthesimpleCaesacCipher whichis asimpleshift cipherpurportedlyusedby JuliusCaesarFor
, (thatis, theplaintext, ciphertext, andkeyspaceareall integersmod26, where , ,
etc) we de ne and . Othermonoalphabetic
cipherscoveredin this chaptelincludethe SubstitutionCipher(whereeachletteris representetly another
letter; this is known asa permutatiorcipher)andthe Af ne Cipher(in which the encryptionfunctionsare

restrictedto the form ). Polyalphabeticiphersincludethe Vigenerecipher
which is a shift cipherthat usesa differentshift for eachletter (for example,a VigenereCipherwith key
"cryptography”would encrypta messages ( ) andthe Hill Cipher which usesmatrix

multiplication. This chapteralsointroducesthe readerto Alice andBob (residentsof every cryptography
text) andto basiccryptanalysisjncluding ciphertet only, knowvn plaintext, chosenplaintect, and chosen

¢ William Springer2003




ciphertext attacks.This partof the chapterfocuseson frequeng analysisjn which the known frequencies
of lettersanddigramsin commonEnglishsentencearecomparedvith encryptedettersanddigramsin the
ciphertext, andthe Kasiskitext, whichis usedto determinethe key lengthfor polyalphabeticiphers.

3 Chapter 2: Shannon's Theory

In cryptographytherearethreetypesof security: computationakecurity which meansthat the best
algorithm for breakingthe cryptosystenrequiresa very large numberof operations;provable security
which meansthat breakingthe cryptosystenis at leastas hard as solving someother dif cult problem,
andunconditionalsecurity wherethe cryptosystentannever be broken even with in nite computational
resources.

Proving the securityof a cryptosystemnvolvesbasicprobabilitytheory;for example,if acryptosystem
is unconditionallysecure thenthe probability thata messagés , giventhe encryptedmessage, is the
sameastheprobabilitythatthemessagés ; thatis, knowing givesyou noinformationabouttheoriginal
messageShannorgave cryptographythetool of entropy, whichin this contet is a measuref information
or uncertainty The exampleusedhereis the ip of afair coin; the coin canland eitherheadsor tails with
equalprobability As we canencodeheadswith a1 andtails with a0, theinformation(or entrofy) of a coin
tossis onebit. Similarly, theentroy of n cointossess n bits, aswe canencoddhen tosseswvith a stringof
lengthn.

4 Chapter 3: Block Ciphers and the AdvancedEncryption Standard

Introducedbrie y attheendof chapter2, productciphersencrypta message&ormally thenencryptit
againusinga differentkey or method. The AES cipher whichis now the of cial standardor encryption,
is onesuchcryptosystemAES, which acceptkeys of length128,192, or 26 bits, andbreaksthe message
into blocksof 128 bits, goesthrougha variablenumberof roundsdependingon the lengthof the key. If
thekey is 128bits, 10 roundsarerequired,increasingo 12 for 192 bits and14 for 256 bits. In eachround,
a variety of operationgmainly row andcolumnshifts) are performed thoroughlyscramblingthe original
messageA new andwidely testedcryptosystem{AES wasoriginally Rijndael,oneof 15 AES candidates
acceptedby theNIST (NationalBureauof Standardspow theNationallnstituteof ScienceandTechnology)
andwentthroughthreeyearsof inspectionandtestingbeforebeingacceptedn late 2001),AES is secure
againstall known attacks,meaningthat thereare no attacksknown which aresigni cantly fasterthanan
exhaustve searchof the keyspace. This chaptercoversthe old Data EncryptionStandard(DES), AES,
LinearCryptanalysisandDifferential Cryptanalysis.

5 Chapter 4: Cryptographic Hash Functions

While encryptingdatamaykeepit from beingread theencryptionis no guaranteagainsthedatabeing
altered . Hashfunctionscanbeusedto createanauthenticatiortode,or ngerprint, insuringthatthemessage
recevedis the sameasthe messagé¢hatwassent. This chaptercoverssereral algorithmsfor authorization
codesandevaluategheir security

6 Chapter 5: The RSA Cryptosystemand Factoring Integers

In most cryptosystemsthe decryptionfunction is the sameas the encryptionfunction, or is easily
derivedfrom it; sucha systemis calleda symmetric-ley cryptosystemln a symmetric-ley cryptosystem,



the communicatingpartiessharea commonkey, which mustbe keptsecretithis canleadto problemswith
key distribution. RSA, inventedin 1977 by Rivest, Shamir and Adleman,is an exampleof a public-key
cryptosystemPublic-lkey encryptionrelieson so-calledone-way functions,wherethe encryptionfunction
is easyto computefrom the decryptionfunction, but not the inverse. One commonlyusedfunction is
factoringlarge numbers;given two large primes,it is easyto multiply themtogether but dif cult to nd
the original numberggiventhe product. RSA usesthis function; two large primesp andq arechoseno be
512-bitprimes,makingthe producta 1024-bitnumber This chapterdiscussesereral resultsfrom number
theory including the EuclideanAlgorithm andthe ChineseRemaindeTheorem thendiscusseshe RSA
cryptosystemtestingfor primes,factoring,andotherattackson RSA.

7 Chapter 6: Public-Key CryptosystemsBasedon the DiscreteLog Problem

As previously mentioned public key cryptosystemslependon having appropriateone-way mathemat-
ical functions; onesuchis the discretelogarithmproblem. The securityof thesecryptosystemss based
on the fact that nding discretelogarithmsis generallydif cult, while exponentiationis relatively easy
Several cryptosystem$uilt arounddiscretelogarithmsare describedjncluding the well-knowvn ElGamal
CryptosystemThis chapteralsodiscussesimilar systemsaseddn nite elds andelliptic curves;theend
of thechaptercoversthesecurityof EIGamalsystemsandtheDif e-Hellman problemswhichareproblems
relatedto Dif e-Hellman key agreemenprotocols.

8 Chapter 7: Signature Schemes

In thephysicalworld, document®ftenrequiresignatureso verify theirvalidity. Thesameholdstruefor
digital documentsbut specialproblemsapply First,theremustbe away to guaranteg¢hatthe signatures
genuinejt mustcomefrom the personit purportsto belongtwo. Secondlythe signaturemustbe someha
boundto thedocumentsothatavalid signaturecannotbe copiedontosomethingentirelydifferent. Finally,
theremustbe awayto preventreusejt would hardlydo for a digital dollarto be spentmultiple times!

Signatureschemesresimilar to public key encryption,andindeedthey work well together For exam-
ple,suppose&ilice is sendinga messagéo Boh. After writing hermessageshecomputersa signaturebased
on the messagésoit cannotbe reusedfor a differentmessageandencryptsit using her privatekey; she
thenencryptsboththe messagandthe signatureusingBob's public key. WhenBob recevesthe message,
hedecryptst usinghis privatekey, thenusesAlice's public key to decrypthersignatureandverify thatshe
sentthemessage.

9 Conclusion

| felt thatthe book was quite readablealthoughthe readerwill probablywantto be familiar with the
terminologyof grouptheorybeforeattemptingt. Thetyposoccasionallymake a sectionunclear;ithebegin-
ning readerwill wantto correctthemusingthe erretalisting at http://wwwcacrmath.uvaterloo.cafdstin-
son/CRAP2/errata.html.My main complaintis the price of the book; for nearly $80 you get a relatively
shortbook(barelyover 300 pageswhich leavesout someimportanttopicssuchasQuantumCryptography;
thosesubjectsarescheduledo appealtin acompanionvolume.
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Intr oduction

Thereareessentiallyfwo schoolsadwocatingtwo generabpproaches the problemof reasoningabout
the securitypropertiesof a system. Whatdo | meanby a securityproperty? Examplesof theseinclude
secreg (ensuringthatonly authorizedpartiesgetaccesdo a pieceof information),integrity (ensuringthat
messagesxchangedetweemartiesarenot modi ed in transit),andauthenticity(ensuringthatpartiescan
ascertairthe origin of messages)Reasoningboutthe securityof a systembasicallymeans guring out
whetherthe securitypropertiesof interesthold in the presencef an adwersarythat attemptsto attackthe
systemby manipulatingthe ervironmentin which the systemexecutes. For instance the adwersarymay
intercept,modify, andredirectmessagesnay poseasdifferentparties,etc. In orderto preventthe adwer
saryfrom successfullyattackingthe system(andtherebyaccessecreinformation,or corruptingmessages
without ary party noticing, dependingon what the securitypropertyis guaranteeinghouldnot happen),
the systemwill typically make useof variousencryptionschemedo encryptthe messagesxchangecdoy
the parties signatureschemeso digitally signmessagesgsndcommunicatiorprotocolsindicating,say the
patternof messagexchangeshatneedto occurbetweerthe parties.

As | said, historically two schoolshave emegedconcerningthe analysisof securityin suchsystems.
Very roughlyspeakingthe rst school,whichis alsothe oldest,focuseson the underlyingmechanismsor
providing securemessagingsuchasencryptionschemegfor instance DES, AES, Blow sh, RSA, etc),or
signatureschemesThe centralthemein this approachs oneof complity—how dif cult is it to “break”
the scheme—andelianceon probabilities. Here, the adwersaryis assumedo possess certainamountof
computationahbilities, without going into the detailsof what exactly thoseabilities are. For instancea
commonassumptions to take the adwersaryto be ableto performarbitraryprobabilisticpolynomial-time
computations.

The secondschoolhasfocusednot so muchon the propertiesof the underlyingschemesbut ratheron
theway theseschemesreusedin communicatiorprotocols.Thekind of analysisdoneis morecombinato-
rial in nature.For instancemary protocolshave awsthatareindependentof the securityof theunderlying
encryptionschemes.To putit bluntly, no encryptionschemads secureif you stupidly reveal the key used
to encryptmessageduring a protocolexchange.This is of coursean extremeexample,but mary security
protocolsfail dueto the misuseof perfectlygoodencryptionschemesTo helpconcentrat®nthataspecbf
securityprotocols,the approachs to completelyabstraciaway from the encryptionor signatureschemes,
assuminghemto be perfect,andratherthanallow the adwersaryto breakthe schemesonly allow him to
interceptmessages;onstructnevy messagefrom message$e hasinterceptedand encryptand decrypt
datafor which he hasthe correspondindey. While this approachmay seemlesspowerful thanthe pre-
cedingversion(becausehe adwersaryis solimited), it hasthe distinctadwvantageof allowing for automatic
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veri cation tools.

| shouldemphasizehatwhile a priori the focusof thetwo approachess different—aguably the rst
approachiendsto addressowerlevel questionghanthesecondpproach—inmecentyearstherehasbeenan
attemptatreconcilingtheseapproachesrhedif culties in this projectstemfrom thefactthattheapproaches
representwo completelydifferent philosophieswith respectto the meaningof security properties,and
exhibit vastly differentmethodologiesndtools. In theinterim, let's look at whatthesetwo bookshave to
offer us.

Foundationsof Cryptography: BasicTools

Goldreichs book exempli es the computational-compiéty approachto security and cryptography
what | have calledthe rst school. By andlarge, this approachfocuseson the propertiesof the build-
ing blocks of mary essentiakecuritymechanismssuchasencryptionschemesor signatureschemes.It
focusen anadwersaryessentiallyde ned by its computationa&bilities.

Chapter 1: Intr oduction. This chaptergives a very nice overvien of the philosophyunderlyingthe
computational-compigty approacho cryptography It alsoreviews someof the backgroundequiredfor
this book, namely probability theory and computationakcompleity models(including the probabilistic
polynomialtime compl«ity classesandnon-uniformboolearcircuits).

Chapter 2: Computational Dif culty . This chaptelintroduceghe coreconstructof muchof cryptogra-
phy, one-wayfunctions Roughlyspeakinga one-way functionis a functionthatis ef cient to computein
onedirection,but dif cult toinvert. Thistiesin with compleity theoryin thefollowing way. Theexistence
of one-vay functionsrequiresthe existenceof hard(on average)problems.Furthermoreit shouldbe pos-
sibleto generatdhardinstance®f thoseproblemsalongwith enough‘auxiliary” informationto helpsolve
the instanceof the problemif oneis giventhat auxiliary information. Differentnotionsof one-way func-
tionsarede ned (strong,weak,non-uniform),alongwith candidates(Note thatthe existenceof one-way
functionsis a compleity-theoreticassumptionin thesamesenseahatP NPis oftentakenasa compleity-
theoreticassumption.Sayingthatafunction is one-way basicallysaysthatgivenavalue , it is dif cult
to nd thepre-imageof under . However, it maybethe casethatpartialinformationonthe pre-imagds
easyto compute.To addresshisissue the notionof hard-core predicatess introducedwhich yieldsmore
e xibility in specifyingthedif culty of invertingone-way functions.

Chapter 3: PseudorandomGenerators. This chapterintroducesfundamentakonceptsan the modern
theory of cryptography Roughly speaking,a pseudoandomgenegtor is an ef cient (polynomial-time)
deterministicalgorithmthattransformsa shortrandomlychoserstringinto amuchlonger‘pseudorandom”
string. A pseudorandorstringis a stringthatis computationallyndistinguishabldrom atruerandomstring
by ef cient algorithms.Oneconsequencis thatfor ary stringgeneratedy a pseudorandorgeneratqrno
ef cient algorithmcanpredictthebit following ary givenpre x of thestring. The rst partof thechapterde-
nes computationaindistinguishabilitythenpseudorandorgeneratorsThebulk of thechapteinvestigates
therelationshipbetweerpseudorandorgeneratorsandone-way functions.Pseudorandorgeneratorexist
if andonly if one-way functionsexist. The constructionof pseudorandorgeneratorgrom a specialclass
of one-vay functionsis presented(The derivation for arbitrary one-way functions,much more comple,
is sketched.)The generalizatiorof pseudorandorgeneratorso pseudorandorfunctionsis alsodiscussed.
Intuitively, a pseudorandorfunctionis afunctionthatcannotbedistinguishedrom atruly randomfunction
by ary ef cient procedurghatcansamplethe functionat arbitrarypoints.



Chapter 4: Zero-KnowledgeProofs. Thischaptef(whichtakesuphalfthebook)present®neof themost
remarkablaedevicesin compleity theory zero-knavledgeinteractie proof systemsRoughlyspeakingthe
settingis onein which oneparty provesan assertiorto anothemarty , sothat is corvincedof the
validity of the assertionpbut where doesnot learn anythingbeyond the fact that the assertionis true
(andits consequences)his hasdirectapplicationgo security wheredifferentpartiesmay have accesgo
differentpiecesof informationthatthey maywantto share put without revealingarything beyondthe fact
thatthey have thatpieceof information. De ning zero-knevledge proofsrequiresintroducingthe notion
of aninteractve proof system,atopic with mary complity theoreticapplicationsbeyond cryptography
Informally, aninteractie proof systemconsistsof two parties,a “prover” whosetaskis to producea proof
of anassertionanda“veri er” whosetaskis to verify thevalidity of a proof. The partiescaninteract—for
instancetheveri er caninterrogatethe prover duringthe veri cation processFromthis, onecande ne a
zero-knavledgeinteractve proof systemwhich requiresde ning the notion of knowledgederived from a
proof. Following thesede nitions, the main resultof the chapteris presenteda methodfor constructing
zero-knavledgeproofsfor every languagen NP. In otherwords,it is possibleto construcizero-knaevliedge
interactve proof systemdor ary givenlanguage in NP, thatprovesqueriesaboutlanguaganembership
in . Forinstancepnecanconstructa zero-knaevledgeproof systemthatanswergjueriesasto whethera
graphis 3-colorable,in sucha way thatthe veri er is corvincedthatthe graphis indeed3-colorable but
doesnot learnarything beyond that, including how to 3-colorthe graph. This constructiorrelieson one-
way functions(in theform of bit commitmentprotocols).A discussiorof thelimitationsof zero-knavledge
proof systemdollows. Somefurthertopicsexploredin this chapterinclude:

— proofsof knowledge,wherethe prover not only assertghe existenceof someobject—suchasa 3-
coloringof agraph—byalsoknowledgeof thatobject;

— computationallysoundproofs,which relax someof the correctnessequirement®f zero-kneviedge
proofssystem;

— constant-rounaero-knevliedge proofs, whereonerestrictsthe numberof roundsof interactionbe-
tweenthe prover andtheveri er to aconstant;

— non-interactie zero-knavledgeproofs,wherethe prover andveri er do not closelyinteract. Rather
thereis a singlemessagasentfrom the prover to the veri er. However, both partieshave accesso a
uniformly choserrandomstring of bits (choserby atrustedthird party, for instance);

— multi-prover zero-knevledgeproofs,a generalizatiorof interactve proof systemsavherea veri er is
allowedto interactwith multiple provers.

Opinion. Thisis avery completeintroductionto the basicsof moderncompleity-theoreticcryptography
It is a solid foundationfor understandingnuchof the currentwork in this area. Note thatthis is the rst
volume of a plannedthree-wlume series. Usedby itself, this volumeis possiblymore suitedfor a rst
or second-yeagraduatecourseon compl«ity theorythana courseon straightcryptography This should
improve oncevolume2 and3 areout. Volume2 (which is outlinedin anappendixof this book)will apply
the ideasof this bookto the basicproblemsof de ning encryptionschemessignatureschemesandmore
generakryptographigrotocols.Note thatdraft chaptersof the secondvolumeareavailableonline.

Modelling and Analysis of Security Protocols

Ryanand Schneides book exempli es the formal methodsapproachto security what| have called
the secondschool. Here,the focusis muchmoreon the combinatorialissuessurroundinghe useof cryp-
tographicprimitives. The ideais that onceyou have cryptography and you want to securelyexchange



informationwith otherparties,thenhaving cryptographicschemess but a rst step. After that, you want
to actualusetheseschemesn sucha way that you canachieze somehigherlevel goals,suchas mutual
authenticationpr secretsharing. How canyou do that? You needto constructcommunicatiorprotocols.
What'sinterestings thatsomeof theseprotocolshave problemsrr espectivelypf the strengthof thecrypto-
graphicprimitives. More to the point, evenif we assumeerfectcryptographythereareprotocolsthatcan
be broken basedonly on the way the messageare constructedThis is whatthe formal methodsapproach
takesasa startingpoint: assumave do have perfectcryptography(sothattheadversarywill notattemptto
“break” the crypto),representhe protocolthroughoneof mary notationgpeoplehave devisedfor studying
communicatiormprotocolsandanalyzetheprotocolin thepresencef thekind of adwersaryalludedto above.

Chapter 0: Intr oduction. This chapteris justanintroductionto the problemof reasoningaboutsecurity
protocols,of thekind | describedkarlier It alsoincludesa discussiorof thekind of propertiesonemay be
interestedn proving aboutsecurityprotocols.

Chapter 1: An Intr oductionto CSP.  This chapterintroducesCSR Hoares Calculusof SequentiaPro-
cesseghelanguagén which systemsaredescribedn thebook. Roughly thelanguageallows oneto de ne
a systemasthe parallelcompositionof processethatcommunicatevia sharedchannels A key featureof
CSRin theview of the authorsjs thatthe sameanguageusedto describea systemcanbe usedto specify
propertiesof thatsystem.Intuitively, a propertycanbe describedy giving the“ideal” behaior of the sys-
tem,by abstractingway the detailsof theimplementationOnecanthenshaw thatthe processepresenting
theimplementatiorof the systent‘re nes” the processepresentinghe property This notionof re nement
is givenaformal de nition in this chapterandis centralto thewhole approachof reasoningaboutsecurity
protocolin CSRP

Chapter 2: Modelling Security Protocolsin CSP.  In this chapter CSPis put to the useof describing
securityprotocols.Theideais straightforvard: putin parallelprocessegepresentinghe behaior of all the
partiesof thesystemjncludingary trustedseners. Sincesecurityprotocolstypically rely on cryptographic
primitives,we needo de ne in CSPasuitabledatatypeor representinghevaluesexchangedy theparties.
We alsoneedto adda procesgepresentinghe adwersary Sucha processsimply captureghefactthatthe
adwersarycaninterceptandredirectmessages;omposenen messagefom old, andapply encryptionand
decryptionoperators.

Chapter 3: ExpressingProtocolGoals. Thischaptefocusesntheproblemof expressingsecuritygoals
in the CSPnotation. The goalscoveredinclude secreg goals(that a given valueis never revealedto the
adwersary),authenticatiorgoals(veri cation of a party's identity), non-repudiatior{thatno party candery
having sentor receved a message)and anorymity (protectingthe identity of the partiesinvolved in the
protocol). All of thesepropertiesare expressechs CSPprocessesanda protocolsatis esa propertyif it
re nesthatproperty asdescribedn Chapterl.

Chapter 4: Overview of FDR. Thischapteintroducesatool to automaticallyjcheckthata processe nes
another As we have seensincewe represenpropertiesas CSPprocesseghis givesa way to checkthat
a procesgneetsa speci cation. Thetool is FDR, a commercialtool from Formal SystemqEurope). The
underlyingmechanismsf thetool aresurveyedin thechapter

Chapter 5: Casper While FDR providesa mechanicalvay to checkthata CSPprocessatis esaspeci-
cation itself writtenasa CSPprocessit is time-consuminganderrorproneto directly manipulatehefull
CSPprocesglescribinga particularprotocol,andthe CSPprocessorrespondingo the particularsecurity



propertyto verify. To simplify this veri cation, atool calledCaspeis introducedthattakesasinputascript
representinga protocol as a sequencef messagaexchangesaswell asa succinctrepresentatiomf the
propertyto check,andautomaticallygeneratethe CSPcodecorrespondingo the protocolandthe property
suitablefor checkingvia FDR.

Chapter 6: Encoding Protocolsand Intruders for FDR. This chapteris a carefulstudyof the encod-
ing of the protocolsand propertiesperformedby Casper Many optimizationsare performedin orderto
producecodethatcanbe checled ef ciently by FDR. Theseincludethe modellingof the deductve system
usedby the adwersaryto derive new factsfrom interceptedmessagesswell asthetreatmeniof algebraic
equialencedetweervaluesexchangedy thedifferentparties.

Chapter 7: Theorem Proving. The approachto verifying protocolsdescribedn the previous chapters
canonly dealwith systemswith nitely mary states. This imposesa restrictionon, say the numberof
partiesin a protocol,or the numberof simultaneousnstance®f the protocolbeingexecutedn the system.
In this chapter a generalproof techniques presentedo establishpropertieseven whenthe systemunder
considerationis not nite. This relieson the notion of a rank function, which canbe usedas a sort of
invariantto be preseredin theanalysisof the protocol.

Chapter 8: Simplifying Transformations. The methodsintroducedin the previous chaptersvork well
for smallprotocols. For dealingwith moreinvolved protocols(including mostrealisticones) this chapter
examinestransformationghat can be appliedto protocols. Thesetransformationdiave the propertythat
if an attackis possiblein the original protocol, this attackwill alsobe possiblein the simpli ed protocol.
Therefore,studyingthe simpli ed protocolwill not make onemissa aw of the original protocol. The
CyberCashMain Sequencgrotocolis usedasa casestudy

Chapter 9: Other Approaches. Thischaptercompareshe CSPapproactio otherapproacheto analyze
securityprotocols.ThesencludeBAN logic, theNRL protocolanalyzerStrandSpacesPaulsonsinductive
assertiongpproachandthe spi-calculusto namebut themostpopular

Chapter 10: Prospectsand Wider Issues. This chapterconcludeghe book by describingsomeissues
thatremainto be addressedTheseincludea morerealistictreatmentof cryptography(hencebringingin
compl«ity-theoreticissues) aswell asa discussiorof the combinatorialsize explosionthat occurswhen
analyzingprotocolsin the styleadwocatedoy the book.

Opinion. Thisintroductorybook, suitablefor an advancedundegraduatecourse givesa goodoverviev

of aparticularwayto applyformalmethodgo studysecurityprotocols.This bookis notfoundationain ary

senseof theword. Rather it shavs how to analyzeprotocolsgiven a particularway to represenprotocols
(CSP)anda particulartool for verifying propertieFDR). However, in the processit doespresenmostof

theissuescommornto all formal methodapproacheto securityprotocolanalysis Perhapsnoreimportantly

it is to the bestof my knowledgethe only book on the marlket that addresses depththe topic of formal
methodsappliedto securityprotocolanalysis.
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1 Overview

Modern cryptography probabilisticproofs and pseudorandomnesse threeareasin theoreticalcom-
putersciencethat demonstratehe interplay betweenrandomnessand computations.In Goldreichs book
youwill nd acollectionof suney articleswritten for eachof the above topics. In eachsuney, materials
rangingfrom basicnotionsto recentadwancedresultsare presented.The authorseeksto provide a clear
perspectie to the readerof whattheseareasare. Althoughthey arecloselyrelatedareasgacharticle can
bereadindependentlyAn extensve bibliographyandfour appendiceareincluded.Theseappendicepro-
videsbackgroundcknowledgeon computationandrandomnessexampleson randomizedcomputationsn
otherdomains,simpli ed proofsontwo basicresultsandpointersto suney articleswritten by the author
Thesesuneys arealsorelatedto randomnesandcomputation(e.g. Yao's XOR lemma,Levin's Theoryof
Average-Cas€ompleity etc.).

This work is NOT a pureformal treatmentof thesetopics. In eachsurey the author rst providesa
summarnythatdescribedrie y theperspectie hehas.Materialsarethenselectecandpresentedo illustrate
andsupportthat perspectie. Most of the materialsare focusedon the essentialandtechnicaldetailsare
usuallykeptto aminimum.

2 Summary of Content

For eachsuney chaptewe will rst cite the authors own summariesandthencombinethenwith the
reviewer's obseration.

The Foundationsof Modern Cryptography

Author'sownsummary:ln ouropinion,the Foundation®f Cryptographyaretheparadigms,
approachesndtechniqueauseto conceptualizede ne and provide solutionsto natural
cryptographigoroblems.In this chapterwe surney someof theseparadigmsapproaches
andtechniquesaswell assomeof the fundamentatesultsobtainedusingthem. Special
effort is madein attemptto dissolve commonmisconceptionsegardingtheseparadigms
andresults.

The Specialeffort saidabore mainly refersto the classi cationof worksin this areainto two types
of actvities. They arethe de nitional activity andthe constructiveactivity. He further motivates
thereaderto view resultsaseithera plausibility result an introductionof paradigmsandteciniques
which maybe applicablein practice or, a presentatiorof schemeswhich are suitablefor practical

applications The centralparadigmsbeingstressedherearecomputationatif culty, computational



indistinguishabilly andthe simulationparadigm.After explainingthe above notionsin quite details,
the following topics areintroduced: Pseudorandomnes&ero-Knavledge, Encryption, Signatures,
CryptographidProtocols. At the end of the suney, suggestiongor future readingandresearcrare
provided.

Probabilistic Proof Systems

Author's own summary:Varioustypesof probabilisticproof systemshave playeda cen-
tral role in the developmentof computersciencein the last decade.In this chapter we
concentraten threesuchproof systems- interactve proofs,zero-knevledgeproofs,and
probabilisticcheckablgroofs— stressinghe essentiatole of randomness eachof them.

Apartfrom thethreemain proof systemsnentionedabove, this suney alsocontainsa brief overviev
on variantson the basicmodelsof probabilisticproofs. TheseincludeMulti-Prover Interactve Proof
SystemsComputational-SounBroof SystemsRefereedsamesetc. This suney is concludedoy a
comparisoramongvariousnotions, historicalremarksand a collectionof openproblems,shaving
thattherearestill importantdirectionsfor futureresearchn theseareas.

Regardingthe technicalcontentyouwill nd sketchesof the proofsof somefamoustheoremssuch
asIP=PSPACE, NP=PCP(log,0(1))andmary othersin this chapter

PseudorandomGenerators

Author's ownsummary:A freshview at the questionof randomnessvastakenin thethe-
ory of computing: It hasbeenpostulatedhat a distribution is pseudorandorif it cannot
betold apartfrom the uniform distribution by an ef cient procedureThe paradigm orig-

inally associatingef cient proceduresvith polynomial-timealgorithms,hasbeenapplied
alsowith respectto a variety of limited classof suchdistinguishingprocedures.Start-
ing with the generalparadigmwe suney the archetypicaktaseof pseudorandorgenera-
tors (withstandingary polynomial-timedistinguisher)aswell asgeneratorsvithstanding
space-boundedistinguishersthederandomizatioof compleity classesuchasBPP and
somespecialpurposegenerators.

This chapterbagins by introducingthreedifferentapproacheso dealwith randomness.They are
Shannors information-theoreti approachKolmogora's compleity approactandthe complexity-
theoreticapproachlt focusenthethird approactandintroduceghegeneridramenork for de ning
pseudorandomgeneratorsA considerablemountof work is to explain the proof of the derandom-
ization of BPPandthe introductionof a numberof specialpurposegeneratorslit includesPairwise-
Independenc&eneratorsSmall Bias GeneratorsRandomwalk on expandersetc.. This sunwey is
concludedby summarizingvariouspseudorandongeneratorsvith relevant parametersn the form
of atable. Finally it providesa discussioron eachconceptuabpproacheslescribedearlierin this
chapter A list of openproblemsarealsostated.

3 Opinion

This bookis informative andrich in content. While writing up this review | realizethe extensveness
of materialscoveredin thesethreesuneys. It seemshardto further compessthesematerialsary furthetr



While onecannotexpectto nd all thedetailsin this book,youwill nd asolid andstructuralview by the
authoron eachof thesethreeareas.To the reviewer, the mostappealingeatureof this bookis thatit leans
toward theintuition andhistoricalmotivationsaroundthesetopics. | believe thatit is anexcellentresource
for studentsandresearchersvho hassufcient backgroundn compleity theory (Note: Earlier versions
of thesematerialsmay had beenusedin relatedconferencevorkshops).You canalso nd alist of errata
from the authors website. If you wish to study a relatedtopic (e.g. derandomizatiomf time compleity
classesand constant-deptleircuits, the IP=PSRACE proofsandetc.) this book will probablygive you a
goodcollectionof backgroundnotivationsandnice discussiongswell.

If you have decidedto usethis text for your personaktudy | would recommend/ou to have accesgo
somebibliographicresourcege.g. ACM digital library, Citeseeetc.)while readingthetext. It is especially
the casewhenyou reachthe later subsection®f eachsuney. Mary sidetopicspresentedherecanonly
be coveredor mentionedvery brie y. If thesetopicsinterestyou, you probablywill preferto look at the
abstractof therelatedpaperqatleast)duringthereadingof thetext.

Oneway to utilize this greatresourcads to useit in a seminarsetting(e.g. a graduatestudentseminar
course). Participantsmay rst review the viewpoints from the surneys. After studyingand presenting
the core materialsfrom the original papers,the participantsmay discuss,debate,compare,contrastthe
viewpointsthey shareandthe onesprovidedin thetext. | believe thatthesematerialswill provoke mary
thoughtsandmeaningfuldiscussions.



