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Abstract

A two server private information retrieval (PIR) scheme allows a uddo retrieve thei-th bit of ann-bit
string x replicated between two servers while each server individually learns noiafion abouti: The main
parameter of interest in a PIR scheme is its communication complexity,In#msenumber of bits exchanged by
the user and the servers. A large amount of effort has been invegteddarchers over the last decade in search
for ef cient PIR schemes. A number of different schemes [6, 4hda9& been proposed, however all of them ended
up with the same communication complexitydgh'=3): The best known lower bound to datesikgn by [17].
The tremendous gap between upper and lower bounds is the focuspmer We show arf n*=3) lower bound
in a restricted model that nevertheless captures all known upper baaohadiques.

Our lower bound applies to bilinear group based PIR schemes. A bilingarseheme is a one round PIR
scheme, where user computes the dot product of servers' respda obtain the desired value of th¢h bit.
Every linear scheme can be turned into a bilinear one. A group basedé&i&me, is a PIR scheme, that involves
servers representing database by a function on a certain nite gi@upnd allows user to retrieve the value of
this function at any group element using the natural secret sharingwseliased o®: Our proof relies on some
basic notions of representation theory of nite groups. We also discu#sapproaches one may take to obtain a
general lower bound for bilinear PIR.

1 Introduction

Private information retrieval (PIR) was introduced in a seminal paper lyr,GGoldreich, Kuzhelevitz and
Sudan [6]. In such a scheme a server holdsidit stringx representing a database, and a user holds an index
i 2 [n]: At the end of the protocol the user should leayrand the server should learn nothing abouA trivial
PIR protocol is to send the whole databade the user. While this protocol is perfectly private, its communication
complexity is prohibitively large. Note that, in a non-private setting, there i@#pol with onlylogn + 1 bits of
communication. This raises the question of how much communication is nectssahjeve privacy. It has been
shown in [6] that in case information-theoretic privacy is required thealvial solution is in fact optimal. To
go around this Choet al. suggested replicating the database amorgl nhon-communicating servers.

For the case of two servers [6] obtained a PIR protocol W@ith™3) communication complexity. In spite of
the large amount of subsequent research this bound remains the best tndate. For generl [6] achieved
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the complexity ofO(n'¥): Their bound was later improved by Ambainis [1]@&(n=2% 1): Finally in a break-
loglog k
through result [5] Beimett al. achieved the communication complexitym? Clog ¥

On the lower bounds side the progress has been scarce. We list the keswits for the two server case. The
rst nontrivial lower bound of4 logn is due to Mann [15]. Later it was improved #04 logn by Kerenidis and
de Wolf [13] using the results of Katz and Trevisan [14]. The currenbrd of5logn is due to Wehner and de
Wolf [17]. The proofs of the last two bounds use quantum arguments.

To date PIR literature is extensive. There is a number of generalizatidhe basic PIR setup that have been
studied. Most notably those are: computational PIR (i.e. PIR based onutatigmal assumptions), PIR with
privacy against coalitions of servers, PIR with xed answer sizelByuso PIR, etc. Private information retrieval
schemes are also closely related to locally decodable codes (LDC). &wesy ®f PIR and LDC literature see [7].

In the current paper we study communication complexity of PIR in the most basiserver case. There are
two reasons why this case in especially attractive. Firstly, determining the coitation complexity of optimal
two server PIR schemes, is arguably the most challenging problem in thefd?¢R research. There has been no
guantitative progress for this case since the problem was posed. Atthodate a number of different two server
PIR schemes are known [6, 4, 19] all of them have the same communicatigrieadty of O(n'=3): Secondly, the
work of [5] implies that any improvement of the upper bound for two seRI&, yields better PIR protocols for
all other values ok:

1.1 Our results

Our main result is an( n'=3) lower bound for a restricted model of two server PIR. Our restrictionsive
around a novel, though quite natural combinatorial view of the problem.héie that two server PIR essentially is
a problem regarding the minimal size of aduced universal grapfor a family of graphs with certain property.
This view allows us to identify two natural models of PIR, namélinear PIR, andbilinear group base®IR.
A bilinear PIR scheme is a one round PIR scheme, where user computest theduct of servers' responses
to obtain the desired value of theh bit. A group based PIR scheme, is a PIR scheme, that involves servers
representing database by a function on a certain nite gr@ymnd allows user to retrieve the value of this
function at any group element using the natural secret sharing sctesed bris:

We establish ar{ n™3) lower bound for communication complexity of any bilinear group based Phrse,
that holds regardless of the underlying graBmand regardless of the algorithms run by the servers. The model
of bilinear group based PIR generalizes all PIR protocols known to tlaie,our lower bound demonstrates a
common shortcoming of the existing upper bound techniques.

It turns out that communication complexity of bilinear group based PIR owgpap G can be estimated in
terms of the number of low dimensional principal left ideals in the group aégeljG]: Our main technical result
is an upper bound for this quantity obtained by an argument relying on sasi@rmntions of representation theory
of nite groups.

1.2 Related work

Apart from the work on general lower bounds for PIR protocols thaswveyed above, there has been some
effort to establish (stronger) lower bounds for various restricted larfePIR. In particular Itoh [12] obtained
polynomial lower bounds on communication complexity of one round PIR,uhéeassumption that each server
returns a multilinear or af ne function of its input. Goldreiet al.[8] introduced the notion dinear PIR proto-
cols, i.e. protocols where the servers are restricted to return linear catiolis) of the database bits to the user, and
also the notion oprobe complexityi,.e. the maximal number of bits the user needs to read from servers' answer

We actually prefer to use language of matrices rather then graphst totirse graph formulations are easy to obtain. A grépis
called induced universal for a graph famHyif every graphF 2 F is an induced subgraph &f:



in order to compute;: Goldreichet. al. obtained polynomial lower bounds for communication complexity of two
server linear PIR schemes whose probe complexity is constant. Laterghaliis were extended by Wehner and
de Wolf [17] who showed that the restriction of linearity can in fact be deap

Itis not easy to match the restricted models surveyed above againstatheraand against our model, because
the restrictions are quite different. We do not impose any restriction on ti@idims computed by the servers
as [12], and do not restrict the user to read only a small number of bitssesvers' answers as [8]. We show that
our bilinearity restriction is weaker than the linearity restriction of [8], singerg linear protocol can be easily
turned into a bilinear one. However we insist that the PIR scheme shouldegrplap based secrete sharing, and
that the user should be able to privately reconstruct not only the datakiasut also some extra functions of the
database (given by the values at group elements that do not cordaspdatabase bits).

1.3 Outline

In section 2 we introduce our notation and provide some necessary desitim section 3 we present our
combinatorial interpretation of two server PIR, and identify the models of hitiR¢éR and bilinear group based
PIR. Section 4 contains the main technical contribution of the current pafeantroduce necessary algebraic tools
and establish arf n'™3) lower bound for communication complexity of any bilinear group based PhRrae. In
section 5 we discuss possible interpretations of our results and posemap@blem. In the appendix we review
currently known two server PIR schemes and demonstrate that all of tieeliliaear group based.

2 Preliminaries

Let[s] et ¢ 1;:::;s0: We assume thaj is a prime power and use the notatiBpto denote a nite eld ofq
elements. We assume that database contains entries from alfifjaksher then just a binary alphabet. We also
assume some implicit bijection betwefghandF4: Everywherdog stands for théog baseq: Notationa bstands
for concatenation of stringsandb:

A two-server PIR scheme involves two serv8isandS, each holding the same-bit stringx (the database),
and useit who knowsn and wants to retrieve some kit; i 2 [n]; without revealing the value of We restrict
our attention to one round information-theoretic PIR protocols. The followagition is a non-uniform variant
of the de nition from [5].

De nition 1 A two server PIR protocol is a triplet of non-uniform algorithias= ( Q; A; C): We assume that
each algorithm is givem as an advice. At the beginning of the protocol, the Usdpsses random coins and
obtains a random string NextU invokesQ(i; r ) to generate a pair of queriggjue;; quey): U sendsjue to Sg
andque; to Sp: Each servelS; responds with an answamns; = A(j; X; que;j): (We can assume without loss of
generality that servers are deterministic; hence, each answer is a funafia query and a database.) Finally,
U computes its output by applying the reconstruction algoriti@anss; ansy;i;r): A protocol as above should
satisfy the following requirements:

Correctness :For anyn; x 2 [q]" andi 2 [n]; the user outputs the correct valuexafwith probability 1
(where the probability is over the random strings

Privacy : Each server individually learns no information abauTo formalize this leQ; denote the of-th
output ofQ; j = 1;2: We require that foj = 1;2and anyn; iy;i> 2 [n] the distributionsQ; (i1;r) and
Qj (i2; r) are identical.

The communication complexitgf a PIR protocolP; is a function ofn measuring the total number of bits
communicated between the user and the servers, maximized over all chibices [@)"; i 2 [n]; and random
inputs.



De nition 2 [8] A linear PIR scheme is a PIR scheme, where the answer fun8t{gin; que;) is linear inx for
arbitrary xed values off andqug : In other words every bit of an answer is a certain linear combination of the
database bits.

3 A combinatorial view of two server PIR

De nition 3 A generalized latin squar® = GLYn;T] is a square matrix of siz& by T over an alphabet
[n][fg ;suchthat:

For everyi 2 [n] andj 2 [T]; there exists a uniqule 2 [T] such thatQjx

For everyi 2 [n] andj 2 [T]; there exists a uniquie 2 [T] such thatQy;

In particular, every row (or column) of a GIiS T] contains precisel¢T  n) stars. We call the ratio=T the
densityof a generalized latin square. It is easy to see that generalized latiresqfatensityl are simply latin
squares.

LetQ = GLYNn;T];and let :[n]! [q] be an arbitrary map. B we denote a matrix of siZ€ by T over
the alphabelg] [fg ; which is obtained fron@Q by replacing every non-star entryn Q by (i): We say that a
matrixc(Q ) 2 [q" T is acompletionof Q if ¢(Q )j =(Q ); wheneve(Q ); 2 [d]:

For matricesA 2 [g]' ' andB 2 [g]° P we say thaB reducedo A if there exist two maps: : [0 ! [I] and

2[B! [l]suchthatforany;k 2 [0 : Bx = A |(j): ,k): Note that we do not impose any restrictions on
maps 1 and »; in particularb can be larger theh

De nition 4 LetQ = GL9n;T]; andA 2 [q]' ': We say thatA coversQ; (notationQ | A) if for every
:[n]! [q]; there exists a completianof Q ; such thaic(Q ) reduces tdA:

Theorem 5 The following two implications are valid:

ApairQ ) A; whereQ = GLIn;T]; A 2 [q' '; yields a two server PIR protocol with communication
logT fromU to eachS; and communicatiofog| from S;'s back toU:

A two server PIR protocol with queries of lend{m) and answers of length(n); where the user tosses at
most (n) random coins yields apai® ! A; whereQ = GLS n;nq!™* (M :andA is ag-ary square
matrix of sizeng!t(M* a():

Proof: ~ We start with the rst part. We assume that matAxis known to all pariedJ; S; and S,: At the
preprocessing stage, servers use the databasfy]"; to de ne the map : [n]! [q]; setting (i) et Xj: Also,
they nd an appropriate completiotf(Q ); and obtain maps; : [T]! [lJand > : [T]! [I]; such for allj; k
c(Q )J-k = A L(j): (k- The following protocol is further executed.

U . Picks alocation; k in Q such thaQjc = i uniformly at random
uls j

uls, : k

U Si1 : ()

U s 2(k)

U . OutputsA 1G); 2(K)-

It is straightforward to verify that the protocol above is private, sinaaiformly random choice of a locatignk
such thaQjk = i; induces uniformly random individual distributions prand onk: Correctness follows from the
fact thatc(Q ) reduces tdA: Total communication is given b¥(log T + log 1):



Now we proceed to the second part. Consider a two server prd®oed] Q; A; C): First we show that one can
modify P to obtain a new PIR protoc®®= ( Q% A% CY; such thatC’ depends only omans? andans3; but not
oni orr: The transformation is simple:

First Q%obtains a random stringand invoke<Q(i; r ) to generatéque;; quey): Next Qtossedogn extra
random coins to represeinas a random suiin= i1+ i; mod (n); setsque] = quer i1; que = que >
and sendgjué) to S; andquel to Sp:

Forj =1; 2A°extractsquq from quqo; runsA on (j; x; que; ) and returnains; qqu:

Finally, C’extractjue; quey; ansy; ans; andi from ans? andans$ and performs a brute force search over
all possible random coin tosses @fto nd some random input®such thatQ(i;r 9 = (que;; que):
runsCon (ansy; ansy;i; r 9 and returns the answer. Note that the strifimay in fact be different from the
stringr however the correctness propertyPoimplies that even in this cas® outputs the right value.

Now consider the protocdP® Let QJ-0 denote the range of queries to seryeand Aj0 denote the range of
answers from servgr Variableque’ ranges ove?; and variableans® ranges oveA: Let R(que’; i) denote the
set of random stringsthat lead to query;ugp to servelj on inputi: Formally,

R(que;i)= r 2 [d ™ joqued : Q(i;r) = ( quel; que))
R(que;i)= 12 [ ™ joque : Q(i;r) = (que; que)

Note that the privacy property of the protod®?implies that the cardinalities (’R(quq); i) are independent of

We denote these cardinalities b@qué’): Itis easy to see thal(qqu) is always an integer betwedrandq (M:
Now we are ready to de ne matric€3 andA:

Rows ofQ are labelled by possible paifgue); s); wheres 2 [r(que})]: Similarly columns ofQ are labelled
by possible pair{que);s); wheres 2 [r(que))]: We setQqued;s,):(quedis;) = | if there exists a string 2
R(quél;i)\ R(quel;i) such that is the string numbes; in R(qué; i) and the string numbes; in R(que; i)
with respect to lexicographic ordering of these sets; otherwise W@ g6 :s,):(quel:s,) =

Consider an arbitrary pai; (qQu€); s1)) ; wheres; 2 [r(que))]: Letr be the unique random string that has
numbers; in lexicographic ordering oR(que;i): Let Q¥i;r) = (quel; qué); and lets; be the number of
r in lexicographic ordering oR(quel;i): The column ofQ labelled(que; s) is the unique column such that
Q(qued:si)i(quedis;) = 11 We demonstrated that every row Qf contains exactly one entry labelledA similar
argument proves this claim for columns. ThHQss a generalized latin square.

Now we proceed to matrid: Rows ofA are labelled by possible values afis; similarly columns ofA are
labelled by possible values ahs9: We setA ns0.ansg = CYans); ans)): The unspeci ed entries oA are set
arbitrarily. Matrix A de ned above may not be a square, however one can always padsgieae shape.

It remains to showthad ! A: Givenamap :[n]! [g] we consider a databagewherex; = (i): We use
protocolP°to de ne maps ; from the row set ofQ to the row set ofA; and , from the column set of) to the
column set ofA: We set 1(quel; s1) = AYL;x;qued) and »(que;s;) = AY2;x; qued): Correctness property
of P%implies that maps 1; » reduce certain completion € to A: |

The theorem above presents our combinatorial view of two server Rileqmis. A PIR protocol is just a pair
Q! A; whereQ is a generalized latin square aAds ag-ary matrix. Every PIR protocol can be converted into
this form, and in case the number of user's coin tosses is linear in the queth leuch conversion does not affect
the asymptotic communication complexity.



3.1 Bilinear PIR

Combinatorial interpretation of PIR suggested above, views PIR as &epralf reducing certain special fami-
lies of matrices to some xed matrix. A nice example of a nontrivial matrix wheaan say a lot about matrices
that reduce to it is a Hadamard matrix.

De nition 6 A Hadamard matridH , is ag™ by g™ matrix where rows and columns are labelled by elements of
Fg and matrix cells contain dot products of corresponding labels.(kgn)vy:v, = (V1;V2):

Lemma 7 LetM be a square matrix with entries frofy; thenM reduces to Hadamard matrid,, if and only
if the Fq rank ofM is at mosim:

Proof. Clearly, theFq rank ofH, is m therefore the rank of any matrix that reducesttg is at most that much.
To prove the converse observe thvhtcan be written as a sum af matricesM = M1 + ..+ Mp,; where each
M; is of rank at most one. Ldtbe the size oM: For everyi 2 [m] set thei-th coordinate ofn long vectors
V1;iil Ve Ug; oo U so thatvy (i)uk(i) = (M) : Now the maps ¢ - [t]! [g™]; 2 :[t]! [g"] de ned by
1(4) = vj; 2(k) = ux embedM intoHp: |

The above lemma is important since it allows to reduce the proof@hat H,, for some generalized latin
squareQ to showing that for every : [n]! Fq; Q can be completed to a low rank matrix.

De nition 8 We say that a two server PIR sche@éd A is bilinear if A = H,, for some value afn:

Another way to formulate the above de nition is to say that a PIR scheme is hilihdhcomputes the dot
product of servers' answers to obtain valuexgf Next lemma shows that the restriction of bilinearity is weaker
than that of linearity.

Lemma 9 Every linear PIR protocol can be turned into a bilinear PIR protocol with siaene asymptotic com-
munication complexity.

Proof: In alinear PIR protocol user receives two strirgs: ; ans, of linear combinations of database bits from
servers, and the unit vector corresponding toitlie bit of the database is guaranteed to be in the joint span of
combinations fromans; andans,. The nal output ofU is a sum of two dot produc{e;; ans1)+( ¢p; ansy) = Xi;
for some vectors; andc, that are computed by user along with quefigse;; que;). The idea behind turning a
linear protocol into a bilinear one is simple.

After generating(que; quey) along withc; andcy; U representg; andc, as sums of random strings =
C11+ Ci12; Cr = Cp1 + Cpp; @and sendgjue; Ci1 Cp1 t0 S andque, €1z Cpp to Sp: Each server responds with a
string of2+ jans;j+ jans,j bits. S; sends back (cp1;ansi) Cx1 ans;: S sends backcyz; ansy) 1 ans; cio:
Itis easy to see that the dot product of servers answers ygldsd that the procedure above increases the overall
communication only by a constant factor. |

3.2 Group based PIR
Finite groups are a natural source of generalized latin sqUaresGLS[n; T]: Consider a nite groupG =

isaT by T square matrix whose rows and columns are labelled by eleme@safdQq,.q, = i if 010, =g
while all other locations contain stars.



In case PIR protocdD | A uses a generalized latin squ&)e.s we say that such protoceimploys a group
based secret sharing schemBssentially, this means that given an indekl maps it to a group elemerst;
represents; as a random product in the grosp= 010, L and sendsj t0 §;:

The notion of agroup basedPIR protocol (for that we later prove a lower bound) is more restrictivet

M respectsG if for every gi; g2; gs; g 2 G such thag, * = gag, *; we haveMg, ., = Mgy,

De nition 10 We say that PIR protocd ! A is group based if it employs a secret sharing scheme based on
some groupG and for every : [n] ! Fq there exists a completiog(Q ) such thatc(Q ) reduces toA and
c(Q ) respect<s:

Stated in other words a PIR scheme is group based if servers repdasapdse by a function on a certain nite
groupG and the scheme allows user to retrieve the value of this function at any gleent using the natural
secret sharing based @&

4 Communication complexity of bilinear group based PIR

Consider a bilinear group based PIR sché&pg H, based on a grou@; with answer length: Clearly, query
length islogjGj: Let A(q; G; r) denote the number ¢Gj by jGj matrices oveF that respecG (for some xed

a  A(g;G;r); (1)

since by lemma 7 every database yields such a matrix and distinct databddedistiact matrices. In sec-
tion 4.2 we obtain an equivalent algebraic de nition #¢q; G; r); and in section 4.3 we prove an upper bound
for A(q; G;r): Our nal result is a constraint on the range of possible valuds@Gj; r: This constraint implies
an ( n¥™3) lower bound for total communication of any bilinear group based PIR scheme

4.1 Algebraic preliminaries

Our proof relies on some basic notions of representation theory of nitemg. The standard references for
this subject are [18], [9]. For a general algebra backgroundisge [

Let G be a nite (not necessarily abelian) group, agqd: ::;gr be all elements o6G: General linear group
GL, (Fq) is a multiplicative group of all non-degenerat®éy r matrices oveF:

An Fq representatiorof G of degree is an homomorphism : G!  GL,(Fg):
A group algebréaq[G] of G over a eld Fq is an algebra ovefFq consisting of all possible formal linear

P
combinations g, i 2 Fq: The algebraic operations Fy[G] are de ned by:
i=1

P P P
gt ig= (it )Y,
p P P
i g = (i)ag)
i i iij
P P

ig = ( Do 2 Fq:



A left Fq[G] moduleM is anFq linear space that has left multiplication by the elementS$&], such that
foranymy;my 2 M andany; 2 Fg[G]

(Mp+ mz)= m 1+ m
(+ )Jmi=mqi+ my;
( )mp= (my):
Dimension of a module is its dimension askyjlinear space. Twé4[G] modules are called isomorphic if

there exists an isomorphism between them as linear spaces that preseltyglécation by the elements of
FqlGI:

There is a one to one correspondence betwegimensional left=4[G] modulesM considered up to iso-
morphism andrq representations db of degreer considered up to inner automorphisms of @ie, (Fq):

4.2 Algebraic formulation

LetA = Fqg[G]: For 2 A; letrk( ) =dim( A ); wheredim(A ) is the dimension oA as a linear space
overFq: Consider theegular representation of G; : G ! GLjgj(Fg); de ned by

1 t=g;
( (Daig. = 0; gtﬁérwisg. @

Extend toA by linearity. Note that is an injective algebra homomorphism and that imageisftheFq algebra
R of all matrices that respe@: Observe that for anyl 2 R;

rkM =dimfMM jM°2 Rg: (3)

To verify formula (3) one needs to notice that the rst row of amaki®2 R can be arbitrary. Therefore products
M 9 contain all possible linear combinations of rows\dfas their rst row. Also notice that matrices R are
uniquely determined by their rst row. Formula (3) follows. It implies an algab de nition for A(q; G;r) :

A(g;Gr)=#f 2FyG]jrk( ) ro (4)
4.3 Low dimensional principal ideals in group algebras

LetV be anFq linear subspace oh: Left annihilator ofV is de ned by Ann (V) Et 2 AjV =0g

Similarly, right annihilatorAnn g (V) N AjV =0g: Clearly,Ann (V) is aleftideal inA andAnng (V)

is arightideal inA. LetM be a leftA module. Kernel oM is de ned byKer (M) ©e 2 Aj M =0gltis

straightforward to verify thaiKer (M) is a two sided ideal. Our main technical result is given by
Theorem 11 For arbitrary nite group G and arbitrary values ofjandr

A(Q:G:1) qO(Iongjrz):
Lemma 12 The number of dimensional lefA modules counted up to isomorphism is at nmﬂf@tjGjrz:

Proof: The fourth bullet from subsection 4.1, implies that it suf ces to cdegitepresentations @& of degree:
Letgs;:::;0s be the set of generators fGr, wheres  logjG;j: Note that every representation G! GL(Fq)
is uniquely speci ed bys matrices (g1);:::; (gs) each of size byr: |



Clearly, isomorphic modules have identical kernels. Now we show thaekef@a low dimensional module has
high dimension.

Lemma 13 LetM be anr dimensional lefA module; then the dimension iier (M ) as anFq linear space is at
leastjGj r?:

Proof: Note that multiplication by an element 8f induces a linear transformation bf. Such transformation
can be expressed by arby r matrix. Multiplication by a linear combination of elements/Afcorresponds to
linear combination of corresponding matrices. TheretbneKer (M) j Gj r2: |

Lemma 14 Supposd/ is anFq linear subspace oA; thendim(Anng(V)) j Gj dim(V):

Proof: Consider a bilinear map: A A! Fg; settingl(x y) equal to the coef cient ofl in the expansion
of xy in the group basis. Clearlyhas full rank (since in the group basis de ned by an identity matrix up to a
permutation of columns). HowevéV ~ Anng(V)) = 0: Thusdim(Anng(V)) j Gj dim(V): |

Proof of theorem 11: Let 2 A besuchthatrk) r. ConsiderA as a leftA module. Ker(A ) is a
two-sided ideal = Ann_ (A ): Note that 2 Anng(l): By lemma 12 everyA module of dimension up to
has its kernel coming from a family of at mcm;ﬁc’ngjr2 ideals. Also by lemmas 13 and 14 there are at rqbzst
elements iMnn g (1) for everyl: |

Combining equation (1) with theorem 11 we obtain our main result.

Theorem 15 LetQ ! H; be a bilinear group based PIR scheme over a gr@ipLett = log jGj denote the
query length and denote the answer length; then

n  O(tr?):

In particular total communication of any such schemd is™):
5 Conclusion

We introduced a novel, though quite natural combinatorial view of the twes&IR problem, and obtained
a lower bound for communication complexity of PIR in a restricted model. Statedniaflly, our main result
is that as long as servers represent database by a function on a aitp,grotocol allows user to retrieve the
value of this function at any group element, and user computes the datgbrafdservers responses to obtain the
nal answer communication complexity has to l{en'=®). Clearly, our result admits two interpretations. On
the one had it can be viewed as a witness in support of conjecture ofeChak. from [6] saying that their PIR
protocol withO(n'=3) communication is asymptotically optimal. On the other hand our result exhibits a common
shortcoming of the existing upper bound techniques and thus hopefully roaigle some directions for future
work on upper bounds. We would like to stress the rstinterpretation ofesult by revisiting and discussing all
restrictions that we introduced in order to prove the lower bound:

1. We restricted ourselves to bilinear protocols. l.e. protocols whlezemputes the dot product of servers'
responses. Bilinearity is a weaker assumption then linearity, therefore ibelieves that linear PIRs come
close to optimal, so do bilinear.

2. We restrictedJ to toss linearly many coins in the length of his queries. Although this restrictiemse
a technicality, so far we do not know how to go around it. The only justi cativat we have is that it
would seem quite surprising if indeed optimal PIR schemes require very sarpunt of randomness. If
one accepts restrictions 1-2; then PIR protocol is just a@alir H, such that for every : [n]! Fg Q
can be completed to a matrix of rank at most



3. We further restrict generalized latin squ&¢o be of the form GL&.s for certain subse$ of a nite group
G. Generalized latin squares of this form constitute a rich and natural dfasther terms this restriction
states thatl employs a group based secret sharing scheme to shareiibdexeen the servers.

4. Our last restriction is a restriction on the structure of low rank completibmesatricesQ : We require that
for every there exists a completionof Q to a matrix of rank at most subject to an extra constraint that
c(Q ) respectss: Our only evidence for this restriction is that so far we are unaware ofphas of matrices
Q (with parameters suitable for nontrivial PIR) whose minimal rank with resjpelocations labelled by
stars would be substantially smaller than the minimal rank subject to an extriaatonsf respectings:

We proved that communication complexity of any PIR scheme that satis egt@sis 1-4 is( n™3): We leave
reader to choose whether to accept each of the restrictions 1-4 asabbls We hope that ideas and techniques
that we introduced may lead to further progress towards understandexgdmmunication complexity of private
information retrieval. In particular the following problem is intriguing:

Open problem: Let Q = GLS[n; n ] be a generalized latin square of inverse polynomial density. Show that

there existsamap : [n] ! Fq; such that the minimat, rank ofQ  (with respect to locations containing stars in
Q )is! (logn):

Comment: If true this implies anl (log n) lower bound for every bilinear PIR scheme, wheréosses a linear
number of coins in the length of his queries. If false, this yields a PIR pobtwith clogn communication. It may
also be interesting to see if there is any formal connection between this prablé well-knownmatrix rigidity
problem.
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6 Appendix: Current PIR schemes are bilinear group based

A number of two server PIR schemes are known to date [6, 1, 10, 4, 19].5The goal of this section is to show
that all of them can be easily turned into bilinear group based. We restrisélves to schemes from [6, 4, 19]
since every other scheme is a variant of one of them. We do not follow tlemalogical order in which the
schemes were proposed.

It was observed in [4] that all known PIR schemes rely (implicitly or explicity) the idea of polynomial
interpolation.? Speci cally, the retrieval ofx;; where the servers hold databasand the user holds indéx is

on a pointE (i); which the user determines basediolVe refer toE (i) as the encoding af
We use the encoding functidh : [n]! Fg'; that has been previously used in [6, 4]. Without loss of generality

assume than®= n'=3is an integer. Consider an arbitrary bijection[n] ! [m9 [m9 [m9: Letel2 f 0; 1g™"
denote a vector whose unique nonzero coordinadtedsetm = 3m® Put
= 0 0 o .
EM)= €6, €0, €
Note that for every; E (i) has three nonzero coordinates. De ne

X0 Y
F(za;::0zm) = Xi z;
i=1  E(i)=1

(E (i), is thel-th coordinate oE (i):) Since eaclk (i) is of weight three, the degree Bfis three. Each assignment
E (i) to the variableg; satis es exactly one monomial i (whose coef cient isx;); thus,F (E(i)) = X;:

6.1 Monomial distribution scheme of [4]

For simplicity we restrict ourselves to the case when the underlying elf,isGiven a cubic polynomial

whereF, is the sum of all monomials frorft that contain at least two variableg; and F., is the sum of all
monomials fromF that contain at least two variableg : Note that every monomial df goes either td~, or to
F.: Servers further rewrité, andF,, to obtain

& (5)

The formal description of the scheme is below. Recall that user fBIFS and wants to retrieve (P):

u . Represent® asarandomsu® = V + W for V;W 2 FJ':

U!S 1 © (V1;::5;Vm)

u's, (W1;::0;Wm)

U S 1 @ F(V)c(V)iiiiem(V)

U S22 @ FW)a(W) i em(W)

U : Outputsk (V) + F(W) + (V;(ca(W); i em(W)) + (W (ca(V); it em(V)))

2This claim remains true although a number of new PIR schemes apteeft] was published.



Note that the protocol above is group based, since the user can rét({eydor anyP 2 FJ'; and user's secret
sharing scheme is based Bl : Unfortunately, in the current form the protocol is not bilinear. It is natchto
modify the protocol to achieve bilinearity.

U Represent® as arandomsum = V + W for V;W 2 FJ':
U'lsS (V1;:::5Vm)

UIS ot (wgiiiiwm)

U S F(V) 1 ci(V) :: em(V) vi i vy

U S, 1 F(W) wi 0wy (W) 0 cn(W)

U Outputs the dot product of servers' responses.

6.2 Combinatorial scheme of [6]

Unlike the PIR schemes of [4, 19] the scheme of [6] does not explicitly metdi@miegree multivariate poly-
nomials (or any other functions on groups), therefore it is not immediatety tlew to make it bilinear group
based. However it was observed in [4] that in fact this scheme can alsadb in terms of polynomial evaluation.
We now sketch the description of the scheme and show that it is essentiallic&den the scheme of [4], and
therefore can be turned into a bilinear group based form.

Recall tham®= n'=isanintegerand : [n]! M9 [Mm9 [mYisbijective. ForS [mYandj 2 [m9let
Snfjg, ifj2S;

S[fjg, otherwise.
ForSs;Sp; Sz [mY let X

T(S1;S2;S3) = Xi:

8j2[3]: (i); 2

We say that a triple of seB); S9; S?  [mQis at distance one from a tripy; S,; S; if there exist uniqug 2 [3]
andk 2 [m9suchthas; = SPfort 6 j andS; = S® k: LetB(Sy; Sy; S3) denote thé@m®long vector of values
of T(SY; S9; SY) at triplesSY?; SS; S? that are at distance one frofy; S; Ss: Below is the formal description of
the messages exchanged by the user and the servers:

S

U . PicksS1;S»;Ss  [mY uniformly at random.

uls 1 - 51;82;83

US> : S S (1)2:S3 (i)s

U S 1 @ T(S1;S2,83);B(S1;S2; S3)

US> @ T(S: ()18 ()2;Ss ()3);B(S1 ()1;S2 (i)2;Sz (i)3)

Now note thafl (S1;S2;S3) = F(S1 Sz Sz):LetP = E(i) 2 F}': Recall thaiy 2 f 0; 1g™ denotes a vector
whose unique nonzero coordinatd:i§Ve rewrite the protocol above in a different notation:
u : Represent® asarandomsum = V + W for V; W 2 FJ":
U!S 1 : (Vii:::;Vm)
U!IS 5 @ (Wil Wh)
U S : F(V;F(V+e);:::;F(V+en)
U S, @ FIW)L,FW+e);::;F(W+ en)
Let ¢ denote the polynomial that has been previously used in formula (5). Itisand to verify that

(V)= F(V+e)+ F(V): (6)

Taking formula (6) into account we conclude that the combinatorial schéimeeds essentially identical to the
scheme from the previous subsection. Thus it can also be turned into abdimeip based form.




6.3 Partial derivatives scheme of [19]

An important difference of this scheme is that it requires eld size to be fatgm2: Fix two distinct nonzero
elements 1; 22 Fq: Letf () 2 Fg[ ]be a univariate cubic polynomial. Note that

f(0)= caf (1) + cof X 1)+ caf ((2)+ caf A 2);

for some constantg that are independent &f

Protocol description : We use standard mathematical notat%@ to denote the value of the partial deriva-
tive of F with respect t, at pointW: LetP = E(i): The user wants to retrieve(P).

U : PicksV 2 Fg' uniformly at random.
ults; : P+ 1V
uls, : P+ LV
. .@F ... @F
U Si1 : F(P+ 1V) G; e W @R by Ly
. .@F ... @F
U SZ . F(P+ 2V)1 @Z P+ ZV,...P,]@K] P+ 2V p]
U . OutputsciF(P + 1V)+ ¢, &F Vi+cF(P+ oV)+c @F Vi
utputscy F ( 1V) 2 @rp, M 3F ( 2V) 4 Grp, Y

Note that in the protocol above servers represent database bytefuRc Ff' ! Fq on a group and user can
retrieveF (P) for arbitrary elemenP 2 Fg‘: However the protocol is not bilinear group based, since the user does
not secret share according to the group law (i.e. the difference oésfsdifferent fronP), and the user does not
output the dot product of servers' responses. It is not hard to mtthf protocol to achieve the desired properties.

Bilinear group based form:

u : PicksV 2 Fg' uniformly at random.
Uls, @ (P+ V) 2=( 2 1)
UIS, @ (P+ 2V)1=( 2 1)
P
: + c QF + QF o @F
U S F(P 1V) C3 Loz, @7 p, Ry (P lV)I @7 p, v @ p., XY
C. C.
1 =P+ V)1 it = (P+ 1V)m

U S : ¢ F(P'l' 2V) 1 1C22(P+ 2V)1 N 1C22(P+ 2V)m

a ™ ar (P+ ,v) @F ... @F

2 l|:1 @r P+ LV @z P+ »V @ P+ LV
U . Outputs the dot product of servers' responses.
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