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Audio-based Communication is everywhere
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• Speech Content
• Speaker Identity
• Gender
• Geography
• Age
• Emotional cues
• Health signatures

Easier to extract information

Today over 95% data is transferred digitally



Mass Surveillance

If get accessed …

9



Mass Surveillance

If get accessed …

Stealing personal information

10



Mass Surveillance

If get accessed …

Stealing personal information

11



Mass Surveillance

If get accessed …

Stealing personal information

12



Mass Surveillance

If get accessed …

Stealing personal information

Identity theft
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Threat is real …
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Voice Communication Channel
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Is it possible to prevent automated monitoring?
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Solution should …

Prevent automated monitoring

Do not disrupt natural communication

Protect speech before devices



(Trusted offline module)

VoiceSecure
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Existing Solutions
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Humans can tolerate slight variations in fundamental frequencies

Human brain automatically fill out missing auditory information

Phoneme-sized temporal flipping are imperceptible

Focus on the first copy of the audio during echo



VoiceSecure

30



Adaptive Parameter Tuning
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Perceptual Result
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Implementation
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Experimentation Results
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Experimentation Results
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• A microphone module that 
protect user privacy

• While keeping speech natural
• Real-time processing

VoiceSecure
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Thank you!
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1. Speaker anonymisation using the mcadams coefficient.
2. Voicemask: Anonymize and sanitize voice input on mobile devices.
3. V-cloak: Intelligibility-, naturalness-& timbre-preserving real-time voice anonymization.
4. Smack: Semantically meaningful adversarial audio attack.
5. Stop bugging me! evading modern-day wiretapping using adversarial perturbations.
6. Micpro: Microphone-based voice privacy protection.
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