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Abstract

Type quali ers area lightweight, practicalmecha-
nismfor specifyingandcheckingprogramproper
ties. In previouswork, we have developedCQUAL,
atool for addingtype quali ers to C. In this short
article,we describean Eclipseplug-in for CQUAL
that allows programmersto visualize the results
of CQUAL's type quali er inferenceand thereby
quickly understanéndresole potentialprogram-
ming errors.

1 Intr oduction

CQUAL is atool thatenablegprogrammergo de-
ne andverify programpropertiesusingtypequal-
i ersin a simple, scalablefashion[2]. A type
quali er is anatomicpropertythat“quali es” the
standardypes. Type quali ers have beenusedto
checkfor format-stringanduser/lernelvulnerabil-
ities (seebelow), aswell asto infer const anno-
tations[3], to checkfor deadlockd4], Y2K bugs,
andimproperuseof init datain the Linux kernel,
to nd missingsecuritychecksin the Linux kernel
[9], andfor redactingcrashinformation[1].

In this paper we describethe CQUAL plug-in
for Eclipse.Theplug-inallowsaprogrammetore-
view thetypequali ers thatCQUAL infersfor each
identi er in aprogramandexplorethe sequencef
inferenceghatindicatethata programpropertyhas
beenviolated. From a users perspectie, suchan
interfaceis one of the mostimportantandvisible
featureof this or ary otherprogramanalysistool.

2 Background: CQUAL

We begin by describingCQUAL via two example
applicationsdetectingormatstringvulnerabilities
in C[8] and nding user/lernelpointererrorsin the

int  main(void)
{
char *s, *t;
s = getenv("LD_LIBRARY_PATH");
t = s;
printf(t);

Figurel: Programwith formatstring vulnerability

Linux kernel[6]. Both of theseare securityvul-
nerabilities. We begin by looking at format string
vulnerabilities.

The standardC libraries include a number of
functions,suchasprintf , scanf ,andsyslog |,
thattake asparametera formatstringfollowedby
a varying numberof arguments. A format string
vulnerabilityarisesf anuntrustedstring—onethat
is suppliedby a malicioususer—is usedasa for-
mat string. For example,considerthe programin
Figure1l. A malicioususerinvoking this program
could rst setthevalueof theervironmentvariable
LD_LIBRARY _PATH so that it containsformat
speci ersfor agumentghatarenot presentlf the
malicioususerinjects %s format speci ersinto s
thisway, thecall to printf(t) will readgarbage
pointersoff the stackandmostlikely crash. Even
worse, the attacler caninject the %nargumentto
write to memoryandtherebycompletelycompro-
misesecurity

In this case,the vulnerability is simpleto x:
the lastline in the programshouldbe changedo
printf("%s", t) . Notethatin generalhow-
ever, variableformat string algumentsmustbe al-
lowed in orderto support,for example,programs
that are internationalized. And althoughformat
string vulnerabilitiesare increasinglyuncommon,
the techniquesCQUAL usesto nd format string
vulnerabilitiescanalsobe usedto checkfor other
securityproblems.



partial order {

$untainted [level=value, sigh=neg]
$tainted [level=value, sign=pos]
$untainted < $tainted
}
Figure2: Samplecon guration le
$t char *getenv(const char *name);
int  printf(const char $u * format, ..);

Figure3: Sampleprelude le

To nd format string vulnerabilities with
CQuAL, we begin by de ning two quali ers:
$tainted  to mark data under adwersary con-
trol and$untainted  to mark datathat mustbe
trusted. In CQUAL, all quali ers exceptconst
begin with a dollar signto make parsingeasy

The quali ers arede ned in a CQUAL con g-
uration le, asin Figure2. The rst two lines
declarethe quali ers, andthe lastline introduces
a subtypingrelationshipbetweenthemthat allows
untainteddatato be usedwhere tainted data is
required, but not the opposite. This is safe be-
cause$untainted  datais always trusted,and
only $tainted  datahasrestrictionson it. The
Eclipse plug-in usesthis con guration le to be
backwards-compatiblevith thecommand-linever-
sionof CQUAL.

The next stepin nding format string vulnera-
bilities, or any othersimilar trusted/untrustechis-
matchvulnerabilities,is to annotatehe signatures
of the relevant functions with the correct qual-
iers. This can be done either directly in the
code or in a separateprelude le. For exam-
ple, Figure 3 shaws a portion of the prelude le
usedin the tainted/untaintecnalysis. In this g-
ure, $t abbreviates$tainted and$u abbrevi-
ates$untainted . Theseprototypesndicatethat
datareadusinggetenv will betainted,while the
formatstringfor printf  mustbeuntainted—and
CQuAL will thereforerequire that the result of
getenv is never passedo printf , directly or
indirectly.

CQuAL simplies the processof annotating
codewith quali ers by applyingtypequali er in-
ferenceto determinethe appropriatequali ers for
unmarledvariablesandfunctions.For example,in

the codein Figurel, we neednot supplyquali ers
for s andt , becauseCQUAL will determinghem
automatically As a result, typically only a small
numberof annotationss requiredevenfor a large
program.

Typequali er inferencanvolvestraversingeach
statemenin the programand determiningdepen-
denciesamongthetypesof variousidenti ers. For
example, given the assignment , CQuUAL
requireghatthetypeof beasubtypeof thetype
of . Eachexpressionthat speci es a relation-
shipbetweentwo quali ers generatesnappropri-
ate constraint. CQUAL solvesthis systemof con-
straintsusingcontext-free languaggCFL) reacha-
bility [7].

When CQUAL infers two different, contradic-
tory quali ers for the samevariable or function,
this indicatesthat theremay be a violation of the
propertiesspeci edin thepartialorderandprelude
les, e.g.,aformatstring vulnerability. However,
this doesnot guarante¢hatthereis avulnerability,
becausghe analysiss necessarilgonsenative.

The CQUAL visualizationinterface describedn
Section3, is critical in determiningvhichwarnings
correspondo actualvulnerabilities wherethevul-
nerabilitiesare,and,often,how to x them.

Anotherapplicationthat CQUAL hasbeenused
for is detectingunchecledusesof userspaceoint-
ers by the Linux kernel[6]. In handlingsystem
calls,theLinux kerneloftencopiesdatafrom user
spaceto kernel-space However, pointersto user
spaceshouldnot be dereferencedvithout rst ver
ifying that they are valid userspacememory ad-
dresseswithout this check, subtle security holes
mayarise.To performthesechecksall accesseto
userspaceshouldbe performedusingthe function
copy _from _user()

CQuAL canenforcethis requirementby using
$user and$kernel quali ersto markdatafrom
userandkernel space respectrely, and requiring
thatonly $kernel datais explicitly dereferenced.
Dueto alack of spacewe omit furtherdiscussion;
Section3 present®neexampleuser/lernelerror.

3 The CQuUAL Plug-in Interface

Previous versionsof CQUAL included an inter
facefor presentingype quali er inferenceresults
via ProgramAnalysisMode (PAM) for Emacg5].
The CQUAL plug-in is basedon PAM. However,
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the e xibility andextensibility of the Eclipseplug-

in framewvork has provided us more control over

the presentatiomf the analysisresultsandallowed

tighterintegrationof CQUAL with thedevelopment
process.

To useCQUAL with aprojectin Eclipse theuser
rst setspreferencessingthedialogshavnin Fig-
ure4. Heretheuserocateshe CQUAL executable,
thepartialordercon guration le, andary prelude
les thatde ne theanalysis.Theuseralsospeci es
whetherto usepolymorphicquali er inferenceand
whetherto generatavarningsfor unde nedglobal
identi ers thatarenot giventypesin aprelude le.

To run CQUAL on a setof les or foldersin a
project,theuser rst selectsheitemsin the Navi-
gatorview, andthenchoose$sRun Cqual”fromthe
pop-upcontet menu.Theplug-inopensa CQUAL
view andlauncheghe analysisin a separatero-
cess.Theresultsof theanalysisarecommunicated
backto the Eclipseplug-in for display Theresults
includethe setof les thatwereanalyzedary un-
de ned global variables,and ary errorsthat were
detectedlf theinterfaceneeddo displaymorede-
tailedinformation, the plug-in retrievesit by com-
municatingwith CQUAL, which continuesto run
in thebackground.

Previously, the CQUAL processvasresponsible
for generatingthe details of the resultsvisualiza-
tion, with PAM actingasa thin presentatiorayer.
In orderto take advantageof the programmability
of the Eclipseinterface,we modi ed the CQUAL
procesgo sendthe elementof the analysisasdis-
cretedataelementsencodedas S-expressiongwe
couldalsouseXML), whicharethenunpacledinto
correspondinglava objects. This allows greater
e xibility to the plug-in programmeiin determin-
ing how to bestusethe Eclipseinterfacefor pre-
sentation.

Figure 5 shaws the results of analyzing muh
2.05d , an IRC proxy program with a format
string vulnerability The lower window shawvs the
CQuAL view, which providesa list of errorsthat
have beenfoundand,on anotheitab, thelist of an-
alyzed les. In this case,CQuUAL hasfound one
potentialformat string vulnerability andidenti ed
alocationin the codethatappeargo be the source
of theerror.

Whenthe programmerclicks on the error mes-
sage,as we have donehere, the plug-in displays
in the lower right panethe path of inferencethat
led to the apparentrror (seebelaw). The plug-in
alsoopensamodi ed text editorshaving the le in
whichtheerrorwasdetectedln this editor, identi-
ers on the pathof the currenterror areannotated
with redhyperlinks,while therestof theidenti ers
are annotatedwith blue hyperlinks. As the pro-
grammerselectdifferenterrormessageshesetof
red and blue hyperlinksis changedappropriately
Clicking on theselinks displaysthe type quali ers
that have beeninferred for the identi er—in this
case,shaving for eachidenti er whetherCQUAL
inferredthatit was$tainted  or $untainted

In an earlier version of the interface, we col-
oredthe hyperlinksaccordingto the inferredqual-
iers: $untainted identi ers would be green,
andS$tainted  identi ers wouldbered. However,
this additionalinformationin the interfaceturned
outto beunhelpful.In ourexperienceit is only the
identi ers involved in errorsthat we wish to iso-
late, andaddingextra colorsfor otherinformation
simply makesit harderto readthe sourcecodeto
little bene t; instead programmerslick onthehy-
perlinksto retrieve this little-usedinformation.

As mentionedabove, clicking on an error dis-
plays an inference path determinedby CQUAL.
This pathis a sequencef constraintghatimplies
a contradictionin the quali ers—in this example,
apathonwhich $tainted  datamayreacha po-
sition that must be $untainted . Thus,in our
interface,sucha path senesas an explanationof
why CQUAL concludedthat an error exists in the
program.

In generalthere are mary different pathsthat
could be usedto explain an error. Basedon pre-
vious experience CQUAL selectghe shortesbne,
whichwe have oftenfoundthe mostusefulto look
at. The CQUAL plug-in usesa heuristicto choose
agoodpositionin this pathto begin looking for the
error. Whenthepathis rst presentedhis position



| Birci I3 "\.,_ & muh.i | & prelude.cq

s = [ char * jmalloc( 1024 );
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Figure5: An exampleformatstring vulnerabilityfrom muh 2.05d

(for our example,*format ) is highlighted, and
thelocationwherethat constraintvasgenerateds
selectedn thetext editor. Theusercanclick onpo-
sitionsin the pathto navigatethroughthe program
andverify theerror.

To illustrate the useof the plug-in, we present
theprocesdor trackingdown theformatstringvul-
nerability detectedn Figure5. This gure shows
the stateof the plug-in after clicking on the er
ror messagewith *format  highlighted in the
pathandthe call to irc _notice highlightedin
the programlisting, wherethe constraintbetween
*format and*s isinferred.

Clicking on the next link in the path,
*vsnprintf -arg3 , highlightstheline contain-
ing the call to vsnprintf() (lastline shovn in
gure), in which format is passedas the third
argument. Clicking on the nal link in the path
shavs us the line in the prelude le declaring
vsnprintf() , in which the third argumentis
declaredas$untainted

At this pointit is clearwhy thethird algumento
irc _notice() is requiredto be $untainted
Now we follow the pathin the otherdirection,to
nd outhow a$tainted  valuereacheghis posi-
tion. Clickingon*format in thepath,wejumpto
astatementnot shavn) in which $tainted  data
is passeasthethird agumentirc _notice

irc_notice(&c_client,status.nickname,s)

Clicking on the precedinglink, we then nd the
statementalsonot shovn)

while(fgets(s, 1023, messagelog)) \{...

Sincedatareadfromthe le maynotbetrustedthe
signatureof fgets()  in the prelude le declares
this agumentas$tainted . Thusby tracingthe
pathbackwards,we seethatthevalueof s is being
readfrom a le viafgets() , andthenpassedo
irc _notice , andso this is a true format string
vulnerability The X is to rewrite the statement
callingirc _notice() as

irc_notice(&c_client,status.nickname,
u%Su' S),

Although this exampletook several paragraphs
to describejt shouldbe clearthat, at leastin this
casetrackingdown the vulnerabilitydoesnot take
muchtime.

We have found the interfaceto be similarly ef-
fective for investigatinguser/lernelvulnerabilities.
We brie y describethe procesof exploring aner-
ror pathfrom analyzingmegaraid.c  from ascsi
device driverin the 2.6.7-rc3versionof the Linux
kernel. The error pathis shavn in Figure 6. In
this path, the relationshipbetweenadjacentquali-
ers isindicatedby "==" . Sinceno subtyping
relationshipexists betweeruser and$kernel
contraintsbetweerguali ers indicatethatthequal-
i ers mustbeidentical.
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Figure6: Error pathfrom a User/Kernelerror

The sectionof the programwherethis error oc-
cursincludesthefollowing statements:

copy_from_user(signature,(char *arg, 7)
uioc_mimd = (struct uioctl_t *arg;

umc = (megacmd_t *)uioc_mimd->mbox;

upthru = (mega_passthru  *)umc->xferaddr;

CQUAL reportsthe warning “Incompatible quali-
ers atcast”. Thepointerarg is copiedfrom user
space. It is thenassignedo uioc _mimd. Since
thisis now a pointerto a userspacestructure any
pointerswithin the structureare also userspace
pointers,so uioc _mimd->mbox is a userspace
pointer In thenext statementywe seethatumc will
alsobeauserspacepointer And in the nal state-
mentthis pointeris dereferencedavithout veri ca-
tion, which producesa vulnerability. (The astute
readermay seehow this error could be presented
via a more compactpath of inference. This is an
issuein the CQUAL analysighatwe arepursuing.)

In the CQUAL plug-ininterface,clicking onthe
error bringsup the statemenin which arg is as-
signedto uioc _mimd, andthecorrespondingdge
is selectedn theerrorpath.By examiningthe path
edgesabove and below this edgeand the associ-
atedstatementsthe usercanquickly cometo un-
derstandhe sourceof theerror.

In an examplesuchasthis one,an experienced
usermay often be ableto understandhe natureof
the error from a cursoryperusalof the error path
presentedy CQUAL. While we have only tested
the interfaceon a small numberof examples,we
are encouragedhat it will prove to be an effec-
tive meansfor visualizing quali er inferenceand
relatedanalysisechniques.

4 FutureWork

We arecontinuingto improve the plug-ininterface
to CQUAL. We arealsoin the processof devel-
oping JQUAL, a tool for addingtype quali ers to
Java. JQUAL usesEclipses Java parserandlinks
to CQUAL'stypequali er constraintsolver via the
JavaNative Interface.
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