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Abstract
Static analysis tools have achieved great success in recent
years in automating the process of detecting defects in software. However, these sophisticated tools have yet to gain
widespread adoption, since many of these tools remain too
difficult to understand and use. In previous work, we discovered that even with an effective code visualization tool,
users still found it hard to determine if warnings reported
by these tools were true errors or false warnings. The fundamental problem users face is to understand enough of the
underlying algorithm to determine if a warning is caused by
imprecision in the algorithm, a challenge that even experts
with PhDs may take a while to achieve. In our current work,
we propose to use triaging checklists to provide users with
systematic guidance to identify false warnings by taking into
account specific sources of imprecision in the particular tool.
Additionally, we plan to provide checklist assistants, which
is a library of simple analyses designed to aid users in answering checklist questions.

1.

Introduction

In recent years, the research and industrial communities have
made great strides in developing sophisticated software defect detection tools based on static analysis. Such tools analyze program source code with respect to some explicit
or implicit specification, and report potential errors in the
program. Static analysis tools show great promise in automating defect detection: new analysis techniques and tools
are now regularly reported in the research literature as having found bugs in significant open-source software [Ayewah
et al. 2007; Engler and Ashcraft 2003; Engler et al. 2000;
Foster et al. 2002; Hovemeyer and Pugh 2004; Naik et al.
2006; Shankar et al. 2001]. Microsoft routinely uses tools to
find bugs in production software [CSE; Das 2006] and other
large software houses, such as Google [Ayewah et al. 2007;
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Ruthruff et al. 2008] and EBay [Jaspan et al. 2007], are beginning to follow suit.
Despite these successes, most static analysis tools remain
limited in formal adoption, particularly tools that use sophisticated algorithms [Ayewah et al. 2008; Ayewah and Pugh
2008]. In our opinion, one of the key reasons is that many
tool designers today fail to appreciate that the human user
is an essential component of the defect detection process. A
tool can output a list of possible errors, but the user has to
determine if a reported warning is actually an error and, if
so, how to fix it. In fact, we consider a tool to be effective
only if it can successfully collaborate with the user to locate
actual errors and fix them. To do so, we believe that tools
must be able to convey their results to the user efficiently
and with sufficient information for the user to correctly and
quickly arrive at a conclusion.
In our previous work (Section 2), we developed a code
visualization tool that is designed to efficiently explain the
often long and complicated errors reported by static analysis tools. While this reduces the users’ effort to understand
error reports, we discovered that users face a more fundamental difficulty in understanding how false warnings may
arise from specific sources of imprecision in static analysis
algorithms. Training is an impractical solution to this problem; even static analysis experts such as ourselves find that it
can often take some time to study a particular static analysis
tool to truly appreciate and internalize all the intricacies in
the underlying algorithm.
Instead, we believe that we can provide systematic guidance to the user in the form of triaging checklists (Section 3).
Checklists are very practical devices to guide users in triaging, since users simply follow the instructions on the checklist to answer each question and to determine the conclusions. Checklists can also be very specific, since they can
be designed by tool developers to point out known sources
of imprecision in their tools and instruct users how to look
for them. To be most effective, we want checklists to be
customized to individual warnings such that users will only
need to answer exactly the minimum number of questions to
triage each warning. In this paper, we describe our ongoing
efforts to explore how sources of imprecision may be traced
through various static analysis algorithms, and how to con-
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Figure 1: Path Projection (top) and a close-up which shows
(1) function call inlining, (2) code folding, and (3) multiple
keyword searches.
struct clear, easy-to-understand checklists with this information.

2.

Previous Work: Visualizing Program
Paths with Path Projection

In previous work, we developed Path Projection, a general
user interface toolkit for visualizing and navigating program
paths [Khoo et al. 2008a]. Program paths are lists of program
statements, and are used by many static analysis tools to report potential errors. For example, CQual [Greenfieldboyce
and Foster 2004] and MrSpidey [Flanagan et al. 1996] report paths corresponding to data flow; BLAST [Beyer et al.
2004] and SDV [Ball and Rajamani 2002] provide counterexample traces; Code Sonar [GrammaTech, Inc. 2007]
provides a failing path with pre- and post-conditions; and
Fortify SCA [Fortify Software Inc. 2007] provides control
flow paths that could induce a failure.
However, manually tracing program paths to understand
a warning is a tedious task: the user has to jump between
different functions in different files and sift through many
lines of source code, while trying to work out how relevant
statements along the path may or may not lead to the error.

Most source code editors are inefficient for this task as they
are designed to view one section of a file at a time, whereas
a program path may span multiple functions across several
files. Many editors provide hyperlinks for users to quickly
navigate between different sections of the path, but even with
hyperlinks, there is still a significant cognitive burden on the
user to remember fragments of code for each path section, or
alternatively, to manually arrange multiple editor windows
to see all of the path at once.
With these issues in mind, we designed Path Projection to
visualize program paths in a way that helps users see the entire path at once. Path Projection uses two main techniques—
function call inlining and code folding—to “project” the
source code onto the error path. An example is shown in
Figure 1. In the shown path, main calls resume get, and the
body of resume get is inlined directly below the call site
(1). Then resume get calls http get (via pthread create ),
so the latter’s body is inlined, and so on. Inlining ensures
the code is visually arranged in path order, which removes
the need to jump around the program to trace a path. Code
folding is used to hide away irrelevant code, indicated by discontinuous line numbers, so that the user is initially shown
as much of the path as will fit in one screen (2). We show
only lines that are implicated in the error report, and the
function names or conditional guards of enclosing lexical
blocks (including matching braces). The highlighted keywords pthread create , pthread mutex lock, etc. would normally be folded, but are here revealed through multiple keyword searches (3).
We evaluated Path Projection’s utility with a controlled
experiment in which users triaged reports produced by Locksmith [Pratikakis et al. 2006], a static data race detection
tool for C. Locksmith reports data races by listing the call
stacks that access the shared variable for each conflicting
thread, so, we use Path Projection to visualize the call stacks
side-by-side. We measured users’ completion time and accuracy in triaging Locksmith reports, comparing Path Projection to a “standard” viewer that we designed to include
the textual error report along with commonly used IDE features. We found that Path Projection improved the time it
takes to triage a bug by roughly one minute, an 18% improvement, and that accuracy remained the same. Moreover,
participants reported they preferred Path Projection over the
standard viewer. Users spent little time looking at the error
report in the Path Projection interface, which suggests that
Path Projection succeeds in making paths easy to see and
understand in the source code view.

3.

Current Work: Checklists for Triaging
Static Analysis

We find from our experiments that, although a good visualization such as Path Projection reduces the effort to triage
the result of static analysis tools, many users still find the
triaging task to be very difficult. To triage a reported error,

For threads leading to dereferences in Paths i and j:
Are they parent-child (or child-parent), or childchild?
Parent-child /
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O
O
is spawned?
Before its dereference, does the parent wait (via
O O
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If no, there is likely a race. Are there reasons to
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show otherwise?
Explain:

Child-child threads.
Are the children mutually exclusive (i.e., only one
can be spawned by their common parent/ancestor)?
If no, there is likely a race. Are there reasons to
show otherwise?
Explain:
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Figure 2: Checklist for triaging Locksmith reports

the user has to know enough about the analysis performed—
in particular, its sources of imprecision—to determine if
the error is a false positive. For example, a static analysis
may be path insensitive, meaning it assumes that all conditional branches could be taken both ways. Thus the tool may
falsely report errors on unrealizable paths. As another example, a static analysis tool may be flow insensitive, meaning it
does not pay attention to statement ordering. Thus the tool
may decide that some source data might reach a target location even if an intermediate assignment statement kills the
flow of data, making this impossible at run time.
In our experience, reasoning about imprecision to detect
false positives is out of reach for most users. We found
that even with extensive tutorials, participants had trouble
triaging the results from static analysis tools [Khoo et al.
2008b]. Their triaging procedures were usually ad hoc and
inconsistent, often neglecting some sources of imprecision
(and thus sometimes wrongly concluding a report to be a
true bug) or assuming non-existent sources of imprecision
(and therefore wasting time verifying conditions certain to
hold).
3.1

Triaging checklists

We believe we can greatly improve the effectiveness of static
analysis tools by providing users with checklists to guide
them through the triaging process. A triaging checklist enumerates a series of questions that the user has to answer in
order to triage a particular error. In our Path Projection study,
we developed a partial checklist to help users triage error reports from Locksmith. One common source of false positives
from Locksmith is its path insensitivity, so this checklist fo-

cuses on verifying the realizability of paths implicated in a
data race.
A section of the checklist is shown in Figure 2. This section is shown when Locksmith reports that two threads, i and
j, access a shared variable without holding a common lock,
which would lead to a data race. The user has to examine the
call stacks of the conflicting threads in the Locksmith report
to determine if the variables may be accessed simultaneously
from threads i and j.
The user first has to decide whether threads i and j are
in a parent-child or other (child-child) relationship. If the
user selects parent-child, the user then needs to determine if
the dereference in the parent occurs after the child thread is
created (otherwise there is no race) and if there are no blocking thread joins preventing the parent from dereferencing the
shared variable until the child has joined (Locksmith ignores
calls to pthread join ). The child-child case is analogous—
the user must check whether the two children are mutually
exclusive (e.g., spawned in disjoint branches of an if statement), which would preclude a race. For both parent-child
and child-child races there is a catch-all checklist question
for other reasons that could preclude the race, e.g., due to
branching logic along the given path.
In our final Path Projection study (described in Section 2),
we provided our users with the same checklists for both user
interface conditions. Prior to that study, we ran a pilot study
without checklists, and found that users took much longer
to complete the given tasks. Although the two studies are
not strictly comparable, we observed that users triaged error
reports roughly 40% (or four minutes) faster with checklists
than without them, and their conclusions were more reliable.
A key reason for improved accuracy is that checklists make
clear exactly what users need to look for, so they can be systematic and not miss important indicators. The reason for
improved efficiency is that the checklist enumerates exactly
what must be done, and no more. For example, the Locksmith checklist has no mention of verifying whether a listed
lock is actually held—in this case Locksmith’s algorithm is
perfectly precise, so its conclusions are trustworthy. But in
our earlier pilot study, many users would get distracted examining if locks were or were not held.
We think there is much promise in checklists, so we plan
to study their use more clearly and systematically. First, we
are working to generalize the use of checklists to other tools
and other types of imprecision in static analysis. For example, Locksmith is also imprecise because it uses a flowinsensitive alias analysis, which means that while paths to
dereferences in different threads may be simultaneously realizable, the dereferences may actually be to different memory locations (and thus not a race), contrary to what the alias
analysis thinks.
Second, we would like to build static analyses that efficiently track sources of imprecision, and use this information
to construct checklists that are specific to each reported error.

For example, for the statement if (x) p = q, we know p
and q are aliases only if x is non-zero, but a path-insensitive
alias analysis would conservatively ignore the conditional
and simply assume, unconditionally, that p and q are aliases.
If this assumption is used to generate an error report, the report will be a false positive if x is always zero. Thus, the
analysis should keep track of when it takes this imprecise
step. If the assumption leads to an error, a checklist item can
be constructed to ask the user to check whether x may indeed be non-zero. This basic idea is similar to client-driven
pointer analysis [Guyer and Lin 2003], which attempts to selectively remedy the imprecision of its pointer analysis based
on feedback from subsequent client static analyses. While
useful, automated remedies are not always possible, nor can
they always be identified cheaply or reliably. Checklists take
advantage of the human’s expertise and computational ability to verify well-defined problems that may have no satisfactory automated solution.
Finally, we plan to measure the efficacy of checklists and
checklist assistants through controlled user studies for bug
triage, of the flavor of the one used to evaluate Locksmith’s
existing checklist [Khoo et al. 2008b]. As we gain further insight and experience in developing checklists, we will move
to automate the generation of tool-specific checklists as well,
drawing on the basic theory of abstract interpretation (which
expresses the ways in which an analysis domain is conservative) [Cousot and Cousot 1977]. We will also consider means
to allow users to construct their own checklists that can take
advantage of accumulated analysis information.
3.2

Checklist assistants

We are also investigating the use of checklist assistants,
which are simple analyses to help answer specific questions
in triaging checklists. Unlike the core analyses of tools, these
simple analyses need not be sound; they will simply point
the user in the right direction, ultimately relying on his/her
judgment. For example, our Path Projection interface contains a rudimentary assistant in the form of a multi-keyword
search that highlights and reveals matching text even if they
had been hidden by code folding. Consider the Locksmith
checklist again: the user is asked in one case to check if a
parent joins a child thread before an access to a common
shared variable; if so, there is no race, since at that point the
child thread has exited. To assist in this task, the user may
enter “ pthread join ” into the multi-keyword search to highlight all matching occurrences of that text in the displayed
path. The user can then visually scan for a matching occurrence of pthread join between the accesses in the parent
and child threads. If there is a such occurrence, the user can
quickly determine that there is no race. A more sophisticated
assistant may recursively search all functions called between
the parent and child threads for occurrences of pthread join ,
further simplifying the user’s effort to answer the checklist.
Rather than “baking in” these sorts of analyses into a
given tool, we are looking into providing a generic library of

checklist assistants that can be reused across different types
of static analysis. These may be developed in the style of
ASTLog (later, PREFast) [Crew 1997], for simple syntactic queries, or a more general data flow analysis framework
parameterizable by the lattice, transfer functions, and so on
[Chambers et al. 1996; Duesterwald et al. 1997; Dwyer and
Clarke 1996; Hall et al. 1993]. Ideally, these checklist assistants should have access to the internal results of the tools’
core analyses (e.g., the control flow graph, points-to graph,
etc.); however, we are also exploring the possibility of working with just the information available from the tools’ error
reports, to make checklist assistants applicable to any tool.
We also imagine allowing users to indicate that a heuristic
analysis be used automatically, once it becomes sufficiently
trusted.

4.

Related Work

Checklists have attained widespread adoption in a variety
of fields [Hales and Pronovost 2006], including emergency
room triage [Berman et al. 1989], aviation [Degani and
Wiener 1990], and ergonomics [Brodie and Wells 1997].
In software engineering, checklists play an important role in
software inspection tasks. Anderson et al. [2003] demonstrate how CodeSurfer can be used to answer questions
in NASA’s Code Inspection Checklist. Ayewah and Pugh
[2009] developed a checklist for Findbugs to help users rate
the severity of reported warnings. The successful adoption
of checklists in many fields gives us confidence that we can
greatly improve the usability of static analysis tools by giving users checklists.
Several tools exist to query code facts, such as Ciao [Chen
et al. 1995], JQuery [Janzen and Volder 2003], and SemmleCode [Semmle Limited]. Lencevicius et al. [2003] propose
using querying for interactive debugging, and Ko and Myers [2008] built a debugger called Whyline that allows programmers to ask “why” and “why not” questions about a
program trace. Partiqle lets users express relational queries
over program traces [Goldsmith et al. 2005]. In contrast to
these approaches, our checklist assistants are specifically intended to tackle imprecision in static analysis tools. Martin et al. [2005] propose PQL (Program Query Language),
a simple language for writing static analyses that implemented via compilation to datalog programs that work with
bddbddb [Whaley and Lam 2004]. We may be able to use
ideas from PQL in developing our checklist assistants, but
we hope to provide a more flexible system that employs a
range of static analysis techniques rather than one approach.

5.

Conclusion

In this paper, we propose to use triaging checklists as one
key tool to make static analysis tools easier to use. While a
good visualization is useful to explain a warning efficiently,
a good triaging checklist provides users with clear and complete instructions to decide if a warning is truly an error or

false warning. We are investigating how checklists can be
applied to a variety of static analyses, as well as how to trace
sources of imprecision in static analysis to construct checklists that are highly tool- and error-specific. Additionally, we
are also exploring checklist assistants, which are lightweight
analyses designed to help users answer checklist questions.
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