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iTree: Efficiently Discovering High-Coverage
Configurations Using Interaction Trees

Charles Song, Adam Porter, Senior Member, IEEE, and Jeffrey S. Foster

Abstract—Modern software systems are increasingly configurable. While this has many benefits, it also makes some software
engineering tasks, such as software testing, much harder. This is because, in theory, unique errors could be hiding in any
configuration, and, therefore, every configuration may need to undergo expensive testing. As this is generally infeasible,
developers need cost-effective techniques for selecting which specific configurations they will test. One popular selection
approach is combinatorial interaction testing (CIT), where the developer selects a strength t and then computes a covering
array (a set of configurations) in which all t-way combinations of configuration option settings appear at least once. In prior work,
we demonstrated several limitations of the CIT approach. In particular, we found that a given system’s effective configuration
space—the minimal set of configurations needed to achieve a specific goal— could comprise only a tiny subset of the system’s
full configuration space. We also found that effective configuration space may not be well approximated by t-way covering arrays.
Based on these insights we have developed an algorithm called interaction tree discovery (iTree). iTree is an iterative learning
algorithm that efficiently searches for a small set of configurations that closely approximates a system’s effective configuration
space. On each iteration iTree tests the system on a small sample of carefully chosen configurations, monitors the system’s
behaviors, and then applies machine learning techniques to discover which combinations of option settings are potentially
responsible for any newly observed behaviors. This information is used in the next iteration to pick a new sample of configurations
that are likely to reveal further new behaviors. In prior work, we presented an initial version of iTree and performed an initial
evaluation with promising results.
This article presents an improved iTree algorithm in greater detail. The key improvements are based on our use of composite
proto-interactions – a construct that improves iTree’s ability to correctly learn key configuration option combinations, which in
turn significantly improves iTree’s running time, without sacrificing effectiveness. Finally, the article presents a detailed evaluation
of the improved iTree algorithm by comparing the coverage it achieves versus that of covering arrays and randomly generated
configuration sets, including a significantly expanded scalability evaluation with the ∼1M-LOC MySQL. Our results strongly
suggest that the improved iTree algorithm is highly scalable and can identify a high-coverage test set of configurations more
effectively than existing methods.
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1 INTRODUCTION

A S software systems continue to grow in size and
complexity, they are increasingly designed to

be configurable. This is desirable because it enables
systems to be more portable, reusable, and extensi-
ble. At the same time, however, configurability can
greatly complicate software development tasks, such
as testing, because each configuration can contain
unique faults, and therefore, each configuration may
need to undergo expensive testing—something that is
generally infeasible in practice.

To address this problem, researchers have proposed
a variety of combinatorial interaction testing (CIT) tech-
niques [7], [2], [24]. In the context of configurable
systems, developers often apply CIT by manually
modeling the system’s full configuration space—all the
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ways in which it can be configured—and then by
using the resulting model and model coverage cri-
teria to guide the identification of a small test set of
configurations under which to test.

For example, with one popular CIT approach, de-
velopers choose an interaction strength, t, and use it to
compute a covering array, which is a set of configura-
tions in which all possible t-tuples of option settings
appear at least once. Research and experience indicate
that covering arrays are relatively small in size and
provide good coverage of a system’s behavior [21],
[11], [19], even though the cost to compute them
grows quickly with t.1 Nevertheless, compared to
other alternatives, CIT approaches are widely believed
to be a cost-effective way to find faults in configurable
systems.

Our work, however, challenges this belief. Instead,
we believe that, in practice, a system’s effective configu-
ration space—the minimal set of configurations needed
to achieve a specific testing goal, given a specific test

1. For instance, the 5−way covering arrays we generated for
MySQL in Section 5.2, took several days of computing time.
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suite—typically comprises only a tiny subset of the
full configuration space [31]. We also believe that t-
way covering arrays poorly approximate a system’s
effective configuration space. Specifically, covering ar-
rays contain many configurations that do not improve
the covering array’s ability to meet a particular testing
goal, while at the same time lacking other configura-
tions that would.

To test these conjectures, we used symbolic execu-
tion [18], [15], [6] to discover subject systems’ inter-
actions, where an interaction is defined as a minimal
conjunction of option settings guaranteed to achieve
a specific testing goal for a particular test suite. In
our case, the testing goals were particular forms of
program coverage (i.e., line, basic block, edge, and
condition). Our results strongly supported our hy-
potheses [31].

In particular, we found that for our subject systems
and their test suites, there indeed exist much smaller
and more effective test sets than those created by cur-
rent CIT methods. However, the method we used to
study this issue, symbolic execution, is extremely ex-
pensive and cannot scale to large systems. Specifically,
while symbolic execution gave us precise information
about every possible configuration of two, roughly
10K LOC subject systems, the complete analysis re-
quired using 40+ computers working round the clock
for several days. Thus, our findings, while revealing,
could not be put to practical use. In addition, symbolic
execution techniques are currently limited to systems
written in specific programming languages, and do
not handle compile-time configuration options.

Therefore, we developed a new algorithm, called
interaction tree discovery (iTree), that quickly, cheaply,
and effectively approximates a system’s effective con-
figuration space. iTree does this by following an it-
erative process of instrumenting the system under
test, executing a small number of low-strength cov-
ering arrays, and applying machine learning (ML)
techniques to incrementally learn the interactions that
define a system’s effective configuration space. We
presented an initial version of this algorithm and an
initial evaluation of it in Song. et al. [35].

While iTree’s performance was quite promising, our
evaluation identified key weaknesses that compro-
mised its accuracy and scalability. This article presents
an improved iTree algorithm that successfully ad-
dresses some of those limitations. This article also
presents a new empirical evaluation of the improved
algorithm, comparing it both to the previous iTree
version and to other alternative approaches, including
random selection and CIT. Finally, this paper presents
a new evaluation of the improved algorithm’s scala-
bility to very large software systems.

This article and its major finding are organized and
presented as follows. First, we present the improved
iTree algorithm. The improvements stem from our in-
troduction of composite proto-interactions. This concept

allows iTree to merge and process the information
it learns in a way that significantly improves the
algorithm’s running time. Specifically, compared to
the old algorithm, the new one reduced testing effort
by roughly a factor of 2 to 3 times in our experiments.

Next, we present a new empirical evaluation com-
paring the improved iTree algorithm to other ex-
isting configuration selection methods as applied to
two medium-sized software systems. This evaluation
showed that the improved algorithm was as effective
as random selection and CIT, while requiring only 25–
37% of the testing effort.

Finally, we present a new and expanded scalability
evaluation, applying the improved iTree algorithm to
the ∼1M-LOC MySQL database system, for which
symbolic execution is infeasible. Compared to our
previous study of the old algorithm, this new study
increases the size of the configuration space consid-
ered by a factor of more than 106. This evaluation
demonstrated that the improved iTree algorithm eas-
ily scaled up to this large MySQL configuration space,
and that was again more efficient and effective than
either CIT or random sampling.

Overall, these results suggest that the improved
iTree algorithm is an important advance in the testing
of highly configurable systems. We believe that it
will enable developers to test their systems to higher
levels of coverage at much lower cost than is currently
possible with traditional CIT. We also believe the
improved iTree algorithm is a foundational, practical
technique for discovering a system’s configuration-
related structures, and can help support a wide range
of software engineering tasks such as impact analysis,
reverse engineering, bug isolation, and more.

2 EFFECTIVE CONFIGURATION SPACES

As we mentioned earlier, the fundamental hypothesis
underlying our work is that, in practice, a system’s
effective configuration space will typically be much
smaller than its full configuration space. To illustrate
why this might be true, consider a hypothetical pro-
gram with four binary-valued configuration options:
a, b, c, and d. Assume that all 16 possible configu-
rations of these options are valid. Assume also that
for the system’s test suite and with the testing goal of
100% line coverage, this program has exactly three in-
teractions: a∧b∧¬c, a∧b, and a∧d. By definition, then,
one or more lines of code will be covered whenever
the test suite is run in a configuration that satisfies
the following constraints: a ∧ b ∧ ¬c; a ∧ b, or a ∧ d.
In addition, the union of the lines guaranteed to be
covered by any of the three interactions is the maximal
coverage achievable across all possible configurations.

In this example all three interactions can be satisfied
by a single concrete configuration, namely a∧b∧¬c∧d.
Thus, for this system, coverage goal, and test suite,
the effective configuration space contains only one
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configuration, while the full configuration space has
16. Moreover, since at least one of the system’s in-
teractions involves three options, covering arrays of
strength 2 or less would not be guaranteed to achieve
maximal coverage, while covering arrays of strength 3
or higher will contain configurations that add nothing
to overall coverage.

Our previous work [31] empirically studied
whether the hypothetical situation just described ac-
tually occurs in two configurable systems, vsftpd and
ngIRCd. The results of that study strongly suggest
that, for a given test suite, maximal levels of coverage
could be achieved with a very small number of care-
fully chosen configurations, i.e., the effective configu-
ration spaces of these systems with respect to various
coverage criteria were indeed small. For develop-
ers to exploit this insight, however, they need cost-
effective and time-sensitive techniques for choosing
the specific configurations to test. Unfortunately, we
currently know of no such techniques; the approaches
we used in our previous work are computationally
very expensive, and symbolic execution cannot be run
to exhaustion on large, practical systems.

Thus, our goal is to begin creating a practical
method to identify or approximate a system’s effective
configuration space [35]. Our particular focus is on
finding small sets of configurations for testing that
yield a high degree of coverage, but we believe our
approach generalizes to other software engineering
tasks.

Toward this aim, we reexamined the specific in-
teractions we found in our initial study, and made
a number of observations that suggest the de-
sign of such a method. We illustrate our observa-
tions using the code in Figure 1, which contains a
highly simplified snippet of vsftpd’s source code.
The code includes three traditional program variables,
dsa cert file, one process mode, and vsftp data bufsize,
which are initialized on lines 1, 2, and 3. In prac-
tice, these variables are program inputs whose values
would come from a test case, but we have hard-
coded them here for simplicity. The program also
contains six binary configuration options and one in-
teger configuration option, highlighted in bold, whose
values depend on the system’s runtime configuration.
In this example, the values of the integer configura-
tion option, trans chunk size, are limited to 0, 2048,
4096, and 65536. In the actual source code, vsftpd’s
configuration options are set in a configuration file
called tunable.c, and each option’s name is prefixed
with tunable , but we have omitted the prefixes to
save space.

Figure 1 includes eight regions of code, marked
/* R1–R8 */ , whose coverage we are interested in. The
coverage of these regions depends on the values of the
configuration options and program variables. For each
region, we list the interaction that controls coverage of
that region for this particular test case. For example,

1 int∗ dsa cert file=NULL; /∗ test input ∗/
2 int one process mode=1; /∗ test input ∗/
3 int vsftp data buffsize=65536; /∗ test input ∗/
4 if (listen} {
5 if (accept timeout) {
6 /∗ R1: listen ∧ accept timeout ∗/
7 } else {
8 /∗ R2: listen ∧ ¬accept timeout ∗/
9 }

10 } else {
11 /∗ R3: ¬listen ∗/
12 }
13 if (ssl enable) {
14 if (!dsa cert file)
15 die();
16 }
17 /∗ R4: ¬ssl enable ∗/
18 if (one process mode) {
19 if (local enable || ssl enable)
20 die();
21 }
22 /∗ R5: ¬ssl enable ∧ ¬local enable ∗/
23 if (!local enable && !anonymous enable)
24 die();
25 /∗ R6 (lots of code) : ¬ssl enable∧
26 ¬local enable ∧ anonymous enable ∗/
27 if (trans chunk size < vsftp data bufszie &&
28 trans chunk size > 0) {
29 if (dual log enable) {
30 /∗ R7: ¬ssl enable ∧ ¬local enable∧
31 anonymous enable∧
32 trans chunk size = 2048 | 4096∧
33 dual log enable ∗/
34 } else {
35 /∗ R8: ¬ssl enable ∧ ¬local enable∧
36 anonymous enable∧
37 trans chunk size = 2048 | 4096∧
38 ¬dual log enable ∗/
39 }
40 }

Fig. 1. An example program and its interactions.
at the beginning of the program, the coverage of R1–
R3 depends on configuration variables listen and
accept timeout.

More interestingly, for execution to reach the large
amount of code in R6, several options must be set
in specific ways. First, to reach R4 and any code
thereafter, ssl enable must be set to 0, because this
test case sets dsa cert file to be NULL. Next, consider
reaching R5. Since one process mode is set to 1, to
reach R5 the condition on line 19 must be false; and
since as just discussed ssl enable is 0 if we reach this
line, local enable must also be 0.

To continue on to reach R6, we need the
condition on line 23 to be false, and since
local enable = 0 if we reach that line, we must
have anonymous enable = 1. Putting this together,
any configuration that reaches R6 for this test case
needs at least ssl enable = 0, local enable = 0, and
anonymous enable = 1.

To continue on to reach the rest of the lines, the
value of trans chunk size can be either 2048 or 4096
to make the condition on line 27 true. Finally, the
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coverage of R7 and R8 also depends on the value of
dual log enable.

Note that although in this example we were able
to reach all code regions, and coverage of each was
guaranteed by a distinct interaction, in practice this is
not usually the case. In actual systems some regions
are unreachable with the given test suite, and some re-
gions have more than one interaction that guarantees
their coverage.

We found that the configuration option patterns just
described are common in vsftpd and ngIRCd. From
these patterns, we make three observations:
Observation 1: Interactions are relatively rare. Only a
handful of specific options setting combinations had
to be exercised to maximize coverage, even under a
comprehensive criterion, such as path coverage. This
suggests that CIT’s insistence on testing every t-way
combination of option settings may be unnecessarily
expensive.

The code shown in Figure 1 illustrates this ob-
servation. It includes six binary options, so in the
worst case there could be 639 different interactions2.
In the example code, however, there are only eight
interactions. Since some of these interactions can be si-
multaneously satisfied in a single configuration, only
three configurations are needed to cover all eight
regions. For vsftpd and ngIRCd respectively, there
were only 43 and 435 interactions.
Observation 2: Most coverage was achieved by lower-
strength interactions, but higher-strength interactions are
needed for maximum coverage.

For the systems and test suites we examined, over
94% of the achievable coverage could be achieved
with four or fewer interactions. Full coverage, how-
ever, required a handful of higher-strength interac-
tions (up to strength seven).

This suggests that while using CIT at low strength
can yield significant coverage, it will often fail to
achieve the maximum possible coverage. This finding
has great practical significance, because CIT is most
commonly applied at strength 2 (i.e., pairwise testing).

In the example, five of the eight interactions involve
only one or two option settings, one interaction in-
volves three settings, and the remaining two involve
four settings each. While the example is highly simpli-
fied, we found the same trend in the actual systems.
Observation 3: Higher-strength interactions tend to be
built on lower-strength ones.

We observed that, in implementation terms, interac-
tions generally arose because control-flow guards ef-
fectively stacked up on each other, i.e., higher-strength
interactions add additional constraints to existing
lower-strength ones. For example, the higher strength
interactions guaranteeing coverage of R7 and R8 are
refinements of the interaction at R6, which is itself a

2. Computed as 1 +
∑6

i=1 C(6, i) · 2i, i.e., the sum of all ways
of picking option subsets times the number of settings, plus the
interaction true.

true 

¬ssl_enable ^ 
¬local_enable 

ssl_enable ^ 
¬local_enable 

local_enable 

trans_chunk_size 
=0|65536 

trans_chunk_size 
=2048|4096 

Fig. 2. The interaction tree for the example program.

refinement of R5. This again suggests that CIT’s sys-
tematic approach to include every t-way combination
of option settings without discrimination, especially
when t gets large, maybe tremendously wasteful.

3 INTERACTION TREE DISCOVERY

Based on the insights discussed in Section 2, we devel-
oped the interaction tree discovery algorithm (iTree).
iTree’s goal is to automatically discover and then test a
small set of high-coverage configurations. iTree works
as follows. First, it instruments the system under test
to measure some desired type of coverage. This paper
focuses on line coverage, but the algorithm should
apply to any type of coverage. The only requirement
is that coverage of a configuration can be expressed as
a mapping between a program entity and a boolean
indicating whether it has been covered.

Next, iTree repeats the following steps until par-
ticular stopping criteria are met. First, it computes a
small sample of configurations under which to test the
system. As we shall see later, the sample is chosen to
select configurations that are likely to exercise previ-
ously uncovered entities. Next, iTree runs the system’s
test suite on each of the sampled configurations and
records coverage information. Using this coverage
data, iTree then attempts to learn proto-interactions—
conjunctions of option settings—that cause the new
coverage and that may warrant further exploration in
the next iteration of iTree.

We represent iTree’s behavior as an interaction
tree, which is a hierarchical representation of proto-
interactions. The nodes of the tree represent proto-
interactions rather than interactions because they may
not, in fact, be full-fledged interactions; because iTree
is heuristic in nature, some nodes may represent
only portions of interactions, or may represent full
interactions with additional constraints.

In this work, we improve upon the initial
iTree algorithm by adding support for composite
proto-interactions. In the improved iTree, the nodes
in the interaction tree can be composite proto-
interactions. Composite proto-interactions, like the
proto-interactions, are also conjunctions of option set-
tings, but with one major difference. In a composite
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proto-interaction, instead of fixing every option to a
single setting, each option can take on one or more
settings, where each setting is derived from at least
one discovered proto-interaction.

Figure 2 shows an interaction tree for Figure 1. Each
node is labeled with a set of option settings, with
true at the root node (corresponding to the empty
setting). A node represents the proto-interaction that
is the conjunction of settings along the path from
the root to the node. Notice that the t strength of
represented interactions increases from the root to
the leaves of the tree. For example, the interaction
¬local enable ∧ ¬ssl enable ∧ trans chunk size =
2048 | 4096 is represented by the left node on the
lowest level of the tree. This interaction is, in fact,
a composite proto-interaction that actually represents
two proto-interactions; the final option setting in the
conjunction states that trans chunk size’s value can
be set to either 2048 or 4096.

We also see that ¬local enable ∧ ssl enable is in
the interaction tree, but does not correspond to an ac-
tual interaction that guarantees coverage of particular
code regions. Thus, in this case, iTree has created a
proto-interaction that will not lead to useful higher-
strength interactions.

Improved iTree Algorithm
Figure 3 gives the pseudocode for the improved
iTree algorithm. Like the initial iTree algorithm, the
improved algorithm runs in a loop, iterating until
developer-supplied stopping criteria are met (e.g.,
no more coverage is achieved or a time limit has
expired). The algorithm begins with an interaction
tree iTree containing just one node, true. As iTree
progresses, it also records in runs the set of all con-
figurations executed so far and their corresponding
coverage information. At the beginning of each it-
eration, findBestLeafNode uses various heuristics to
pick a leaf node to explore next. (This heuristic is
important because we do not expect to fully explore
the interaction tree, as that would be too expensive.)

Next, the proto-interaction represented by the path
to the selected node is passed to generateConfigSet. In
the improved iTree, this can be a composite proto-
interaction.

The generateConfigSet method creates a sample set
of configurations that are consistent with the proto-
interaction represented by the selected node, while
the set of configurations broadly samples all options
not participating in the proto-interaction. Currently,
iTree leverages CIT for this step, but other sampling
techniques could be substituted.

Next, executeConfigSet compiles, instruments, and
executes the system’s test suite under each config-
uration in the sample. The data from the result-
ing executions is then added to runs. Then runs
and node.proto interaction, the proto-interaction rep-
resented by node, are passed to discoverProtoInters,

1 iTree = /∗ tree containing root ’true’ ∗/
2 runs = ∅ /∗ (config × coverage) set ∗/
3 do {
4 node = findBestLeafNode(iTree, runs);
5

6 /∗ generate configurations from composite proto−interactions ∗/
7 configSet = generateConfigSet(node.proto interaction);
8

9 newruns = executeConfigSet(configSet);
10 if cov(newruns) ⊆ cov(runs)
11 continue;
12 runs = runs ∪ newruns
13

14 interactions = discoverProtoInters(node.proto interaction, runs);
15

16 if (!interactions.empty())
17 /∗ merge equivalent proto−interactions ∗/
18 /∗ to form composite proto−interactions ∗/
19 comp inters = mergeProtoInters(interactions);
20

21 /∗ add newly discovered interactions to tree ∗/
22 updateTree(iTree, node, comp inters);
23 } while (!stoppingCriteriaMet());

Fig. 3. Pseudocode for the improved iTree algorithm
with composite proto-interactions.

which uses machine learning to discover additional
proto-interactions that account for any newly covered
entities. Note that, by design, any proto-interactions
discovered at this step must include the settings in
node.proto interaction.

Finally, in the improved iTree algorithm, the
mergeProtoInters method combines any proto-
interactions into composite proto-interactions before
updateTree adds the newly discovered proto-
interactions to the interaction tree as children of the
current node.

We now discuss each step of the algorithm in more
detail.

findBestLeafNode. Since iTree aims to find high-
coverage configurations, findBestLeafNode prioritizes
nodes by the amount of coverage achieved by con-
figurations containing the node’s proto-interaction.
The assumption is that proto-interactions correspond-
ing to high-coverage configurations are more likely
to lead to uncovered code with further exploration.
iTree computes a node’s priority as follows. First, let
Conf(runs, node) be the subset of runs whose configura-
tions are consistent with node’s proto-interaction. For
a run r ∈ Conf(runs, node), define cov(r) as the number
of entities covered by r. Then node’s priority is given
by

priority(node) =

∑
r∈Conf(runs,node) cov(r)

|Conf(runs, node)|+ 1

and the highest-priority node is chosen. The formula
simply computes a slightly biased average coverage
for all configurations that are consistent with the
node’s proto-interaction. The bias of one added in
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ssl loc lis acc anon chunk dual
C1 0 0 1 1 0 2048 1
C2 0 0 0 0 1 65536 1
C3 1 1 1 1 0 65536 0
C4 0 0 0 0 0 0 0
C5 1 1 0 0 1 2048 0
C6 1 1 1 1 1 0 1
C7 0 1 1 0 0 4096 0
C8 1 0 0 1 1 4096 1

(a) Initial covering array

ssl loc lis acc anon chunk dual
C9 0 0 1 1 1 65536 1
C10 0 0 0 1 1 0 0
C11 0 0 0 1 0 4096 0
C12 0 0 1 0 1 4096 1
C13 0 0 0 0 0 65536 0
C14 0 0 1 0 0 0 1
C15 0 0 1 0 0 2048 0
C16 0 0 0 1 1 2048 1

(b) Covering array with ssl = loc = 0

ssl=ssl enable loc=local enable lis=listen
acc=accept timeout anon=anonymous enable
chunk=trans chunk size dual=dual log enable

Fig. 4. Example 2-way covering arrays.

the denominator means that nodes corresponding to
few runs will have lower priority than their average,
but has little effect on nodes corresponding to many
runs (since then |Conf(runs, node)| is high). We found
this adjustment useful in that it leads to a slight,
but beneficial, preference for nodes that correspond
to multiple, high-coverage configurations, over nodes
that correspond to fewer, high-coverage configura-
tions.

generateConfigSet. This function generates a sample
set of configurations, each of which is consistent with
its parameter node.proto interaction. To do this we use
a well-known CIT tool called CASA [8] to generate a
low-strength covering array over only the remaining
options. We then combine those partial configurations
with the settings from node.proto interaction. In our
experiments, we used both 2- and 3-way covering
arrays in this step, and found the performance was
not sensitive to this choice.

Figure 4 shows two covering arrays created by
generateConfigSet as iTree discovered the interaction
tree in Figure 2. In this case we chose to generate 2-
way covering arrays. Figure 4(a) gives the covering
array picked in the first iteration of iTree. Interest-
ingly, our 2-way covering array happened to include
the 3-way interaction (see Figure 1) ¬ssl enable ∧
¬local enable ∧ anonymous enable (in C2) needed to
reach R6 and beyond. However, none of the config-
urations included the interactions needed to execute
R7 or R8. After the data from these configurations
was analyzed, iTree added the three children of true
shown in Figure 2.

The next iteration of iTree expanded the middle of

the three nodes (since this node covered R6, which
contains many lines), and generateConfigSet created
the covering array shown in Figure 4(b). Note that
in this covering array, ssl enable and local enable are
fixed. As a result, the 2-way covering array of the
remaining options is more effective, and includes the
5-way interaction needed to reach R7 in C12. This
time iTree added two children to the middle node that
represents the interaction ¬ssl enable ∧ ¬local enable.
The new children are composite proto-interactions;
we will discuss the generation of composite proto-
interactions shortly.

iTree continues, and the next iteration of iTree
expanded the left of the two newly added nodes.
This node contains a composite proto-interaction,
¬local enable ∧ ¬ssl enable ∧ trans chunk size =
2048 | 4096, that actually represents two equiva-
lent proto-interactions: ¬local enable∧¬ssl enable∧
trans chunk size = 2048 and ¬local enable ∧
¬ssl enable ∧ trans chunk size = 4096. Two proto-
interactions are equivalent if they constrain the same
set of options (with different values) and guarantee
the exact same coverage.

During covering array generation, instead of cre-
ating two covering arrays for each equivalent proto-
interaction in our example, generateConfigSet creates
only one covering array that includes all t-way com-
binations of the equivalent option settings and op-
tion settings not participating in the composite proto-
interaction.

Figure 5(a) shows the covering arrays that would
have been created with the two equivalent proto-
interactions in the initial iTree algorithm. Figure 5(b)
shows the covering array created with the single
composite proto-interaction in the improved iTree
algorithm.

Both configuration sets were very effective and
included the two 5-way interactions needed to cover
R7 and R8. However, without composite proto-
interactions, initial iTree reached full coverage after
analyzing ten configurations. On the other hand, with
the composite proto-interaction, the improved iTree
algorithm only needed to analyze six configurations.

At this point, iTree has covered all the marked
regions of the program.

executeConfigSet. In this step we instrument the sys-
tem under test and execute its test suite on each con-
figuration in the sample. We compute line coverage
with gcov. In our experiments, we ran the instru-
mented systems on Skoll, a distributed, continuous
quality assurance system running on a grid compris-
ing 120 CPUs [26]. As we will see in Section 5.2, Skoll
allowed us to scale up iTree, running and analyzing
many jobs at once.

discoverProtoInters. Next, we use a two step process
to discover proto-interactions to add to the interac-
tion tree: first, we statistically cluster configurations
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ssl loc lis acc anon chunk dual
C17 0 0 0 0 0 2048 0
C18 0 0 1 0 1 2048 1
C19 0 0 1 1 0 2048 1
C20 0 0 0 1 1 2048 1
C21 0 0 1 1 1 2048 0

C22 0 0 0 0 0 4096 0
C23 0 0 1 0 1 4096 1
C24 0 0 1 1 0 4096 1
C25 0 0 0 1 1 4096 1
C26 0 0 1 1 1 4096 0

(a) Covering arrays w/ proto-interactions

C27 0 0 0 1 0 2048 1
C28 0 0 0 0 1 2048 1
C29 0 0 1 1 1 4096 1
C30 0 0 0 0 1 4096 0
C31 0 0 1 1 0 4096 0
C32 0 0 1 0 0 2048 0

(b) w/ composite proto-interactions

ssl=ssl enable loc=local enable lis=listen
acc=accept timeout anon=anonymous enable
chunk=trans chunk size dual=dual log enable

Fig. 5. Comparing covering arrays with and without
composite proto-interaction.

according to their coverage data, and second, we try
to find proto-interactions responsible for differences
in execution.

In the first step, we find all runs involving con-
figurations consistent with the proto-interaction we
are exploring. Note that we extract this subset from
all of runs, not just those newly explored in the
current iteration—this way we get better information
as iTree progresses. We then cluster these runs using
Weka’s [16] implementation of CLOPE [37], a clus-
tering algorithm that groups together similar trans-
actional data records with high dimensionality. As
input to CLOPE, we represent each line as a boolean
attribute set to true if covered in a run and false
otherwise. Then we use CLOPE to cluster together
configurations that execute many of the same lines.

Figure 6(a) shows the line coverage (R1− R8) of the
first covering array from Figure 4 and the clusters
formed by the CLOPE algorithm. Configurations C1,
C2, and C4 formed a cluster since they had relatively
high coverage, including R4 and R5; C7 formed a
cluster by itself because it covered two lines; and the
rest of the configurations covered one line each and
formed the third cluster.

In the second step, we use decision trees [29] to
discover commonalities among configurations in each
of the clusters. In our implementation, each config-
uration option is an attribute, and the cluster that a
configuration belongs to is the classification. The deci-
sion tree algorithm then builds a model for classifying
the cluster to which a configuration belongs based
on the configuration’s option settings. If the resulting

R1 R2 R3 R4 R5 R6 R7 R8 Cluster
C1 x x x 0
C2 x x x x 0
C4 x x x 0
C7 x x 1
C3 x 2
C5 x 2
C6 x 2
C8 x 2

(a) clustering of configurations by coverage

Decision Tree Model
ssl enable = 0
| local enable = 0: cluster0
| local enable = 1: cluster1
ssl enable = 1: cluster2

Discovered Proto-interactions
cluster0 ¬ssl enable ∧ ¬local enable
cluster1 ¬ssl enable ∧ local enable
cluster2 ssl enable

(b) discovering proto-interactions via decision tree

Fig. 6. Two step process to discover proto-interactions.

model identifies specific option settings that predict
cluster membership, then we treat them as new proto-
interactions and append them to the interaction tree
to form higher-strength proto-interactions. Otherwise
no new proto-interactions are added, and exploration
of this path stops. In our experiments we evaluated
several decision tree algorithms and found each to be
adequate for this task.

Figure 6(b) shows a C4.5 decision tree model built
for the clusters from Figure 6(a). This decision tree
first branches on the values of ssl enable to distin-
guish clusters 0 and 1 from cluster2. The decision
tree branches again, if ssl enable = 0, on the val-
ues of local enable to further distinguish cluster0
from cluster1. Using this model, a configuration can
be classified to one of the three clusters based on
its settings of ssl enable and local enable. iTree
parses this decision tree model and extracts each
path as a proto-interaction. In this example, the
three proto-interactions ¬ssl enable∧¬local enable,
¬ssl enable ∧ local enable, and ssl enable were
extracted.

We should mention that CLOPE requires a special
parameter called repulsion, which ranges from 0.5 to
4.0, and which controls the ease with which clusters
form. To make iTree completely automated, when
discoverProtoInters is called, CLOPE is run several
times, once for each repulsion value from 0.5 to 4.0
in increments of 0.5. We then perform a separate
interaction discovery process for each repulsion value.
At the end, we keep the most frequently occurring
proto-interaction sets under the range of repulsion
values.
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mergeProtoInters. The base iTree implementation ex-
plores every unique proto-interaction further. How-
ever, it is evident from our previous results that
some proto-interactions can be redundant. For in-
stance, in our vsftpd example, to reach R7 or R8,
trans chunk size can be set to either 2048 or 4096.
Thus, the two option settings are redundant. Explor-
ing these proto-interactions one at a time can dra-
matically increase the number of iTree iterations and
configurations tested, as illustrated in the example in
Figure 5.

In an attempt to handle multiple, equivalent proto-
interactions in an efficient way, the improved iTree
attempts to merge and simplify any equivalent
proto-interactions before adding them to the inter-
action tree. For example, during the second itera-
tion of our example, iTree discovered two equiva-
lent proto-interactions: ¬local enable∧¬ssl enable∧
trans chunk size = 2048 and ¬local enable ∧
¬ssl enable ∧ trans chunk size = 4096. After an-
alyzing the data in runs, iTree determines that both
proto-interactions guarantee the same coverage, and
therefore iTree can create a single composite proto-
interaction by merging trans chunk size’s settings. We
note that a composite proto-interaction is a heuristic
that might not actually correspond to the original set
of equivalent proto-interactions. However, this does
not affect iTree’s correctness because the algorithm
still observes actual coverage reached at runtime.

The improved iTree algorithm merges the equiva-
lent proto-interactions, as opposed to simply pick one
and discard the rest, because every proto-interaction
must be independently explored. Even though the
equivalent proto-interactions yield the same coverage
at the current t strength, some of their option settings,
in combination with other settings of other options,
may lead to higher strength interactions. Therefore,
not exploring some proto-interactions may cause iTree
to improperly abandon an important path and miss
some coverage.

stoppingCriteriaMet. iTree allows its users to plug
in their own criteria for determining when to halt
execution. Our default is to halt execution when
the interaction tree has no more unexplored proto-
interactions. The experiments in the following sections
include other criteria as well, e.g., in some experi-
ments, we stop execution when a maximum number
of configurations have already been tested. Another
possibility is to use wall clock time as a stopping
criteria, e.g., when doing nightly testing.

4 EVALUATING ITREE PARAMETERS

We explored the impact of iTree parameters on its
cost-effectiveness in a series of three experiments. The
first experiment aims to determine two key algorith-
mic parameters: the covering array strength to use in

vsftpd ngIRCd
Version 2.0.7 0.12.0
# Lines (sloccount) 10,482 13,601
# Run-time opts. 30 13

Boolean/Integer 20/10 5/8
Full config space 2.1× 109 2.9× 105

# Test cases 64 141
# Max coverage 2,549 3,193

Fig. 7. Program statistics for vsftpd and ngIRCd.
Note that we removed some unreachable code before
measuring lines of code.

generateConfigSet, and the decision tree implementa-
tion to use in discoverProtoInters. The second experi-
ment explores whether composite proto-interactions
can improve the cost-effectiveness of an iTree run.
Finally, the third experiment explores modifying iTree
to adaptively select covering array strength and use
multiple decision tree approaches simultaneously.

Experimental Setup

Subject Systems. In this first series of experiments,
we used vsftpd, a widely used secure FTP daemon,
and ngIRCd, the “next generation IRC daemon,” as
subjects. We studied these systems extensively in prior
work [31]. From that work, we have test suites for
these systems and detailed information about the
systems’ configuration spaces with respect to those
test suites. Figure 7 gives descriptive statistics for
each system. They have roughly 10–13KLOC and are
written in C. The figure details the total number of
configuration options we analyzed, broken down by
type (boolean or integer). This is the same set of
options and settings we used in our prior work. The
values we used for the integer options also came from
our previous work, and were chosen to maximize path
coverage for these subject systems and test cases. Fi-
nally, the last rows list the size of the full configuration
space for the options (the total number of different
possible configurations); the number of test cases in
our test suite; and the maximum possible number of
lines covered if we execute every test case under every
possible configuration.

Covering Array Strengths. Each iTree iteration begins
by creating a sample of configurations, derived from
a t-way covering array. The value of t determines the
size of each sample, and may also influence the speed
with which iTree terminates. In this study, we use
either t = 2 or t = 3.

Decision Trees. Many different decision tree classi-
fiers have been proposed in the machine learning
literature. We used two algorithms in our experiment:
C4.5 and CART, both as implemented in Weka [16].
We picked C4.5 (the open source implementation of
J48) and CART because they are the most popular
decision tree implementations and because they are
designed to produce compact classifications, which
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Conf ListenIPv4 = 1
| Conf PongTimeout = 1: cluster0
| Conf PongTimeout = 20: cluster1
| Conf PongTimeout = 3600
| | Conf MaxNickLength = 0: cluster0
| | Conf MaxNickLength = 4: cluster0
| | Conf MaxNickLength = 5: cluster0
| | Conf MaxNickLength = 6: cluster1
| | Conf MaxNickLength = 8: cluster0
| | Conf MaxNickLength = 9: cluster1
| | Conf MaxNickLength = 10: cluster0
| | Conf MaxNickLength = 100: cluster0
Conf ListenIPv4 = 0: cluster2

(a) C4.5 Decision Tree

Conf ListenIPv4=(0): cluster2
Conf ListenIPv4!=(0)
| Conf MaxNickLength=(4)|(5)|(0): cluster0
| Conf MaxNickLength!=(4)|(5)|(0)
| | Conf PongTimeout=(3600)|(20): cluster1
| | Conf PongTimeout!=(3600)|(20): cluster0

(b) CART Decision Tree

Fig. 8. Classification models generated using C4.5 and
CART decision trees.

may be well-suited to iTree’s incremental search ap-
proach.

The classification models generated by these two
decision trees have important differences that affect
the proto-interactions generated as well as the process
of extracting them. Figure 8 shows the C4.5 and CART
models generated for an ngIRCd iteration. As we can
see, the C4.5 model creates a unique path for every
combination of option setting, even if some combi-
nations lead to the same classification. The CART
model, on the other hand, branches on rules for the
options’ settings rather than the individual values of
the options.

From the C4.5 models, we simply parse
for distinct paths and each path is treated as
one proto-interaction. For the CART models,
however, we must first reference the system’s
configuration space model to solve the
inequalities in the branching rules. For example,
Conf MaxNickLength! = (4)|(5)|(0) would transform
to Conf MaxNickLength = (6)|(8)|(9)|(10)|(100) using
ngIRCd’s configuration space model. We then
generate one proto-interaction for every unique
combination of option settings in a decision tree
path. We can also see that, because of the differences
in decision tree, the cluster to which a proto-
interaction belongs can be different as well. However,
once the proto-interaction extraction is done, iTree
will not need the clustering information.

Iteration Retries. An iTree iteration may fail to dis-
cover proto-interactions for a number of reasons.
For instance, the decision tree algorithm may fail to
generate a classification model. Failing to discover
useful proto-interactions will cause iTree to improp-
erly abandon the current path. This can delay or
even prevent the coverage of some necessary higher
strength interactions.

The obvious solution to this problem is to perform
retries, that is, to generate more configuration samples
and performed the classification again. However, not
all failing iterations should be retried either, since
some proto-interactions do not lead to actual inter-
actions. Retrying every iteration can dramatically in-
crease the number of configurations tested.

For our first two experiments, our iTree imple-
mentation only allows for retries on the very first
iteration, because without any proto-interactions the
algorithm cannot proceed. In the third experiment, we
explore other conditions under which retries should
be performed.

Experimental Design. We ran iTree 30 times on both
subject systems under each possible combination of
decision tree and covering array strength. For each
run, we continued execution until we reached the
maximum possible coverage (as determined from our
prior work [31]). The number of configurations ex-
ecuted is our metric for finding the best parameter
settings—the lower the number, the faster the algo-
rithm achieves full coverage. Note that in these exper-
iments, rather than actually run the executeConfigSet
step we instead used the code coverage data we had
already computed in our prior work (which gave us
a mapping from configurations to their coverage).

Experiment 1 Data and Analysis

Figure 9 shows boxplots of our experimental results
for vsftpd and ngIRCd. The left half of each chart
shows the results of the decision trees for t = 2,
and the right half shows the results for t = 3. The
y-axis reports the number of configurations required
to achieve full coverage. The number in parentheses
under each boxplot indicates the number of iTree runs,
out of 30, in which full coverage was achieved. c4.5
and cart are the results of the base iTree algorithm.
We defer discussion of c4.5 c, cart c and vote adapt.

Covering Array Strengths. We see in Figure 9 that
increasing the t strength of the covering arrays did not
greatly change the cost of running iTree for vsftpd. It
did have some effect for ngIRCd, where the average
size of the configuration sets increased across all de-
cision tree algorithms. However, we also see that the
number of runs in which the iTree algorithm reached
maximal coverage is substantially higher when t = 3
than when t = 2, for both subject systems. We
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Fig. 9. Interaction tree effort for different iTree param-
eters.

looked in more detail at the individual runs and ob-
served that both the likelihood of discovering proto-
interactions and the accuracy of the discovered proto-
interactions at each iteration dramatically improved
as t increased. However, this resulted in a trade off.
While increased sample size means more cost at each
iteration, it also resulted in fewer overall iterations
for our subject systems. In the end, the total cost did
increase for ngIRCd.

We note that variance in the number of config-
urations tested appears unrelated to covering array
strength. Instead, it seems more tied to the system
tested. In particular, for vsftpd, the range of the num-
ber of configurations tested is fairly stable, while for
ngIRCd, it fluctuates considerably. Based on further
analysis, we believe this occurs because the config-
uration space model for ngIRCd, taken from our
previous analysis results, contained many redundant
option settings from the perspective of line coverage.
This resulted in many equivalent proto-interactions
being used to redundantly explore the same part
of its effective configuration space and can delay
iTree from reaching complete coverage. On the other
hand, this also means ngIRCd’s 2-way covering arrays
experiments already enjoyed the benefits of larger
configuration samples.

Decision Trees. In Figure 9, the c4.5 and cart columns
for each t-value show the effect of the C4.5 and
CART decision trees on the base iTree algorithm. The
data shows no systematic differences in performance
across the two classifiers. Looking at the individual
iterations of iTree, however, we did find some differ-
ences: CART fails to discover any proto-interactions in
the configuration samples more often than C4.5 does.

Fortunately, this situation occurs mostly during the
very first iteration, and our retry heuristic guarantees
that some proto-interactions will be discovered even-
tually. Therefore, it does not impact the performance
of iTree greatly.

In some of the runs, we find that both C4.5 and
CART can discover proto-interactions that are not
quite accurate. This usually results in poor iTree per-
formance. We explore ways to improve the situation
in Section 4.

Experiment 2 Data and Analysis
Columns c4.5 c and cart c in Figure 9 show the
performance of C4.5 and CART decision trees under
each t-value using the improved iTree with composite
proto-interactions. For vsftpd, using composite proto-
interaction did not significantly change the perfor-
mance of the iTree runs; this is understandable since
most vsftpd’s configuration options are boolean.

But for ngIRCd, we see that both the number of
iterations and the number of configurations needed to
reach complete coverage decreased substantially un-
der both t = 2 and t = 3. In addition, the decrease in
variance among the runs is quite significant, especially
for t = 2. These results show that using composite
proto-interactions increased the likelihood of iTree
covering all the interactions needed to reach complete
coverage during earlier iterations. In particular, on
average, using composite proto-interactions decreased
the number of configurations needed for complete
coverage by a factor of 2–3 under both t = 2 and
t = 3; for C4.5 from 101 and 160 down to 53 and 96,
respectively, and for CART from 112 and 125 down to
43 and 95.5 for CART, respectively.

However, we also see that when t = 2, slightly
fewer runs reached complete coverage for ngIRCd. We
found the cause to be that a covering array generated
(with the CASA tool) in a single iteration using a com-
posite proto-interaction contains fewer configurations
than several covering arrays generated in numerous
iterations using several equivalent proto-interactions.
In the case of t = 2, the smaller configuration samples
were not as effective for executing new coverage and
discovering proto-interactions. The t = 3 runs, with
larger samples, were not affected.

Overall, we find that using composite proto-
interactions substantially reduced the running time
and configuration set size, without compromising ac-
curacy.

Hybrid Approaches
When we examined the worst-performing runs from
the previous experiments, we found that they suf-
fered from inaccurate proto-interaction discovery.
Both C4.5 and CART sometimes produce inaccu-
rate classifications—they include option settings in
the proto-interactions that are not part of the actual



11

interactions. This situation can have great negative
consequences, especially during the early stages of
the iTree discovery, because the inaccuracies can prop-
agate through an iTree path. This would effectively
send iTree on a wild goose chase. Specifically, inaccu-
rate proto-interactions may restrict configuration sam-
pling to unimportant parts of the configuration space,
thus preventing iTree from covering the interactions
needed for complete coverage.

There are two main causes to the inaccurate proto-
interaction discovery. The first cause is insufficient
training examples provided to the decision tree clas-
sifiers. From our previous experiments we see that in-
creasing the t-value improved the accuracy of the dis-
covered proto-interactions. However, increasing the t-
value also increased testing efforts. So, to increase the
size of the configuration samples without dramati-
cally increasing the test obligations, we decided to use
two 2-way covering arrays for every iteration of iTree
(with the CASA tool, 2-way covering arrays are about
one third the size of 3-way covering arrays).

The second cause is inherent in the design of the
decision tree classifiers. These classifiers are designed
to minimize errors in classifying the training exam-
ples, and this can cause the decision tree models to
be overfitted for the configurations used to discover
the proto-interactions. We noticed, however, that C4.5
and CART use different heuristics to reduce the error
rate, and that the inaccuracies often involved different
option settings. Thus, we developed an aggregation
classifier, similar to bagging [1], [30], that creates an
ensemble classifier out of C4.5 and CART decision
trees. This aggregation classifier filters out option
settings from proto-interactions unless both C4.5 and
CART produce them as classifiers. The assumption is
that option settings that appear in both models are
more likely to be part of actual interactions.

However, this aggregation classifier is also more
likely to fail to discover proto-interactions; if the
decision trees do not agree on any option setting
during an iteration then iTree would be forced to
abandon the current path. To alleviate this problem,
iTree performs a retry of the current iteration if new
coverage was executed during this iteration but no
proto-interactions were discovered.

With the combination of aggregation classifier and
the retry condition, iTree essentially produces either
lower strength proto-interactions with option settings
it is confident about, or it increases the configuration
sample size to produce more accurate classifications.

Experiment 3 Data and Analysis

The results using the adaptive approach along with
composite proto-interactions are shown in Figure 9’s
vote adapt column. We can see from the figure that
vote adapt is an attractive choice overall — its average
cost is lower or only slightly worse than the best of the

other algorithms, and it yields full coverage on every
or almost every run. In addition, the variance in the
number of configurations tested decreased for both
subject systems, making the approach’s performance
more stable.

5 COMPARING ITREE TO OTHER
APPROACHES

Our remaining experiments compare the coverage
achieved by iTree, random sampling, and a single,
high-strength covering array.

As mentioned earlier, researchers and practitioners
have developed several strategies to generate config-
uration samples for software testing. Both CIT and
random sampling are popular approaches for gener-
ating configuration samples and produce relatively
good results in practice. To better understand how
iTree compares with these existing approaches, we
conducted a series of experiments.

5.1 Evaluating Performance
For the first experiment, we again used vsftpd and
ngIRCd and ran each technique 30 times. One prob-
lem with CIT and random sampling is that developers
cannot know a priori how large a sample is necessary.
For CIT, developers must pick a t value, and for
random sampling developers must guess a sample
size.

In this experiment, we created covering arrays us-
ing a range of different t strengths. For each strength,
testing ran until either the maximum possible cov-
erage was achieved or until no more configurations
remained. Using 5- and 4-way covering arrays for
vsftpd and ngIRCd, respectively, often produced max-
imal coverage, so we used those as our largest sample
sizes. We next tested the systems with random sam-
ples sized equal to the average size of these largest
covering arrays.

We also tested the systems using improved iTree.
For this experiment, we used vote adapt as described
in the previous section, and set iTree to stop when
either no new coverage is achieved on any path or
the number of configurations tested exceeded the size
of the random configuration samples. We measured
performance using two criteria: (1) whether complete
coverage was reached and (2) if so, the number of
configurations needed to reach the complete coverage.

Data and Analysis
Figure 10 shows the results of these experiments. The
x-axis is the number of configurations tested so far
in each run, and the y-axis is the median number of
lines covered at that point across all runs. Here we are
assuming that configurations are tested in the order
they are generated, although in practice the work can
be done in parallel across multiple CPUs. The 10 data
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Fig. 10. Comparing iTree against covering arrays and
random sampling.

points plotted in each figure divide the time line into
equal epochs, corresponding to 36 or 53 configura-
tions tested for vsftpd and ngIRCd, respectively. Note
that iTree runs can terminate before executing the
number of configurations of the other methods. In
that case, we simply treat subsequent time points as
unchanged from the previous time point. The figures
also include a vertical line indicating the epoch in
which 90% of the runs achieved maximal coverage.
The numbers in parentheses in the legend indicate
the total number of runs, out of 30 each, that reached
full coverage for each approach.

In the top portion of Figure 10 showing the vsftpd
results, we see that iTree, 5-way covering arrays, and
random sampling eventually reached full coverage in
almost all runs (30, 29, and 28, respectively), but 4-
way only reached full coverage in a third of the runs,
and 3-way never reached full coverage. Moreover,
looking at the vertical lines, we see that 90% of the
iTree runs reached full coverage with around one third
the number of configurations, on average, of the 5-
way covering arrays, which themselves did noticeably
better than random sampling. We see a similar trend
for ngIRCd in the bottom figure, for which iTree, 4-
way covering arrays, and random sampling achieved
full coverage in all or almost all runs (28, 30, and 30,
respectively), but 3-way covering arrays only reached
full coverage in just over half the runs (16). Again
iTree performed significantly better: 90% of the iTree

runs reached full coverage with less than one third the
number of configurations, on average, of the 4-way
covering arrays, 90% of which reached full coverage
faster than random sampling. With vote adapt, iTree’s
benefit is quite an impressive improvement over the
other approaches.

It is important to mention that our analyses ignore
the time needed to generate the configurations to be
tested. For iTree, this time is dramatically smaller than
the time required to run the test cases because our
algorithm uses multiple low strength covering arrays
during testing. For random sampling, the generation
time is also quite small. However, for high strength
covering arrays, the generation time can actually ex-
ceed the test case execution time. For instance, vs-
ftpd’s 4-way and 5-way covering arrays each took
several hours to several days to generate, respectively.

In addition to coverage, we also attempted to
measure the effectiveness of composite proto-
interactions. Since a single composite proto-
interaction can represent multiple equivalent proto-
interactions, we wanted to measure how many more
proto-interactions the improved iTree algorithm
was able analyze over the base algorithm. For the
vsftpd experiments, each run performed, on average,
11 iterations of analysis. None of the interactions
analyzed were composite proto-interactions. This
observation is in line with the results from 4. For
the ngIRCd experiments, each run performed, on
average, 7 iterations of analysis. In the base algorithm,
this would translate to 7 proto-interactions that were
explored further. In the improved algorithm, however,
7 composite proto-interactions were explored, which
translated to 26 proto-interactions; almost 4 times
more proto-interactions were analyzed.

Discussion
Overall, these results showed the improved iTree al-
gorithm performing better than t-way covering arrays
and random sampling, at substantially less cost. This
conclusion, of course, depends on how those ap-
proaches are actually used. For example, if developers
used high strength covering arrays or large random
samples, they would be likely to get most of the
available coverage, but would do so at a large cost.
As we know from our previous research, this is not a
very efficient approach, because few of those config-
urations are really necessary to achieve specific types
of coverage, such as line coverage. For instance, it
would require a 7-way covering array with thousands
of configurations to guarantee complete line coverage
for vsftpd and ngIRCd. If developers instead used a
lower-strength, 2-way covering array, the cost would
be much lower, but so would the coverage.

5.2 Evaluating Scalability
Using the improved iTree algorithm, we were able
to achieve maximal coverage while executing on av-
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MySQL
Version 5.1
# Lines (sloccount) 939,842
# Compile-time opts. 18

Boolean/Integer 18/0
# Run-time opts. 18

Boolean/Integer 11/7
Full config space 4.9× 1012

# Test cases 1244

Fig. 11. MySQL program statistics.

erage about 100 configurations for both vsftpd and
ngIRCd. This is encouraging, but after all, we had
already solved this problem using symbolic execution,
albeit at a far higher cost. Ultimately our goal is
to handle much larger systems, written in a vari-
ety of languages, with compile-time as well as run-
time configuration options. None of these issues can
currently be addressed using symbolic execution, but
we believe that iTree may be the right tool for this
problem.

To better understand this issue, we evaluated the
scalability of the improved iTree algorithm by running
it on MySQL, a popular open source database. We are
not aware of any current symbolic execution system
that can fully handle this system. MySQL has more
than 900K lines of code. It is written in a combination
of C and C++, and its configuration space includes
a large number of run-time as well as compile-time
configuration options. As in our previous experiments
in Section 5.1, our evaluation compared iTree against
covering arrays and randomly sampled configura-
tions.

Subject System
Figure 11 gives descriptive statistics for MySQL. The
top two rows list the version we used and the lines of
code it contains as computed by sloccount [36]. Next,
the figure lists the number and types of configuration
options we selected for our experiment. We give the
numbers of compile-time and run-time configuration
options separately, and each number is also broken
down by type (boolean or enumeration). All told, we
are focusing on 36 configuration options. We selected
configuration options and settings that enabled the
test suite to exercise the major configurable features of
MySQL, such as default storage engines, SQL modes,
and transaction isolation modes. All other MySQL
options were left with their default values.

The next row in Figure 11 lists the number of
unique configurations that can be generated given the
number of distinct settings of configuration option.
All told, the full configuration space given the sub-
set of MySQL options we are considering includes
roughly five trillion configurations. This configuration
space is dramatically larger compared to the one we
analyzed in our previous work [35], which consisted
of only 16 configuration options and 600K configura-
tions.
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Fig. 12. Comparing the number of configurations and
coverage achieved using different testing approaches.

Finally, the last row in the figure lists the number
of test cases comprising the regression test suite we
used in our experiment. Although this is the actual
test suite that comes with MySQL, we note that it is
not comprehensive or high-coverage. For example, in
the default configuration it achieves coverage of only
∼90K LOC. We also note that not every test case runs
in every configuration.

Experimental Design
Our experimental design is similar to that of Sec-
tion 5.1. Specifically, we compare 3-way covering ar-
rays, 4-way covering arrays, random sampling, and
iTree. On average, 3-way coverings contained 159
configurations, 4-way covering arrays contained 809
configurations, and random sampling also selected
809 configurations. We executed each approach 30
times and computed how much line coverage was
achieved under each. For iTree we again used the
vote adapt approach. One key difference between this
experiment and the last is that we cannot know
the maximal possible coverage achievable by the test
suite, and so we only discuss observed line coverage.

We executed the experiment on the Skoll cluster
using up to 90 CPUs at a time. Executing the MySQL
test suite on one configuration takes approximately
1.5 hours. The process involves downloading the
MySQL source tree from the source code repository;
compiling an instance according to the compile-time
option settings for the configuration to be tested;
instrumenting the instances with gcov; starting the
instance with the run-time option settings dictated by
the configuration to be tested; running the test suite;
and collecting the execution data.

Data and Analysis
Figure 12 summarizes the experimental results. The
figure shows the growth in median coverage over
time under each of the four approaches used, mea-
sured at 10 equally spaced intervals. The y-axis is the
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number of covered lines, and the x-axis indicates the
number of configurations tested.

We can see from these results that iTree covered
more lines of code on average than the other methods
after running the same number of configurations.
Interestingly, the traditional methods have very sim-
ilar performance profiles. Thus, with respect to this
data, it appears that at every level of effort, iTree-
selected samples that included configurations with
unique coverage patterns that were not found by more
traditional approaches. As a result, iTree required sub-
stantially fewer configurations to reach the maximum
coverage achieved by the best of the other approaches.
For example, iTree achieved the same coverage as 4-
way covering arrays (which used 809 configurations)
with only 528 configurations, and the same coverage
as random sampling (again using 809 configurations)
with only 352 configurations. Taken together, these
results show that iTree can achieve better results with
less testing effort.

The absolute difference in line coverage ranges from
a high of around 0.7% (∼ 700 LOC) early on down
to about 0.1% (∼ 115 LOC) near the end of the ex-
periment. To better understand why these lines were
found by iTree, but not by the other methods, we man-
ually inspected MySQL’s source code. We observed
that the extra lines covered with iTree involved many
small pockets of code scattered across numerous files,
methods, and blocks and are apparently only executed
in very specific circumstances.

We further attempted to determine what interac-
tions control the lines that are covered by iTree and
not the other approaches, but were unable to de-
cide this because of MySQL’s size and complexity.
However, we generated a 5-way covering array and
executed its 3140 configurations, and found that it also
failed to cover about half of the lines in question as
well. This implies that at least some of these lines
are controlled by interactions of strength 6 or higher.
Almost all of the iTree runs from this experiment
outperformed this 5-way covering array, even though
they included only a fraction of the configurations.

In addition to coverage, we also attempted to mea-
sure the effectiveness of composite proto-interactions.
During the iTree experiments, each run performed, on
average, 17 iterations of analysis, which in the base al-
gorithm, this would translate to 17 proto-interactions
explored. In the improved algorithm, however, the 17
composite proto-interactions translated to, on aver-
age, 48 proto-interactions; almost 3 times more proto-
interactions were explored.

Once again, we showed that iTree outperformed
both t-way covering arrays and random sampling,
at far less cost. But more importantly, these results
showed that iTree is scalable to large industrial sys-
tems with substantial configuration spaces and the
composite proto-interaction is an important improve-
ment to the iTree algorithm.

6 THREATS TO VALIDITY

Like any empirical study, our observations and con-
clusions are limited by potential threats to validity.
For example, in this work we used 3 widely used
subject systems. Two are medium-sized; one is quite
large. To balance greater external validity against
higher costs and lessened experimental control, we
focused on subsets of configuration options that we
determined to be important. The size of these sets
was substantial, but did not include every possible
configuration option to keep our analysis tractable.
The structural coverage criteria was line coverage.
Other program behaviors such as data flows or fault
detection might lead to different performance trade-
offs. Our test suites taken together have reasonable,
but not complete, coverage. Individually, the test cases
tend to focus on specific functionality, rather than
combining multiple activities in a single test case.
In that sense they are more like a typical regression
suite than a customer acceptance suite. We intend to
address each of these issues in future work.

7 RELATED WORK

Combinatorial Interaction Testing. Covering array-based
sampling for software testing is a specification-based
technique that was originally proposed as a way
to ensure even coverage of combinations of input
parameters to programs [7], [2], [9], [5]. In more
recent work, covering arrays have been used to model
configurations that should be selected for testing [13],
[28], [38], where the covering array defines a test
schedule and each configuration is tested with an entire
test suite. Covering arrays have also been used to
test graphical user interfaces [40] and in model based
testing [4].

Empirical research suggests testing with covering
arrays with t < 6 can potentially find a large propor-
tion of interaction faults [21]. Further studies suggest
covering arrays can be effective in practice and can
yield good structural coverage during testing [13],
[27], [28], [38], [7], [12], [20].

Machine Learning in Software Engineering. Many
researchers have proposed using dynamic analysis
with machine learning techniques to analyze pro-
gram executions. Haran et al. [17] developed three
techniques—association trees, random forests, and
adaptive sampling association trees—to automatically
classify fielded software system executions. Podgurski
and colleagues [10], [25], [14] used tree-based strate-
gies and random sampling to classify program faults
in order to prioritize software failure reports. Brun
and Ernst [3] use machine learning to classify program
invariants that manifest themselves in failing program
runs. We are not aware of any other work that applies
machine learning to testing software configurations.

Test Case Prioritization. The iTree approach is similar
to some test prioritization techniques which try to
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find effective orderings of test cases that reveal faults
earlier in the testing process. Many such techniques
also utilize structural coverage as the surrogate crite-
ria for prioritization [33], [34], [32]. Leon et al. [22]
evaluated distribution-based cluster filtering on the
execution profiles as prioritization scheme and found
that it detects different faults than coverage-based
prioritization. Yoo et al. [39] also applied clustering of
test case dynamic runtime behavior to aid test priori-
tization. Li et al. [23] evaluated greedy, metaheuristic
and evolutionary search algorithms for prioritization.

8 CONCLUSIONS AND FUTURE WORK

We have presented in detail a scalable technique
called iTree to support the testing of highly config-
urable systems. iTree’s goal is to select a small set of
configurations in which the execution of the system’s
test suite will achieve high coverage. This technique
is based upon insights gained from our previous
empirical studies in which we precisely quantified
the relationships between software configuration and
program execution behaviors. These insights led us to
create a heuristic process that effectively searches out
configurations in which high coverage is likely.

To evaluate the improved iTree algorithms, we con-
ducted several sets of experiments. Keeping existing
threats to validity in mind, we tentatively drew sev-
eral conclusions. All of these conclusions are spe-
cific to our subject systems, test suites, and config-
uration spaces; further work is needed to establish
more general trends. The first set of studies evaluated
the basic iTree approach and its parameters. Based
on these efforts we developed several optimizations,
such as composite proto-interactions and adaptive
voting, that improve robustness while also removing
many issues that must be handled manually with
current techniques. The second set of studies com-
pared iTree with t-way covering arrays and random
sampling, both existing techniques. The studies sug-
gested that iTree produced higher coverage then the
other techniques while testing fewer configurations.
The final set of studies focused on scalability. This
study applied iTree to MySQL, a large and popular
database system. The results strongly suggested that
iTree achieved higher coverage at lower cost than ex-
isting techniques. Taken together, our results strongly
suggest that iTree is a promising technique that can
scale to practical industrial systems.

Based on this initial work, we plan to pursue several
research directions. First, we will extend our studies to
include more systems with larger and more complex
configuration spaces. Second, we plan to enhance
iTree to incorporate new kinds of coverage and pro-
gram behavior. We will also examine how informa-
tion gained as iTree operates might be incorporated
into iTree’s heuristics. Finally, we will explore post-
processing the information and artifacts that iTree

creates to support other software engineering tasks
such as impact analysis, reverse engineering, and
automatic architecture documentation.
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