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Intr oduction

¥ Mary high-leel languages contain@éign
function interface (FFI)

! OCaml,Jaa,SMLHaslell,COM,SOM....
! Allows access to functions written in other languag

¥ Lots of reasons to use them
I Gives access to system calls
I Other legacy libraries nyabe inéasible to pot
! Performance
! Suitability of languagerfparticular problem
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Danger s of FFls

This W or k

¥ In most FFIgyrogrammers writeDglue codeO
I Translates data beten host anddreign languages
I Typicaly written in one of the languages

¥ Unfortunatel, FFIs ag often easy to misuse
I Little or no checking done at language boundar
! Mistales can silengl corrupt memory
! One solution:interface generators

- But there®still lots of hand-written code aund
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Static type checkingif FFI ppgrams

¥ Targets: OCaml-to-C FFI and the JNI

¥ Analysis bcuses on C glue code
I Goal:infer what types glue code thinkssitdsing

Checkindlype Sadty of Foreign Function Callctober 2006 4




SAFFIRE

¥ Satic Analysis offoreignFunction InteRfad=s
! Pair of toolspne r each FFI
! Detected maw errors on a suite of ppgrams

¥ Key design pointOnly as complex as necesga
! FFI glue code is messy
- ...but not all that complicated (tovaid mistales!)
I We can use faiylsimple angkis in surprising places

- E.g.to track values of integers and strings
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The OCa ml FFI

¥ OCaml:

external ml_foo : int -> int list -> unit = Oc_fooO

¥C:

typedef long value;

value c_foo(value int_arg, value int_list_arg);

! All OCaml types conf3ated toalue
- Can be a primitig (int, unit) or a pointer (nt list)
I No dhekingthat valueis used at the right OCaml typ
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Type T ags

¥ Unboxed data (eg.,nt) has lav bit set to 1

¥ Boxed data (eg.,nt list) stored instructued blok
! Is_long()maco to test low-order bit

type t= A tag=0 | int

A of int

|B 3

| C of int * int Y

|D C tag=1 |[int |int

D |11
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Primitiv e T ypes

¥ Need to bit shiftints to convert to or from C
' Val_int()andInt_val()macios available

- Can yu guess which is which?
- Worse: Can pply either to a pointer

- Since value is a typedeflohg

¥ Primitives of diférent types hage same ep.
I O0:int=B=unit
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Str uctur ed Bl ock s

¥ Pointer arithmetic to access belds and tags
1 Field(xj) = *((value *) x + )b readith beld ofx
I Tag_val(P#ead tag in header (tupleec tag is 0)
! Can be aplied to aiything! (See cast ake)

¥ Againgifferent types hee B/]
same epresentation E

! Could beint * int * int
I Could beFoo of typetO = 60 of int * int * int | ...
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Example: OP attern MatchingO

. type t =
if ( Is_long(x) ){ Aof int
. —_ * R * B
if( Intval(x) ==0) /[*B¥ [—
| D
if( Intvalx) ==1) /*D¥
}else {
if( Tag_val(x) ==0) /[*A%
Field(x, 0) = Val_int(0)
if( Tag_val(x) ==1) /*C*
Field(x, 1) = Val_int(0)
}
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Representational T ypes

¥ Types to nodel C&viev of OCaml data

# of nullary constructors arg types of other

T, — constructors
mt:=(CS) ! sS:=|P+S|!

Pu=""|mt#P |!

Examples:
int<z(! 1)
int *int <z (0,(! ,0%(! ,0) +!)
typet=Aofint|B|Cofint*int| D
<z(2,(! ,0)+( ,0p( ,0)+!)
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Tracking OCa ml T ypes thr ough C

¥ Extend the C typevalueto boxed or
unboxed

(C,S)value{B,T}

Repesentational

Type value (if int)

block tag (if ptr)
(C, S)RBow-insensitie (a value has one OCaml type)

B,T Bow-sensitie (valy by program point)
% -These myg also bélop if unknavn
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Inferr ing Sum T ypes

x: (" ,#) value{®p,Top}
‘_

if (Is_long(x) { x:...Junbaxed, Top}

" &1l —— if (Int_val(x)==0) /* B */
<«— X...funboxed, 0}

" 82— if (Int_val(x)==1) /* D */
<«— X..funboxed, 1}

}else { «— x:..Joxed,Top}

#= $+ ##—> if (Tag_val(x)== 0) /* A */

$= int#$#—s Field(x0) =Val_int(0) +— X:...{poxed, 0}
#iE SH# ###— if (Tag_val(xF=1)/* C */ .
. —» Field(x1) =Val_int(0) *— X ---boxed 1}
$H# SHINtHSHI
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Inferr ing Sum T ypes

"&l
" 8D Solution to constraints:
'oxi(",#) value
I "&2
I #=intHSH SHINHSHH #itt
H=S+ ## Compatible the OCaml type
$: int#$# typet=
A of int
B
HiE Stk i & of nt+ in
. |D
SH# SHINtHSHHH <z(2,(! ,0) + ( ,0¥(! 0)+1)
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Example T ype R ules

¥ Type rules mp C expressions to extended type
! Includes aditional inbrmation on pointer offsets

pointer
boxedness offset tag

N

Al e : mtvalue{boxed,n,m}
mt=(C, P+ 434 fn+S)
Pn=mto # 44& mt, # P

Al *e :mt, value{®p, 0,Top}
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Example T ype R ules (cont @)

¥ Flow-sensitivity with type enonOboth sidesO
1Al s A#
- Ais original esironment
- Af#is ervironment after s egcutes
I Mg G from source labels to emronmentsfor branches

Al x: mtvalue{B,0T}
A#= A[x% mt value{unbged,0,T}
A# G(L)

Al if unboked(x) then L. A[x % mt value {baed,0,T}
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Key Featur es

¥ In C,all OCaml data has one type

' And diferent OCaml types h& same epresentation

! Need to track integer and pointer offsets to
understand C code

! Combination of constraints and datad@naysis

¥ OCaml also has GC

I C code needs toegister its pointers to OCaml hga
- Easy todrget to do

! Our system includes some checks this
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The JNI

¥ Several similarities to OCaml FFI
1 All Jaa objects conf3ated to one C type
I C code has richer vi# of Jaa data than ¥ya

- Writing glue code similar to usingudare3ection

¥ Key diferences
! Can ony access ¥Ya data via function calls
- No low-level macps available
I JNI uses strings to identify peldgsseanethods
! Polymorphism ery important in JNI code
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Example JNI Code

¥ Jaa:

Class Foo {
int x;
private native  void bar(Foo);

}
¥C:

void Java_Foo_bar(jobject obj) {
jobject cls = GetObjectClass(obj);
jfieldID fid = GetFieldID(cls,0x0,010);
int y = GetlIntField(obj,fid);

;-
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Example JNI Code

¥ Jaa:

Class Foo {
int x;
private native  void bar(Foo);

}
¥C:

obj.class

void Java_Foo_bar(jobject obj) {

jobject cls = GetObjectClass(obj)
jfieldID fid = GetFieldID(cls,0x0,010);
int y = GetlIntField(obj,fid);

;-
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Example JNI Code

¥ Jaa:
Class Foo {
int x;
private native  void bar(Foo);

}
¥C:

void Java_Foo_bar(jobject obj) {
jobject cls = GetObjectClass(obj);

Example JNI Code

¥ Jaa:
Class Foo {
int x;
private native  void bar(Foo);

}
¥C:

void Java_Foo_bar(jobject obj) {
jobject cls = GetObjectClass(obj);
jfieldID fid = GetFieldID(cls,0x0,010);
int y = GetlIntField(obj,fid);

}...
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y = obj.x;
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jfieldID fid = GetFieldID(cls, OxQ 0I0y;
int y = GetlIntField(obj,fid);
}"' I =Int
obj.x
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Example JNI Code
¥ Jaa:
Class Foo {
int x;
private native  void bar(Foo);
}
Same type
¥C: yp
void Java_F ar( jobject  obj) {

jobject “cls = GetObjectClass(obj);
jfieldID fid = GetFieldID(cls,0x0,010);
int y = GetlIntField(obj,fid);

}...
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Example JNI Code

¥ Jaa:
Class Foo {
int x;
private native  void bar(Foo);

}
¥C:

void Java_Foo_bar(jobject obj) {
jobject cls = GetObjectClass(obj);
jfieldID fid = GetFieldID(

int y = GetlIntField(obj,fid);

}...
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cls ,0x0,010);

Not obj!
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Example JNI Code Representational T ypes for the JNI

¥ Jaa Name of the class List of belds

N . =t i |
(I:r:z;lis Foo { s :=OStrO& F: | s:;jt,F | !
private native  void bar(Foo);
) jt = {s;F;M} | int | woid | ...
¥C:

List of methods
void Java_Foo_bar(jobject obj) {

jobject cls = GetObjectClass(obyj); M :=( | s:(jt #&a&# jt%jt),M | !
jfieldID fid = GetFieldID(cls,0xO0, 010);
inty =Get  Int Field(objfid); | ¥ Example
} I ! Foo <z{OB0O;
Types nust match! OxOint;
ObarQ({0B00.} % void) }
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Tracking J ava T ypes thr ough C Two Other J ava T ypes
¥ Extend the C typgobjectto jt jobject ¥ Instances ofava.lang.Clasare important in JNI
! No need br Row-sensitivityunlike OCaml FFI jt:=..]jtClass
I A Classinstance epresenting the class ¢f
¥ Also track String values in C - GetObjectClass{&) ;(} jobject% {&) ;(} Class jobject
I Assigrchar * @the typestr{s . ~ o
9 ) . ,yp ts) ¥ Sometimes w dontknow a stringvalue gt
I EXx: Ofoo0 :str{O600} ~ )
! So we dontknow what Jaa class it caesponds to
! EX: void bar(char *x); X :str{&} _ _
. jt = ...] String(s)
- String value notet known

! An object of class
- FindClassstr{&} % String&) Class jobject
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W rapper Functions

int my_getintField(jobject obj, char * field ) {
jobject cls = GetObjectClass(obj);
jfieldID fid = GetFieldID(cls, field , OlO);

return GetIntField(obj,fid);
}

¥ Accepts ag objectobj with int peldfield
I Polymorphic intypeof obj andcontentsf beld

my_getintField(obji, 0x0;
my_getintField(obj2, OoffsetO );

- String types & singletondience contents = type
! These come up often in practice
- And JNI has >200 functions! Need taetat polymorphicaly
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Example
int my_getintField(jobject obj, char * field ) {
jobject cls = GetObjectClass(obj);
jfieldID fid = GetFieldID(cls, field , OlO);

return GetIntField(obj,fid);
}

<| &,&,( 3. {&; &uint,...{ 3} jobject# str{&} % int
I Second arg is some stridg
! First arg is some object with an int Peld of natae
! The function eturns anint
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Key Featur es

¥ Jaa object types conf3ated to single C type

! Need to track string values tlmugh C to decide what
calls to FFI methods ardoing

I Polymorphism impotant for wrapper functions

¥ Other features
! Need to also track beldnethod ids though C
! GC not as impotant

- J®a automaticalltracks objects it passes to C
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Soundness

¥ We can pove soundness via standigprogress
and pesewation techniques

! Proof for slightly restricted \ersion of the systems

¥ Theorem: If a piogram is vell-typedthen it
does not get stuck

! OCaml or Jaa data is neer used at the wong type

Checkindlype Sadty of Foreign Function Callctober 2006 32




Implementation

OCaml/
Java
Source

OCaml/
Java

Std Library

Type Extractor

g

Implementation Deta  ils

e
C Analysis
Engine

=

otential
Bugs

)

Type |:|'>
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¥ OSafbe
! Type extractor build fom camlp4
I Concretizes abstract typefylly resohes ary aliases

¥ JSaffer

I Uses wragper script to cgture classpath during buil¢
I Uses class ble parser to get typeonmhation

¥ Both: C anaysis built using CIL
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runtime exns or  non-fatal but correct insufpcien

Osafbr e ReSUItS hard crashes suspicious code i;fo
| /

\ Program [ Cloc [ OCaml loc [ Time [[ Errs | Warns | F-Pos [ Impr |
apm-1.00 124 156 13 0 0 0 0
camizip-1.01 139 820 1.7 0 0 0 1
ocaml-mad-0.1.0 139 38 4.2 1 0 0 0
ocaml-ssl-0.1.0 187 151 15 4 2 0 0
ocaml-glpk-0.1.1 305 147 1.3 4 1 0 1
gz-0.5.5 572 192 2.2 0 1 0 1
ocaml-vorbis-0.1.1 1183 443 2.8 1 0 0 2
ftplib -0.12 1401 21 1.7 1 2 0 1
lablgl-1.00 1586 1357 7.5 4 5 140 20
crypt okit-1.2 2173 2315 54 0 0 0 1
lablgtk-2. 2.0 5998 14847 61.3 9 11 74 48

\ Total [ 24] 22 214 [ 75 |

Note: Time includes compilation
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OSafbre Err ors

¥ Type mismatches (19 eors)
! 5 ermors due toVal_intinstead ofint_valor reverse
! 1 due to brgetting that an argument was in aption
! Others similar

¥ Remainder & GC erors (didnfdiscuss)
I 3 D lergetting to register C pointer to ML hea
I 2 D lergetting to release aegisteed pointer
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OSafbre W arnings

¥ Forgetting to adl unit parameter to C fn

I OCaml: external f : int -> unit -> unit = OfO

I C: value f(value x);

¥ Polymorphism abuse

I OCaml: type input_channel, output_channel

I OCaml: external seek : int -> Oa -> unit = OseekO

I C: value seek(value pos, value file);
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OSafbre Impr ecision a nd F alse Pos.

¥ Tags and offsets arsometime§op
¥ Globals and function pointers
¥ Polymorphic variants

¥ Pointer arithmetic disguised dsngarithmetic
P (t)v + 1 == (t*) (v + sizeof(t*))
- OSafbe gets confused
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runtime exns or  non-fatal but correct insufpcien
J SaﬂDr e R esu ItS hard crashes suspicious code i;fo
| /

\ Program [ CLOC [ JavaLOC [ Time [[ Errs | Warns [ F-Pos [ Impr |
lib gconf-java-2.10.1 1119 670 2.4 0 0 10 0
lib glade-java-2.10.1 149 1022 6.9 0 0 0 1
libgnome-java-2.10.1 5606 5135 17.4 45 0 0 1
lib gtk-ja va-2.6.2 27095 32395 36.3 74 8 34 18
lib gtkh tml- java-2.6.0 455 729 29 27 0 0 0
lib gtkmoz embed-java-1.7.0 166 498 3.3 0 0 0 0
libvte-java-0.11.11 437 184 25 0 26 0 0
jnetblter 1113 1599 17.3 9 0 0 0
libreadline-java-0.8.0 1459 324 2.2 0 0 0 1
pgpjava | 10136 123 2.7 0 1 0 1
posix1.0 978 293 1.8 0 1 0 0

\ Total [ 155 ] 36 44 22|
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JSafbre Err ors

¥ 68 functions declad with the wiong arity

¥ 56 C pointers passed when object expected
! Most result of a softwae rewrite

¥ 17 type mismatches:
I e.g.String( byte[]

¥ 14 functions named incoectly

I Functions mst follow a strict corvention to be called
from Jaa
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JSafbre W arnings

¥ 1 malbrmed Jaa class string

¥ 2 incomrect type declarations

1 JNI contains seral typede® for jobject
(e.g.jstring jintarray)

! Warn when C function was deckd with the wirong
type, even when the value was of the right type

¥ 33 dead C functions

I C function gpeaed to implement a cdain Jaa natie
method,but no natie method was debned in thevda
class ble
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JSafbre False Pos. and Impr ecision

¥ 44 false posities
I C code uses subtypingrfJaa types

I Our tool is based on unibcatiosp consideed these
type erors

¥ 22 imprecision messages
! 16 due to unesohed overloading
- JSaflerdidnChave enough ird to bnd a consistent type

! 6 passing arguments to JNI functions alck an
array
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Conclusion

¥ FFIs a& a useful pdrof a language

¥ FFI code is messy
! But not complicatedhence angkzable

¥ Safbe: Type checking miti-lingual code

! The prst ve know of to check glue code
! Males FFls saf to use
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