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I nt r oduct ion

¥ Concur r ent  pr ogr amming is har d
Ð Google f or  Ònot or iously dif f icult Ó and Òconcur r encyÓ

¥ 58,300 hit s

¥ One par t icular  pr oblem:  dat a r aces
Ð Two t hr eads access t he same locat ion

Òsimult aneously,Ó and one access is a wr it e
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Consequences of  Dat a Races

¥ Dat a r aces cause r eal pr oblems
Ð 2003 Nor t heast er n US blackout

Ð One of  t he Òt op t en bugs of  all t imeÓ due t o r aces
¥ ht t p:/ / www.wired.com/ news/ t echnology/ bugs/ 1,69355-0.ht ml

¥ 1985-1987 Ther ac-25 medical acceler at or

¥ Race-f r ee pr ogr ams ar e easier  t o under st and
Ð Many semant ics f or  concur r ent  languages assume

cor r ect  synchr onizat ion

Ð I t Õs har d t o def ine a memor y model t hat  suppor t s
unsynchr onized accesses

¥ C.f . The J ava Memor y Model, r ecent  added t o J ava Spec Static Race Detection for C 4

Avoiding Dat a Races

¥ The most  common t echnique:
Ð Locat ions r

Ð Locks l

Ð Cor r elat ion: r  @ l
¥ Locat ion r  is accessed when l is held

Ð Consist ent  cor r elat ion
¥ Any shar ed locat ion is only ever  cor r elat ed wit h one lock

Ð We say t hat  t hat  lock guar ds t hat  locat ion

¥ I mplies r ace f r eedom

¥ Not  t he only t echnique f or  avoiding r aces!
Ð But  it Õs simple, easy t o under st and, and common
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Er aser  [Savage et  al,  TOCS 1997]

¥ A dynamic t ool f or  det ect ing dat a r aces based
on t his t echnique
Ð Locks_held(t ) = set  of  locks held by t hr ead t

Ð For  each r , set  C(r ) := { all locks }

Ð On each access t o r  by t hr ead t ,
¥ C(r ) := C(r ) !  locks_held(t )

¥ I f  C(r ) = 0, issue a war ning
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An I mpr ovement

¥ Unsynchr onized r eads of  a
shar ed locat ion ar e OK
Ð As long as no on wr it es

t o t he f ield af t er  it
becomes shar ed

¥ Tr ack st at e of  each f ield
Ð Only enf or ce locking

pr ot ocol when locat ion
shar ed and wr it t en
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Saf et y and Liveness Tr adeof f s

¥ Pr ogr ams should be saf e, so t hat  t hey do not
have dat a r aces
Ð Adding locking is one way t o achieve saf et y

Ð (Not e:  not  t he only way)

¥ Pr ogr ams should be live, so t hat  t hey make
pr ogr ess
Ð Removing locking is one way t o achieve liveness!
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Dat a Races in Pr act ice

¥ Pr ogr ammer s wor r y about  per f or mance
Ð A good r eason t o wr it e a concur r ent  pr ogr am!

Ð Hence want  t o avoid unnecessar y synchor nizat ion

¥ ==> Ok t o do unsaf e t hings t hat  ÒdonÕt  mat t er Ó
Ð Updat e a count er

¥ Of t en value does not  need t o be exact

¥ But  what  if  it Õs a r ef er ence count , or  somet hing cr it ical?

Ð Algor it hm wor ks ok wit h a st ale value
¥ The algor it hm will Òevent uallyÓ see t he newest  values

¥ Need deep r easoning her e, about  algor it hm and plat f or m

Ð And ot her s

Static Race Detection for C 9

Concur r ent  Pr ogr amming in C

¥ Many impor t ant  C pr ogr ams ar e concur r ent
Ð E.g., Linux, web ser ver s, et c

¥ Concur r ency is usually pr ovided by a libr ar y
Ð Not  baked int o t he language

Ð But  t her e is a POSI X t hr ead specif icat ion

Ð Linux ker nel uses it s own model, but  close
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A St at ic Analysis Against  Races

¥ Goal:  Develop a t ool f or  det er mining whet her
a C pr ogr am is r ace-f r ee

¥ Design cr it er ia:
Ð Be sound:  Complain if  t her e is a r ace

Ð Handle locking idioms commonly-used in C pr ogr ams

Ð DonÕt  r equir e many annot at ions
¥ I n par t icular , do not  r equir e t he pr ogr am t o descr ibe

which locat ions ar e guar ded by what  locks

Ð Scale t o lar ge pr ogr ams
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Oops Ñ  We CanÕt  Do This!

¥ RiceÕs Theor em:  No comput er  pr ogr am can
pr ecisely det er mine anyt hing int er est ing about
ar bit r ar y sour ce code
Ð Does t his pr ogr am t er minat e?

Ð Does t his pr ogr am pr oduce value 42?

Ð Does t his pr ogr am r aise an except ion?

Ð I s t his pr ogr am cor r ect ?
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The Ar t  of  St at ic Analysis

¥ Pr ogr ammer s donÕt  wr it e ar bit r ar ily
complicat ed pr ogr ams

¥ Pr ogr ammer s have ways t o cont r ol complexit y
Ð Ot her wise t hey couldnÕt  make sense of  t hem

¥ Tar get :  Be pr ecise f or  t he pr ogr ams t hat
pr ogr ammer s want  t o wr it e
Ð I t Õs OK t o f or bid yucky code in t he name of  saf et y
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Out line

¥ C locking idioms
¥ Alias analysis

Ð An over view

Ð Alias analysis via t ype syst ems

¥ Ext end t o inf er  cor r elat ions
¥ Making it  wor k in pr act ice f or  C

¥ Cont ext -sensit ivit y via CFL r eachabilit y
¥ Using alias analysis t o det ect  shar ing
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A Hypot het ical Pr ogr am:   Par t  1

lock_t  log_lock; / *  guar ds logf d, bw * /

int  logf d, bw = 0;

void log(char  * msg) {

  int  len = st r len(msg);

  lock(&log_lock);

  bw += len;

  wr it e(logf d, msg, len);

  unlock(&log_lock);

}

Acquir es log_lock t o pr ot ect  access t o logf d, bw

However , assumes caller  has necessar y locks t o guar d * msg
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A Hypot het ical Pr ogr am:   Par t  2

st r uct  j ob {

  lock_t  j _lock; / *  guar ds wor klist  and cnt  * /

  st r uct  j ob * next ;

  void * wor klist ;

  unsigned cnt ;

};

lock_t  list _lock; / *  guar ds list  backbone * /

st r uct  j ob * j oblist ;

Dat a st r uct ur es can include locks

Somet imes locks guar d individual element s, somet imes t hey
guar d set s of  element s (and somet imes even mor e complex)
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A Hypot het ical Pr ogr am:   Par t  3

void logger () { ...

    lock(&list _lock);

   f or  (j  = j oblist ; j  != NULL; j  = j ->next ) {

      cnt ++;

      if  (t r ylock(&j ->j ob_lock)) {

         spr int f (msg, Ò...Ó, cnt , j ->cnt );

         log(msg);

         unlock(&j ->j ob_lock);

      }

   }   unlock(&list _lock); ... }

t r ylock r et ur ns f alse (and does not  block) if  lock alr eady held

locking appear s at  ar bit r ar y pr ogr am point s
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A Hypot het ical Pr ogr am:   Par t  4

int  main(int  ar gc, char  * * ar gv) {...

   f or  (i = 0; i < n; i++) {

      st r uct  j ob * x = malloc(sizeof (st r uct  j ob));

      / *  init ialize x * /

      f or k(wor ker , x);

    }

}

x is t head-local dur ing init ializat ion, and only becomes shar ed
once t hr ead is f or ked

and all of  t his happens wit hin a loop
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Summar y:   Key I dioms

¥ Locks can be acquir ed or  r eleased anywher e
Ð Not  like synchr onized blocks in J ava

¥ Locks pr ot ect  st at ic dat a and heap dat a
Ð And locks t hemselves ar e bot h global and in dat a

st r uct ur es

¥ Funct ions can be polymor phic in t he
r elat ionship bet ween locks and locat ions

¥ Much dat a is t hr ead-local
Ð Eit her  always, or  up unt il a par t icular  point

Ð No locking needed while t hr ead-local
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Ot her  Possible I dioms (Not  Handled)

¥ Locking can be pat h-sensit ive
Ð if  (f oo) lock(&x) ... if  (f oo) unlock(&x)

¥ Reader / wr it er  locking

¥ Owner ship of  dat a may be t r ansf er r ed
Ð E.g., t hr ead-local dat a get s put  int o a shar ed

buf f er , t hen pulled out , at  which point  it  becomes
t hr ead-local t o anot her  t hr ead
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Fir st  Task:   Under st and Point er s

¥ We need t o know a lot  about  point er s t o build
a t ool t o handle t hese idioms
Ð We need t o know which locat ions ar e accessed

Ð We need t o know what  locks ar e being acquir ed and
r eleased

Ð We need t o know which locat ions ar e shar ed and
which ar e t hr ead local

¥ The solut ion:  Per f or m an alias analysis

Alias Analysis
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I nt r oduct ion

¥ Aliasing occur s when dif f er ent  names r ef er  t o
t he same t hing
Ð Typically, we only car e f or  imper at ive pr ogr ams

Ð The usual culpr it :  point er s

¥ A cor e building block f or  ot her  analyses
Ð ...* p = 3; / /  What  does p point  t o?

¥ Usef ul f or  many languages
Ð C Ñ  lot s of  point er s all over  t he place

Ð J ava Ñ  Òobj ect sÓ point  t o updat able memor y

Ð ML Ñ  ML has updat able r ef er ences
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May Alias Analysis

¥ p and q may alias if  it Õs possible t hat  p and q
might  point  t o t he same addr ess

¥ I f  not  (p may alias q), t hen a wr it e t hr ough p
does not  af f ect  memor y point ed t o by q
Ð ...* p = 3; x = * q; / /  wr it e t hr ough p doesnÕt  af f ect  x

¥ Most  conser vat ive may alias analysis?
Ð Ever yt hing may alias ever yt hing else
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Must  Alias Analysis

¥ p and q must  alias if  p and q do point  t o t he
same addr ess
Ð I f  p must  alias q, t hen p and q r ef er  t o t he same

memor y

Ð ...* p = 3; x = * q; / /  x is 3

¥ What Õs t he most  conser vat ive must  alias
analysis?
Ð Not hing must  alias anyt hing
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Ear ly Alias Analysis (Landi and Ryder )

¥ Expr essed as comput ing alias pair s
Ð E.g., (* p, * q) means p and q may point  t o same

memor y

¥ I ssues?
Ð Ther e could be many alias pair s

¥ (* p, * q), (p->a, q->a), (p->b, q->b), ...

Ð What  about  cyclic dat a st r uct ur es?
¥ (* p, p->next ), (* p, p->next ->next ), ...
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Point s- t o Analysis (Emami,  Ghiya,  Hendr en)

¥ Det er mine set  of  locat ions p may point  t o
Ð E.g., (p, {&x}) means p may point  t o t he locat ion x

Ð To decide if  p and q alias, see if  t heir  point s-t o
set s over lap

¥ Mor e compact  r epr esent at ion
¥ Need t o name locat ions in t he pr ogr am

Ð Pick a f init e set  of  possible locat ion names
¥ No pr oblem wit h cyclic st r uct ur es

Ð x = malloc(...); / /  wher e does x  point  t o?
¥ (x, {malloc@257})   Òt he malloc at  line 257Ó
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Flow- Sensit ivit y

¥ An analysis is f low-sensit ive if  it  t r acks st at e
changes
Ð E.g., dat a f low analysis is f low-sensit ive

¥ An analysis is f low-insensit ive if  it  discar ds
t he or der  of  st at ement s
Ð E.g., t ype syst ems ar e f low-insensit ive

¥ Flow-sensit ivit y is much mor e expensive, but
also mor e pr ecise
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Example

p = &x;

p = &y;

* p = &z;

Flow-sensit ive:

    p = &x; / /  (p, {&x})

    p = &y; / /  (p, {&y})

    * p = &z; / /  (p, {&y}), (y, {&z})

Flow-insensit ive:

    (p, {&x, &y})

    (x, &z)

    (y, &z)
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A Simple Language

¥ WeÕll develop an alias analysis f or  ML
Ð WeÕll t alk about  applying t his t o C lat er  on
e ::= x var iables

    |  n int eger s

    |  \ x :t .e f unct ions

    |  e e applicat ion

    |  if 0 e t hen e else e condit ional

    |  let  x = e in e binding

    |  r ef  e allocat ion

    |  !e der ef er nce

    |  e := e assignment
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Aliasing in t his Language

¥ r ef  cr eat es an updat able r ef er ence
Ð I t Õs like malloc f ollowed by init ializat ion

¥ That  point er  can be passed ar ound t he
pr ogr am
let  x = r ef  0 in

    let  y = x  in

      y := 3;   / /  updat es !x
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Label Flow f or  Point s- t o Analysis

¥ WeÕr e going t o ext end r ef er ences wit h labels
Ð e ::= ... |  r ef r  e |  ...

Ð Her e r  labels t his par t icular  memor y allocat ion
¥ Like malloc@257,  ident if ies a line in t he pr ogr am

¥ Dr awn f r om a f init e set  of  labels R

Ð For  now, pr ogr ammer s add t hese

¥ Goal of  point s-t o analysis:  det er mine set  of
labels a point er  may r ef er  t o
let  x = r ef Rx 0 in

    let  y = x in

      y := 3;  / /  y may point  t o { Rx } Static Race Detection for C 32

Type- Based Alias Analysis

¥ WeÕr e going t o build an alias analysis out  of
t ype inf er ence
Ð I f  youÕr e f amiliar  wit h ML t ype inf er ence, t hat Õs

what  weÕr e going t o do

¥ WeÕll use labeled t ypes in our  analysis
Ð t  ::= int  |  t  "  t  |  r ef r  t

Ð I f  we have !x or  x  := ..., we can decide what  locat ion
x may point  t o by looking at  it s r ef  t ype
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A Type Checking Syst em

A | -- n : intA | -- x  : A(x)

A, x:t  | -- e : t Õ

A | -- \ x:t .e : t  "  t Õ

A | -- e1 : t  "  t Õ   A | -- e2 : t

A | -- e1 e2 : t Õ

A | -- e1 : int   A | -- e2 : t    A | -- e3 : t

A | -- i f 0 e1 t hen e2 else e3 : t
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A Type Checking Syst em (cont Õd)

A | -- e : t

A | -- r ef r  e : r ef r  t

A | -- e : r ef r  t

A | -- !e : t

A | -- e1 : r ef r  t    A | -- e2 : t

A | -- e1 := e2 : t
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Example

let  x = r ef Rx 0 in

    let  y = x in

      y := 3;

Ð x has t ype r ef Rx int

Ð y must  have t he same t ype as x

Ð Ther ef or e at  assignment , we know which locat ion y
r ef er s t o
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Anot her  Example

let  x = r ef R 0 in

let  y = r ef R 0 in

let  w = r ef Rw 0 in

let  z = if 0 42 t hen x else y in

    z := 3;

Ð x and y bot h have t ype r ef R int
¥ They must  have t his t ype because t hey ar e conf lat ed by if

Ð At  assignment , we wr it e t o locat ion R
¥ Not ice t hat  we donÕt  know which of  x , y we wr it e t o

¥ But  we do know t hat  we donÕt  af f ect  w
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Yet  Anot her  Example

let  x = r ef R 3

let  y = r ef Ry x

let  z = r ef R 4

    y := z

Ð Bot h x  and z have t he same label

Ð y has t ype r ef Ry (r ef R int )
¥ Not ice we donÕt  know af t er  t he assignment  whet her  y

point s t o x  or  z
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Things t o Not ice

¥ We have a f init e set  of  labels
Ð One f or  each occur r ence of  r ef  in t he pr ogr am

Ð A label may st and f or  mor e t han one r un-t ime loc

¥ Whenever  t wo labels Òmeet Ó in t he t ype
syst em, t hey must  be t he same
Ð Wher e does t his happen in t he r ules?

¥ The syst em is f low-insensit ive
Ð Types donÕt  change af t er  assignment
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The Need f or  Type I nf er ence

¥ I n pr act ice, we donÕt  have labeled pr ogr ams
Ð We need inf er ence

¥ Given an unlabeled pr ogr am t hat  sat isf ies a
st andar d t ype syst em, does t her e exist  a valid
labeling?
Ð That  labeling is our  alias analysis
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Type Checking vs.  Type I nf er ence

¥ Let Õs t hink about  CÕs t ype syst em
Ð C r equir es pr ogr ammer s t o annot at e f unct ion t ypes

Ð Ébut  not  ot her  places
¥ E.g., when you wr it e down 3 + 4, you donÕt  need t o give t hat

a t ype

Ð So all t ype syst ems t r ade of f  pr ogr ammer
annot at ions vs. comput ed inf or mat ion

¥ Type checking = it Õs ÒobviousÓ how t o check

¥ Type inf er ence = it Õs Òmor e wor kÓ t o check
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A Type I nf er ence Algor it hm

¥ WeÕll f ollow t he st andar d appr oach
Ð I nt r oduce label var iables a, which st and f or

unknowns
¥ Now r  may be eit her  a const ant  R or  a var iable a

¥ Tr aver se t he code of  t he unlabeled pr ogr am
¥ Gener at e a set  of  const r aint s
¥ Solve t he const r aint s t o f ind a labeling

Ð No solut ion ==> no valid labeling
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St ep 1:   I nt r oducing Labels

¥ Pr oblem 1:  I n t he r ef  r ule, we donÕt  know what
label t o assign t o t he r ef
Ð Solut ion:  I nt r oduce a f r esh unknown

¥ Why do we need t o pick a var iable r at her  t han a const ant ?

A | -- e : t      a f r esh

A | -- r ef  e : r ef a t
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St ep 1:   I nt r oducing Labels (cont Õd)

¥ Pr oblem 2:  I n t he f unct ion r ule, we donÕt  know
what  t ype t o give t o t he ar gument
Ð Assume we ar e given a st andar d t ype s (no labels)

Ð Make up a new t ype wit h f r esh labels ever ywher e
¥ WeÕll wr it e t his as f r esh(s)

A, x:t  | -- e : t Õ    t  = f r esh(s)

A | -- \ x:s.e : t  "  t Õ
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St ep 2:   Adding Const r aint s

¥ Pr oblem 3:  Some r ules implicit ly r equir e t ypes
t o be equal
Ð We will make t his explicit  wit h equalit y const r aint s

A | -- e1 : int   A | -- e2 : t 2   A | -- e3 : t 3

t 2 = t 3

A | -- i f 0 e1 t hen e2 else e3 : t 2
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St ep 2:   Adding Const r aint s (cont Õd)

¥ Not ice weÕr e assuming t hat  e1 is a r ef
Ð That  was par t  of  our  assumpt ion Ñ  we assumed t he

pr ogr am was saf e accor ding t o t he st andar d t ypes

A | -- e1 : r ef r  t    A | -- e2 : t 2

t  = t 2

A | -- e1 := e2 : t
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St ep 2:   Adding Const r aint s (cont Õd)

A | -- e1 : t  "  t Õ   A | -- e2 : t 2    t  = t 2

A | -- e1 e2 : t Õ

¥ Again, weÕr e assuming e1 is a f unct ion
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Const r aint  Resolut ion

¥ Af t er  applying t he r ules, we ar e lef t  wit h a
set  of  equalit y const r aint s
Ð t 1 = t 2

¥ WeÕll solve t he const r aint s via r ewr it ing
Ð WeÕll simplif y mor e complex const r aint s int o

simpler  const r aint s

Ð S ==> SÕ   r ewr it e const r aint s S t o const r aint s SÕ
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Const r aint  Resolut ion via Unif icat ion

¥ S + { int  = int  } ==> S

¥ S + { t 1 "  t 2 = t 1Õ "  t 2Õ } ==>

      S + { t 1Õ = t 1 } + { t 2 = t 2Õ }

¥ S + { r ef a1 t 1 = r ef a2 t 2 } ==>

      S + { t 1 = t 2 } + { a1 = a2 }

¥ S + { mismat ched const r uct or s } ==> er r or

Ð CanÕt  happen if  pr ogr am cor r ect  w.r .t . st d t ypes

¥ Claim 1:  This algor it hm always t er minat es

¥ Claim 2:  When it  t er minat es, we ar e lef t  wit h
equalit ies among labels
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Const r aint  Resolut ion via Unif icat ion (cont Õd)

¥ Last  st ep:
Ð Comput es set s of  labels t hat  ar e equal (e.g., using

union-f ind)

Ð Assign each equivalence class it s own const ant  label
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Example

let  x = r ef  0 in  / /  x : r ef a int

let  y = r ef  0 in  / /  y : r ef b int

let  w = r ef  0 in  / /  w : r ef c int

let  z = if 0 42 t hen x else y in  / /  z : r ef a,  r ef a = r ef b

    z := 3;  / /  wr it e t o r ef a

Ð Solving const r aint  r ef a = r ef b yields a = b

Ð So we have t wo equivalence classes
¥ {a,b} and {c}

¥ Each one get s a label, e.g., R1 and R2
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Example

let  x = r ef  0 in  / /  x : r ef R1 int

let  y = r ef  0 in  / /  y : r ef R1 int

let  w = r ef  0 in  / /  w : r ef R2 int

let  z = if 0 42 t hen x else y in  / /  z : r ef R1

    z := 3;  / /  wr it e t o r ef R1

Ð Solving const r aint  r ef a = r ef b yields a = b

Ð So we have t wo equivalence classes
¥ {a,b} and {c}

¥ Each one get s a label, e.g., R1 and R2
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St eensgaar dÕs Analysis

¥ Flow-insensit ive
¥ Cont ext -insensit ive

¥ Unif icat ion-based
Ð = St eensgaar dÕs Analysis

Ð (I n pr act ice, St eensgaar dÕs analysis includes st uf f
f or  t ype cast s, et c)

¥ Pr oper t ies
Ð Ver y scalable

¥ Complexit y?

Ð Somewhat  impr ecise
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Limit at ion of  Unif icat ion

¥ Modif icat ion of  pr evious example:
let  x = r ef  0 in  / /  x : r ef R1 int

let  y = r ef  0 in  / /  y : r ef R1 int

let  z = if 0 42 t hen x else y in  / /  z : r ef R1

    z := 3;  / /  wr it e t o r ef R1

    x := 2;                                / /  wr it e t o r ef R1

¥ WeÕr e equat ing labels t hat  may alias
Ð Gives Òbackwar d f lowÓ -- t he f act  t hat  x and y ar e

mer ged Òdownst r eamÓ (in z) causes x  and y t o be
equivalent  ever ywher e
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Subt yping

¥ We can solve t his pr oblem using subt yping
Ð Each label var iable now st ands f or  a set  of  labels

¥ I n unif icat ion, a var iable could only st and f or  one label

Ð WeÕll wr it e [a]  f or  t he set  r epr esent ed by a
¥ And [R]  = {R} f or  a const ant  R

¥ Ex:  let  x  have t ype r ef a int
Ð Suppose [a]  = {R1, R2}

Ð Then x may point  t o locat ion R1 or  R2

Ð ...and R1 and R2 may t hemselves st and f or  mult iple
locat ions



10

Static Race Detection for C 55

Labels on r ef

¥ Slight ly dif f er ent  appr oach t o labeling
Ð Assume t hat  each r ef  has a unique const ant  label

¥ Gener at e a f r esh one f or  each synt act ic occur r ence

Ð Add a f r esh var iable, and gener at e a subt yping
const r aint  bet ween t he const ant  and var iable

¥ a1 !  a2 means [a1]  #  [a2]

A | -- e : t    R !  a   a f r esh

A | -- r ef R e : r ef a t

Static Race Detection for C 56

Subt ype I nf er ence

¥ Same basic appr oach as bef or e
Ð Walk over  sour ce code, gener at e const r aint s

Ð Now want  t o allow subset s r at her  t han equalit ies

A | -- e1 : int   A | -- e2 : r ef r 2 t    A | -- e3 : r ef r 3 t

r 2 !  r    r 3 !  r

A | -- i f 0 e1 t hen e2 else e3 : r ef r  t

Static Race Detection for C 57

Subt yping Const r aint s

¥ Need t o gener alize t o ar bit r ar y t ypes
Ð Think of  t ypes as r epr esent ing set s of  values

¥ E.g., int  r epr esent s t he set  of  int eger s

¥ So r ef r  int  r epr esent s t he set  of  point er s t o int eger s t hat
ar e labeled wit h [ r ]

Ð Ext end !  t o a r elat ion t  !  t  on t ypes

int  !  int

r 1 $ r 2    int  $ int

r ef r 1 int  $ r ef r 2 int

Static Race Detection for C 58

Subsumpt ion

¥ Add one new r ule t o t he syst em
Ð And leave r emaining r ules alone

Ð I f  we t hink t hat  e has t ype t , and t  is a subt ype of
t Õ, t hen e also has t ype t Õ

Ð We can use a subt ype anywher e a super t ype is
expect ed

A | -- e : t    t  !  t Õ

A | -- e : t Õ

Static Race Detection for C 59

Example

let  x = r ef Rx 0 in / /  x : r ef a int , Rx !  a
let  y = r ef Ry 1 in / /  y : r ef b int , Ry !  b
let  z = if  42 t hen x else y in

x  := 3

Ð At  condit ional, need t ypes of  x  and y t o mat ch

Ð Thus we have z : r ef c int  wit h a !  c and  b !  c
¥ Thus can pick a = {Rx}, b = {Ry}, c = {Rx, Ry}

                             a !  c

A | -- x  : r ef a int    r ef a int  !  r ef c int

A | -- x  : r ef c int

Static Race Detection for C 60

Subt yping Ref er ences (cont Õd)

¥ Let Õs t r y gener alizing t o ar bit r ar y t ypes

¥ This r ule is br oken
let  x = r ef Rx (r ef RxÕ 0) in     / /  x : r ef a (r ef b int ), RxÕ !  b
let  y = x  in       / /  y : r ef c (r ef d int ), b !  d
   y := r ef Oops 0       / /  Oops !  d
   !!x := 3       / /  der ef er ence of  b

¥ Can pick b = {RxÕ}, d = {RxÕ, Oops}
Ð Then wr it e via b doesnÕt  look like it Õs wr it ing Oops

r 1 $ r 2    t 1 $ t 2

r ef r 1 t 1 $ r ef r 2 t 2
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YouÕve Got  Aliasing!

¥ We have mult iple names f or  t he same memor y
locat ion
Ð But  t hey have dif f er ent  t ypes

Ð And we can wr it e int o memor y at  dif f er ent  t ypes

y xd b

Static Race Detection for C 62

Solut ion # 1:   J avaÕs Appr oach

¥ J ava uses t his subt yping r ule
Ð I f  S is a subclass of  T, t hen S[ ]  is a subclass of  T[ ]

¥ Count er example:
Ð Foo[ ]  a = new Foo[5] ;
Ð Obj ect [ ]  b = a;
Ð b[0]  = new Obj ect ();
Ð a[0] .f oo();
Ð Wr it e t o b[0]  f or bidden at  r unt ime, so last  line

cannot  happen
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Solut ion # 2:   Pur ely St at ic Appr oach

¥ Requir e equalit y Òunder Ó a r ef

or

r 1 $ r 2    t 1 $ t 2    t 2 $ t 1

r ef r 1 t 1 $ r ef r 2 t 2

r 1 $ r 2    t 1 = t 2

r ef r 1 t 1 $ r ef r 2 t 2

Static Race Detection for C 64

Subt yping on Funct ion Types

¥ What  about  f unct ion t ypes?

¥ Recall:  S is a subt ype of  T if  an S can be used
anywher e a T is expect ed
Ð When can we r eplace a call Òf  xÓ wit h a call Òg xÓ?

?

t 1 "  t 2 $ t 1Õ "  t 2Õ
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Replacing Òf  xÓ by Òg xÓ

¥ When is t 1Õ "  t 2Õ $ t 1 "  t 2 ?

¥ Ret ur n t ype:
Ð We ar e expect ing t 2 (f Õs r et ur n t ype)

Ð So we can only r et ur n at  most  t 2

Ð t 2Õ $ t 2

¥ Example:  A f unct ion t hat  r et ur ns a point er  t o
{R1, R2} can be t r eat ed as a f unct ion t hat
r et ur ns a point er  t o {R1, R2, R3}

g f

Static Race Detection for C 66

Replacing Òf  xÓ by Òg xÓ (cont Õd)

¥ When is t 1Õ "  t 2Õ $ t 1 "  t 2 ?

¥ Ar gument  t ype:
Ð We ar e supposed t o accept  t 1 (f Õs ar gument  t ype)

Ð So we must  accept  at  least  t 1

Ð t 1 $ t 1Õ

¥ Example:  A f unct ion t hat  accept s a point er  t o
{R1, R2, R3} can be passed a point er  t o {R1, R2}

g f
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Subt yping on Funct ion Types

¥ We say t hat  "  is
Ð Covar iant  in t he r ange (subt yping dir  t he same)

Ð Cont r avar iant  in t he domain (subt yping dir  f lips)

t 1Õ $ t 1    t 2 $ t 2Õ

t 1 "  t 2 $ t 1Õ "  t 2Õ
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Wher e We Ar e

¥ WeÕve built  a unif icat ion-based alias analysis

¥ WeÕve built  a subt yping-based alias analysis
Ð But  it Õs st ill only a checking syst em

¥ Next  st eps
Ð Tur ning t his int o inf er ence

Ð Adding cont ext -sensit ivit y
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The Pr oblem:   Subsumpt ion

¥ WeÕr e allowed t o apply t his r ule at  any t ime
Ð Makes it  har d t o develop a det er minist ic algor it hm

Ð Type checking is not  synt ax dr iven

¥ For t unat ely, we donÕt  have t hat  many choices
Ð For  each expr ession e, we need t o decide

¥ Do we apply t he Òr egular Ó r ule f or  e?

¥ Or  do we apply subsumpt ion (how many t imes)?

A | -- e : t    t  $ t Õ

A | -- e : t Õ
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Get t ing Rid of  Subsumpt ion

¥ Lemma:  Mult iple sequent ial uses of
subsumpt ion can be collapsed int o a single use
Ð Pr oof : Tr ansit ivit y of  $

¥ So now we need only apply subsumpt ion once
af t er  each expr ession
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Get t ing Rid of  Subsumpt ion (cont Õd)

¥ We can get  r id of  t he separ at e subsumpt ion r ule
Ð I nt egr at e int o t he r est  of  t he r ules

¥ Apply t he same r easoning t o t he ot her  r ules
Ð WeÕr e lef t  wit h a pur ely synt ax-dir ect ed syst em

A | -- e1 : t  "  t Õ     A | -- e2 : t 2     t 2 $ t

A | -- e1 e2 : t Õ

A | -- e1 : t  "  t Õ   A | -- e2 : t 2    t  = t 2

A | -- e1 e2 : t Õ

becomes

Static Race Detection for C 72

Const r aint  Resolut ion:   St ep 1

¥ S + { int  $ int  } ==> S

¥ S + { t 1 "  t 2 $ t 1Õ "  t 2Õ } ==>

         S + { t 1Õ $ t 1 } + { t 2 $ t 2Õ }

¥ S + { r ef r 1 t 1 $ r ef r 2 t 2 } ==>

         S + { t 1 $ t 2 } + { t 2 $ t 1 } + { r 1 $ r 2 }

¥ S + { mismat ched const r uct or s } ==> er r or
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Const r aint  Resolut ion:   St ep 2

¥ Our  t ype syst em is called a st r uct ur al
subt yping syst em
Ð I f  t  $ t Õ, t hen t  and t Õ have t he same shape

¥ When weÕr e done wit h st ep 1, weÕr e lef t  wit h
const r aint s of  t he f or m r 1 $ r 2
Ð Wher e r 1 and r 2 ar e const ant s R or  var iables a

Ð This is called an at omic subt yping syst em
Ð That Õs because t her eÕs no Òst r uct ur eÓ lef t
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Finding a Least  Solut ion

¥ Our  goal:  comput e a least  solut ion t o t he
r emaining const r aint s
Ð For  each var iable, comput e a minimal set  of

const ant s sat isf ying t he const r aint s

¥ One mor e r ewr it ing r ule:  t r ansit ive closur e
Ð S + { r 1 $ r 2 } + { r 2 $ r 3 } +==> { r 1 $ r 3 }

¥ +==> means add r hs constraint without removing lhs constraints

Ð Apply t his r ule unt il no new const r aint s gener at ed

Ð Then [a]  = { R |  R $ a is a const r aint  in S }
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Gr aph Reachabilit y

¥ Think of  a const r aint  as a dir ect ed edge

Ð Use gr aph r eachabilit y t o comput e solut ion
¥ Comput e set  of  const ant s t hat  r each each var iable

Ð E.g., [ c]  = [a]  = {R1, R2}, [b]  = {R2}

¥ Complexit y?

R1
a

R1 $ a

R2 $ b

R2
ba $ c

c

b $ a
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Ander senÕs Analysis

¥ Flow-insensit ive
¥ Cont ext -insensit ive

¥ Subt yping-based
Ð = Ander senÕs analysis

Ð ~= DasÕs Òone-level f lowÓ

¥ Pr oper t ies
Ð St ill ver y scalable in pr act ice

Ð Much less coar se t han St eensgaar dÕs analysis

Ð Can st ill be impr oved (will see lat er )

Back t o Race Det ect ion
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Pr ogr amming Against  Races

¥ Recall our  model:
Ð Locat ions r

Ð Locks l

Ð Cor r elat ion: r  @ l
¥ Locat ion r  is accessed when l is held

Ð Consist ent  cor r elat ion
¥ Any shar ed locat ion is only ever  cor r elat ed wit h one lock

Ð We say t hat  t hat  lock guar ds t hat  locat ion

¥ I mplies r ace f r eedom
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Applying Alias Analysis

¥ Recall our  model:
Ð Locat ions r

¥ Dr awn f r om a set  of  const ant  labels R, plus var iables a

¥ WeÕll get  t hese f r om (may) alias analysis

Ð Locks l
¥ Hm...need t o t hink about  t hese

¥ Dr aw f r om a set  of  const ant  lock labels L, plus var iables m

Ð Cor r elat ion: r  @ l
¥ Hm...need t o associat e locks and locat ions somehow

¥ Let Õs punt  t his par t
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Lambda- Cor r

¥ A small language wit h Òlocat ionsÓ and ÒlocksÓ
e ::= x |  n |  \ x :t .e |  e e |  if 0 e t hen e else e

    |  newlockL cr eat e a new lock

    |  r ef R e allocat e Òshar edÓ memor y

    |  !e e der ef er ence wit h a lock held

|  e :=e e assign wit h a lock held

t  ::= int  |  t  "  t   |  lock l |   r ef r  t

Ð No acquir e and r elease
¥ All accesses have explicit annotations (superscript) of the lock

Ð This expression evaluates to the lock to hold

Ð No t hr ead cr eat ion
¥ ref  creates Òshared Ó memory

¥ Assume any access needs to hold the right lock
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Example

let  k1 = newlockL1 in

let  k2 = newlockL2 in

let  x = r ef Rx 0 in

let  y = r ef Ry 1 in

x :=k1 3;

x :=k1 4; / /  ok Ñ  Rx always accessed wit h L1

y :=k1 5;

y :=k2 6 / /  bad Ñ  Ry somet imes accessed

     wit h L1 or  L2
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Type I nf er ence f or  Races

¥ WeÕll f ollow t he same appr oach as bef or e
Ð Tr aver se t he sour ce code of  t he pr ogr am

Ð Gener at e const r aint s

Ð Solve t he const r aint s
¥ Solut ion ==> pr ogr am is consist ent ly cor r elat ed

¥ No solut ion ==> pot ent ial r ace

¥ Not ice t hat  in alias analysis, t her e was always a solut ion

¥ For  now, all r ules except  f or  locks and der ef ,
assignment  will be t he same
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Type Rule f or  Locks

¥ For  now, locks will wor k j ust  like r ef er ences
Ð Dif f er ent  set  of  labels f or  t hem

Ð St andar d labeling r ule, st andar d subt yping

Ð War ning:  t his is br oken!  Will f ix lat er ...

L $ m    m f r esh

A | -- newlockL : lock m

l1 $ l2

lock l1 $ lock l2
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Cor r elat ion Const r aint s f or  Locat ions

Ð Gener at e a cor r elat ion const r aint  r  @ l when
locat ion r  is accessed wit h lock l held

A | -- e1 : r ef r  t     A | -- e2 : lock l     r  @ l

A | -- !e2e1 : t

A | -- e1 : r ef r  t    A | -- e2 : t     A | -- e3 : lock l    r  @ l

A | -- e1 :=e3 e2 : t
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Const r aint  Resolut ion

¥ Apply subt yping unt il only at omic const r aint s
Ð r 1 $ r 2 Ñ  locat ion subt yping

Ð l1 $ l2 Ñ  lock subt yping

Ð r  @ l Ñ  cor r elat ion

¥ Now apply t hr ee r ewr it ing r ules
Ð S + { r 1 $ r 2 } + { r 2 $ r 3 } +==> { r 1 $ r 3 }

Ð S + { l1 $ l2 } + { l2 $ l3 } +==> { l1 $ l3 }

Ð S + { r 1 $ r 2 } + { l1 $ l2 } + { r 2 @ l2 } +==> { r 1 @ l1 }
¥ If r 1 Òf lows to Ó r 2 and l1 Òf lows to Ó l2 and r 2 and l2 are

correlated, then so are r 1 and r 2
¥ Note:  r  $ r  and l $ l
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Const r aint  Resolut ion,  Gr aphically

r 1 r 2 r 3

l1 l2 l3

r 1 r 2

l1 l2

@@
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Consist ent  Cor r elat ion

¥ Next  def ine t he cor r elat ion set  of  a locat ion
Ð S(R) = { L |  R @ L }

¥ The cor r elat ion set  of  R is t he set  of  locks L t hat  ar e
cor r elat ed wit h it  af t er  applying all t he r ewr it e r ules

¥ Not ice t hat  bot h of  t hese ar e const ant s

¥ Consist ent  cor r elat ion:  f or  ever y R, | S(R)|  = 1
Ð Means locat ion only ever  accessed wit h one lock
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Example

let  k1 = newlockL1 in / /  k1 : lock m, L1 $ m

let  k2 = newlockL2 in / /  k2 : lock n, L2 $ n

let  x = r ef Rx 0 in / /  x : r ef a(int ), Rx $ a

let  y = r ef Ry 1 in / /  y : r ef b(int ), Ry $ b

x :=k1 3; / /  a @ m

x :=k1 4; / /  a @ m

y :=k1 5; / /  b @ m

y :=k2 6 / /  b @ n

Ð Applying last  const r aint  r esolut ion r ule yields
¥ { Rx @ L1 } + { Rx @ L1 } + { Ry @ L1 } + { Ry @ L2 }

¥ I nconsist ent  cor r elat ion f or  Ry
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Consequences of  May Alias Analysis

¥ We used may aliasing f or  locat ions and locks
Ð One of  t hese is okay, and t he ot her  is not
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May Aliasing of  Locat ions

let  k1 = newlockL

let  x = r ef Rx 0

let  y = r ef Ry 0

let  z = if 0 42 t hen x else y
z :=k1 3

Ð Const r aint  solving yields { Rx @ L } + { Ry @ L }

Ð Thus any t wo locat ions t hat  may alias must  be
pr ot ect ed by t he same lock

Ð This seems f air ly r easonable, and it  is sound
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May Aliasing of  Locks

let  k1 = newlockL1

let  k2 = newlockL2

let  k = if 0 42 t hen k1 else k2

let  x = r ef Rx 0

x :=k 3; x :=k1 4

Ð { Rx @ L1 } + { Rx @ L2 } + { Rx @ L1 }

Ð Thus Rx is inconsist ent ly cor r elat ed

Ð That Õs not  so bad Ñ  weÕr e j ust  r ej ect ing an odd
pr ogr am
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May Aliasing of  Locks (cont Õd)

let  k1 = newlockL

let  k2 = newlockL / /  f ine accor ding t o r ules

let  k = if 0 42 t hen k1 else k2

let  x = r ef Rx 0

x :=k 3; x :=k1 4

Ð { Rx @ L } + { Rx @ L } + { Rx @ L }

Ð Uh-oh!  Rx is consist ent ly cor r elat ed, but  t her eÕs a
pot ent ial Òr aceÓ

¥ Not e t hat  k and k1 ar e dif f er ent  locks at  r un t ime

Ð Allocat ing a lock in a loop yields same pr oblem
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The Need f or  Must  I nf or mat ion

¥ The pr oblem was t hat  we need t o know exact ly
what  lock was ÒheldÓ at  t he assignment
Ð I t Õs no good t o know t hat  some lock in a set  was

held, because t hen we donÕt  know anyt hing

Ð We need t o ensur e t hat  t he same lock is always
held on access

¥ We need must  alias analysis f or  locks
Ð St at ic analysis needs t o know exact ly which r un-

t ime lock is r epr esent ed by each st at ic lock label
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Must  Aliasing via Linear it y

¥ Must  aliasing not  as well-st udied as may
Ð Many ear ly alias analysis paper s ment ion it

Ð Lat er  ones f ocus on may alias
¥ Recall t his is r eally used f or  Òmust  not Ó

¥ One popular  t echnique:  linear it y
Ð We want  each st at ic lock label t o st and f or  exact ly

one r un-t ime locat ion

Ð I .e., we want  lock labels t o be linear
Ð Ter m comes f r om linear  logic

Ð ÒLinearÓ in our  cont ext  is a lit t le dif f er ent
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Enf or cing Linear it y

¥ Consider  t he bad example again
let  k1 = newlockL

let  k2 = newlockL

Ð Need t o pr event  lock labels f r om being r eused

¥ Solut ion:  r emember  newlockd labels
Ð And pr event  anot her  newlock wit h t he same label

Ð We can do t his by adding ef f ect s t o our  t ype
syst em
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Ef f ect s

¥ An ef f ect  capt ur es some st at ef ul pr oper t y
Ð Typically, which memor y has been r ead or  wr it t en

¥ WeÕll use t hese kinds of  ef f ect s soon

Ð I n t his case, t r ack what  locks have been cr eat es

f  ::= 0 no ef f ect

       |    ef f ef f ect  var iable

       |    {l} lock l was allocat ed

       |    f  + f union of  ef f ect s

       |    f  % f disj oint  union of  ef f ect s
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Type Rules wit h Ef f ect s

L $ m    m f r esh

A | -- newlockL : lock m; {m}

J udgment s now assign
a t ype and ef f ect
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Type Rules wit h Ef f ect s (cont Õd)

A | -- x  : A(x); 0

A | -- e1 : r ef r  t ; f 1     A | -- e2 : t ; f 2

A | -- e1 := e2 : t ; f 1 % f 2

A | -- e1 : int ; f 1    A | -- e2 : t ; f 2     A | -- e3 : t ; f 3

A | -- i f 0 e1 t hen e2 else e3 : t ; f 1 % (f 2 + f 3)

Pr event s >1 alloc

Only one br anch t aken
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Rule f or  Funct ions

¥ I s t he f ollowing r ule cor r ect ?

Ð No!

Ð The f nÕs ef f ect  doesnÕt  occur  when it Õs def ined
¥ I t  occur s when t he f unct ion is called

Ð So we need t o r emember  t he ef f ect  of  a f unct ion

A, x:t  | -- e : t Õ; f

A | -- \ x:t .e : t  "  t Õ; f
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Cor r ect  Rule f or  Funct ions

¥ Ext end t ypes t o have ef f ect s on ar r ows
t  ::= int  |  t  " f  t   |  lock l |   r ef r  t

A, x:t  | -- e : t Õ; f

A | -- \ x:t .e : t  " f  t Õ; 0

A | -- e1 : t  " f  t Õ; f 1   A | -- e2 : t ; f 2

A | -- e1 e2 : t Õ; f 1 % f 2 % f
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One Minor  Cat ch

¥ What  if  t wo f unct ion t ypes need t o be equal?
Ð Can use subsumpt ion r ule

Ð We always use a var iable

              as an upper  bound

Ð Ot her wise how would we solve const r aint s like
¥ { L1 } + { L2 } + f  !  { L1 } + g + h   ?

A | -- e : t ; f    t  !  t Õ   f  !  ef f

A | -- e : t Õ; ef f

Saf e t o assume
have mor e ef f ect s
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Anot her  Minor  Cat ch

¥ We donÕt  have t ypes wit h ef f ect s on t hem

A, x:s | -- e : t Õ; f    t  = f r esh(s)

A | -- \ x:s.e : t  " f  t Õ; 0

St andar d t ype

Fr esh label var iables and
ef f ect  var iables
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Ef f ect  Const r aint s

¥ The same old st or y!
Ð Walk over  t he pr ogr am

Ð Gener at e const r aint s
¥ r 1 !  r 2

¥ l1 !  l2

¥ f  !  ef f

Ð Ef f ect s include disj oint  unions

Ð Solut ion ==> locks can  be t r eat ed linear it y

Ð No solut ion ==> r ej ect  pr ogr am
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Ef f ect  Const r aint  Resolut ion

¥ St ep 1:  Close lock const r aint s
Ð S + { l1 $ l2 } + { l2 $ l3 } +==> { l1 $ l3 }

¥ St ep 2:  Count !
occur s(l, 0) = 0

occur s(l, {l}) = 1

occur s(l, {lÕ}) = 0     l != lÕ

occur s(l, f 1 % f 2) = occur s(l, f 1) + occur s(l, f 2)

occur s(l, f 1 + f 2) = max(occur s(l, f 1), occur s(l, f 2))

occur s(l, ef f ) = max occur s(l, f ) f or  f  $ ef f

Ð For  each ef f ect  f  and f or  ever y lock l, make sur e
t hat  occur s occur s(l, f ) $ 1
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Example

let  k1 = newlockL

let  k2 = newlockL / /  violat es disj oint  union

let  k = if 0 42 t hen k1 else k2  / /  k1, k2 have same t ype

let  x = r ef Rx 0

x :=k 3; x :=k1 4

Ð Example is now f or bidden

Ð St ill not  quit e enough, t hough, as weÕll see...
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Applying t his in Pr act ice

¥ That Õs t he cor e syst em
Ð But  need a bit  mor e t o handle t hose cases we saw

way back at  t he beginning of  lect ur e

¥ I n C,
1. We need t o deal wit h C

2. Held locks ar e not  given by t he pr ogr ammer
Ð Locks can be acquir ed or  r eleased anywher e

Ð Mor e t han one lock can be held at  a t ime

3. Funct ions can be polymor phic in t he r elat ionship
bet ween locks and locat ions

4. Much dat a is t hr ead-local
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Var iables in C

¥ The f ir st  (easiest ) pr oblem:  C doesnÕt  use r ef
Ð I t  has malloc f or  memor y on t he heap
Ð But  local var iables on t he st ack ar e also updat eable:

void f oo(int  x ) {
  int  y;
  y = x + 3;
  y++;
  x = 42;
}

¥ The C t ypes ar enÕt  quit e enough
Ð 3 : int , but  canÕt  updat e 3!
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L- Types and R- Types

¥ C hides impor t ant  inf or mat ion:
Ð Var iables behave dif f er ent  in l-  and r -posit ions

¥ l = lef t -hand-side of  assignment , r  = r hs

Ð On lhs of  assignment , x  r ef er s t o locat ion x

Ð On r hs of  assignment , x  r ef er s t o cont ent s of
locat ion x
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Mapping t o ML- St yle Ref er ences

¥ Var iables will have r ef  t ypes:
Ð x : r ef  <cont ent s t ype>
Ð Par amet er s as well, but  r -t ypes in f n sigs

¥ On r hs of  assignment , add der ef  of  var iables
Ð Addr ess-of  uses r ef  t ype dir ect ly

void f oo(int  x ) {                f oo (x:int ):void =
       let  x = r ef  x in

  int  y;                 let  y = r ef  0 in
  y = x + 3; y := (!x) + 3;
  y++; y := (!y) + 1;
  x = 42; x := 42;
  g(&y); g(y)
}
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Comput ing Held Locks

¥ Cr eat e a cont r ol-f low gr aph of  t he pr ogr am
Ð WeÕll be const r aint -based, f or  f un!

Ð A pr ogr am point  r epr esent ed by st at e var iable S

Ð St at e var iables will have kinds t o t ell us what
happened in t he st at e (e.g., lock acquir e, der ef )

¥ Pr opagat e inf or mat ion t hr ough t he gr aph using
dat af low analysis
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Comput ing Held Locks by Example

pt hr ead_mut ex_t  k1 = ...;    / /  k1: lock L1

int  x ;   / /  &x : r ef Rx int

                       / /  l: lock l, p : r ef Rp (r ef a int )

void munge(pt hr ead_mut ex_t  * l, int  * p) {

  pt hr ead_mut ex_lock(l);

  * p = 3;

  pt hr ead_mut ex_unlock(l);

}

...

munge(&k1, &x);

Sin

S1

S2

Sout

Scall

Sr et

Rx L1

a l

Acquir ed

Der ef
Released
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Solving Const r aint s

Rx L1

a l

Sin

S1

S2

Sout

Scall

Sr et

Acq

Der ef

Rel

Acq

@

Rel
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Mor e t han One Lock May Be Held

¥ We can acquir e mult iple locks at  once
pt hr ead_mut ex_lock(&k1);

pt hr ead_mut ex_lock(&k2);

* p = 3;...

¥ This is easy Ñ  j ust  allow set s of  locks, r ight ?
Ð Const r aint s r  @ {l1, ..., ln}

Ð Cor r elat ion set  S(R) = { {l1, ..., ln}  |   r @{l1,...,ln} }

Ð Consist ent  cor r elat ion:  f or  ever y R, | ! S(R)|  " 1
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Back t o Linear it y

¥ How do we dist inguish pr evious case f r om
let  k = if 0 42 t hen k1 else k2

pt hr ead_mut ex_lock(&k)

* p = 3;...

Ð CanÕt  j ust  say p cor r elat ed wit h {k1, k2}

Ð Some lock is acquir ed, but  donÕt  know which
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Solut ions (Pick One)

¥ Acquir ing a lock l r epr esent ing mor e t han one
concr et e lock L is a no-op
Ð WeÕr e only int er est ed in r aces, so okay t o f or get

t hat  weÕve acquir ed a lock

¥ Get  r id of  subt yping on locks
Ð I nt er pr et  !  as unif icat ion on locks

Ð Unif ying t wo disj oint  locks not  allowed

Ð Disj oint  unions pr event  same lock f r om being
allocat ed t wice

Ð ==> Can never  mix dif f er ent  locks t oget her

Cont ext - Sensit ivit y
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Limit at ions of  Subt yping

¥ Subt yping gives us a kind of  polymor phism
Ð A polymor phic t ype r epr esent s mult iple t ypes

Ð I n a subt yping syst em, t  r epr esent s t  and all of  t Õs
subt ypes

¥ As we saw, t his f lexibilit y helps make t he
analysis mor e pr ecise
Ð But  it  isnÕt  always enoughÉ
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Limit at ions of  Subt ype Polymor phism

¥ Let Õs look at  t he ident it y f unct ion on int  pt r s:
Ð let  id = \ x:r ef a int  . x

Ð So id has t ype r ef a int  "  r ef b int

¥ Now consider  t he f ollowing:
Ð let  x = id (r ef r 1 0)

Ð let  y = id (r ef r 2 0)

Ð I t  looks like ax and ay point  t o {r 1, r 2}

Ð This is a cont ext - insensit ive analysis

r 1 r 2

ax ay

a

b
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The Obser vat ion of  Par amet r ic Polymor phism

¥ Type inf er ence on id yields a pr oof  like t his:

id : a "  aÕ

a aÕ This is a pr oof  t r ee
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The Obser vat ion of  Par amet r ic Polymor phism

¥ We can duplicat e t his pr oof  f or  any a,aÕ, in any
t ype envir onment

id : a "  aÕ

a aÕ

id : b "  bÕ

b bÕ

id : c "  cÕ

c cÕ

id : d "  dÕ

d dÕ
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The Obser vat ion of  Par amet r ic Polymor phism

¥ Thus when we use idÉ
R1

id : a "  aÕ

R2

a aÕ a aÕ a aÕ
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The Obser vat ion of  Par amet r ic Polymor phism

¥ We can ÒinlineÓ it s t ype, wit h a dif f er ent  a
each t ime R1

id : a "  aÕ

R2

a aÕ b bÕ c cÕ
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Hindley- Milner  St yle Polymor phism

¥ St andar d t ype r ules (not  quit e f or  our  syst em)
Ð Gener alize at  let

Ð I nst ant iat e at  uses

A(f ) = &a.t 1

A | -- f  : t 1[ t \ a]

A | -- e1 : t 1    A, f  : &a.t 1 | -- e2 : t 2   a = f v(t 1) - f v(A)

A | -- let  f  = e1 in e2 : t 2

Take t he or iginal t ype

Subst it ut e bound var s
(ar bit r ar ily)

Static Race Detection for C 124

Polymor phically Const r ained Types

¥ Not ice t hat  we inlined not  only t he t ype (as in
ML), but  also t he const r aint s

¥ We need polymor phically const r ained t ypes
x : &a.t  wher e C

Ð For  any labels a wher e const r aint s C hold, x  has
t ype t
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Polymor phically Const r aint ed Types

¥ Must  copy const r aint s at  each inst ant iat ion
Ð Looks inef f icient

Ð (And har d t o implement )

f oo : a "  b

f oo : a1" b1

f oo : a2" b2
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Compar ison t o Type Polymor phism

¥ ML-st yle polymor phic t ype inf er ence is
EXPTI ME-har d
Ð I n pr act ice, it Õs f ine

Ð Bad case canÕt  happen her e, because weÕr e
polymor phic only in t he labels

¥ That Õs because weÕll apply t his t o C
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A Bet t er  Solut ion:   CFL Reachabilit y

¥ Can r educe t his t o anot her  pr oblem
Ð Equivalent  t o t he const r aint -copying f or mulat ion

Ð Suppor t s polymor phic r ecur sion in qualif ier s

Ð I t Õs easy t o implement

Ð I t Õs ef f icient :  O(n3)
¥ Pr evious best  algor it hm O(n8) [Mossin, PhD t hesis]

¥ I dea due t o Hor wit z, Reps, and Sagiv
[POPLÕ95], and Rehof , Fahndr ich, and Das
[POPLÕ01]
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The Pr oblem Rest at ed:   Unr ealizable Pat hs

¥ No execut ion can exhibit  t hat  par t icular
call/ r et ur n sequence

r 1 r 2

ax ay

a

b

let  id = \ x:r ef a int  . x

let  x = id (r ef r 1 0)

let  y = id (r ef r 2 0)
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Only Pr opagat e Along Realizable Pat hs

¥ Add edge labels f or  calls and r et ur ns
Ð Only pr opagat e along valid pat hs whose r et ur ns

balance calls

let  id = \ x:r ef a int  . x

let  x = id1 (r ef r 1 0)

let  y = id2 (r ef r 2 0)

(1 (2

)1 )2

r 1 r 2

ax ay

a

b
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Par ent hesis Edges

¥ Par en edges r epr esent  subst it ut ions
Ð id : &a, b . a "  b wher e a $ b

Ð let  x = id1 (r ef r 1 0)

¥ At  call 1 t o id, we inst ant iat e t ype of  id
Ð (a "  b)[ r 1\ a, ax\ b]    =   r 1 "  ax

¥ Edges wit h )1 or  (1 r epr esent  r enaming 1
Ð b ! )1 ax b inst ant iat ed t o ax, and b f lows t o ax

Ð r 1 ! (1 a a inst ant iat ed t o r 1, and r 1 f lows t o a

(1

)1

r 1

ax

a

b

Renaming f or  call 1
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I nst ant iat ion Const r aint s

¥ Edges wit h par ent heses ar e called
inst ant iat ion const r aint s

¥ They r epr esent :
Ð A r enaming

Ð Plus a Òf lowÓ

¥ We can ext end inst ant iat ion const r aint s f r om
labels t o t ypes in t he st andar d way
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Pr opagat ing I nst ant iat ion Const r aint s

¥ S + { int  ! )i int  } ==> S

¥ S + { int  ! (i int  } ==> S

¥ S + { r ef r 1 t 1 ! (i r ef r 2 t 2 } ==>

          S + { r 1 ! (i r 2 } + { t 1 ! (i t 2 } + { t 2 ! )i t 1 }

¥ S + { r ef r 1 t 1 ! )i r ef r 2 t 2 } ==>

          S + { r 1 ! )i r 2 } + { t 1 ! )i t 2 } + { t 2 ! (i t 1 }
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Pr opagat ing I nst ant iat ion Const r aint s (cont Õd)

¥ S + { t 1 "  t 2  ! )i  t 1Õ "  t 2Õ } ==>

          S + { t 2 ! )i t 2Õ } + { t 1Õ ! (i t 1 }

¥ S + { t 1 "  t 2  ! (i  t 1Õ "  t 2Õ } ==>

          S + { t 2 ! (i t 2Õ } + { t 1Õ ! )i t 1 }
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Type Rule f or  I nst ant iat ion

¥ Now when we ment ion t he name of  a f unct ion,
weÕll inst ant iat e it  using t he f ollowing r ule

A(f ) = t     t Õ = f r esh(t )   t  ! )i t Õ

A | -- f i : t Õ
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A Simple Example

let  id = \ x.x in
  let  y = id1 (r ef Ry 0)
  let  z = id2 (r ef Rz 0)

"
a b

)1"
¥ ¥

Ry y

)1

(1

"
¥ ¥

)2
)2

(2

Rz z
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Two Obser vat ions

¥ We ar e doing const r aint  copying
Ð Not ice t he edge f r om c t o a got  ÒcopiedÓ t o Ry t o y

¥ We didnÕt  dr aw t he t r ansit ive edge, but  we could have

¥ This algor it hm can be made demand-dr iven
Ð We only need t o wor r y about  pat hs f r om const ant

qualif ier s

Ð Good implicat ions f or  scalabilit y in pr act ice
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CFL Reachabilit y

¥ WeÕr e t r ying t o f ind pat hs t hr ough t he gr aph
whose edges ar e a language in some gr ammar
Ð Called t he CFL Reachabilit y pr oblem

Ð Comput able in cubic t ime
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Gr ammar  f or  Mat ched Pat hs

M ::= (i M )i f or  any i
     |   M M
     |   d r egular  subt yping edge
     |   empt y

¥ Also can include ot her  pat hs, depending on applicat ion
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Global Var iables

¥ Consider  t he f ollowing ident it y f unct ion
let  id = \ x . (z := x; !z)

Ð Her e z is a global var iable

¥ Typing of  id, r oughly speaking:

id : a "  b

a

z b
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Global Var iables

let  f oo = \ y. ((id1 y); !z) in

   f oo2 (r ef Rx 0)
(Apply id t o y, t hen r et ur n t he value y via z)

Ð Uh oh!  (2 (1 )2 is not  a valid f low pat h
¥ But  Rx may cer t ainly r each d

a

z b
d

)2

c

(1

)1

y Rx
(2
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Thou Shalt  Not  Quant if y a Global Var iable

¥ We violat ed a basic r ule of  polymor phism
Ð We gener alized a var iable f r ee in t he envir onment

Ð I n ef f ect , we duplicat ed z at  each inst ant iat ion

¥ Solut ion:  DonÕt  do t hat !
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Our  Example Again

¥ We want  anyt hing f lowing int o z, on any pat h,
t o f low out  in any way
Ð Add a self - loop t o z t hat  consumes any mismat ched

par ent heses

a

z b

y

c

(1

)1d
)2

(i, )i Rx
(2
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Typing Rules,  Fixed

¥ Tr ack unquant if iable var s at  gener alizat ion

¥ Add self - loops at  inst ant iat ion

A | -- e1 : t 1    A, x : (t 1, b) | -- e2 : t 2      b = f v(A)

A | -- let  x = e1 in e2 : t 2

A(f ) = (t , b)    t Õ = f r esh(t )   t  ! )i t Õ

b ! )i b    b ! (i b

A | -- f i : t Õ
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Label Const ant s

¥ Also use self - loops f or  label const ant s
Ð TheyÕr e global ever ywher e
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Ef f iciency

¥ Const r aint  gener at ion yields O(n) const r aint s
Ð Same as bef or e

Ð I mpor t ant  f or  scalabilit y

¥ Cont ext -f r ee language r eachabilit y is O(n3)
Ð But  a f ew t r icks make it  pr act ical (not  much

slowdown in analysis t imes)

¥ For  mor e det ails, see
Ð Rehof  + Fahndr ich, POPLÕ01
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Adapt ing t o Cor r elat ion

¥ Pr evious pr opagat ion r ule, but  mat ch ()Õs

@

r 1

l1

r 2

l2

@

)i

i

@

r 1 r 2

l1 l2

@

(i

iUnif icat ion
of  locks
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Example

pt hr ead_mut ex_t  k1L1 = ..., k2L2 = ...;

int  xRx, yRy;

void munge(pt hr ead_mut ex_t l * l, int a * p) {

    pt hr ead_mut ex_lock(l);

    * p = 3;

    pt hr ead_mut ex_unlock(l);

}

munge(&k1, &x);

munge(&k2, &y);

Rx Ry L1 L2

a @ l

@

Uh-oh
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Example:   Using Cont ext - Sensit ivit y

pt hr ead_mut ex_t  k1L1 = ..., k2L2 = ...;

int  xRx, yRy;

void munge(pt hr ead_mut ex_t l * l, int a * p) {

    pt hr ead_mut ex_lock(l);

    * p = 3;

    pt hr ead_mut ex_unlock(l);

}

munge1(&k1, &x);

munge2(&k2, &y);

Rx Ry L1 L2

a @ l

@
1 (1

1
(1

2
(2

(2
2

@

Shar ing I nf er ence
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Thr ead- Local Dat a

¥ Even in mult i-t hr eaded pr ogr ams, lot s of  dat a
is t hr ead local
Ð No need t o wor r y about  synchr onizat ion

Ð A good design pr inciple

¥ WeÕve assumed so f ar  t hat  ever yt hing is
shar ed
Ð Much t oo conser vat ive
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Shar ing I nf er ence

¥ Use alias analysis t o f ind shar ed locat ions

¥ Basic idea:
Ð Det er mine what  locat ions each t hr ead may access

¥ Hm, looks like an ef f ect  syst em...

Ð Shar ed locat ions ar e t hose accessed by mor e t han
one t hr ead

¥ I nt er sect  ef f ect s of  each t hr ead

¥ DonÕt  f or get  t o include t he par ent  t hr ead
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I nit ializat ion

¥ A common pat t er n:
st r uct  f oo * p = malloc(...);

/ /  init ialize * p

f or k(<somet hing wit h p>);  / /  p becomes shar ed

/ /  par ent  no longer  uses p

Ð I f  we comput e
<ef f ect s of  par ent > !  <ef f ect s of  child>

   t hen weÕll see p in bot h, and decide it Õs shar ed
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Cont inuat ion Ef f ect s

¥ Cont inuat ion ef f ect s capt ur e t he ef f ect  of
t he r emainder  of  t he comput at ion
Ð I .e., of  t he cont inuat ion

Ð So in our  pr evious example, we would see t hat  in
t he par ent Õs cont inuat ion af t er  t he f or k, t her e ar e
no ef f ect s

¥ Ef f ect s on locat ions
Ð f  ::= 0 |  { r  } |  ef f  |  f  + f

¥ Empt y, locat ions, var iables, union
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J udgment s

A; f  | -- e : t ; f Õ

Ef f ect  of  r est  of  pr ogr am
af t er  evaluat ing e

Ef f ect  of  r est  of  pr ogr am,
including evaluat ion of  e

dir ect ion of  f low

Static Race Detection for C 155

Type Rules

A; f  | -- e1 : r ef r  t ; f 1     A; f 1 | -- e2 : t ; f 2

{ r  } !  f 2

A; f  | -- e1 := e2 : t ; f 2

A; f  | -- x : t ; A(x); f

No change f r om
bef or e t o af t er

Lef t -t o-r ight  or der
of  evaluat ion

Memor y wr it e
happens af t er

e1 and e2
evaluat ed
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Rule f or  For k

A; f i
child | -- e : t ; f Õ

f i
child !  f           f i

par ent  !  f

A; f  | -- f or ki e : int ; f i
par ent

ChildÕs ef f ect
included in par ent

I nclude ever yt hing
af t er  t he f or k
in t he par ent

Label each f or k
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Comput ing Shar ing

¥ Resolve ef f ect  const r aint s
Ð Same old const r aint  pr opagat ion

Ð Let  S(f ) = set  of  locat ions in ef f ect  f

¥ Then t he shar ed locat ions at  f or ki ar e
Ð Si = S(f i

child) !  S(f i
parent )

¥ And all t he shar ed locat ions ar e
Ð shar ed = ' i Si
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I ncluding ChildÕs Ef f ect  in Par ent

¥ Consider :
let  x = r ef Rx 0 in

  f or k1 (!x);

  f or k2 (x:=2);

¥ Then if  we didnÕt  include childÕs ef f ect s in
par ent , we wouldnÕt  see t hat  par allel child
t hr eads shar e dat a

Race Det ect ion,  Result s
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Tr ylock

¥ I n most  cases, j ust  synt act ically r ecognize
if  (t r ylock(&l)) { ... } else { ... }

¥ Recall t hat  lock st at es ar e f low-sensit ive
Ð So j ust  assume l acquir ed in t r ue br anch, and

unchanged in f alse br anch

¥ Can get  slight ly f ancier  if  r esult  of  t r ylock
st or ed in an int eger
Ð ...which is what  CI L will t r ansf or m t he pr ogr am t o
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Locks in Dat a St r uct ur es

¥ Alias analysis conf lat es nodes of  dat a st r uct s
Ð Locks in dat a st r uct ur es not  likely t o be linear

¥ Our  solut ion:  exist ent ial quant if icat ion

( l,r  [  r  @ l ]  . st r uct  j ob {

  lock_t l j _lock;

  st r uct  j ob * next ;

  unsignedr  cnt ;

};
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Locks in Dat a St r uct ur es

¥ Must  ÒunpackÓ exist ent ial t ype t o use it
f or  (j  = j oblist ; j  != NULL; j  = j ->next ) {
    unpack (j ) { / /  (dif f er ent  synt ax in pr act ice)
        lock(&j ->j _lock);
        j ->cnt ++;
        unlock(&j ->j _lock);
    }
}

¥ Rest r ict ions on unpacking
Ð Can only unpack one node at  a t ime

Ð Not hing unpacked may escape t he unpack scope

Ð ==> Only wor king wit h t hat  one node

Ð ==> Saf e t o assume lock is linear
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void*  and Aggr egat es
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Er r or  Messages ar e I mpor t ant

 Possible data race on
    & bwr itten(aget_comb.c:943)
  References:
    dereference at aget_comb.c:1079
    locks acquired at dereference:
      & bwr itten_mutex(aget_comb.c:996)
    in: FORK at aget_comb.c:468 ->
      http_get aget_comb.c:468

    dereference at aget_comb.c:984
    locks acquired at dereference:
      (none)
    in: FORK at aget_comb.c:193 ->
      signal_waiter (aget_comb.c:193) ->
      sigalrm_handler (aget_comb.c:957)
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Exper iment al Result s

88121.5s1.7knot

11466.0s6.1smt pr c

0071.2s1.5engine

0050.7s1.7pf scan

2880.9s1.8ct r ace

1515150.8s1.6aget

RacesUngur adedWar nTimeSize
(kloc)

Benchmar k
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Exper iment al Result s

022331.8s*20.3hp100

011916.5s*22.7slip

12861.0s*20.4sis900

01398.2s19.9sundance

2224240.1s17.43c501

0033.2s16.5eql

121124.9s19.1plip

RacesUngur adedWar nTimeSize
(kloc)

Benchmar k

*  = disabled linear it y checks
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Conclusion

¥ Alias analysis is a key building block
Ð Lot s and lot s of  st uf f  is var iat ions on it

¥ We can per f or m r ace det ect ion on C code
Ð Br ing out  t he t oolkit  of  const r aint -based analysis

Ð Scales somewhat , st ill needs impr ovement

Ð Handles idioms common t o C
¥ I ncluding some t hings we didnÕt  have t ime f or


