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I ntroduction

¥ Concurrent programming is hard

D Google for Mot oriously dif ficult Oand Goncur rencyO
¥ 58,300 hits

¥ One particular problem: data races

b Two threads access the same location
Gimult aneously,Oand one access is awrite

Consequences of Data Races

¥ Dataraces cause real problems
D 2003 Northeastern US blackout

D One of the Qop ten bugs of all timeOdue to races
¥ http:// www.wired.con/ news/ t echnology/ bugs/ 1,69355-0.ht ml
¥ 1985-1987 Therac-25 medical accelerator

¥ Race-free programs are easier to understand

D Many semantics for concurrent languages assume
correct synchronization

D 1t®hard to define a memory model that supports
unsynchronized accesses

¥ Cf. The Java Memory Model, recent added to Java Spec

Avoiding Data Races

¥ The most common technique:
b Locations r
b Locks |
b Correlation: r @ |
¥ Location r is accessed when | is held
b Consistent correlation
¥ Any shared location is only ever correlated with one lock
P We say that that lock guards that location
¥ | mplies race freedom
¥ Not the only technique for avoiding races!
D But it® simple, easy to understand, and common4

Eraser [Savage et al, TOCS 1997]

¥ A dynamic tool for detecting data races based
on this technique
b Locks_held(t) =set of locks held by thread t
D For each r, set C(r) :={ all locks }
D On each accesstor by threadt,
¥ C(r) :=C(r) ! locks_held(t)
¥ |f C(r) =0, issue a warning

An | mprovement

¥ Unsynchronized reads of a
shared location are OK
D As long as no on writes wr
tothe field after it
becomes shared

rdwr, first
thread

wr, new
thread

rd, new
thread

¥ Track state of each field
D Only enf orce locking
protocol when location
shared and written

wr




Safety and Liveness Tradeoffs

¥ Programs should be saf e, so that they do not
have data races
b Adding locking is one way to achieve saf ety
b (Note: not the only way)

¥ Programs should be /ive, so that they make
progress
D Removing locking is one way to achieve liveness!

Data Races in Practice

¥ Programmers worry about performance
D A good reason to write a concurrent program!
D Hence want to avoid unnecessary synchor nization
¥ ==>0k to do unsaf e things that @Gon® matterO
b Updat e a counter
¥ Of ten value does not need t o be exact
¥ But what if it® areference count, or somet hing critical?
b Algorithm works ok with a stale value
¥ The algorithm will Gvent uallyOsee the newest values
¥ Need deep reasoning here, about algorithm and platform
D And others
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Concurrent Programming in C

¥ Many important C programs are concurrent
b E.g., Linux, web servers, etc

¥ Concurrency is usually provided by alibrary
P Not baked into the language
D But there is a POSI X thread specification
b Linux kernel uses its own model, but close

A Static Analysis Against Races

¥ Goal: Develop atool for determining whether
aCprogramis race-free

¥ Design criteria:
b Be sound: Complain if thereis arace
b Handle locking idioms commonly-used in C programs
B Don® require many annot ations

¥ I nparticular, do not require the program to describe
which locations are guarded by what locks

b Scale to large programs

Oops N We Can® Do This!

¥ Rice® Theorem: No computer program can
precisely determine anyt hing int eresting about
arbitrary source code
b Does this program terminat e?
b Does t his program produce value 42?
b Does this program raise an exception?
b | s this program correct?

The Art of Static Analysis

¥ Programmers don® write arbitrarily
complicat ed programs

¥ Programmers have ways to control complexity
D Ot herwise they couldn® make sense of them

¥ Target: Be precise for the programs that
programmers want to write
D 1t®OKtoforbid yucky code in the name of saf ety




Outline

¥ Clocking idioms
¥ Alias analysis
D An overview
b Alias analysis via type systems
¥ Extend to infer correlations
¥ Making it work in practice for C
¥ Context-sensitivity via CFL reachability
¥ Using alias analysis to detect sharing

A Hypothetical Program: Part 1

lock_t log_lock; /* guards logfd, bw */
int logfd, bw=0;
void log(char *msg) {
int len =strlen(msg);
lock(&log_lock);
bw +=len;
write(logf d, msg, len);
unlock(&log_lock);
}

Acquires log_lock to protect access to logfd, bw
However, assumes caller has necessary locks to guard *msg
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A Hypothetical Program: Part 2

struct job {
lock_t j_lock; /* guards worklist and cnt */
struct job *next;
void *worklist;
unsigned cnt;
b
lock_t list_lock; /* guards list backbone */
struct job *joblist;

Data structures can include locks

Sometimes locks guard individual elements, sometimes they
guard sets of elements (and sometimes even more complex)
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A Hypothetical Program: Part 3

void logger() { ...
lock(&list _lock);
for (j =joblist; j I=NULL; j =j->next) {
cnt++
if (trylock(&j->ob_lock)) {
sprintf(msg, Q..Q cnt, j->cnt);
log(msg);
unlock(&j -3 ob_lock);
}
} unlock(&list _lock); ... }

trylock returns false (and does not block) if lock already held

locking appears at arbitrary program points 5

A Hypothetical Program: Part 4

int main(int argc, char **argv) {...
for (i=0;i<n;i+){
struct job *x = malloc(sizeof (struct job));
/* initialize x */
fork(worker, x);
}
}

x is thead-local during initialization, and only becomes shared
once thread is f orked

and all of this happens within a loop

Summary: Key | dioms

¥ Locks can be acquired or released anywhere
D Not like synchronized blocks in Java
¥ Locks protect static data and heap data

D And locks themselves are both global and in data
structures

¥ Functions can be polymor phic in the
relationship between locks and locations
¥ Much data is thread-local
b Either always, or up until a particular point
D No locking needed while t hread-local




Other Possible | dioms (Not Handled)

¥ Locking can be pat h-sensitive
b if (foo) lock(&x) ... if (foo) unlock(&x)

¥ Reader/writer locking

¥ Ownership of data may be transferred
b E.g., thread-local data gets put into a shared
buffer, then pulled out, at which point it becomes
thread-local to another thread

First Task: Understand Pointers

¥ We need to know a lot about pointers to build
atool to handle these idioms
D We need to know which locations are accessed
D We need to know what locks are being acquired and
released
D We need to know which locations are shared and
which are thread local

¥ The solution: Perform an alias analysis
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Alias Analysis

I ntroduction

¥ Aliasing occurs when dif ferent names refer to
the same thing
b Typically, we only care for imperative programs
D The usual culprit: pointers
¥ A core building block for other analyses
b ..*p=3;// What does p point to?
¥ Usef ul for many languages
D CN lots of pointers all over the place
D Java N (bject sOpoint to updatable memory
DML N ML has updat able ref erences
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May Alias Analysis

¥ p and q may aliasif it® possible that p and g
might point to the same address

¥ | f not (p may alias q), then awrite through p
does not af fect memory pointed to by g
D..*p=3;x =*q; // write through p doesn® af f ect x

¥ Most conservative may alias analysis?
b Everything may alias everything else

Must Alias Analysis

¥ pand q must aliasif p and g do point tothe
same address
DI f pmust alias g, thenp and g refer tothe same
memory
b.*p=3;x=*q;// xis3

¥ What ® the most conservative must alias
analysis?

D Nothing must alias anyt hing
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Early Alias Analysis (Landi and Ryder)

¥ Expressed as computing alias pairs

b E.g., (*p, *) means p and g may point to same
memory

¥ | ssues?
D There could be many alias pairs
¥ (*p, *q), (p->a g->a), (p->b, g->), ...
D What about cyclic data structures?
¥ (*p, p->next), (*p, p->next->next), ...

Points- to Analysis (Emami, Ghiya, Hendren)

¥ Determine set of locations p may point to
b E.g., (p, {&x}) means p may point to the location x
b To decide if p and g alias, see if their points-to
sets overlap
¥ More compact representation
¥ Need to name locations in the program

b Pick afinite set of possible location names
¥ No problem with cyclic structures

B x =malloc(...); // where does x point to?
¥ (x, {malloc@257}) Qhe malloc at line 2570
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Flow- Sensitivity

¥ An analysis is flow-sensitiveif it tracks state
changes
b E.g., data flow analysis is f low-sensitive

¥ An analysis is flow-insensitive if it discards
the order of statements
b E.g., type systems are flow-insensitive

¥ Flow-sensitivity is much more expensive, but
also more precise

Example
p = &x;
p=&y;
*p=&z;

Flow-sensitive: Flow-insensitive:
p=&x; /1 (p, {&x}) (p. {&x, &y})
p=&y:; !/ (p.{&y}) (x, &z)
*p=&z; /1 (p, {&Y}), (v, {&z}) (v, &z)
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A Simple Language

¥ Wed develop an alias analysis for ML
D Wed talk about applying thisto Clater on

en=x variables
In integers
| \x:t.e functions
|ee application
| if0etheneelsee conditional
| let x =eine binding
| ref e allocation
| le derefernce

|e:=e assignment

Aliasing in this Language

¥ ref creates an updatable ref erence
D 1t® like malloc f ollowed by initialization

¥ That pointer can be passed around the
program
let x =ref Oin
let y =xin
y:=3; /I updates Ix
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Label Flow for Points-to Analysis

¥ Wee going to extend ref erences with labels
be:=..|reffe]| ..
D Here r labels this particular memory allocation
¥ Like malloc@257, identifies aline in the program
¥ Drawn from afinite set of labels R
b For now, programmers add t hese
¥ Goal of points-to analysis: determine set of
labels a pointer may refer to
let x =ref® 0 in
let y =xin
y:=3; /1 ymay point to{ Rx } 2

Type- Based Alias Analysis

¥ Wee going to build an alias analysis out of
type inf erence
B 1f youde familiar with ML type inference, that®
what we®e going to do

¥ Wed use /abeled types in our analysis
Btao=int | t™ t|refft
b If we have !x or x := ..., we can decide what location
X may point to by looking at its ref type
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A Type Checking System

A Type Checking System (cont @)

Y Al
A0 ajenit t0Al-e2i
Al--\xte:t" tO Al--ele2:t0

Al--el:int A|--e2:t A|--e3:t

A|--ifOelthene2 elsee3:t

Al-e:t

Al--refre:ref’t

Al--e:refrt

Al--le:t

Al--el:refft Al--e2:t
Al--el:=e2:t

Example

let x =ref® 0 in
let y =xin
y=3;

D x has type ref * int

Dy must have the same type as x

D Therefore at assignment, we know which location y
refersto

Another Example

let x =refR0in

let y=refR0in

let w=refR"0in

let z=if0 42 thenx elseyin
z:=3;

D x and y both have type refRint

¥ They must have this type because they are conf lated by if
b At assignment, we write to location R

¥ Notice that we don® know which of x, y we write to

¥ But we do know that we don® af fect w
36




Yet Another Example

let x =refR3

let y=ref® x

let z=refR4
y:i=z

P Both x and z have the same label
Dy hastype ref® (refRint)

¥ Notice we don® know af ter the assignment whether y
pointsto x or z

Things to Notice

¥ We have afinite set of labels
D One for each occurrence of ref inthe program
D A label may stand for more than one run-time loc
¥ Whenever two labels Gneet Oin the type
system, they must be the same
D Where does this happen in the rules?
¥ The system is flow-insensitive
D Types don® change af ter assignment
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The Need for Type I nference

¥ I npractice, we don® have labeled programs
D We need inference

¥ Given an unlabeled program that satisfies a
standard type system, does there exist a valid
labeling?

D That labeling is our alias analysis

Type Checking vs. Type | nference

¥ Let @ think about C® type system
b Crequires programmers to annotate function types

D Ebut not other places
¥ E.g.,, when you write down 3 +4, you don® need to give that
atype
b So all type systems trade of f programmer
annot ations vs. comput ed inf or mation
¥ Type checking = it ® bviousOhow to check

¥ Type inference = it® Gnore workOt o check

0

A Type I nference Algorithm

¥ Wed follow the standard approach

b I ntroduce /abel variables a, which stand f or
unknowns
¥ Now r may be either aconstant Ror avariable a

¥ Traverse the code of the unlabeled program
¥ Generate aset of constraints
¥ Solve the constraints to find a labeling

D No solution ==>no valid labeling

Step 1: Introducing Labels

¥ Problem 1: Intheref rule, we don® know what
label to assignto the ref
b Solution: I ntroduce a fresh unknown
¥ Why do we need to pick avariable rather than a constant ?

Al--e:t afresh

A|--ref e:refat

42




Step 1: Introducing Labels (cont@)

¥ Problem 2: Inthe function rule, we don® know
what type to give to the argument
D Assume we are given a standard type s (no labels)

D Make up a new type with fresh labels everywhere
¥ Wed write this as fresh(s)

A, xit|--e:tO t =fresh(s)

Al--\xsse:t" tO

Step 2: Adding Constraints

¥ Problem 3: Some rules implicitly require types
to be equal
b We will make this explicit with equality constraint s

Al--el:int A|--e2:t2 A|--e3:t3
t2=t3
A|--ifOelthene2 elsee3:t2

Step 2: Adding Constraints (cont @)

Al--el:refft Al--e2:t2
t=t2

Al--el:=e2:t

¥ Notice we®e assuming that elis aref

D That was part of our assumption N we assumed the
program was saf e according to the standard types
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Step 2: Adding Constraints (cont @)
Al-el:t" tOA|--e2:t2 t=t2
Al--ele2:td
¥ Again, we®e assuming el is a function
46

Constraint Resolution

¥ After applying the rules, we are left with a
set of equality constraints
pt1=t2

¥ Wed solve the constraints viarewriting

B Wed simplify more complex constraints into
simpler constraints
DS ==>S0 rewrite constraints S to constraints SO

a7

Constraint Resolution via Unification

¥ S+{int =int } ==>S
¥ S+{t1" t2=t10 t2§ =
S+{t1lt1}+{t2=t20Q
¥ S+{refaltl=ref®@t2}=>
S+{tl=t2}+{al=a2}
¥ S +{ mismatched constructors } =>error
B Can® happen if program correct w.r.t.std types

¥ Claim 1. This algorithm always terminates

¥ Claim 2: When it terminates, we are left with
equalities among labels




Constraint Resolution via Unification (cont @)

¥ Last step:
b Computes sets of labels that are equal (e.g., using
union-find)
b Assign each equivalence class its own constant label

Example
let x =ref Oin /1 x :refaint
let y=ref 0in /1y :refbint
let w=ref Oin /1 w:refcint
let z=if042thenxelseyin // z:refa refa=refP
z:=3; /'l writetoref?

D Solving constraint ref2 =ref® yieldsa=b
b So we have two equivalence classes

¥ {a,b} and {c}

¥ Each one gets a label, e.g.,, R1 and R2
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Example
let x =ref 0in /1 x :refRint
let y=ref 0in /1y :refRint
let w=ref 0in /1 w:refRint
let z=if0 42 thenxelseyin // z:refRt
z:=3; /1 write torefRt

D Solving constraint ref2 =ref® yieldsa=b
b So we have two equivalence classes

¥ {a,b} and {c}

¥ Each one gets alabel, e.g.,, R1 and R2

Steensgaard® Analysis

¥ Flow-insensitive
¥ Context-insensitive
¥ Unification-based
D = Steensgaar d® Analysis

D (I npractice, Steensgaar d® analysis includes st uf f
for type casts, etc)

¥ Properties
b Very scalable
¥ Complexity?
D Somewhat imprecise 52

Limitation of Unification

¥ Modification of previous example:

let x =ref 0in /1 x :refRint

let y=ref 0in /1y :refRint

let z=if0 42 thenxelseyin // z:refRt
z:=3; /1 writetorefRt
X :=2; /1 write torefRt

¥ Wee equating labels that may alias

B Gives (hackward flowO-- the fact that x and y are
merged QlownstreamO(in z) causes x and y to be
equivalent everywhere

Subtyping

¥ We can solve this problem using subtyping

b Each label variable now stands for a set of labels
¥ I nunification, avariable could only stand for one label

D Wed write [a] for the set represented by a
¥ And [R] ={R} for aconstant R

¥ Ex: let x have type refint
b Suppose [a] ={R1, R2}
D Then x may point to location R1 or R2

b ..and R1 and R2 may themselves stand for multiple

locations
54




Labels on ref

¥ Slightly dif ferent approach to labeling
D Assume that each ref has a unique constant label
¥ Generate afresh one for each syntactic occurrence
D Add afresh variable, and generate a subtyping
constraint between the constant and variable
¥ all a2 means [al] # [a2]

Al--e:t R!la afresh

Al--refRe:refat

Subtype | nference

¥ Same basic approach as before
D Walk over source code, generate constraints
D Now want to allow subsets rather than equalities

Al--el:int A|--e2:reff2t A|--e3:refrdt
r2!r r3!r
A|--ifOelthene2 else el :ref’t
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Subtyping Constraints

¥ Need to generalize to arbitrary types

D Think of types as representing sets of values
¥ E.g, int represents the set of integers

¥ Soref’int represents the set of pointersto integers that
are labeled with [r]

b Extend ! toarelationt ! t ontypes

ri$r2 int $int

int !int refrlint $refr2int

Subsumption

¥ Add one new rule to the system
D And leave remaining rules alone
Al-e:t t!1t0
Al--e:t0
b If wethink that e hastype t, and t is a subtype of
tQthen e also has type t O

D We can use a subtype anywhere a supertype is
expected
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Example

/] x:ref2dint, Rx I a
/l'y:refbint,Ry!Db

let x =ref® 0 in

let y=ref® 1in

let z=if 42 thenx elseyin
X :=3

b At conditional, need types of x and y to match
alc

Al--x:ref2int ref2int ! refcint

Al--x :refcint
D Thus we have z : ref¢int witha! cand b!c
¥ Thus can pick a = {Rx}, b ={Ry}, ¢ ={Rx, Ry} 59

Subtyping References (cont @)

¥ Let@try generalizing to arbitrary types

ri$r2 ti$t2

refriti$refr2t2

¥ This rule is broken
let x =refR< (refR0)in // x :refa(refbint), RxQ b

let y=xin /ly:refe(refdint),b!d
y :=refOops /1 Oops! d
Ix :=3 /'l dereference of b

¥ Can pick b = {Rx®, d = {RxOOops}
D Then write via b doesn® look like it ® writing Oops
60
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You®@e Got Aliasing!

¥ We have multiple names for the same memory
location
b But they have dif ferent types
D And we can write into memory at dif ferent types

Solution #1: Java® Approach

¥ Java uses this subtyping rule
Db If Sisasubclass of T, then S[] is a subclass of T[]

¥ Count erexample:
b Foo[] a =new Foo[5];
b Object[] b =3a;
D b[0] =new Object();
B a[0].f oo();
D Writetob[0] forbidden at runtime, so last line
cannot happen
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Solution #2: Purely Static Approach

¥ Require equality Qunder Oa ref

ri$r2 t1$t2 t2%t1
refriti$refr2t2

or

rigr2 ti=t2
refriti$refr2t2

Subtyping on Function Types

¥ What about function types?

?

t1" t2$t10 t20

¥ Recall: Sisasubtypeof T if anS can be used
anywhere a T is expected
D When can we replace a call @ xOwith a call @ xC?

Replacing @ xOby @y xO

¥ Whenist10 t285t1" t2?
— | —
g f
¥ Return type:

D We are expecting t 2 (f @ return type)
D So we can only return at most t2
pt2Gt2

¥ Example: A functionthat returns apointer to
{R1, R2} can be treated as a function that
returns a pointer to {R1, R2, R3}

Replacing 0 xOby Gy xO (cont @)

¥ Whenist10 t285t1" t2?
S S
g f

¥ Argument type:

D We are supposed to accept t 1 (f & argument type)
D So we must accept at /east t1
Ppt1$t10
¥ Example: A functionthat accepts a pointer to
{R1, R2, R3} can be passed a pointer to {R1, R2}

66
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Subtyping on Function Types

t1t1 t2 $t20
t1" t2$t10 t20

¥ Wesay that " is
b Covariant in the range (subtyping dir the same)
b Contravariant in the domain (subtyping dir flips)

Where We Are

¥ We@e built a unification-based alias analysis

¥ We@e built a subtyping-based alias analysis
D But it®@ still only a checking system

¥ Next steps

D Turning this into inf erence
b Adding cont ext -sensitivity
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The Problem: Subsumption

Al--e:t t$t0
Al--e:tO
¥ We®e allowed to apply this rule at any time
b Makes it hard to develop a deterministic algorithm
b Type checking is not syntax driven
¥ Fortunately, we don® have that many choices

b For each expression e, we need to decide
¥ Do we apply the G egularOrule for e?
¥ Or do we apply subsumption (how many times)?

Getting Rid of Subsumption

¥ Lemma: Multiple sequential uses of
subsumption can be collapsed into a single use
b Proof: Transitivity of $

¥ So now we need only apply subsumption once
af ter each expression
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Getting Rid of Subsumption (cont @)

¥ We can get rid of the separate subsumption rule
P lIntegrate intothe rest of the rules

Al-el:t" tOA|--e2:t2 t=t2

Al--ele2:tO
becomes
Al--el:t" tO Al--e2:t2 t2%t
Al--ele2:t0

LS

Apply the same reasoning to the other rules
D We®e left with a purely syntax-directed system

Constraint Resolution: Step 1

¥ S+{int $int } =>S

¥ S+{t1" t2$t10 12 =
S+{t1Bt1}+{t2$t20Q

¥ S+{refrlt1$ref2t2}=>
SH+{t1$t2}+{t2$t1}+{r1$r2}

¥ S +{ mismatched constructors } =>error

72
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Constraint Resolution: Step 2

¥ Our type system is called a structural
subtyping system
DIft $tQthent and t Chave the same shape

¥ When we®e done with step 1, we®e left with
constraints of theformr1$r2
D Whererlandr2 are constants R or variables a
D This is called an at omic subt yping system
D That @ because t here® no GtructureOleft

Finding a Least Solution

¥ Our goal: compute aleast solutiontothe
remaining constraints

b For each variable, compute a minimal set of
constants satisfying the constraints

¥ One more rewriting rule: transitive closure
DS+{r1$r2}+{r2%$r3}+==>{r1%$r3}
¥ +==>means add r hs constraint without removing |hs constraints
D Apply this rule until no new constraints generat ed
D Then[a] ={R| R$ aisaconstraint inS}

7

Graph Reachability

¥ Think of aconstraint as adirected edge

R1$ a
»
a
RRSb RY T
a$c
R2—7
bs$a

D Use graph reachability t o comput e solution
¥ Compute set of constants that reach each variable
DBEg. [c] =[a] ={R1L, R2}, [b] ={R2}
¥ Complexity?

Andersen® Analysis

¥ Flow-insensitive
¥ Context-insensitive
¥ Subtyping-based
D = Andersen® analysis
D ~= Das® Gne-level flowO
¥ Properties
b Still very scalable in practice
D Much less coarse than Steensgaar d® analysis
b Can still be improved (will see later)
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Back to Race Detection

Programming Against Races

¥ Recall our model:
b Locations r
b Locks |

b Correlation: r @ |
¥ Locationr is accessed when | is held
b Consistent correlation
¥ Any shared location is only ever correlated with one lock
P We say that that lock guards that location
¥ | mplies race freedom

78
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Applying Alias Analysis

¥ Recall our model:
b Locations r
¥ Drawn from a set of constant labels R, plus variables a
¥ Wed get these from (may) alias analysis
b Locks |
¥ Hm...need to think about these
¥ Draw from a set of constant lock labels L, plus variables m
b Correlation: r @ |
¥ Hm...need to associat e locks and locations somehow
¥ Let® punt this part

Lambda- Corr

¥ A small language with QocationsOand GocksO
ex=x|n|\xite|eel|if0Oetheneelsee

| newlock- create a new lock

| refRe allocat e Ghar edOmemory

| lee dereference with alock held
|e:=te assign with a lock held

to=int [t t | lock || refrt

D No acquire and release
¥ All accesses have explicit annotations (superscript) of the lock
D This expression evaluates to the lock to hold
P Nothread creation
¥ ref creates (hared Omemory
¥ Assume any access needs to hold the right lock 80

Example

let k1=newlock'tin
let k2 =newlock-2 in
let x =refR 0 in
let y=ref® 1in

x :=13;

x :=k14: /1 ok N Rx always accessed with L1
y =15,

y:=%2 6 /1 bad N Ry sometimes accessed

with L1or L2

Type I nference for Races

¥ Wed follow the same appr oach as bef ore
b Traverse the source code of the program
D Generate constraints

b Solve the constraints
¥ Solution ==>program is consistently correlated
¥ No solution ==>potential race
¥ Notice that in alias analysis, there was always a solution

¥ For now, all rules except for locks and deref,
assignment will be the same
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Type Rule for Locks

¥ For now, locks will work just like ref erences
b Different set of labels for them
b Standard labeling rule, standard subtyping
D Warning: thisis broken! Will fix later...

L$m mfresh

A |-- newlock" : lock m

11$12
lock 11 $ lock 12

Correlation Constraints for Locations

b Generate a correlation constraint r @ | when
location r is accessed with lock | held

Al--el:ref't A|--e2:lockl r@l
A|--1%el:t

Al--el:refft Al--e2:t A|--e3:lockl r@l

Al--el:=*%e2:t

14



Constraint Resolution

¥ Apply subtyping until only atomic constraints
Dri1$r2 N location subtyping
DI1$12 N lock subtyping
Dr @Il N correlation

¥ Now apply three rewriting rules
DS+{r1$r2}+{r2$r3}+==>{r1$r3}
DS+{I1$12}+{I12$13}+==>{11$13}
DS+{r1s$r2}+{I11812}+{r2@12}+==>{r1@I1}
¥If r10lowstoOr2 and |10 lows toOl2 and r2 and 12 are
correlated, thensoare rlandr2
¥ Note: r$randl$l

Constraint Resolution, Graphically

Consistent Correlation

¥ Next define the correlation set of alocation
bS(R ={L|R@L}
¥ The correlation set of Risthe set of locks L that are
correlated with it after applying all the rewrite rules

¥ Notice that both of these are constants

¥ Consistent correlation: for every R, |S(R)| =1
D Means location only ever accessed with one lock

AT A
ri r2 r3
~—_ 7 ™
rl r2
AT A
11 12 13 11 12
~ ~_ ¥
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Example

let k1=newlock'tin
let k2 =newlock-2 in
let x =refR0in
let y=ref® 1in

/1 k1:lock m, L1$ m
/1 k2 :lock n, L2 $n
/1 x :refa(int), Rx $ a
/1y :refb(int), Ry $ b

X :=13; /I a@m
x =%14: /Il a@m
y :=15; /Il b@m
y:=%2 6 /' b@n

D Applying last constraint resolution rule yields
¥{Rx@LL}+{Rx @L1}+{Ry @L1}+{Ry@L2}

¥ I nconsistent correlation for Ry &

Consequences of May Alias Analysis

¥ We used may aliasing for locations and locks
D One of these is okay, and the other is not

May Aliasing of Locations

let k1=newlock"
let x =ref®0

let y=refR 0
let z=if0 42 thenx elsey
z =13

b Constraint solvingyields{ R« @ L} +{Ry @ L }

D Thus any two locations that may alias must be
protected by the same lock

b This seems fairly reasonable, and it is sound

90
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May Aliasing of Locks

let k1=newlockt
let k2 = newlock-2
let k =if0 42 then klelse k2
let x =ref®0
X 1=k 3; x ;=14

P{Rx@Ll}+{Rx @L2}+{Rx @ L1}
D Thus Rx is inconsistently correlated

D That® not so bad N we®e just rejecting an odd
program

May Aliasing of Locks (cont @)

let k1=newlock"
let k2 =newlock- /1 fine according to rules
let k =if0 42 then k1 else k2
let x =ref®0
x 1=k 3;x =14

P{Rx@L}+{Rx@L}+{Rx@L}
D Uh-oh! Rx is consistently correlated, but there® a
potential @aceO
¥ Note that k and k1 are different locks at run time

D Allocating a lock in aloop yields same problem

The Need for Must | nformation

¥ The problem was that we need to know exactly
what lock was (heldOat t he assignment
D 1t® no good to know t hat some lock in a set was
held, because then we don® know anyt hing

D We need to ensure that the same lock is always
held on access

¥ We need must alias analysis f or locks

b Static analysis needs to know exactly which run-
time lock is represented by each static lock label

93

Must Aliasing via Linearity

¥ Must aliasing not as well-studied as may
b Many early alias analysis papers mention it

b Later ones focus on may alias
¥ Recall this is really used for Gnust not O

¥ One popular technique: linearity

D We want each static lock label to stand for exactly
one run-time location

b1 .e., we want lock labels to be linear
D Term comes from linear logic
D Q.inear Oin our context is alittle dif ferent

Enforcing Linearity

¥ Consider the bad example again
let k1 =newlock"
let k2 =newlock"
D Need to prevent lock labels from being reused

¥ Solution: remember newlockd labels
D And prevent another newlock with the same label

D We can do this by adding effectsto our type
system

Effects

¥ An effect captures some stateful property
b Typically, which memory has been read or written
¥ Wed use these kinds of ef fects soon
b I n this case, track what locks have been creates

fu=0 no ef f ect
| eff effect variable
| {1} lock | was allocat ed
| f +f union of effects
| f %f disjoint union of effects

96
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Type Rules with Effects

L$m mfresh

A |-- newlock" : lock m; {m}

Judgment s now assign
atype and effect

Type Rules with Effects (cont@)

Al--x:A(x); 0

Al--el:refrt;f1 Al|--e2:t;f2
Al--el:=e2:t;f1%f2

Prevents > alloc

Al--el:int;f1 Al|--e2:t;f2 A|--e3:t;f3
A|--ifOelthene2elsee3:t;f1%(f2 +f3)

Only one branch taken %8

Rule for Functions

¥ | sthe following rule correct ?
A, xit |--e:tOf
Al--\xite:t" tOf

D No!

D The fn® ef fect doesn® occur when it ® def ined
¥ |t occurs when the function is called
D So we need to remember the ef fect of afunction

Correct Rule for Functions

¥ Extend types to have ef fects on arrows
to=int [t ft | lock || refrt

A, xit |--e:tOf

Al--\xite:t" ftdO

Al-el:t" TtOf1 Al--e2:t;f2
Al--ele2:tOf1%f2 %f

One Minor Catch

¥ What if two function types need to be equal?
D Can use subsumption rule

Al--e:t;f t!tOf{eff
Al--e:tOeff

D We always use a variable Saf e to assume
have more effects
as an upper bound

b Otherwise how would we solve constraints like
¥{L1}+{L2}+f ! {L1}+g+h ?

101

Another Minor Catch

¥ We don® have types with ef fects on them

Standard type

A xis|--e:tOf t :fresh(sz\

Al--\xise:t" TtdO

Fresh label variables and
effect variables

102
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Effect Constraints

¥ The same old story!

b Walk over the program
b Generate constraints

¥rllr2

¥I1112

¥f1eff

D Effects include disjoint unions

b Solution ==>locks can be treated linearity
D No solution ==>reject program

Ef fect Constraint Resolution

¥ Step 1. Close lock constraints
DS+{I1$12}+{12$13} +—=>{I11$13}
¥ Step 2: Count!

occurs(l, 0) =0

occurs(l, {I}) =1

occurs(, {IH =0 11=10

occurs(l, f1% f2) = occurs(l, f1) +occurs(l, f2)

occurs(l, f1+f2) =max(occurs(l, f1), occurs(l, f2))

occurs(l, ef f) =max occurs(l, f) for f $ ef f

b For each effect f and for every lock |, make sure
that occurs occurs(l, f) $ 1

Example

let k1=newlock"
let k2 = newlock" /1 violat es disjoint union
let k =if0 42 then klelse k2 // k1, k2 have same type
let x =ref®0
X =k 3;x =14

b Example is now f orbidden
B Still not quite enough, though, as wed see...

Applying this in Practice

¥ That®the core system
D But need a bit more to handle those cases we saw
way back at the beginning of lecture
¥ InC,
1 We need to deal with C
2. Held locks are not given by the programmer

D Locks can be acquired or released anywhere
D More than one lock can be held at atime

3. Functions can be polymor phic in the relationship
between locks and locations

4. Much datais thread-local

Variables in C

¥ The first (easiest) problem: Cdoesn® use ref
b It has malloc for memory on the heap
D But local variables on the stack are also updat eable:
void foo(int x) {
inty;
y=x+3;
X :,42;
} ~
¥ The Ctypes aren® quite enough

D3 :int, but can® update 3!

107

L- Types and R- Types

¥ Chides important information:
b Variables behave dif ferent in |- and r-positions
¥ | =left-hand-side of assignment,r =rhs
D On |hs of assignment, x refers to /ocation x
D Onrhs of assignment, x refersto contents of
locat ion x

18



Mapping to ML- Style References

¥ Variables will have ref types:
b x :ref <ontents type>
b Parameters as well, but r-typesin fn sigs

¥ Onrhs of assignment, add deref of variables
b Address-of uses ref type directly

void foo(int x) { foo (x:int):void =
let x =ref x in
inty; lety=ref 0in
y=Xx+3; y :=(x) +3;
yH y=(y) +1
X =42; X :=42;
9(&y); a(y)

Computing Held Locks

¥ Create acontrol-flow graph of the program
D Wed be constraint-based, for fun!
D A program point represented by state variable S

b State variables will have kindsto tell us what
happened in the state (e.g., lock acquire, deref)

¥ Propagat e inf ormation through the graph using
dat af low analysis

110

Computing Held Locks by Example

pthread_mutex_t k1=..; // ki:lock L1

int x; // &x:refRint
/1 I:lock I, p:refRe(refaint)
void munge(pthread_mutex_t *I, int *p) {

v pthread_mutex_lock(l);
ST
v

S2 L1
v
Snul
|
Sna>
munge(&k1, &x);
fi5t 11

Solving Constraints

More than One Lock May Be Held

¥ We can acquire multiple locks at once
pthread_mutex_lock(&k1);
pthread_mutex_lock(&k2);
*p=3;..

¥ Thisis easy N just allow sets of locks, right ?

b Constraintsr @ {1, ..., In}
b Correlation set S(R) ={{I1, ..., In} | r@{I1,..In}}
b Consistent correlation: for every R, |! S(R)| "1

113

Back to Linearity

¥ How do we distinguish previous case from
let k =if0 42 then klelse k2
pthread_mutex_lock(&k)
*p=3;..
b Candjust say p correlated with {k1, k2}
D Some lock is acquired, but don® know which

114
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Solutions (Pick One)

¥ Acquiring alock | representing more than one
concrete lock L is a no-op
D Webe ogly interested in races, so okay to f orget
that we®e acquired a lock
¥ Get rid of subtyping on locks
D Interpret ! as unification on locks
b Unifying two disjoint locks not allowed

b Disjoint unions prevent same lock from being
allocated twice

b ==>Can never mix dif ferent locks toget her

Context- Sensitivity

Limitations of Subtyping

¥ Subtyping gives us a kind of polymorphism
D A polymorphic type represents multiple types

DI nasubtyping system, t representst and all of t®
subtypes

¥ As we saw, this flexibility helps make the

analysis more precise
D But it isn® always enoughE

117

Limitations of Subtype Polymorphism

¥ Let® look at the identity function onint ptrs:
Dlet id =\x:ref2int . x
D Soid hastyperefaint " ref®int ri r2

. ; ~ &
¥ Now consider the following: al
Dlet x =id (ref'10) g
=i r2 & A
Dlet y=id (ref? 0) ax ay

D It looks like ax and ay point to {r1, r2}

b This is a context-insensitive analysis
118

The Observation of Parametric Polymorphism

¥ Type inference on id yields a proof like this:

This is a proof tree

119

The Observation of Parametric Polymorphism

¥ We can duplicate this proof for any a,aQin any
type environment

20



The Observation of Parametric Polymorphism

¥ Thus when we use idE .
id:a" a0 <

R2

121

The Observation of Parametric Polymorphism

¥ We can OnlineQits type, with adifferent a

each time CFU
v@' 5 bg e
id:a" a0 VW

R2

Hindley- Milner Style Polymor phism

¥ Standard type rules (not quite for our system)
b Generalize at let

Al--el:tl A f:&atl]|--e2:t2 a=fv(tl - fv(A)

Al--let f =eline2:1t2

Take the original type

A(f) = &atl

Al--f :tlft\a] Subslilut_e bo_und vars
(arbitrarily)

123

b Instantiate at uses

Polymor phically Constrained Types

¥ Notice that we inlined not only the type (as in
ML), but also the constraints

¥ We need polymor phically constrained types
X : &a.t where C
b For any labels a where constraints C hold, x has
type t

124

Polymor phically Constrainted Types

¥ Must copy constraints at each instantiation
b Looks inef ficient
D (And hard to implement)

125

Comparison to Type Polymorphism

¥ ML-style polymor phic type inf erence is
EXPT| ME-hard
P lnpractice, it@&fine
D Bad case can® happen here, because we®e
polymor phic only in the labels
¥ That @ because we® apply thisto C

126
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A Better Solution: CFL Reachability

¥ Can reduce this to anot her problem
b Equivalent to the constraint-copying f ormulation
D Supports polymorphic recursion in qualifiers
D 1t® easy to implement
Dlt@efficient: O(n?)

¥ Previous best algorithm O(n®) [Mossin, PhD thesis]

¥ | deadue to Horwitz, Reps, and Sagiv
[POPL®5], and Rehof, Fahndrich, and Das
[POPLOY]
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The Problem Restated: Unrealizable Paths

ri r2
let id =\x:ref2int . x \ o
let x =id (refr10) f

let y =id (refr2 0) b\
ax’/ ay

¥ No execution can exhibit that particular
call/ return sequence

128

Only Propagate Along Realizable Paths

ri r2
id = . aj AN L’
let id —-\x.ref int . x 2
let x =id? (refrt0) f
let y =id? (ref"2 0) )1/b\\)2
ax” Aay

¥ Add edge labels for calls and returns

D Only propagat e along valid paths whose returns

balance calls
129

Parent hesis Edges

¥ Paren edges represent substitutions

Pid:&ab.a" bwherea$b L
P let x =id! (refrt0) (14
¥ At call 1toid, we instantiate type of id g
P(a" b)rlla ax\b] = ri" ax r

| S — ax

Renaming for call 1

¥ Edges with )1 or (1represent renaming 1
Db! tax b instantiated to ax, and b flows to ax
brl! (ta ainstantiated torl,and r1flowstoa

130

I nstantiation Constraints

¥ Edges with parentheses are called
instantiation constraint s

¥ They represent:
D A renaming
D Plus a G lowO

¥ We can extend instantiation constraints from
labels to types in the standard way

131

Propagating | nstantiation Constraints

¥ S+{int! )int } ==>S
¥ S+{int! (int }==>S

¥ S+{refrtt1! Grefr2t2}==>
S+{r1! (r2}+{t1! (t2}+{t2! Nit1}

¥ S+{refrttl! irefr2t2}==>
S+{r1! Jr2}+{t1! dt2}+{t2! (t1}

22



Propagating | nstantiation Constraints (cont @)

¥ S+{t1" t2 ! ) t10" t23 =
S+{t21)t28 +{t18 (t1}

¥ S+{t1" t2 ! ( 110" t23 =
S+{t2! (t2& +{t18 )it1}

Type Rule for | nstantiation

¥ Now when we mention the name of afunction,
weQ instantiate it using the f ollowing rule

A(f)=t tG=fresh(t) t! )t
Al--f,:t0

A Simple Example

let id =\x.x in
let y =id, (ref v 0) VRN
a/lb

let z =id, (refR20)
)2
a %‘
" )1 "
7\ 7N

Two Observations

¥ We are doing constraint copying
D Notice the edge fromc to a got GopiedOto Ry toy
¥ We didn® draw the transitive edge, but we could have

¥ This algorithm can be made demand-driven
D We only need to worry about paths from constant

qualifiers
b Good implications for scalability in practice

CFL Reachability

¥ Wee trying to find paths through the graph
whose edges are a language in some grammar
b Called the CFL Reachability problem
D Comput able in cubic time

137

Grammar for Matched Paths

M =@ M)i for any i

regular subtyping edge
| empty

¥ Also can include ot her paths, depending on application
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Global Variables

¥ Consider the following identity function
let id =\x . (z :=x; 12)
D Here z is a global variable
¥ Typing of id, roughly speaking:

Global Variables

let foo=\y. ((id'y); z) in
foo? (ref R 0)
(Apply id toy, thenreturn the value y via z)
)2
dHZ\‘bi’c
de——— ye—— Ry
(1 (2

D Uhoh! (2 (1)2 isnot avalid flow path
¥ But Rx may certainly reach d

Thou Shalt Not Quantify a Global Variable

¥ We violated a basic rule of polymorphism
D We generalized a variable free in the environment
b Ineffect, we duplicated z at each instantiation

¥ Solution: Don® do that!

141

Our Example Again

(i) « -

¥ We want anyt hing flowing into z, on any path,
to flow out in any way

D Add a self-loop to z that consumes any mismat ched
parent heses

142

Typing Rules, Fixed

¥ Track unquantifiable vars at generalization
Al--el:tl A, x:(tlLb)|--e2:t2 b =fv(A)
Al--let x =eline2 :t2

¥ Add self-loops at instantiation
A(f)=(t,b) t&fresht) t!)itd

b! )b b! (b

Al--f;:t0

Label Constants

¥ Also use self -loops f or label constants
D They®e global everywhere
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Ef ficiency

¥ Constraint generation yields O(n) constraints
b Same as before
D I mportant for scalability

¥ Context-free language reachability is O(n3)
b But afew tricks make it practical (not much

slowdown in analysis times)

¥ For more details, see

D Rehof + Fahndrich, POPLO1

Adapting to Correlation

¥ Previous propagation rule, but match ()&

)i (i

PR ™
ri r2 ri r2
@ @ ‘@ ‘@
11 12 11 12

~— ~

Unification i
of locks

146

Example

pthread_mutex_t k1t =.., k22 = .;

int xR, yR;

void munge(pt hread_mutex_t' *I, int2 *p) {
pthread_mutex_lock(l);
*p=3;
pthread_mute:

}
munge(&k1, ;
munge(&k2, &y);

R Ry L1 L2

\
N
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Example: Using Context- Sensitivity

pthread_mutex_t k1t =.., k22 = .;

int xR, yR;

void munge(pt hread_mutex_t' *I, int2 *p) {
pthread_mutex_lock(l);

; @ @
pthread_mute:
} R L1 L2
munge’(&k1, ; \(2 1/%
munge?(&k2, &y); @ 'a@l

Sharing | nference

Thread- Local Data

¥ Even in multi-threaded programs, lots of data
is thread local
D No need to worry about synchronization
D A good design principle

¥ Wee assumed so far that everything is
shared
D Much too conservative

25



Sharing | nference

¥ Use alias analysis to find shared locations

¥ Basic idea:
b Determine what locations each thread may access
¥ Hm, looks like an ef f ect system...
b Shared locations are those accessed by more than
one thread
¥ I ntersect effects of each thread
¥ Don® forget toinclude the parent thread

151

I nitialization

¥ A common pattern:
struct foo *p =malloc(...);
/1 initialize *p
fork(<something with p>); // p becomes shared
/| parent no longer uses p

b1 f we compute
<ffects of parent>! <effects of child>

then we@ see p in both, and decide it ® shared

Continuation Effects

¥ Continuation ef fects capture the effect of
the remainder of the computation
bl .e, of the continuation

D Soin our previous example, we would see that in
the parent @ continuation after the fork, there are
no effects

¥ Effects on locations
Df =0 {r}|eff|[f+f
¥ Empty, locations, variables, union

Judgment s

direction of flow

Effect of rest of program,
including evaluation of e

Effect of rest of program
after evaluating e

Type Rules

No change from
before toafter

A f--x:t; Ax); f

Left-to-right order

of evaluation

A f|--el:refrt;f1 A;fl|--e2:t;f2

/{ ritf2
Memory write >~ if|--eli=e2:t;f2
happens af ter
eland e2

evaluat ed

Rule for Fork

A figl--e:t;fO

/fichwld! f fiparent ' \\
A;f |--forkie:int; fi

parent

I nclude everything
after the fork

Child® effect
included in parent in the parent

Label each fork

26



Computing Sharing

I ncluding Child® Effect in Parent

¥ Resolve effect constraints
D Same old constraint propagation
b Let S(f) =set of locations ineffect f

¥ Then the shared locations at fork' are
bSi= S(f‘chwld) ! S(f‘parenl)

¥ And all the shared locations are
b shared ="' ; Si

157

¥ Consider:
let x =ref® 0 in
fork?® (Ix);
fork? (x:=2);

¥ Then if we didn® include child® ef fects in
parent, we wouldn® see that parallel child
threads share data

Race Detection, Results

Trylock

¥ | n most cases, just syntactically recognize
if (trylock(&l){..}else{..}

¥ Recall that lock states are flow-sensitive

D So just assume | acquired in true branch, and
unchanged in f alse branch

¥ Can get slightly fancier if result of trylock
stored in an integer

b ..which is what CI L will transformthe programto
160

Locks in Data Structures

Locks in Data Structures

¥ Alias analysis conf lates nodes of data structs
b Locks in data structures not likely to be linear
¥ Our solution: existential quantification

(Lr[r@]l] .struct job {
lock_t'j_lock;

struct job *next;
unsigned" cnt;

b

161

¥ Must QinpackOexistential type to use it

for (j =joblist;j !I=NULL;j =j->next) {
unpack (j) { /1 (dif ferent syntax in practice)
lock(&j -3 _lock);
j->cnt++

unlock(&j -3 _lock);
}
}

¥ Restrictions on unpacking
D Can only unpack one node at atime
b Not hing unpacked may escape the unpack scope
B ==>Only working with that one node
b ==>Saf e to assume lock is linear

162
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void* and Aggregates

Error Messages are | mportant

Possible data race on
&bwritten(aget_comb.c:943)
References:
dereference at aget_comb.c:1079
locks acquired at der eference:
&bwritten_mutex(aget_comb.c:996)
in: FORK at aget_comb.c:468 ->
http_get aget_comb.c:468

dereference at aget_comb.c:984

locks acquired at der eference:
(none)

in: FORK at aget_comb.c:193 ->
signal_waiter (aget_comb.c:193) ->
sigalrm_handler (aget_comb.c:957)

Experimental Results

Experimental Results

Benchmark  Size Time Warn Unguraded Races
(kloc)
plip 19.1 249s 11 2 1
eql 16.5 3.2s 3 0 0
3c501 17.4 240.1s 24 2 2
sundance 19.9 98.2s 3 1 0
sis900 204 610s* 8 2 1
slip 227 16.5s* 19 1 0
hp100 20.3 318s* 23 2 0

* =disabled linearity checksies

Benchmark  Size Time Warn Unguraded Races
(kloc)

aget 16 0.8s 15 15 15
ctrace 18 09s 8 8 2

pf scan 17 0.7s 5 0 0
engine 15 12s 7 0 0
smtprc 6.1 6.0s 46 1 1
knot 17 15s 12 8 8
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Conclusion

¥ Alias analysis is a key building block
b Lots and lots of stuff is variations on it

¥ We can perform race detection on C code
D Bring out the toolkit of constraint-based analysis
b Scales somewhat, still needs improvement
b Handles idioms common to C
¥ I ncluding some things we didn® have time f or

167
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