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Homework 5
Due at the beginning of class on Nov. 12

1. Say you have N songs on your iPod, and play them on “shuffle” mode so that a
uniform song is repeatedly chosen and played. About how many songs will be played
before (with probability about 1/2) you will hear some song twice?

2. Exercise 5.1.

3. Exercise 5.4.

4. Exercise 5.5.

5. Exercise 5.15.

6. On the webpage you will find code for a 1-round SPN cipher and a “wrapper” function
cipher_hiddenkey that runs the cipher with a uniform key.

(a) Write a function inverse that takes as input a 16-byte key and an 8-byte block,
and such that for any key k and any x, inverse(k, cipher(k, x)) = x.

(b) Implement a key-recovery attack on the cipher. The program implementing your
attack should call only cipher_hiddenkey, and recover the key it is using.

In addition to submitting your working code, for part (a) please submit the value of
inverse(k, x) for k = 0x4C4C · · · 4C and x = 0x0000 · · · 00, and for part (b) please
submit a description of your attack in high-level pseudocode.
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