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Education

Ph.D. (with distinction), Computer Science, Columbia University, 2002
Dissertation: Efficient Cryptographic Protocols Preventing “Man-in-the-Middle” Attacks
Advisors: Zvi Galil and Moti Yung
Also advised by Rafail Ostrovsky (Telcordia Technologies)

M.Phil., Computer Science, Columbia University, 2001

M.A., Chemistry, Columbia University, 1998

S.B., Mathematics, Massachusetts Institute of Technology, 1996

S.B., Chemistry, Massachusetts Institute of Technology, 1996

Employment History

Senior Staff Research Scientist, Google
November, 2023 – current

(On leave from the University of Maryland.)

Chief Scientist, Dfns
October, 2022 – November, 2023

(On leave from the University of Maryland.) Managed five-person research
group responsible for the design, analysis, and implementation of cryptographic
protocols used by Dfns.

Professor, University of Maryland
July, 2013 – August, 2019; August, 2020 – February, 2025

Professor and
VA Center for Innovative Technology Eminent Scholar in Cybersecurity,
George Mason University
August, 2019 – August, 2020

Director, Maryland Cybersecurity Center (MC2)
October, 2013 – June, 2019

Associate Professor, University of Maryland
July, 2008 – June, 2013

Assistant Professor, University of Maryland
July, 2002 – June, 2008

Responsible for maintaining a world-class research program in cryptography
and information security. Duties include supervising graduate students and
designing and teaching courses in cryptography, theoretical computer science,
and network security.
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Independent Cryptography/Cybersecurity Consultant, various positions
August, 2002 – present

I have consulted for several companies and government agencies on the design,
analysis, and implementation of cryptographic protocols and algorithms. I have
also delivered tailored courses on a wide range of topics in cryptography and
cybersecurity to audiences in industry, academia, and government. Finally, I
have served as an expert witness in patent cases and other areas.

Visiting Research Scientist, IBM T.J. Watson Research Center (Hawthorne, NY)
August, 2008 – July, 2009

Visited and collaborated with the cryptography research group at IBM.

Visiting Professor, École Normale Supérieure (Paris, France)
June – July, 2008

Presented three lectures on my research; collaborated with the cryptography
research group at ENS.

Research Fellow, Institute for Pure and Applied Mathematics, UCLA
September – December, 2006

Invited as a core participant for the Fall 2006 program on “Securing Cyberspace:
Applications and Foundations of Cryptography and Computer Security.”

Visiting Research Scientist, DIMACS
March – May, 2002

Conducted research in both theoretical and applied cryptography, leading to
two published papers.

Instructor, Columbia University
Summer, 1999 – Spring, 2002

Taught Computability and Models of Computation (Summer ’01, Spring ’02),
Introduction to Cryptography (Spring ’01), and Introduction to Computer Pro-
gramming in C (Summer ’99, Spring ’00).

Research Scientist, Telcordia Technologies
March, 2000 – October, 2001

Member of the Mathematical Sciences Research Center. Conducted basic re-
search in cryptography leading to the filing of two provisional patents. Provided
security consulting services for other research groups within Telcordia.

Security Consultant, Counterpane Systems
May, 1999 – March, 2000

Discovered security flaws in email encryption software (PGP); this work was
widely covered in the press and led to two published papers and a refinement
of the current standards for email encryption. Designed and implemented se-
cure web-based protocols for clients. Contributed to Secrets and Lies: Digital
Security in a Networked World, by B. Schneier (J. Wiley & Sons, 2000).
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Honors and Awards

ACM Fellow (2021), “For contributions to cryptographic protocol design and cryptography
education.”

Mercator Fellow, German Research Foundation (2019).

ACM SIGSAC Outstanding Contribution Award (2019), “For exemplary commitment to
education in cryptography, through teaching and research, and for dedication to the ad-
vancement and increased influence of cryptographic research.”

IACR Fellow (2019), “For broad contributions, especially in public-key encryption and
cryptographic protocols, and for dedication to service and education.”

University of Maryland Distinguished Scholar-Teacher Award, 2017–2018

Member, State of Maryland Cybersecurity Council and Chair, Subcommittee on Education
and Workforce Development, 2015–2019

Member, steering committee, IEEE Cybersecurity Initiative, 2014–2017

Alexander von Humboldt Research Award, 2015–2016

Named one of Daily Record’s “50 Influential Marylanders,” 2014

Invited participant, DARPA Computer Science Study Group, 2009–2010

NSF CAREER award, 2005

University of Maryland GRB semester award, 2005–2006

National Defense Science and Engineering Graduate Fellowship, 1996–1999

NSF Graduate Fellowship, 1996 (declined)

Alpha Chi Sigma award for academic excellence, MIT, 1996

Research Grants/Gifts

(Dollar amounts listed reflect my home university’s portion of the award, rounded to the nearest

dollar. Unless indicated otherwise, I am the sole PI on the award.)

Research gift, G0 Labs, $25,000.
January, 2024

“SaTC: CORE: Medium: Cryptography in a Post-Quantum Future,” NSF, $1,000,400.
August, 2022 – July, 2025
PI: Jonathan Katz; co-PIs: Gorjan Alagic and Dana Dachman-Soled

“Proving Security of Algorand (as Deployed),” Algorand Foundation Ltd., $150,668.
September, 2021 – August, 2022

“Bridging Secure Computation and Differential Privacy,” Facebook, $100,000.
2021 – 2022

“Formally verified Accelerator for Ring-based Secure Iterative evaluation of Data under
Encryption (FARSIDE),” DARPA (via subcontract to SRI International), $447,202.
March, 2021 – February, 2024
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“Provable Security of the Algorand Protocol,” Algorand Foundation Ltd., $150,000.
September, 2020 – August, 2021

“TAMED: posT quAntuM zEro knowleDge,” DARPA (via subcontract to UCLA), $500,259.
April, 2020 – March, 2024

“Foundations for Next-Generation Cryptographic Standards,” NIST, $600,000.
September, 2019 – August, 2021
PI: Jonathan Katz; co-PIs: Dana Dachman-Soled and Babis Papamanthou

“Repelling Evasion and Poisoning Attacks: A PrincipledWay Forward,” DARPA, $3,146,359.
December, 2019 – November, 2023
PI: Tom Goldstein; co-PIs: John Dickerson, Furong Huang, David Jacobs, Jonathan Katz,
and Abhinav Shrivastava

“Practical Multi-Party Computation for Lightweight Clients,” Alibaba, $100,000.
January, 2019 – December, 2020

“Efficient Implementations of Secure Multi-Party Computation,” PlatON, $142,214.
September, 2018 – March, 2020

“CPS: Medium: Collaborative Research: Security vs. Privacy in Cyber-Physical Systems,”
NSF (CNS-1837517), $360,000.
September, 2018 – September, 2021

“Scholarship for Service (SFS) for ACES,” NSF (DGE-1753857), $5,046,316.
January, 2018 – December, 2022
PI: Michel Cukier; co-PIs: Jonathan Katz, Lawrence Gordon, William Nolte, and Jan Plane

“LL/University of Maryland Research Collaboration on Secure Multi-Party Computation,”
Lincoln Laboratory, $49,892.
April, 2017 – May, 2018

“Automated Analysis and Synthesis of Secure Cryptographic Algorithms,” NRL, $266,004.
September, 2016 – September, 2019

“TWC: Medium: Collaborative: New Protocols and Systems for RAM-Based Secure Com-
putation,” NSF (CNS-1563722), $484,196.
May, 2016 – April, 2019
PI: Jonathan Katz; co-PI: Mike Hicks

“Design and Analysis of (Quantum-Resistant) Hash-Based Signatures,” Cisco, $68,694.
April, 2016 – March, 2017

“Provable Security for Next-Generation Cryptography,” NIST, $1,097,937.
September, 2015 – August, 2018
PI: Jonathan Katz; co-PIs: Dana Dachman-Soled and Babis Papamanthou

“TWC: Large: Collaborative: The Science and Applications of Crypto-Currency,” NSF
(CNS-1518765), $1,935,783.
July, 2015 – June, 2018
PI: Elaine Shi; co-PIs: Michael Hicks, Jonathan Katz, and David Van Horn
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“TWC: Medium: Apollo: An Architecture for Scalable Verifiable Computing,” NSF (CNS-
1514261), $1,200,000.
July, 2015 – June, 2018
PI: Babis Papamanthou; co-PIs: Amol Deshpande, Jonathan Katz, and Elaine Shi

“US-Europe Workshop on Cryptography and Hardware Security for the Internet of Things,”
ARO, $35,000.
June, 2015 – June, 2016
PI: Gang Qu; co-PI: Jonathan Katz

“Secure Information Flows in Hybrid Coalition Networks,” US Army Research Labora-
tory/UK Ministry of Defence (International Technology Alliance in Network and Informa-
tion Science), $179,708.
May, 2015 – May, 2016
PI: Michael Hicks; co-PI: Jonathan Katz

“Secure Network-Centric Data Distribution and Processing,” US Army Research Labora-
tory/UK Ministry of Defence (International Technology Alliance in Network and Informa-
tion Science), $64,525.
May, 2015 – May, 2016

“EAGER: Physical, Social, and Situational Factors as Determents of Public WiFi Users’
Online Behaviors,” NSF (CNS-1444633), $215,002.
October, 2014 – September, 2016
co-PIs: Jonathan Katz and David Maimon

“Establishing a Science of Security Research Lablet at the University of Maryland,” NSA,
$4,737,089.
March, 2014 – March, 2017
Lead PI: Jonathan Katz

“Automating Secure Computation,” DARPA (via subcontract to ACS), $51,213.
January, 2014 – February, 2015
PI: Elaine Shi; co-PI: Jonathan Katz

“Network Security: Efficient Protocols for Message Integrity in DTNs,” Laboratory for
Telecommunications Sciences, $176,353.
April, 2013 – March, 2015

“Secure Information Flows in Hybrid Coalition Networks,” US Army Research Labora-
tory/UK Ministry of Defence (International Technology Alliance in Network and Informa-
tion Science), $356,615.
May, 2013 – May, 2015
PI: Michael Hicks; co-PI: Jonathan Katz

“Secure Network-Centric Data Distribution and Processing,” US Army Research Labora-
tory/UK Ministry of Defence (International Technology Alliance in Network and Informa-
tion Science), $108,016.
May, 2013 – May, 2015
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“TWC: Small: Exploring Cryptographic Models and Setup Assumptions,” NSF (CNS-
1223623), $400,945.
September, 2012 – August, 2015

“Developing a Science of Cybersecurity,” US Army Research Laboratory, $2,813,768.
October, 2011 – September, 2013

“TC: Large: Collaborative Research: Practical Secure Two-Party Computation: Tech-
niques, Tools, and Applications,” NSF (CNS-1111599), $1,000,000.
August, 2011 – August 2016
PI: Jonathan Katz; co-PI: Michael Hicks

“Delegated, Outsourced, and Distributed Computation,” US Army Research Laboratory/UK
Ministry of Defence (International Technology Alliance in Network and Information Sci-
ence), $199,226.
May, 2011 – April, 2013

“Toward Practical Cryptographic Protocols for Secure Information Sharing, Phase II CSSG,”
DARPA, $400,000.
September, 2010 – August, 2012

“NetSE: Medium: Collaborative Research: Privacy-Preserving Social Systems,” NSF (IIS-
0964541), $880,000.
September, 2010 – August, 2013
PI: Bobby Bhattacharjee; co-PIs: Jonathan Katz and Neil Spring

Supplement for “CAREER: Models and Cryptographic Protocols for Unstructured, Decen-
tralized Systems,” NSF (CNS-0447075), $80,000.
August, 2009 – August, 2010

“Energy Efficient Security Architectures and Infrastructures,” US Army Research Labora-
tory/UK Ministry of Defence (International Technology Alliance in Network and Informa-
tion Science), $162,450.
May, 2009 – April, 2011

“Cryptographic Primitives and Protocols for Security in Complex Systems,” DARPA, $100,000.
March, 2009 – March, 2010

“Understanding Fairness in Secure Two-Party and Multi-Party Computation,” NSF (CCF-
0830464), $277,782.
September, 2008 – August, 2011

“Collaborative Research: CT-ISG: Efficient Cryptography Based on Lattices,” NSF (CNS-
0716651), $138,500.
September, 2007 – August, 2010

“Efficient Security Techniques for Information Flows in Coalition Environments,” US Army
Research Laboratory/UK Ministry of Defence (International Technology Alliance in Net-
work and Information Science), $395,026.
May, 2007 – April, 2009
PIs: Jonathan Katz and Michael Hicks
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“Designing Reliable and Secure Tactical MANETs,” DoD MURI, $1,442,324.
May, 2007 – April, 2012
PI: Virgil Gligor; co-PIs: John Baras and Jonathan Katz

“New Techniques for Authenticating Humans (and Other Resource-Constrained Devices),”
NSF (CNS-0627306), $300,000.
September, 2006 – August, 2009

“Feasibility and Efficiency of Secure Computation,” United States-Israel Binational Science
Foundation, $120,000.
September, 2005 – August, 2009

“CAREER: Models and Cryptographic Protocols for Unstructured, Decentralized Systems,”
NSF (CNS-0447075), $400,000.
February, 2005 – January, 2010

“Secure Design and Usage of Cryptographic Hash Functions,” University of Maryland GRB
semester award.
2005–2006 academic year

“ITR-(ASE+NHS)-(DMC+INT+SOC): Resilient Storage and Querying in Decentralized
Networks,” NSF (CNS-0426683), $720,000.
September, 2004 – August, 2008
PI: Bobby Bhattacharjee; co-PIs: Sudarshan Chawathe, Jonathan Katz, and Aravind Srini-
vasan

“Distributed Trust Computations for Decentralized Systems,” NSF (CNS-0310499), $375,000.
August, 2003 – July, 2006
PI: Bobby Bhattacharjee; co-PI: Jonathan Katz

“Collaborative Research: Mitigating the Damaging Effects of Key Exposure,” NSF (CNS-
0310751), $240,000.
August, 2003 – July, 2006

PhD Students (Graduated)

Noemi Glaeser (graduated in 2024, co-advised with Giulio Malavolta)

Chen Bai (graduated in 2024, co-advised with Gorjan Alagic)
Currently a postdoc at Virginia Tech

Michael Rosenberg (graduated in 2024, co-advised with Ian Miers)
Currently at Cloudflare

Erica Blum (graduated in 2023)
Currently assistant professor at Reed College

Yupeng Zhang (graduated in 2018, co-advised with Babis Papamanthou)
Recipient of ACM SIGSAC dissertation award (2019)
Currently assistant professor at UIUC
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Xiao Wang (graduated in 2018)
Currently assistant professor at Northwestern University

Kartik Nayak (graduated in 2018, co-advised with Elaine Shi)
Currently associate professor at Duke University

Daniel Apon (graduated in 2017)
Currently applied cryptography lead at MITRE

Aishwarya Thiruvengadam (graduated in 2017, co-advised with Dana Dachman-Soled)
Currently assistant professor at IIT Madras

Andrew Miller (graduated in 2016, co-advised with Elaine Shi)
Currently assistant professor at UIUC

Alex Malozemoff (graduated in 2016)
Currently at Galois, Inc.

Adam Groce (graduated in 2014)
Currently associate professor at Reed College

Ranjit Kumaresan (graduated in 2012)
Currently at Visa Research

Arkady Yerukhimovich (graduated in 2011)
Currently assistant professor at George Washington University

S. Dov Gordon (graduated in 2010)
Currently associate professor at George Mason University

Omer Horvitz (graduated in 2007, co-advised with Prof. Gligor)
Currently at techmeme.com

Chiu-Yuen Koo (graduated in 2007)
Currently at Google

Ruggero Morselli, (graduated in 2006, co-advised with Prof. Bhattacharjee)
Currently at Google

Postdoctoral Researchers

Alex Block, 2022–2024
Currently assistant professor at UIC

Hendrik Waldner, 2022–2024
Currently research scientist at Nethermind

Andreea Alexandru, 2021 – 2023
Currently cryptography scientist at Duality Technologies

Georgios Zirdelis, 2021 – 2022
Currently cryptographer at Modulus Labs

Julian Loss, 2019 – 2021
Currently assistant professor at CISPA Helmholtz Center for Information Security
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Jiayu Xu, 2019 – 2021
Currently assistant professor at Oregon State University

Leo Fan, 2019 – 2021
Currently assistant professor at Rutgers University

Sina Shiehian, 2019 – 2020
Currently privacy engineer at Snap

Daniel Genkin, 2016 – 2018
Currently associate professor at Georgia Tech

Samuel Ranellucci, 2016 – 2018
Currently cryptographer at Unbound Tech

Dimitris Papadopoulos, 2016 – 2017
Currently assistant professor at Hong Kong University of Science and Technology

Jacob Alperin-Sheriff, 2015 – 2016
Currently at EY-Parthenon

Hoang Viet Tung, 2014 – 2015
Currently associate professor at Florida State University

Feng-Hao Liu, 2013 – 2015
Currently associate professor at Washington State University

Jean Paul Degabriele, 2013 – 2014
Currently research group leader at Darmstadt University

Yan Huang, 2012 – 2014
Currently associate professor at Indiana University

Hong-Sheng Zhou, 2010 – 2013
Currently associate professor at Virginia Commonwealth University

Dominique Schröder, 2011 – 2012
Currently professor of privacy enhancing technologies at TU Wien

Raef Bassily, 2012
Current associate professor at The Ohio State University

Seung Geol Choi, 2010 – 2012
Currently professor at the US Naval Academy

Vassilis Zikas, 2010 – 2012
Current associate professor at Georgia Tech

Lior Malka, 2009 – 2010

Ik Rae Jeong, 2005 – 2006
Currently professor at Korea University
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Professional Activities

Editor-in-chief:
– Foundations and Trends in Privacy and Security (2023–present)

Editorial board:
– ACM Transactions on Privacy and Security (2024–present)
– Journal of Cryptology (2011–present)
– International Journal of Applied Cryptography (2007–present)
– Proceedings on Privacy Enhancing Technologies (2015–2017)
– Information & Computation (2012–2017)
– Journal of Computer and System Sciences (2013–2014)
– IET Information Security (2005–2012)
– Fundamenta Informaticae (2006–2011)

Program chair:
– Real-World MPC Workshop 2025
– 6th International Symposium on Cyber Security, Cryptology, and Machine Learning
(CSCML) 2022
– ACM Conference on Computer and Communications Security 2019–2020
– ACM Conf. on Computer and Communications Security (area chair, cryptography) 2018
– Crypto 2016–2017
– Symposium and Bootcamp on the Science of Security (HoTSoS) 2017
– Intl. Conference on Practice and Theory in Public-Key Cryptography (PKC) 2015
– Conference on Decision and Game Theory for Security (GameSec) 2011
– Cryptography Track, 12th International Symposium on Stabilization, Safety, and Security
of Distributed Systems (SSS) 2010
– Applied Cryptography and Network Security (ACNS) 2007

Organizer:
– Graduate Summer School on Post-Quantum and Quantum Cryptography (IPAM, UCLA),
2022
– Winter School on Cryptocurrency and Blockchain Technologies (Shanghai, China), 2017

Steering committees:
– Co-chair, IEEE Cybersecurity Award Selection Committee (2017, 2018)
– IEEE Cybersecurity Initiative (2014–2017)
– International Symposium on Cyber Security, Cryptography and Machine Learning (CSCML),
2016–present

Program committees:
– IEEE Symposium on Security & Privacy (Oakland) 2009, 2015, 2026
– ACM Conf. on Computer and Comm. Security (CCS) 2005, 2006, 2011–2013, 2017, 2018,
2022–2025
– USENIX Security 2025
– Eurocrypt 2006, 2008, 2009, 2011, 2013, 2025
– Asiacrypt 2004, 2007, 2008, 2010, 2012, 2024
– International Symposium on Stabilization, Safety, and Security of Distributed Systems
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(SSS) 2017, 2023
– Crypto 2003, 2005, 2006, 2009, 2013, 2020, 2023
– IEEE Conf. on Distributed Computing Systems (ICDCS) 2023
– Theory of Cryptography Conference (TCC) 2006, 2007, 2012, 2016, 2022
– Workshop on Privacy-Enhancing Technologies for the Homeland Security Enterprise 2022
– Real World Cryptography (RWC) 2019, 2020
– IndoCrypt 2017
– IEEE European Symposium on Security & Privacy 2016, 2017
– Network and Distributed System Security (NDSS) 2016
– Mycrypt 2016
– Symposium and Bootcamp on the Science of Security (HotSoS) 2015, 2016, 2018
– European Symposium on Security in Computer Security (ESORICS) 2013
– RSA—Cryptographers’ Track 2006, 2007, 2010, 2012
– Financial Cryptography 2012
– ACM-SIAM Symposium on Discrete Algorithms (SODA) 2011
– Intl. Conf. on Cryptology and Network Security (CANS) 2010
– Intl. Conf. on Pairing-Based Cryptography (Pairing) 2010
– Public-Key Cryptography (PKC) 2007, 2010
– ACM Symposium on Theory of Computing (STOC) 2009
– Applied Cryptography and Network Security (ACNS) 2006, 2009
– IEEE Symposium on Foundations of Computer Science (FOCS) 2008
– Security in Communication Networks 2008
– ICALP 2007
– ACM Workshop on Security and Sensor Networks (SASN) 2004, 2005, 2006
– Security and Cryptography for Networks (SCN) 2006
– VietCrypt 2006
– International Conference on Information Security and Cryptology (ICISC) 2005, 2006
– UCLA/IPAM workshop on “Locally decodable codes. . . ,” 2006
– Workshop on Cryptography over Ad Hoc Networks (WCAN) 2005, 2006
– International Conference on Cryptology in Malaysia (Mycrypt) 2005
– Workshop in Information Security and Applications (WISA) 2004

Courses/Tutorials

Two 1-hour tutorials: “Introduction to (Zero-Knowledge) Proofs” and “The Sum-Check
Protocol and Applications,” Foundations and Applications of Zero-Knowledge Proofs (Intl.
Centre for Mathematical Sciences, Edinburgh, UK), September 2024.

7.5 hours of lectures: “Secure Distributed Computation,” Summer School on Cryptography
(University of Bonn, Germany), September 2022.

3.5-hour tutorial: “Introduction to (Classical) Cryptography,” Graduate Summer School on
Post-Quantum and Quantum Cryptography (IPAM, UCLA), July 2022.

3-hour tutorial: “Introduction to Secure Computation,” 1st Crypto Innovation School
(Shenzhen, China), November 2018.
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3-hour tutorial: “Incentives and Game-Theoretic Considerations in Bitcoin,” Winter School
on Cryptocurrency and Blockchain Technologies (Shanghai, China), January 2017.

7-week on-line course: “Cryptography,” Coursera, 2014.

1-hour tutorial: “Message Authentication Codes (an Introduction),” Army Research Labo-
ratory (Adelphi, MD), October 2009.

Half-day tutorial: “Ruminations on Defining Rational Multi-Party Computation,” Summer
School on Rational Cryptography (Bertinoro, Italy), June 2008.

1-hour tutorial: “The Basics of Public-Key Encryption,” Booz Allen Hamilton (Linthicum,
MD), October 2007.

2+-hour tutorial: “A Survey of Modern Cryptography,” ACM Sigmetrics, June 2007.

Week-long course: “Zero Knowledge: Foundations and Applications,” (Bertinoro, Italy),
October 2006.

Half-day tutorial: “Black-Box Reductions, Impossibility Results, and Efficiency Lower
Bounds,” UCLA/IPAM, September 2006.

Invited Panel and Session Participation

IOHK Summit (Miami, Florida): panel participant, “The Future of Blockchain Research,”
April 2019.

ATARC Federal CISO Summit: moderator, “Addressing the Cybersecurity Skills Gap,”
January 2018.

Big Data in Finance, University of Michigan: panel participant, October 2016.

3rd Annual Conference on Cyber Security and the Law (French American Foundation,
Washington, D.C.): panel participant, September 2016.

11th Colloquium for Information System Security Education (Boston University): panel
member, “How to Teach Cryptology,” June 2007.

Invited Talks

TU Wien (Vienna, Austria): “Round-Optimal Fully Secure Distributed Key Generation,”
March 2025.

Public Lecture, Intl. Centre for Mathematical Sciences (Edinburgh, UK): “What do Cryp-
tographers Work on?” September 2024.

DeCompute 2024 (Singapore): “Honest-Majority ECDSA for Signing Networks,” Septem-
ber 2024.

Distinguished Computing Lecture, Boise State University: “Round-Optimal Fully Secure
Distributed Key Generation,” November 2023.

Workshop on Securing the Future of GenAI—Mitigating Security Risks (Google, Reston,
VA): “A Watermark for Large Language Models,” October 2023.
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NIST Workshop on Multi-Party Threshold Schemes (MPTS) 2023: “Standardizing Proto-
cols for Threshold ECDSA,” September 2023.

NIST Workshop on Multiparty Threshold Schemes (MPTS) 2023: “Distributed Key Gen-
eration in the Discrete-Logarithm Setting,” September 2023.

DeCompute 2023 (Singapore): “Securing Wallets in a Federated Key-Management Net-
work,” September 2023.

Intl. Workshop on Timed-Release Encryption and its Applications (Oxford, UK): “On the
Security of Time-Lock Puzzles and Timed Commitments,” June 2023.

Friedrich-Alexander-Universität (Nuremberg, Germany): “Zero-Knowledge Proofs and Po-
tential Legal Applications,” December 2022.

Facebook Privacy-Preserving Machine Learning Series (virtual): “Spreading the Privacy
Blanket: Differentially Oblivious Shuffling for Differential Privacy,” April 2022.

University of Erlangen-Nürnberg, Mercator tutorial (virtual): “Differential Privacy for Dis-
tributed Protocols,” October 2021.

University of Erlangen-Nürnberg, Mercator tutorial (virtual): “Secure Distributed Proto-
cols,” October 2021.

Ruhr University Bochum, CASA Distinguished Lecture (virtual): “Differentially Oblivious
Protocols for Differential Privacy,” May 2021.

Towson University, REU Colloquium (virtual): “Is RSA Encryption Secure? A Look at
Modern Cryptography,” April 2021.

University of Maryland, Baltimore County, Cyber Defense Lab (virtual): “Secure Compu-
tation: From Theory to Practice,” October 2020.

Improving Privacy with Advanced Cryptographic Techniques, JHUAPL (virtual): “Secure
Computation: Recent Progress and Future Trends,” September 2020.

Crypto 2019: “Secure Multiparty Computation: When Theory Meets. . . ,” August 2019.

Nanyang Technological University (Singapore), School of Physical and Mathematical Sci-
ences Distinguished Speaker Series: “Fractal: A High-Performance Proof-of-Stake Blockchain,”
August 2019.

Singapore University of Technology and Design: “The Network Effect: The Impact of
Network Modeling on Cryptographic Feasibility Results,” August 2019.

Summer Summit on Cryptocurrency and Blockchain Technologies (City University of Hong
Kong): “Incentives and Game-Theoretic Considerations in Bitcoin,” August 2019.

Summer Summit on Cryptocurrency and Blockchain Technologies (City University of Hong
Kong): “Blockchain and Bitcoin Fundamentals,” August 2019.

Chinese University of Hong Kong, Faculty of Engineering Distinguished Lecture Series:
“Fractal: A High-Performance Proof-of-Stake Blockchain,” July 2019.

Northwestern University, Feinberg School of Medicine: “Privacy-Preserving Analytics for
Medical Data,” June 2019.
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IEEE Conference on Computer and Network Security (CNS) 2019: “The Network Effect:
The Impact of Network Modeling on Cryptographic Feasibility Results,” June 2019.

IOHK Summit (Miami, Florida): “Practical Secure Computation,” April 2019.

Information Technology and Innovation Foundation (Washington, D.C.): “Cryptography
and Public Policy,” March 2019.

DC-area Security and Privacy Seminar: “How to Hash: Efficient and Secure Multiparty
Computation from Fixed-Key Block Ciphers,” February 2019.

TPMPC Workshop (Aarhus, Denmark): “Optimizing ZK Proofs from Secure Computa-
tion,” May 2018.

Sandia National Laboratories: “A Survey of Secure Computation,” March 2018.

UT Dallas Distinguished Lecture Series: “Post-Quantum Signatures from Secure Compu-
tation,” November 2017.

New Jersey Institute of Technology Distinguished Speaker Series: “Post-Quantum Signa-
tures from Secure Computation,” October 2017.

Cyberweek—Academic Perspectives on Cybersecurity Challenges (Tel Aviv, Israel): “Se-
cure Distributed Computation,” June 2017.

2nd Hebrew University Networking Summer (Jerusalem, Israel): “Recent Progress in Generic
Secure Computation,” June 2017.

MITRE Distinguished Speaker Series (McLean, VA): “Recent Progress in Efficient Secure
Computation,” May 2017.

IEEE Cybersecurity Development Conference (Boston, MA): “How to Think about Cryp-
tography: Common Crypto Flaws and How to Avoid Them,” November 2016.

Cyber Community of Interest Meeting, ONR: “Automated Analysis and Synthesis of Symmetric-
Key Modes of Encryption,” September 2016.

Computing Research Association: Addressing National Priorities and Societal Needs (Com-
puting Community Consortium, Washington, D.C.): “Better Privacy and Security via Se-
cure Multiparty Computation,” May 2016.

Workshop on Human Factors in Cybersecurity Design, Hebrew University (Jerusalem, Is-
rael): “Taking the Human into Account in Cryptographic Design,” March 2016.

George Washington University Department of Mathematics: “The Nature of Proofs: A
Computational Perspective,” February 2016.

Foundations of Cyber Security and Privacy Symposium, Max Planck Society (Munich,
Germany): “Cryptography as a Nucleus for Cybersecurity Research,” July 2015.

Privacy Enhancing Technologies Symposium (PETS) 2015: “Secure Computation: Where
Do We Go From Here?” June 2015.

Naval Postgraduate School Foundation, President’s Circle Retreat: “Privacy-Preserving
Distributed Computation,” April 2014.
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Georgetown University: “Secure Computation in the RAM Model,” April 2014.

Rutgers University: “Privacy-Preserving Computation: How, What, and Why?” Novem-
ber 2013.

First EasyCrypt workshop (University of Pennsylvania): “EasyCrypt 0.2 Feedback and
Recommendations,” July 2013.

Workshop on Real-World Cryptography (Stanford): “Practical Anonymous Subscriptions,”
January 2013.

Workshop on Theory and Practice of Multiparty Computation (Aarhus, Denmark): “Recent
Results on Game Theory and Secure Computation,” June 2012.

Indiana University: “Is (Generic) Secure Two-Party Computation Practical?” Novem-
ber 2011.

Microsoft Research (Redmond, WA): “(Ever More) Efficient Secure Two-Party Computa-
tion,” March 2011.

PerAda Workshop on Security, Trust, and Privacy (Rome, Italy): “Privacy, Trust, and
Security in Pervasive Computing: Challenges and Opportunities,” November 2010.

Tsinghua University (Beijing, China): “Fairness and Partial Fairness in Two-Party Com-
putation,” June 2010

Beijing Institute of Technology: “Rational Secret Sharing,” June 2010.

SKLOIS: The State Key Laboratory Of Information Security (Beijing, China): “Leakage-
Resilient Cryptography,” June 2010.

SKLOIS: The State Key Laboratory Of Information Security (Beijing, China): “Rational
Secret Sharing,” June 2010.

Workshop on Decentralized Mechanism Design, Distributed Computing, and Cryptography
(Princeton University): “Rational Secret Sharing: A Survey,” June 2010.

Microsoft Research (Cambridge, MA): “Rational Secret Sharing,” April 2009.

AT&T Labs: “Fairness and Partial Fairness in Secure Two-Party Computation,” February
2009.

University of Toronto: “Fairness and Partial Fairness in Secure Two-Party Computation,”
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École Normale Supérieure (Paris, France): “Efficient Cryptographic Protocols Based on the
Hardness of Learning Parity with Noise,” July 2008.
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Party Computation,” March 2008.

11th IMA Intl. Conference on Cryptography and Coding Theory (Cirencester, UK): “Ef-
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Georgia Tech: “New Techniques for Authenticating Humans (and other Resource-Constrained
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University of Modena: “Secure Authentication without Traditional Cryptographic Keys,”
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Optimal Secure Two-Party Computation,” May, 2005.

UCLA: “Secure Remote Authentication Using Biometric Data,” March, 2005.

Luminy Workshop on Cryptography (Marseilles, France): “Secure Remote Authentication
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MIT Cryptography and Information Security Seminar: “Round-Optimal Secure Two-Party
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Korea University: “Scalable and Efficient Protocols for Authenticated Group Key Ex-
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Korea Information Security Agency (KISA): “Efficient Protocols for Password-Only Au-
thenticated Key Exchange,” November, 2003.
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& Hall/CRC Press, 2020. (First edition published in 2007; second edition published
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4. J. Katz and G. Vigna, eds. CCS’20: Proceedings of the 2020 ACM SIGSAC Confer-
ence on Computer and Communications Security. ACM Press, 2020.
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4. J. Katz. “Cryptography.” In Wiley Encyclopedia of Computer Science and Engineer-
ing, B.W. Wah, ed., John Wiley & Sons, 2008.

5. J. Katz. “Symmetric-Key Encryption.” In The Handbook of Information Security, H.
Bidgoli, ed., John Wiley & Sons, Inc., 2005.

6. J. Katz. “Cryptography.” In Computer Science Handbook, 2nd edition, A. Tucker,
ed., CRC Press, 2004.
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cient Multiparty Computation Supporting Real Number and Boolean Arithmetic.”
J. Cryptology 36(3): 31, 2024.
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cast with a Partially Compromised Public-Key Infrastructure.” Information & Com-
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2013.

9. J. Katz and V. Vaikuntanathan. “Round-Optimal Password-Based Authenticated
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10. J. Katz, A. Sahai, and B. Waters. “Predicate Encryption Supporting Disjunctions,
Polynomial Equations, and Inner Products.” J. Cryptology 26(2): 191–224, 2013.
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11. Y. Dodis, B. Kanakurthi, J. Katz, L. Reyzin, and A. Smith. “Robust Fuzzy Extrac-
tors and Authenticated Key Agreement from Close Secrets.” IEEE Transactions on
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13. J. Katz. “Which Languages Have 4-Round Zero-Knowledge Proofs?” J. Cryptology
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Cryptology 25(1): 14–40, 2012.
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17. J. Katz, J.-S. Shin, and A. Smith. “Parallel and Concurrent Security of the HB and
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19. J. Katz, R. Ostrovsky, and M. Yung. “Efficient and Secure Authenticated Key Ex-
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23. J. Katz and C.-Y. Koo. “On Expected Constant-Round Protocols for Byzantine
Agreement.” J. Computer and System Sciences 75(2): 91–112, 2009.

24. J. Katz and Y. Lindell. “Handling Expected Polynomial-Time Strategies in Simulation-
Based Security Proofs.” J. Cryptology 21(3): 303–349, 2008.

25. E.-J. Goh, S. Jarecki, J. Katz, and N. Wang. “Efficient Signature Schemes with
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27. J. Katz and M. Yung. “Scalable Protocols for Authenticated Group Key Exchange.”
J. Cryptology 20(1): 85–113, 2007.
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from Threshold Homomorphic Encryption.” PQCrypto 2024.
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28. E. Blum, J. Katz, C.-D. Liu-Zhang, and J. Loss. “Asynchronous Byzantine Agreement
with Subquadratic Communication.” 18th Theory of Cryptography Conference (TCC)
2020.

29. J. Katz, J. Loss, and J. Xu. “On the Security of Time-Lock Puzzles and Timed
Commitments.” 18th Theory of Cryptography Conference (TCC) 2020.

30. T. Duong, L. Fan, J. Katz, P. Thai, and H.-S. Zhou. “2-hop Blockchain: Combining
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